BRA%10S XEL & L RYSEMEE RN
B 8%

ERATZEHEE

BEEHRE T ERN

NE % E
BERANTEZSRE

E BT L4 B @ FUR S
Z\FHZ%E‘:%EQE‘E
T4 ERSNVPHE

# B (FAQ)

&
AXEMEENEEERRES L RAEERRERN T2 ENREFTN T2 M.

AR



HAXERLIBR/HEER , BRABRMECisco I0S ® XEERBIFERH,
BRF T

FRERFNERABRRT#ITCisco IOS XE 1718 2MEMUBHNAABEEE. HPEHECisco I0S
XEBGH2R, BHMWLC,

ANXHHWEARRBREEEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRED . RICHVEEREET | SR RGBS

A REE R E,

B 1R

EMNBEERBRBRERRERE.

REBRFZENEREMMDEUREBRERZ Y  AERLR
DENBRERNIER , YHEABRERDZERE.

M AR R AE AN Cisco 10S XEEBMEERF , B NKIFRABNARERIRLLINE
MEHNESFEEF. B2,
MERSH,

AXETEAER I ERERELEEER 2 E SRR AE

TREEREE

ATHRBRLHERD K RABENZ2REIER K FREERLSEHEFNTENIT/EE  BRERA
PR AFERERTAZENENIBE. FIE , FLLBHENRRBEATIESRBE. —EI
BEMLAEBIRE A "TBS . BB, mMB —{EZheEEA "REl, BER.
F—PEER

g

==}
[ ]

EREREXTETRSUEER , SECLIERIES,

EANERRRESHAIZERERNRHE , XL
BEEFRETEERIEREMBE, BNHEIERVHEREMATLENESHE., HEBESHE
BNTLZLBEETSEBERNERTLZE2EN,

Cisco 10S XEMA17.18. 2R % — AT R £ ae5| AB SRR ERNVEBRA.


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening

B FEER : R

FREAT , FENAREDERER  FEEANCERERFETEEA (BB ATREER
). BRAHENATREET , EFREFTEREMAEGETLZEEE, FFER , Cisco 0SS XEF
BENRLENRETRERREIPEE : )

HEEREMERH , AFERSERSINES
Cisco 10S XEMA26.1.12 5 — B W T L2 Ihae5| A RHIFEERVERRA.
E=PEER : BER

HEEMBRBRNFTREE. WRMENSESRERAEXERRABRAME, MM, BEZK
FIHEYZhRE ( BAISNMPV2 ) BEKRE LT E AV IsEEE.

Cisco |I0S XERZA26.2.12 5% — B WA R £ IhRe5| AMBRE BRA BB IR AN,
BA#e T
EFFERRERIESNERRER  SLEDTHFEFTR. ANETSSIAELRT,

» show system insecure configuration

- R TRARETENEANERRIBENTZEEE, ©IAFETERBERERIER
BRRENTZEEE, LGTERRT -RXITZ2BEERENRRRRE (£ "FHEHN

TReBERHE, Mo PEITTFMRA ).

* show system security mode

LR T RHEEREKEENZL2EXNERTZEEANEER L.
. show running-config all | include system mode insecure
- MR TERETRE ( 2RAREE )  BRRAREXTZ2BRFETRBR, 72

RE2BEXNE 7 HAMFBEA.

- A R#secure all
- AR I BNET A Z £ B & 3 0 B8 Rshow system insecure configuration#i . EH
BREEXERRFALZLEBNEE , MEFFHRHETRRBH,

» show system insecure profile
- MW TETRIIBBENTIRZLERE , RRBRTAEZIREINERB ELRAELERE, BE
Z2REBBNTHRRE K BEERTPNTZ2REEFESREREANEBMEN. &
THRREE LEFRENTZLE. ERRERE®R EIJ NP ERHIERTIZEEE
WEE., AHMAEREZRLER K F2H "HtER, Mo "mEEs .

\\)it

BRI



ARBENEESER

AR R ERME

AXEPFHENENTRZENEERENES ER MR EF RS L | URBIHETHER,
Z2BHER , ©AE U A#¥show system insecure configuration$il H ks, FAMERER RS LA
0o EHEHERE  RNHEESIEIDE, BFBE, TEATRLNEERLHEN %SYS-4-

INSECURE_CONFIGR#iBF 2z E&RZ et H I M o ENEEE,

BEF

{5 F & AT LAfE F show system insecure configurationfs SR T — X IBHIE/T 2 BIFTRIERAV S
TSR ERENE—BoHP., F—ERHABETRCETREENR , YEAESHERETZEME

BT T —REHE

<tfroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

Pending in 8 min 0 sec <<<----------

Database State: Update Scheduled

<snip>

T—ERFIERE ERBHARARUIEMREESR , EEFFER I Z2NEEER

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

/,

T

=

Lttt E



Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

No pending updates <<<----------

Database State: Stable

<snip>

{# F & 7] LA{E FAtest system secure all@ S3a & L ENEH R, BRTERVHNEHEE  LHDE
FRshow system insecure configuration#i i, EEMREEXRRH I ZLEBRNEE K MES
% SR IEFH RSB,

TZeBEES

£17.18.25| Ay "&E, R , FABUUAERUTRKBFHEE

%SYS-4-INSECURE_CONFIG: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation: <REMEDI.
%SYS-4-INSECURE_DYNAMIC_WARNING: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation

ELHEEHE

BEAERBFEENTH (HIWMLOGGING, HTTPELLINE )
- ERBRESHEHENBERE
RRUEEEBRATRELNERE

AR EREERENEBRAFRAMENRE

FERELNWERKIYE, HANRREISSEETZENERE , LEERAEE

i OF
||c‘_*v :TJJ—

HETE
BB,

® Y

Skt
=

8 foi

S

MiEE : #¢Cisco 10S XE 26.1.1hxBH% , INSECURE_DYNAMIC_WARNINGSH B & & P EY
BERTALZEMEE , MINSECURE_CONFIGHEERFIMERIERTFTZEMWEE. show
system insecure configuration¥ i 7 {& 78 R PR FIPE ER Bl B o

BrE ELH?EE&EE:&EF@HT&%E’JEE&E’ET\ W ERTLEREF N RELE L
. BEMELEBREELNESIMEN  FSEBHERIHCisco 10S XERS BES


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html

BLERTAHBENRE AR

LTREATRZENEERTALBENRKBFEE R, W 'FRENTRLEERE, WMo+
g, ERATZ2RER , TRFEERZMIERBIEERELHEER

! Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit

X ED S HE R Y R B RS R

LT RRBBERNRIER. RERIINSETREEEREET—HER

! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No

TREEN

f€Cisco 10S XE 26.1. 1[RFHEI AT R LER. FREEAFYRBERETRE B EARKR
L BN EE, FETRZ2EAEENEFEEERRANTLEIEET , BRRREL
RESsEX2RABRIFTERRE. TEAKTZ2YREAINLRERKEZH  CEGREHT
REMEENHEE, TREEAENAEEIBRCNACRANDERETSHRILETE L6
BEF=-EEHTEMR, TZ2RANEREREFFEBRIENKNZ2ER , BRETRER
DR TRV B E K.

HRUERBERNEHBENEHRE  ARBEATERE "Z£#EX . (no system mode

insecure) , EXMEREFANEAERARFBERNTRZEERE. EAEFEEARKERNTR
e EMREERABMATZEER  LMERARFBERAIZ2RNBE. ERBESERNTR
EHRENMBENAUEREEXTER  BEMBEEERESEE.

BE

Tk

AR 2EN

{52 FA & W] LA F show system security modemn T EXEERTRERRZEE X FLLERN. show



running-config all | include system modemi TIERMEERERZLERNERIFELLER, allBHE
FERREERWHPORARLE  RATSEARTHBENERRE.

EBEBHRRTERZEREANEKE !

<ffroot>

Device#

show system security node

System Security Mode :

Secure

Device#

show runni ng-config all | include system node

no system node i nsecure

AUEAHRENGTRERERTENRTIZ2EN

<#froot>

Device#

show system security node

System Security Mode :

| nsecure

Device#

show runni ng-config all | include system node



syst em node insecure

BFRLZEEN

BATZEERN

ERAEAUERARBEERATZEN BN EERATZ2EN

<ttroot>

Device# configure terminal
Device(config)#

system node insecure

BAZEEN

{# A & 7] LA Ano system mode insecure 2 M RERALZEER :

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure

BAZEEANER

BEBE 'R2ERX,

c FATLRENBREREHLATK , B
- BARKEFRMBEAEFRENEE

MRRERALZENEERE , AEREFTFHRBHE

<tfroot>

REERTEREES



Device# configure terminal
Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure configuration scanning is in progress. Try after 4 nin O sec

{6 F & AT LLfE A test system secure all@n 5585 S B EFF B

MREMKHFIPARERHATR R , RENARAVIEAFIRZL2NEE , AIRKTSEARS
B, SDALMBRELTZL2NEE K ABRRFTREAREEREN

<ffroot>

Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure cli(s) are present in system

mEEMERERE , FRHEATUBMAREER !

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure
YSYS- 4- SYSTEM _SECURI TY_MODE_CHANGE: System Security Mde Changed from | NSECURE t o SECURE

ERATZENEE

EZ2EAT , IREAEERBAZIREENTZ2EE , IEEF—RIERHESE , XETESRE
RREE. SHIRER

<ttroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

%rror:lnsecure configurations are not pernmitted in secure node.

To proceed, set the system mode to insecure using the command



syst em node insecure

, and then try again.
Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is configure

Y%ERROR: Security policy check failed, configuration can't be applied

Device(config)#end

BEEERRVABERNEERPREENZLER  AHEZEARENTIZERE, SRR
AEATZENEE :

Device# show running-config | include ip ftp source-interface
Device#

RTERARHERTZEEE , FAEFEEAEARREX T2 EERABATLZEE

= (Insecure Mode):

<tfroot>

Device# configure terminal
Device(config)#

syst em node insecure

Device(config)# end

Device#show running-config all | include system mode

syst em node insecure

—BREERTZEER  DAERARHERNTRZEEE, BEERSETELNZL2ESHER
B2, BRATARENEE :

<tfroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

SECURI TY WARNI NG

- Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is config



Device(config)# end

Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0

Device#

ERAEESRE—RESHEHS  RECRAEIZTZENEE, HRFTEHRSHELTASIEBRUR
HHERR  HEUEREAFERERRSTREEMN T ET AR

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N

AR RERRRHIEENIIENDEEEN/REILEER, ERESERNIIENBENR
MEZ2EATER

HBERITREEN

ECisco I0S XEREAMEI26. 1 1HESHRAK , RRESIEBEPRAIEMRFBERHFIZE
BE 6 YEBHEREERITLZLEN, FHEEFRLOACTFDFERREXA TR MEE
, MEEEA "REL BERE , YRR DRERATE.

WEHAZNBR17.182 ( HFRETZEERNLTX ) A#KZFI26.1.1 ( EEHRENTZEERLT
X ) HERFTZEEXNEHER, KEREANTZZIip ftp source-interface
GigabitEthernet0/0/0Et B %

5# , k8 EECisco I0S XERRZ~17.18.2 L RAE :

Device# show version | include Cisco I0S XE Software
Cisco I0S XE Software, Version 17.18.02

BRE —EFRENEE

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------



<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

SN, WRAFIRE TR, & TFE2EX) W

Device# show running-config all | include system mode
Device#

RBEZEREFART26.1.1 , BEIATRZEEANTFT L 2EN,

Device# show version | include Cisco I0OS XE Software
Cisco IOS XE Software, Version 26.01.01

MERHERNTLZLEE :

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------



<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

HRFEL (JEM ) RFBRVFLZLEE  RESBRALEDERITLZLER

<#froot>

Device# show system security mode
System Security Mode :

| nsecure

REREANTZ2BEESEBHER !

<{froot>

Device# show running-config all | include system mode

system node insecure <<<----------

system mode warning periodicity 24
Device#

AR NREFE TES —BR, TR2EE , AIFElEn "TR2RN, NEiR, BRI



(RN T REREST % ABER,

NELE

MIEBEE—VSH , EMRER (F=RR ) 28l , RTLZENIENBEEBIERENA
Eo BREST -LWHEMERNRE, FRITReREYHHETEFSEEEHE

BEEBRNTRZEEE

ﬁ)ﬁ%ﬂl«lﬁﬁ%‘ﬁﬁﬁ)ﬂ show system insecure configuration EXEC#s ¥ F Fi By Restriction-phase
insecureBtiE. M S1E26. 1R EFMRAF B E)'EEEshow tech-supportiii i, LUTRERT
EﬂEIFE%UI‘%‘EithéEEEE’\J % & Y B R

<tfroot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands:

3 << Nurmber of insecure configurations identified

Database Type: Active (Current State)
Scan Status: Complete
Next Update: Pending in

10 min 0 sec <<<------- Time remaining until this output refreshes to reflect

Database State: Update Scheduled

any configuration changes appli ed.

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries



: FTP
| Parent Command: NA

CLI Conmand

: ip ftp source-interface GigabitEthernet0/0/0
|

Description

: FTP service enabled - transmits credentials and data in plaintext, vulnerable to interception

Reason

: No encryption is configured

Renedi ati on

: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>

HaHEERRES TR YRENER, ROGTHERE (MREREREE ). CEBRNBECLIG
7. BBATZ2NREUREERRTAIARNHERIRENEREN.

{§ FA & E 7] LA Fshow system insecure profile i S RFIELRZEWCLIEXNEZFEBEE., B
show system insecure configurationf R E s EFANRHIEBRETLZLBEER , show system
insecure profile B R RAKERANAMERFIBERTRLEE, HEZLREERBNTERE W2
ERPFNTZ2eREFESRERFANERBMEN.

®RT L2l ENHRRA



BERFERTERAENMMER, BANGEREEERNTZEEE, EWREHERIA
INSECURE_CONFIGZ%# B 5538 218 show system insecure configuration#i i , ERI#EHE T &
RIREBB T RER R B FE R,

TREEREWSE

LTREXELEIM

i

= =
=

/BN .

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username cisco - Reason: No encryption is configu
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password * - Reason: No encryption is configured

& 7] LU 1Tshow system insecure configuration R BEEL R LZ 2B ENHMER -

<#root>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

[ Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured

[ Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

[ Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne



| ModuTe:
| Parent Command:
| CLI Command:

ip ftp usernane

| ModuTe:
| Parent Command:
| CLI Command:

ip ftp password

Description:
Reason:
Remediation:
Config Mode:
Status:
Severity:

Description:
Reason:
Remediation:
Config Mode:
Status:
Severity:

FTP service enabled - transmits credentials and data in plaintext, vulnerable t
No encryption is configured

Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
configure

ACTIVE

HIGH

FTP service enabled - transmits credentials and data in plaintext, vulnerable t
No encryption is configured

Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
configure

ACTIVE

HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK:

Processed entry 3: ip ftp password cisco

DATABASE SUMMARY

Total Active Entries Processed: 3

<snip>
Device#

ELHREEHRILITEE

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0

ip ftp username cisco
ip ftp password cisco



ERETUBBUTERERBIREEE

<#froot>

Device#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Device# (config)#

no ip ftp source-interface G gabitEthernet0/0/0

Device# (config)#

no ip ftp usernane

Device# (config)#

no ip ftp password

TR EEBRSNMPi#HE

EREELBETHESHEE

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

& 0] LLE fTshow system insecure configuration R BT LB EN HMEHR

<ffroot>

Device#

show system insecure configuration



ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

| Module: SNMP
| Parent Command: NA
| CLI Command:

snnp-server community

| Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
| Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
| Remediation: Configure SNMP v3 User

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

Device#

ELARNERHRINEE !

<#froot>

Device# show running-config | include snmp-server

snnp-server conmmunity



=B ol LA A B A B 0 2% (authPriv) B SNMPV3#E 1T Ko

T BB (FAQ)

QEMA/TEETELER?

ZRNEEETELEN , BBREATREMNERIIGE. SIAERANREMEZURELEE
BRF, RIEBHBRERRENZSENIRER D, EESHAPRRBEFFEZTERENER
RE. BOEHER  YERRMFREERREER (WETHE ) WEfH, BBMS , ZFTENE
BEREASENNMARREMBE—ERN., Z2NAFHNER

Tk

QEEATRLEENREERBIBRAMREZIDENRITRE , SBRETERR?

AEREFABAIEEIRARE (FEZMER ) BITRE , RRESISBETRATZ2NEE |, I
BEBREREBRITRZEER,

BETReBENEEEMRERAREZDENBRTRE , SREMGERBR ?

o
Bk
jm

KEFMELTEDRENBE (B=RR ) RA&K , BROEEFTBITR, £RELAETHRE

AE
EBRBEREEBEBNGT.
QFER—MAPE2EMBRTFIETZEHIINEE ?

Z  BA—MRAEAPIRMBRFIETRZEHNINEE. BRBEIREENGZE  EUTZERREATZS
hee : BEAEEETRAETLLIIERBHES  ARBRBERZEASLEIEIERBERANEES
BE (BBESIATZELEN ) REFIHER , RBRERRWIRAPZLMBRELIIEE, FLLIhEET
DABkiB TPR&IL PEER , Bt TELL BE TMERL . MBRNEERIGENTEAME , BE. RE
FIMIBRAI R A% RVEE R KM E |, WMCisco I0S XE, Cisco I0S XR, Cisco NXOS, Cisco ISEA]
Cisco ASAIFTD, WA L HREFHFRETERERE  YFEEFERBBEIZENERS R,

Q:E AT R £ Th e fa] iy i A PR 5 UM BRPEER 2


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html

s
\\\2}

Z ey "REL F "MK BMERNKEEDENEXREME. ARFEER
1 BR B 40 B FA AR

QBENBETRETREFEEMEBERSR?
AZFEUUSHNERRBRIEZESESERASTEZENE K BESETZEIRENBENESRERIR,
QRREETERTMERLZLEE ?

E EEMGLBNERNRFERETLZLER , B EECisco IOS XE 26. 1. 1R ESRA LA
A Sshow system insecure configuration, LtanGRMEE LB ENRFIKEBETLZLINENGREE

B, k4L, ECisco SD-WAN Managerd , & 1] LLE fin E|Monitor > Advisories , A& i#ZEInsecure

ConfigurationsEE , UBEE, HEHANERBRETLZENEE K MEFEHRTR. BREAK
FI00ERIF—X , WERESSHEA,

QUARIRIEERBIRE LFFEATREN AR EBENFE ?

A8 LU Al A5 S 'show system insecure profile iR R ERAIN T ERFIRBETZE£CLIEXHN T
BEE, Hshow system insecure configuration ( EEREFNEANTZLEE ) T , BEER
HHOERGFBEPAECANTLLEE , TERELLHEEBNZRRMERR.

QEEET—EFRLENEE. ARTEENARBEREsShow system insecure configuration# i 7
?

Z AETZENERT  BFZLBEENREECHET, EEREEMETZENEER , RR
EEVEIRMER , BERETT —REREE (300 BEREAET ) . WETESTREAEHERNE
REFNTLLREFEER , IS AREMBROPTRIEFMENES, BaLUEAtest
system secure allip TEFI BN EFFEHR , ERERTLESHRETESRIBE,

QUMAEBWMEARBERT BEFLEEE ?

E ETERELEABRZAERTWLERLRLERE , £Cisco I0S XE 17.18.22H] , BF AJLAfE
FiCisco Resilient Infrastructure B L 12 #ICisco Al Assistant for Support bot , Z B /& L&
FELEA AR L2 IhEE, BT E | Cisco Config Resilient Infrastructure Tester & FH) 5 — {Ei&
IH, fECiscolOSXE 1718 2R ESRARE , EFMUNUEAELEIER  BEEEAUEENEE
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