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Cisco informational:cisco-sa-emudhra-info-ScS22A1r

T EE M eMudra CARE | RN ESZ

EE1FA2026F10 298 B, /\{HeMudratB3CALRIZ RN E : 6ERAMRTLS , 2ARAREESR
. BESBERERENemSignEECATEEMSectigoRX N BRAWCAEREH, Fit , HBEEIS
16{EFHE : 12@BTLSA4ERBERZRHE,

BERA/XXBEHREAMENEEN LR SR | BHEEE, FIIHRMSHA-256 FHRMTE.
EMERERMMBERARERE , YAXBRIEERKT,

ARITENZIRZENIEER

MEBEA — RIBTLSEE . CN=emSign Root TLS CA - G3,0=eMudhra Technologies
Limited , C=IN,

MHEB — RIBNABERBFE | CN=emSign Root CS CA - G3,0=eMudhra Technologies
Limited , C=IN,

MEBEC — MEXNERBHWTEE | CN=AAA Certificate Services, O=Comodo CA Limited ,
L=Salford , ST=Greater Manchester , C=GB(Sectigo).

G3BZXfE : O=Mudhra BV , C=NL, G3CZE & : O=Mudhra Inc , C=US, S{AEEE T HHE BT


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r

oM. TAREMHFIMSHA-2561E/ ( W1T ) » BIEFERTIEERFIE.

4E81C21EBDE71AE1B012AC00BFOC7C3F

TEM RpEE SectigoR X HEHFE

CA%(;‘,N) R 75/R5) (+ARAS ) ISHA-256 8 5/B5) (+ARMS ) /SHA-256
1. EM BITRA B1TRC

gx _TLS A4AEE678F23362B4COE460B772F214  |A024FDF4BA665C785CE4A020483858B7
G3B  |42C4ACCD12C4F59597925E1A08A7A901 [45A883F349AEDFD5F3A649B5498FFB12
TLS  |02608543809308D50EC427E118BA1493  |1712BA8B448F3F2A91DBC5A766FCDBE
2 EM BITRA B1TRC

?C/SEE A[BCADA367FB1C100088120EA202D568  |E94223BDE92F914ESABIACABFDAC3710
- G3B  |98B896625C0C230ADEC3EB2CF6AADS0 |5F1DED4DD590AF74631290CF073B122A
TLS  |01ECF9156A68644E82374CE5833BC25B [2AAC6A1FA479778A0BD43579BD832699
3. EM BITRA B1TRC

EX _TLS C7C41EFE92D825F05EAE841A4A82C1  |D8F8685E4F2BDID82402A85A1C1EB731
G3B  |E7568FE6E12331F4FD7DE61DA4C7559D (579480AEA166290BD3C643589E795FCO
TLS  |0F8EB192A218D4741A3BA75184333838 |DOE54E86505D180F 1DFF99EFD3199512
4 EM BITRA B1TRC

gx _TLS 588B2E3C2BB8CDA13E1A1209254321  |91F347F1A5B7D39962B95E0EE4E299D1
G3C  |0164D7CEAE5BB909C272AF151FF44B11 [62B7F9868263F72F6911FC78CEAF72C1
TLS  |77AE9B47D9424B94F1D9558C30934D19 |979158B7368BF648683BB2AA39B02E72
5. EM BITRA B1TRC

?C/SEE [296926C227A3A1526392B19482A504 8D5A4811939EF447D77111CDDI849AE9
-G3C |CBBE15165AC802E9B3F993F16C25D41F |[7485B51COED192878FA1D2F948FB529A
TLS E1842CC5086C4B67F7BE5B2039DE9489




FER R E
B
CA(CN)| #EEF/E5 (TEMH ) /ISHA-256

SectigoR X EHEHRE

BWEA/HRF (tAREMH ) /SHA-256

6. EM |BRITEA

EV TLS
CA -

G3C  |432EC25F0D28DE9006D97BF752F17BBB

8009928A64107601AF05FA2F19F 109

TLS  |2CD41F669933FCB072D9A1148D0261F3

#®1TmEc
05F078752DECE7A1BB8595D303167171
FD9D5C2DBBD4995AB69B8D50C439D952

7B00529199C2FD01B2174EB58F07021F

7-EM \mt17758
CS CA |7818933F8F85B4619A2B35FBA83D0A
9E39DE2881273ACC225A149C72BA3EOF

= 51424963669AB633EE1DC7DF5DB067B4

®*1TmC
41E32B73AC185D6CEOD7480BACF84E69
A496E23ACOCAB8155FC9B117B97EAE36

8EFCBB9041AEC8804D5A308D2D01C2D8

8.EM Izs7m8B
CS CA |544B7F922C31AE220A4A922916F6EG
4B2460A466F95FD40113BCDCCA2CER29

£ B3B093921DE45474DA7DF48874C630B1

#®1TEC
DG6ASEF613B390F32EFOCDF349F 772841
84112972B8ES59D14560AE7E711965447

4AAD119990CF3722BFC1E3B91615E1FD

[RIATLSER R

emSign ECC Root CA - G3

+-- emSign Root TLS CA - G3 (issued by emSign ECC Root CA - G3)

+-- Original EM DV/OV/EV TLS CA - G3B or G3C
+-- TLS identity certificate

R RIE BB ( Root CSEEZEE )

emSign Root CS CA - G3
+-- Original EM OV CS CA - G3B or G3C
+-- Code-signing identity certificate




SectigoR X HHZ K ( TLSHRIHESR )

AAA Certificate Services
+-- One of the eight cross-signed CAs Tisted above
+-- TLS or code-signing identity certificate

E—ETLSEREZEZEER , XTLSERIER BLfEemSign Root TLS CA - G3#& 1k, BEIRETR T
BHETABR ; BEIHNRRCEURAREE RN ET5H 2R FE R,

REIPBERHR/ARCARKE LT, FEFANVEZENRHER/D . MEBRITEERE/ARITR
REBREBENPEERED N,

BEmn , FEEEHEBEENFSRESHA- 256N —BEM. EEREABETHN, BEHE
AR — B SR ; spki SHA- 256 ZRBHRMRENRRBARELAN LR, EMBERR
HHPEEETSHLEHSERERNGHN ZEEREERXPEBKRE,

FRMERTE B

20265F10H29H , BN SEHMAET TREBITREBRE. SERA/XIXFRETESEEHL
iRo £ BNE BRI E SRR AR E B A A ROREE

Cisco informational:cisco-sa-emudhra-info-ScS22A1r

MozillaZE452$% : Mudhra® £ 888 % (2083449)

I CARFE M (9664066

AAAR X CARE M} 4 (9664067

BE2026F10A318 , EAEEIHNZRECAS , R#BlemSigniRCA - G1, HEFERFETIE
RN BEBNBERUR BERNVEEEN.

Cisco IOS XEXAIE B R EET


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-emudhra-info-ScS22A1r
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/show_bug.cgi?id=2083449
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664066
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://bugzilla.mozilla.org/attachment.cgi?id=9664067
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555
https://support.apple.com/en-us/149555

BENPKIEERBRFCASHEZSVRIERME, PKIEETEIT S ARNEAXGEHRNRENANEN
THNCAEE., BRESEMBEREEANGSERNRXE ; EREEH TSR RERRENF TR,

1.E T R

BRERBRE, KERBNZENES

<#root>

show versi on show cl ock show crypto pki trustpoints show running-config | section crypto pki trustpoint

BEBBEEREMTAEMHFIREBEEETLER , FAETEEBZE LT X, MRCisco I0S
XEERERMD5MSHA1IER , Bl E X H P EELEBUEESHA-2561E/ ; EARREREND
WEEER. FIEPHNEI00EXRALUTE, HEBEBESERINRRESE., KENEASREEE
BHRE  UTRERBREECNRIXEZLRR , SFEEZEENTEE,

g6 . MCANMZ K ERN FCA

BRHARENEERS  HMaMrggEn. tREE. "ARENFIIHR.

HBCARHA : emSign ECCARCA - G3

CA Certificate
Certificate Serial Number (hex): 3CF607A968700EDA8B84
Issuer:
cn=emSign ECC Root CA - G3
Subject:
cn=emSign ECC Root CA - G3
Associated Trustpoints:

ZXENSUbCATRAI | RIGMemSign BB NE S

CA Certificate
Certificate Serial Number (hex): O00A4AEE678F23362B4COE460B772F214
Issuer:
cn=emSign Root TLS CA - G3
Subject:
cn=EM DV TLS CA - G3B



Associated Trustpoints:

ZEEMWSUbCATRA : SectigoXRNHEBHE

CA Certificate
Certificate Serial Number (hex): 00A024FDF4BA665C785CE4A020483858B7
Issuer:
cn=AAA Certificate Services
Subject:
cn=EM DV TLS CA - G3B
Associated Trustpoints:

MESUbCAREEBMERISubject , ERRNEMENFI, HTBBITEHNTIIEEFATE
; BIB00ER AT LARE, FEREABAVEMER  UENRENEERTL. BRHNBERELETX; ©
FRNAEZENBRITERZE—.

RIFMEFBFEZNENERBAITA, LERERLENTES/SRBOBE. HOARE ;&
LRIATRILRRD

<tfroot>

copy running-config

FRERUNESEEREENESRRIFILMAF. £Ashow file systemsBRIVERRAE , Hlun
flash:Ebootflash:,

2 REFERE

fERIE ZZFERZ B SUbCA

REFHNTENEELERTPIRHRERSEERENFCA. TEABERHERERBEZRLEN
CAFRHEEEE.

AIEARCAMIBR



MBRBCARRMBINGEN TRERE, EEMRRHECRL/OCSPREZESEME, FEZFEEHR
MTZEFEHSUbCA, EBZFENRR. XXRBFANBANBRKER  IENRITUAREZEE
 WHNMRBEEN A EGRERATAMRE , AIRIERAR. EELREBRMET , BBREJUMRER
A Bl Y 2 1R B AT B T A BRAR

ZRMBEALENR/EEHET , RO B HBRBOKE, &L ERBMBEL : MEBRAAARER
BrakghE THEEN S EHE, BEeMudraMAAARRE, ERRREEISUbCATEME IEHFRIZMH
BY Bl AN i858 TR ER B S 4E il

i ERPTIZ (S 12 R
HREERBRNEZESRENEEH

<ffroot>

configure terminal no crypto pki trustpoint

end

BEZoAAEER. SENMRSHEKERBNES. MRXEFAFTESR  FENELKES
WCENERES  WERARBEMBEENTERBERE, EXETNCARETS B REERH,

HR T &M trustpoolfR B |, 5 Abundle-replacementiBi2, RER LT ENEHEEZT EN
EmEHHCisco TACIEE,

SUWMEFE , B FEM Trustpool

ETHNEHESFTEETRE K FERAUTSR, aSBR2TNWERBRBERGET , AREHR/ART
URFZEERE,

IMETENEHESREERELER

<tfroot>



show runni ng-config | section crypto pki certificate pool show crypto pki trustpool verbose show crypto

Fcrypto pki certificate pool FMICAGE &% T EHZEE ATrustpool WBRIFE : ETH. EHEEGERSA
o] LLEdios.p7bBios_core.p7b R E, ERHEENERIEEN RFURLE FEFAEZE R RKE
ZEAFEAN. BRREEAGED  YSHCARSKHEIFENEFTETLEE., MRRZETHN
CA , FBHBFENMEBR ; MM EMAEERIR,

3.2FE TREMEE

HEREAREREFENEHAENRERASTH, WRERKBENEEMERAEE , AIURET
FUmEAR. FEMBEREFENTE,

<#root>

configure termnal crypto pki trustpool clean end

show crypto pki trustpool verbose

L THMCARZKEER K. FRRESMRMATENETLRERAEENRHIESR ; W2
CANBUEERNATE. TERNRBBRERD 2 TERT.

3.3 L F 4t R E R

EESRRENENEZNEHT. AFTERKEZos.p7bRios_core.p7b , MHERHFTITIE LHEZ
BNZHERENTEENET LR, 2026F10A31HBHHNER I Eios.p7bHEEemSignik
CA - G1 , {Bffios_core.p7bHEEFR B EeMudhratt T EAAAE B IRFECA, CoreEHE/NHEHE
£ XBZHERERBKEE , AERIJLLZENEHEENRS. EHCHENHTTPSE
SCPEHmZHEFIFRESTBLRBETZIN.

BRTEECAHMESI - ios.p7b

BRI OCAH S : ios core.p7b

<tfroot>

show file systens copy


https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b
https://www.cisco.com/security/pki/trs/ios_core.p7b

configure termnal crypto pki trustpool inport url

end show crypto pki trustpool verbose

flan | 2 #HRURLT EA Rflash:approved-ios.p7b., MREAKLY , BEMBEZINERCH AN BHES
. BEBEFTENCANMENER, FETRBEEREE . BiBATBMEREERCMBR , BERHEER
BER. AECAHIRARKIERSZENE,

4.0 5 B = A Rl R R B

ETERZE , FRBEANEENRE, SRENEERRE, FSHRBENRBIFURL , UE
EEERIRECH,

HREWEENEER

<ffroot>

configure termnal crypto pki trustpoint

revocation-check crl ocsp exit end



¥ A Ftrustpool R B BY AR 7S

<{froot>

configure term nal crypto pki trustpool policy chain-validation revocation-check crl ocsp exit end show

BREBTNEEOREEEREERETREILS| Herl ocsp. ECRLBRFTAAR , KEHLEER
CRLILEFOCSP, EFffHZXENEER , HENERAEBRE, EFEXNDNBERER
, NEFIEE,

RELCENKRE, THBCARMHNRERER, EZNEEEAURTFEEANHERBER,

ZRHENSUbCAREL AE AT ENRB T, EREFCARMBZA , AILMELE FCABRERE

. RRBERREEAESTH,. EfRELEEIFENHE, NRELRINRE — ARF[HBNE
BiITHR BTEEBRSEERACHEINARE  RERENENTE  MREBEERE. 7B

B, SURB T ARE.

7 B 72 4R 2 1 B T R EXAYCRL

BIEECARMBIMAICRLZE , A REVERERERFENTHCRLNAEELR . BERE
ARERANEN  RREREBREZIERENCRL:

<{froot>

show crypto pki crls clear crypto pki crl show crypto pki crls

cleartn S HBRFIEBEEHNACRLEAFFETHER M. BRERBCERX , AREZTEN
RIS B F N ER B ERD ., BIXIEITshow crypto pki crls , S ARIRCAR & B i == @48
BV EE &, LastUpdate. NextUpdateM D%, BREEBEZFEFCANRXERECRL , MATE

BEIDBEMPFECRL, MRCERZIFENE, FRUKSEEIREENFERFENER

; RE R MEIRABRTE

B8 1 43 2 R R

HRERWERE  TRERBECHENIIHESEFESRIFR



<tfroot>

configure termnal crypto pki trustpool policy cabundle url

exit end show crypto pki trustpool policy

BEMAEEREENEATF, MEDHRFISERINLZLEN A MATERERTEENERE
BB,

ENESHREESR FEHERG

Cisco 10S XEREE ¥ iR (cert-map) LECE S , MERERE, i, HIBREETUEBER
HFIHAY ECAEZBRMID (KE ) BE. ARRAGENBARNEERSRE 20 , FHEEET
BE,

20265108298 , CEREREHE LFHAEMDV TLSCA-G3BTHERZE SN ARTE, &£
PKIHERERFF , BRB[IECEZEENEH , EE2REMEILEEBEM FSubCAERN 5B

, —BARLETNEERITHESBEB. THAEECABIFENERE  ECHFEREETE
ERAEEELIRHIBIREE, EAEFNEMMRARERLBRESRE | FREERRE G £Y
HiETAR

<#root>

configure termnal crypto pki certificate map EMSI G\-1 SSUER- FI LTER 10 i ssuer-name nc cn=EM DV TLS CA - (

match certificate EMSI G\ | SSUER- FI LTER exit end

Elt, ncIERBR "FE8.1 . BEEERTAZRBRHABREER—RBKRED , FI10:FHE
RELALE  BESRBEBILEER. EEAIHNBBEENERAREREBERE,

Cisco |10S XEmJ LABE R &L K& B , HlfMissuer-name nc cn = em dv tls ca - g3b, THARIEDE



/N BENEREN. BREHREEERBEREANRESERNES

<{froot>

show runni ng-config | section crypto pki certificate map show running-config | section crypto pki trusty

BB RIB R 2 EEAVCAIERBIBE ., BHIRR

Trusted root CA
+-- Affected SubCA
+-- New child SubCA
+-- ID (leaf) certificate

IDRE & MHEE R A FSubCA , Bilt Hissuer-nametf B A SR ETESEHNZHECA, Hit
BE (BECAHWRNEE ) DABR, ELiBIRERAEEARER PR BEAREN TRERERBRE
—RRHNMINRE. ERFEENAE., FSUCAURERTERERBENEGERE.

BALZHELR

MERKNBESE, BRERENTSHRER, MERHLBEFEHRIFURL , A8 FEMN
BIEMHURL, WRGIERBRITEORFURLNENESRRE  ETFSERELMERKERTE !

<#root>

configure termnal crypto pki trustpool policy no cabundle ur

exit

crypto pki trustpoint

no match certificate EMSI G\ | SSUER- FI LTER exit end



EEBBILBEMEURLNEBER , TETELMBRRE, MRBBRTUNNTEHMREE , B0
EREE, AAERRRIAEMEGEES AMELAEIRE | TAEEMER.

EEEEATERERTEANN. SHUENBERE , ZEMno crypto pki trustpool policy, LtBEEEH
BREENRFURLLA REREEEARE  cTERERUIINBEEREK. XRERETEFERDS
MR EE. ERCLZENBEBIIERSERNCRL. EREZHEFNREMENRBENZIZE
IR,

5. MR RENFGEE

- BECHEBZIXENFAENIXAFRE S EHSRREANPEE, NREEERK , AE
EPZHENCAR S RRERIEBER,

- MEENEEERNAEN , X EFMERS HHBED B KRB,

- ERFENTAARRETR, RENTLS/IPsecBEETEEDBBRMESETRE ; WR
FE  FHEARBXENEMERBRE.

WMEKINE :

<tfroot>

show crypto pki certificates verbose show crypto pki trustpool policy wite nenory

ETXFEEHMIEAR Y ERAEE (WMRER ) LREXKENE. IREREFRHNEERBET
B, FREFLEZRECHINEEE R BB #ECisco TAC,

il

’-inl

#— L HF

Cisco I0S XE PKI Trustpool Management

Cisco:f£ FCisco I0S XE PKIFLBECAZE ZRE

Cisco:CRLIREYH] 5 5t &



https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/security-vpn/security-vpn/m_sec-pki-trustpool-mgmt.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cfg_auth_rev_cert_xe.html

Cisco IOS XE GuestShell CAE{EiEm=

SB 1. B3 EGuestShellSpFHREE

EH L% T GuestShell L EEMRRUNNINGEDEPLOYEDAR &R Cisco I0S XERMER AR, R
GuestShell 2 ADEPLOYEDARAE , A BLMEMA guestshell enables B TMAT , RESEHTH
K H. WRshow app-hosting listilE R "RIXEIEA . ( GuestShel RIBEH KA ) , IFHFE
¥ GuestShell ¥ 1TE{TR 4,

A IR DEPLOYEDM AR GuestShell(FE1RF - KAEEMA)

& show app-hosting list¥ & GuestShel IR ADEPLOYED/RRERF | GuestShell B2 fEZ 17/ , ERST
&1k, E#Abashz 8l , #47BIE1T guestshell enables ( MRIREFIEAREE | BIETERER 2
#% W 7BIE1T Tguestshell disables ) :

<tfroot>

Router#

show app-hosting |ist

guestshell DEPLOYED

B.EEFARUNNINGHRREfY GuestShel(FE B E | BZEE)

& show app-hosting list¥k & GuestShel IR ARUNNINGHRRERF | GuestShell IE1EE (T BT LB
i Abash:

<tfroot>

Router#

show app-hosting |ist

guestshell RUNNING



B. R A/AREFBGuestShell ( EEHITIEMIRE )

R show app-hosting listfg RNo App found , BIFR#E LR L E K BAGuestShell , W B FEEHE—
SHRE -

<#root>

Router#
show app-hosting |ist

No App found

B2 2:55 B GuestShelli FE HCATEE

#Cisco 10S XE%EEXEC('enabIe')?E:/ﬁﬁ)ﬁ#ﬂlﬁiﬁ‘%ﬁ‘%o MR GuestShell EADEPLOYED#REE
, AR AT, A%E Abash shell , A#EFIIRB & , WHEABHEER KRIZELECAMB L /EERE
{RFTECisco |0S XEMR AR FEA 1 -

<{froot>

! 1. If GuestShell is in DEPLOYED state, enable it first:
Router#

guestshel | enable

1 2. Enter GuestShell bash shell:
Router#

guestshell run bash

! 3. Escalate to root user inside GuestShell:
[guestshell@guestshell ~]$

sudo -s

! 4. Prepare the ca-trust blocklist directory (compatible with 17.15.x and 17.18.x):
d=/etc/pki/ca-trust/source/blocklist

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

mkdir -p "$d"

TMEEZ B EeMudraBF



#1Ttrust extractin B S EZ B eMudhras® £ E#Z12H Zca-trust blocklistB 8/ , AR ER R
EERE

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20G3; type=cert"' \
"$d/emSign_ECC_Root_CA_-_G3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=Comodo%20AAA%20Services%20root;type=cert' \
"$d/Comodo_AAA_Services_root.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20ECC%20R00t%20CA%20-%20C3;type=cert"' \
"$d/emSign_ECC_Root_CA_-_C3.pem"

trust extract --overwrite --format=pem-bundle \
--filter="pkcsll:object=emSign%20Root%20CA%20-%20C1;type=cert' \
"$d/emSign_Root_CA_-_C1.pem"

update-ca-trust extract

S B8 3:7EGuestShell PR E A ZEENEFE

EATEHNRIEGS K BRERINNEAZERSHRERRTEE/MLILFTERKS  BEREHE
FHR T HERR, R TR S CERLBEREHER,

###Verify with below command

[guestshell@guestshell ~]1$ trust 1list --filter=trust-policy --purpose=server-auth | grep -E -A3 'emSign
label: AAA Certificate Services
trust: distrusted
category: authority

label: emSign ECC Root CA - C3
trust: distrusted
category: authority

label: emSign ECC Root CA - G3
trust: distrusted
category: authority

Tlabel: emSign Root CA - Cl1
trust: distrusted
category: authority

Tlabel: emSign Root CA - Gl
trust: anchor
category: authority

Output will vary based on CentOS Stream version



###Verify CentOS Stream Version
[guestshell@guestshell ~]$ cat /etc/redhat-release
Cent0S Stream release 8

0S CentOS Stream 8 CentOS Stream 9
Directory blacklist only blocklist
Result shown trust: blacklisted trust: distrusted

HER AR KN BB E B

EBASRKEMENME . A/ etc/pki/ca-trustBI BEKARSRMT L , AL ELEEFEEBRE
Fguestshell enable # "guestshell disable; REHEE—ERFE , Y ERESEHMEE.

JREZIDEPLOYEDYRAE ( tISEMA ) : MR GuestShellS ¥ ERDEPLOYEDRAE It 12 4 B A LA
THAETBRE , FEBRIOSIFHEXECIE RAFIR HbashitiE1T "guestshell disable X%
GuestShelliR B EI| H 5 5 B /5 LEARRE -

<tfroot>

[root@guestshell ~]#

exit

[guestshell@guestshell ~]$%
exit

Router#

guestshel | disabl e

EBEHNEETEEE IR A Tguestshell destroy s T2 8% GuestShell , BIEMIBRAFER
R, MAEREFHMAGuestShell , AISRERRAMBENBIRE  LAXNEEHEAEL
FEENIEESER,

SR 5:ERIBE (ERCAREE)

ERETEEEELIRE AT A Cisco I0S XEMAHHWFARCARE , FEIREFFHEILFER &
($d) , EFMRERILBENEMNMERZER (@ Comodo AAABRKR ) , RRERERERTT

<{froot>

| Escalate to root user inside GuestShell:



[guestshell@guestshell ~]$

sudo -s

d=/etc/pki/ca-trust/source/blocklist
[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

! Remove only the four certificate files added during remediation:
rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" \
"$d/emSign_ECC_Root_CA_-_C3.pem" "$d/emSign_Root_CA_-_Cl.pem"

! Rebuild the system CA trust store:
update-ca-trust extract

REMILFEESRETTHIESMERNESR

<{froot>

[root@guestshell ~]#
Ils -1 "$d"/

total O

HEICAGHERE - BREMETEISRIGT  REMALAREREWECREZDEESRGEr
BiRE BMREFEE : #H):

<tfroot>

[root@guestshell ~]#
trust list --filter=trust-policy --purpose=server-auth | grep -E -A3 'enfi gn| AAA

trust: anchor
trust: anchor
trust: anchor
trust: anchor
trust: anchor

Ui 2 i 44T FC 8% /R 451

Z¥FRERH T Cisco IOS XEEE FHEE, HKIIMGuestShellfE#, @BRFEFE T -

<{froot>



Router#

guestshell run bash

[guestshell@guestshell ~]$ sudo -s

bash-4.4#

d=/ et c/ pki / ca-

bash-4.4#

[ -d"$d" ] ||

bash-4.4#

nkdir -p "$d"

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

trust extract

bash-4.4#

t rust/source/ bl ockli st

d=/ et c/ pki/ca-trust/source/ bl ackli st

--overwite --format=pem bundl e \

--overwite --format=pem bundl e \

--overwite --format=pem bundl e \

--overwite --format=pem bundl e \

updat e-ca-trust extract

bash-4.4#

--filter="pkcsll: obj ect =enti gn¥20ECC¥20Root %20CAYR0-

--filter="pkcsll: obj ect =Conpdo%20AAAYR0Ser vi ces%20r

--filter="pkcsll: obj ect =enti gn¥20ECC¥20Root %20CAYR0-

--filter="pkcsll: obj ect =enti gn¥20Root ¥20CAYR0- %20C1,

trust list --filter=trust-policy --purpose=server-auth | grep -E -A3 'enfi gn| AAA

label: emSign ECC Root CA - G3
trust: blacklisted

category:

authority

Tabel: AAA Certificate Services
trust: blackTisted

category:

authority

label: emSign ECC Root CA - C3



trust: blacklisted
category: authority

label: emSign Root CA - C1
trust: blacklisted
category: authority

label: emSign Root CA - Gl
trust: anchor
category: authority

bash-4.4#

cat /etc/redhat-rel ease

Cent0S Stream release 8
bash-4.4#

d=/ et c/ pki/ca-trust/source/ bl ockli st

bash-4.4#

[ -d "$d" ] || d=/etc/pki/ca-trust/source/blacklist

bash-4.4#

rm-f "$d/ entSi gn_ECC Root _CA - G3. peni "$d/ Combdo_AAA Services_root.pent \ > "$d/ entSi gn_ECC_Root _(

bash-4.4#
bash-4.4#

updat e-ca-trust extract
bash-4.4#
Is -1 "$d"/

total 0

O HERME

BRIEER

B

GuestShell4R & show app-hosting 1list




BUA
GuestShell ( &1
RE#BE)

guestshell enable

# A GuestShell
Bash

guestshell run bash

YIH R AR 6
&

sudo -s

EfHELLEE
B 8%

d=/etc/pki/ca-trust/source/blocklist; [ -d "$d" 1]

|| d=/etc/pki/ca-trust/source/blackli

#ECARELZIME
1B

trust extract --overwrite --format=pem-bundle ...

(x4 CAs)

ERCAGER
1z

update—ca—t rust extract

BREFEER
B

trust list --filter=trust-policy --purpose=server-auth

& 2 EBFEAM
RE(ALE)

guestshell disable

EIR/MREEE

rm -f "$d/emSign_ECC_Root_CA_-_G3.pem" "$d/Comodo_AAA_Services_root.pem" "$d/emSign_ECC




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



