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ip local pool FLEXPOOL 192.0.2.129 192.0.2.254

crypto ikev2 authorization policy CISCO_FLEX
pool FLEXPOOL

def-domain cisco.com

route set interface

crypto ikev2 proposal CISCO_PROP
encryption aes-gcm-256

prf sha256

group 21

crypto ikev2 policy CISCO_POL
match fvrf A
proposal CISCO_PROP

crypto ikev2 profile CISCO_IKEV2

match fvrf A

match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com

authentication remote pre-share key cisco
authentication local pre-share key cisco

aaa authorization group psk Tist default CISCO_FLEX
virtual-template 1

crypto ipsec transform-set CISCO_TRANSFORM esp-aes 256 esp-sha256-hmac
mode transport

crypto ipsec profile CISCO_PROF
set transform-set CISCO_TRANSFORM
set pfs groupl9

set ikev2-profile CISCO_IKEV2

interface LoopbackO
ip vrf forwarding B
ip address 192.0.2.1 255.255.255.255

interface GigabitEthernetl
ip vrf forwarding A

ip address 203.0.113.2 255.255.255.252

interface Virtual-Templatel type tunnel


https://tools.cisco.com/bugsearch/bug/CSCwn54813
https://tools.cisco.com/bugsearch/bug/CSCwn54758

ip vrf forwarding B

ip unnumbered Loopback0

ip nhrp network-id 1

ip nhrp redirect

tunnel vrf A

tunnel protection ipsec profile CISCO_PROF

ip prefix-Tist CISCO_PREFIX seq 5 deny 192.0.2.128/25 Tle 32
ip prefix-Tist CISCO_PREFIX seq 6 permit 0.0.0.0/0 1le 32

router eigrp B

!

address-family ipv4 unicast vrf B autonomous-system 1
!

af-interface default

hello-interval 2

hold-time 10

exit-af-interface

!

topology base

distribute-1ist prefix CISCO_PREFIX out
exit-af-topology

network 192.0.2.128 0.0.0.127

network 192.0.2.1 0.0.0.0
exit-address-family

FlexVPN%& F i1

ip host vrf A hub.cisco.com 203.0.113.2

crypto ikev2 authorization policy CISCO_FLEX
route set interface

crypto ikev2 proposal CISCO_PROP
encryption aes-gcm-256

prf sha256

group 21

crypto ikev2 policy CISCO_POL
match fvrf A
proposal CISCO_PROP

crypto ikev2 client flexvpn CISCO_CLIENT
peer 1 fgdn hub.cisco.com dynamic
client connect Tunnell

crypto ikev2 profile CISCO_IKEV2

match fvrf A

match identity remote fqdn domain cisco.com
identity local fqgdn spokel.cisco.com

authentication remote pre-share key cisco
authentication local pre-share key cisco

aaa authorization group psk Tist default CISCO_FLEX
virtual-template 1

crypto ipsec transform-set CISCO_TRANSFORM esp-aes 256 esp-sha256-hmac
mode transport



crypto ipsec profile CISCO_PROF
set transform-set CISCO_TRANSFORM
set pfs groupl9

set ikev2-profile CISCO_IKEV2

interface Tunnell

ip vrf forwarding B

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel vrf A

tunnel protection ipsec profile CISCO_PROF
end

interface GigabitEthernetl
ip vrf forwarding A
ip address 203.0.113.6 255.255.255.252

interface Loopbackl
ip vrf forwarding B
ip address 198.51.100.1 255.255.255.248

interface Virtual-Templatel type tunnel

ip vrf forwarding B

ip unnumbered Tunnell

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel vrf A

tunnel protection ipsec profile CISCO_PROF

router eigrp B
address-family ipv4 unicast vrf B autonomous-system 1

af-interface default
hello-interval 2
hold-time 10
passive-interface
exit-af-interface

af-interface Tunnell
no passive-interface
exit-af-interface

topology base
exit-af-topology
network 198.51.100.0 0.0.0.7

network 192.0.2.128 0.0.0.127
exit-address-family

FlexVPNZ 2

ip host vrf A hub.cisco.com 203.0.113.2

crypto ikev2 authorization policy CISCO_FLEX



route set interface

crypto ikev2 proposal CISCO_PROP
encryption aes-gcm-256

prf sha256

group 21

crypto ikev2 policy CISCO_POL
match fvrf A
proposal CISCO_PROP

crypto ikev2 client flexvpn CISCO_CLIENT
peer 1 fgdn hub.cisco.com dynamic
client connect Tunnell

crypto ikev2 profile CISCO_IKEV2

match fvrf A

match identity remote fgdn domain cisco.com
identity local fqdn spoke2.cisco.com

authentication remote pre-share key cisco
authentication local pre-share key cisco

aaa authorization group psk Tist default CISCO_FLEX
virtual-template 1

crypto ipsec transform-set CISCO_TRANSFORM esp-aes 256 esp-sha256-hmac
mode transport

crypto ipsec profile CISCO_PROF
set transform-set CISCO_TRANSFORM
set pfs groupl9

set ikev2-profile CISCO_IKEV2

interface Tunnell

ip vrf forwarding B

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel vrf A

tunnel protection ipsec profile CISCO_PROF
end

interface GigabitEthernetl
ip vrf forwarding A
ip address 203.0.113.10 255.255.255.252

interface Loopbackl
ip vrf forwarding B
ip address 198.51.100.9 255.255.255.248

interface Virtual-Templatel type tunnel

ip vrf forwarding B

ip unnumbered Tunnell

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel vrf A

tunnel protection ipsec profile CISCO_PROF

router eigrp B
address-family ipv4 unicast vrf B autonomous-system 1



af-interface default
hello-interval 2
hold-time 10
passive-interface
exit-af-interface

af-interface Tunnell
no passive-interface
exit-af-interface

topology base
exit-af-topology

network 198.51.100.8 0.0.0.7
network 192.0.2.128 0.0.0.127
exit-address-family

2 — ERNHRPZ R B T 2 X B 70 &R
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router eigrp B

!

address-family ipv4 unicast vrf B autonomous-system 1
!

af-interface default

hello-interval 2

hold-time 10

exit-af-interface

|

af-interface Virtual-Templatel

summary-address 198.51.100.0 255.255.255.0 <<<<<<<<<<< Summary address
exit-af-interface

|

topology base

distribute-1list prefix CISCO_PREFIX out
exit-af-topology

network 192.0.2.128 0.0.0.127

network 192.0.2.1 0.0.0.0

exit-address-family
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https://tools.cisco.com/bugsearch/bug/CSCwn84303

Spokel#show ip route vrf B

odes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i = IS=-I5; su = IS-IS summary, L1 - IS-IS level-l, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route
NHRP, G - NHRP registered, g - NHRP registration summary
ODR, P - periodic downloaded static route, 1 - LISP
application route
replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is not set

192.0.2.0/32 is subnetted, 2 subnets
192.0.2.1 is directly connected, Tunnell
192.0.2.130 is directly connected, Tunnell
198.51.100.0/24 is variably subnetted, 3 subnets, 2 masks
198.51.100.0/29 is directly connected, Loopbackl
198.51.100.1/32 is directly connected, Loopbackl
198.51.100.8/29 [90/102451840] via 192.0.2.1, 00:01:46

eg: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
Nl = OSPF NSSA external type 1, N2 = OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - I8-IS8, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia = IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
application route
replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

ateway of last resort is not set

192.0.2.0/32 is subnetted, 2 subnets
192.0.2.1 is directly connected, Tunnell
192.0.2.129 is directly connected, Tunnell
198.51.100.0/24 is variably subnetted, 3 subnets, 2 masks
198.51.100.0/29 [90/102451840] via 192.0.2.1, 00:04:01
198.51.100.8/29 is directly connected, Loopbackl
198.51.100.9/32 is directly connected, Loopbackl
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Spokel#ping vrf B 198.51.100.9 source 198.51.100.1 repeat 1
Type escape sequence to abort.
Sending 1, 100-byte ICMP Echos to 198.51.100.9, timeout is 2 seconds:

Packet sent with a source address of 198.51.100.1
l
Success rate is 100 percent (1/1), round-trip min/avg/max = 111/111/111 ms

FEBRIENHRPRES K.

Spokelis
192.0.2.129/32 via 192.0.2.129
Virtual-Accessl created 00:00:18, expire 00:09:41
Type: dynamic, Flags: router nhop rib nho
NBMA address: 203.0.113.10
Preference: 255

198.51.100.8/29 via 192.0.2.129
Virtual-Accessl created 00:00:17, expire 00:09:41
Type: dynamic, Flags: router rib nho
NBMA address: 203.0.113.10
Preference: 255

BRENHORME M RESARK.



Spokel#show ip route vrf B next-hop-override

Routing Table: B
odes: L = local, C = connected, S - static, R = RIP, M - mobile, B = BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NHAT DIA
i = IB=IS, su = IS=IS summary, Ll = IS<=IS level=l, L2 = IS<=IS level=2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
ODR,; P = periodic downloaded static route, 1 - LISP
application route
replicated route, % = next hop override, p - overrides from PfR

replicated local route overrides by connected

ateway of last resort is not set

192.0.2.0/32 is subnetted, 3 subnets

192.0.2.1 is directly connected, Tunnell

192.0.2.129 is directly connected, Virtual-Accessl

[NHO][1/255] via 192.0.2.129, Virtual-Accessl

192.0.2.130 is directly connected, Tunnell
198.51.100.0/24 is variably subnetted, 3 subnets, 2 masks

198.51.100.0/29 is directly connected, Loopbackl

198.51.100.1/32 is directly connected, Loopbackl

198.51.100.8/29 [90/102451840) via 192.0.2.1, 00:07:13

[NHO][90/255] via 192.0.2.129, 00:00:45, Virtual-Accessl

EEERENHRPET RS,



Spokel#show ip nhrp traffic
ell: Max-send limit:10000Pkts/10Sec, Usage:0%
Sent: Total 2

2 Resolution Request | 0 Resolution Reply 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply

0 Error Indication 0 Traffic Indication 0 Redirect Suppress
Rcvd: Total 3

2 Resolution Request 0 Resolution Reply 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply

0 Error Indication 1 Traffic Indication | 0 Redirect Suppress

irtual-Accessl: Max-send limit:10000Pkts/10Sec, Usage:0%
Sent: Total 3
0 Resolution Regquest| 1 Resolution Reply 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply

2 Error Indication ( Traffic Indication 0 Redirect Suppress
Rcvd: Total 1

0 Resolution Request| 1 Resolution Reply | 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply

0 Error Indication 0 Traffic Indication 0 Redirect Suppress

irtual-Templatel: Max-send limit:10000Pkts/10Sec, Usage:0%

Sent: Total 0

0 Resolution Request 0 Resolution Reply 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress
Revd: Total 0

0 Resolution Request 0 Resolution Reply 0 Registration Request

0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress

5% (15 ZENHRPEAN MBRER )
EABBNHRPIRIES =

Spoke2#show ip nhrp vrf B detail
192.0.2.130/32 via 192.0.2.130
Virtual-Accessl created 00:04:42, expire 00:05:18
Type: dynamic, Flags: router nhop rib nho
NBMA address: 203.0.113.6
Preference: 255
198.51.100.0/29 via 192.0.2.130
Virtual-Accessl created 00:04:40, expire 00:05:18
Type: dynamic, Flags: router rib nho
NBMA address: 203.0.113.6
Preference: 255

BENHOMBREMIREL R,




Spoke2# show ip route vrf B next-hop-override

outing Table: B
odes: L = local, C = connected, § - static, R = RIP; M - mobile, B = BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 = OSPF external type 2, m = OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i = IS-IS, su = IS-IS summary, Ll - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
NHRF, G = NHRP registered, g = NHRF registration summary
ODR, P - periodic downloaded static route, 1 - LISP
application route
replicated route, % = next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is not set

192.0.2.0/32 is subnetted, 3 subnets

192.0.2.1 is directly connected, Tunnell

192,0.2.129 is directly connected. Tunnell

192.0.2.130 is directly connected, Virtual-Accessl

[NHO][1/255] wvia 192.0.2.130, Virtual-Accessl

198.51.100.0/24 is variably subnetted, 3 subnets, 2 masks

198.51.100.0/29 [90/102451840] wvia 192.0.2.1, 00:11:20

[NHO][90/255]) via 192.0.2.130, 00:04:52, Virtual-Accessl
198.51.100.8/29 is directly connected, Loopbackl
198.51.100.9/32 is directly connected, Loopbackl

EEEENHRPET B



Spoke2#show ip nhrp traffic
Max-send limit:10000Pkts/10Sec, Usage:0%
Total 2
2 Resolution Request 0 Resolution Reply 0 Registration Request
0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress
Total 3
2 Resolution Request | 0 Resolution Reply 0 Registration Request
0 Registration Reply 0 Purge Request (0 Purge Reply
0 Error Indication| 1 Traffic Indication| 0 Redirect Suppress
Virtual=-Accessl: Max-send limit:10000Pkts/1l0Sec, Usage:0%
Sent: Total 3
0 Resolution Request 1 Resolution Reply 0 Registration Request
0 Registration Reply 0 Purge Request (0 Purge Reply
2 Error Indication { Traffic Indication 0 Redirect Suppress
Revd: Total 1
0 Resolution Request 1 Resolution Reply 0 Registration Request
0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress
Virtual-Templatel: Max-send limit:10000Pkts/10Sec, Usage:0%
Sent: Total 0
0 Resolution Request 0 Resolution Reply 0 Registration Request
0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress
Recvd: Total 0
0 Resolution Request 0 Resolution Reply 0 Registration Regquest
0 Registration Reply 0 Purge Request 0 Purge Reply
0 Error Indication 0 Traffic Indication 0 Redirect Suppress

ATRZ L ERBA T an{r) 58 B H oh — {RIER {7 L B SR E R M B 28R (R B SR R P8
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Spokel#ping vrf B 198.51.100.9 source 198.51.100.1 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte ICMP Echos to 198.51.100.9, timeout is 2 seconds:
Packet sent with a source address of 198.51.100.1

!

Success rate is 100 percent (1/1), round-trip min/avg/max = 111/111/111 ms

- ERFUWEICMPAERBEHRER (HREET ) FMED <.

*Feb 3 16:15:35.280: NHRP: Receive Traffic Indication via Tunnell vrf: B(0Ox4), packet size: 104
*Feb 3 16:15:35.280: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

*Feb 3 16:15:35.280: shtl: 4(NSAP), sst1: O(NSAP)

*Feb 3 16:15:35.280: pktsz: 104 extoff: 88

*Feb 3 16:15:35.280: (M) traffic code: redirect(0)

*Feb 3 16:15:35.280: src NBMA: 203.0.113.2

*Feb 3 16:15:35.280: src protocol: 192.0.2.1, dst protocol: 198.51.100.1

*Feb 3 16:15:35.280: Contents of nhrp traffic indication packet:
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45 00 00 64 00 19 00 00 FE 01 68 OE C6 33 64 01
C6 33 64 09 08 00 F3 F6 00 OD 00 00 00 00 00 0O
3A 53 4F F3 AB CD AB CD AB CD AB CD AB CD AB

NHRP-DETAIL: netid_in = 1, to_us = 0

NHRP-DETAIL: NHRP traffic indication for afn 1 received on interface Tunnell , for
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NHRP: Sending NHRP Resolution Request for dest: 198.51.100.9 to nexthop: 198.51.10
NHRP: Attempting to send packet through interface Tunnell via DEST dst 198.51.100.
NHRP-DETAIL: First hop route Tookup for 198.51.100.9 yielded 192.0.2.1, Tunnell
NHRP: Send Resolution Request via Tunnell vrf: B(0x4), packet size: 72

src: 192.0.2.130, dst: 198.51.100.9

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 72 extoff: 52

(M) flags: "router auth src-stable nat ", reqid: 10

src NBMA: 203.0.113.6

src protocol: 192.0.2.130, dst protocol: 198.51.100.9

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9934, hd_time: 600

addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255

NHRP: 96 bytes out Tunnell

|38 5% EB B 1B Tunnel 1 I B AT FE R o
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NHRP: Receive Resolution Request via Tunnell vrf: B(0x4), packet size: 92
(F) afn: AF_IP(1), type: IP(800), hop: 254, ver: 1

sht1: 4(NSAP), sst1: O(NSAP)

pktsz: 92 extoff: 52

(M) flags: "router auth src-stable nat ", reqid: 10

src NBMA: 203.0.113.10

src protocol: 192.0.2.129, dst protocol: 198.51.100.1

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9934, hd_time: 600

addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
NHRP-DETAIL: netid_in = 1, to_us = 0

NHRP-DETAIL: Resolution request for afn 1 received on interface Tunnell , for vrf:

Y18 7 Sz ERE HL 2N 0 48 $% 198.51.100.0/29/24F1198.51.100.8/294 1T B A &= 7 o
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NHRP-DETAIL: Multipath IP route Tookup for 198.51.100.1 in vrf: B(0x4) yielded Loo
NHRP: Route Tookup for destination 198.51.100.1 in vrf: B(0x4) yielded interface L
NHRP-DETAIL: netid_out 0, netid_in 1

NHRP-ATTR: smart spoke and attributes are not configured

NHRP: We are egress router. Process the NHRP Resolution Request.

NHRP: Cache radix tree head is not initialized for vrf: B(0x4)

NHRP-DETAIL: Multipath IP route Tookup for 198.51.100.1 in vrf: B(0x4) yielded Loo
NHRP: nhrp_rtlookup for 198.51.100.1 in vrf: B(0x4) yielded interface Loopbackl, p



*Feb 3 16:15:35.393: NHRP-DETAIL: netid_out 0, netid_in 1
*Feb 3 16:15:35.393: NHRP: We are egress router for target 198.51.100.1, recevied via Tunnell vrf: B(0x

- HRMESD XREMEHILAINBMA I | K 1t f7ATEE AR B R IPsecE L,

NHRP: Checking for delayed event 192.0.2.129/198.51.100.1 on 1list (Tunnell vrf: B(
NHRP: No delayed event node found.

NHRP-DETAIL: Updated delayed event with ep src:203.0.113.6 dst:203.0.113.10 ivrf:B
NHRP: Enqueued Delaying resolution request nbma src:203.0.113.6 nbma dst:203.0.113
NHRP: Interface: Tunnell configured with FlexVPN. Deferringcache creation for nhop
%LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to
NHRP: Virtual-Accessl: Tunnel mode changed from

'Uninitialized tunnel mode' to 'GRE over point to point IPV4 tunnel mode'
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NHRP: Virtual-Accessl: NHRP not enabled in delay_if_up

NHRP: Registration with Tunnels Decap Module succeeded

NHRP: Rejecting addr type 1

NHRP: Adding all static maps to cache

NHRP-DETAIL: Adding summary-prefix entry: nhrp router block not configured

NHRP:

Instructing NHRP to create Virtual-Access from Virtual template 1 for interface Vi
%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
NHRP-CACHE: Virtual-Accessl: Cache add for target 192.0.2.130/32 vrf: B(0x4) Tlabel
203.0.113.6 (flags:0x20)

NHRP-DETAIL: self_cache: Unable to get tableid for swidb:Virtual-Accessl proto:NHR
NHRP-DETAIL: self_cache: Unable to get tableid for swidb:Virtual-Accessl proto:UNK
NHRP: Updating delayed event with destination 203.0.113.10 on interfaceTunnell wit
NHRP:

Fetched address from underlying IKEv2 for interfaceVirtual-Accessl. Pre-NATed = 20
%DMVPN-5-CRYPTO_SS: Virtual-Accessl: local address : 203.0.113.6 remote address :

HEIPSECEMMNHRPREFRNEMBES A MESXFHERELLRE TS EHBBERPH
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NHRP: Processing delayed event on interface Tunnell with NBMA 203.0.113.10

NHRP: Could not find instance node for vrf: B(0x4)

NHRP-DETAIL: Cache INIT: NHRP instance root is NULL

NHRP: Inserted instance node for vrf: B(0x4)

NHRP-DETAIL: Initialized remote cache radix head for vrf: B(0x4)

NHRP-DETAIL: Initialized Tocal cache radix head for vrf: B(0x4)

NHRP-RT: Attempting to create instance PDB for vrf: B(0x4) (0x4)

NHRP-CACHE: Virtual-Accessl: Cache add for target 192.0.2.129/32 vrf: B(0x4) label
203.0.113.10 (flags:0x2080)

NHRP-RT: Adding route entry for 192.0.2.129/32 via 192.0.2.129, Virtual-Accessl vr
NHRP-RT: Route addition to RIB Successful

NHRP-EVE: NHP-UP: 192.0.2.129, NBMA: 203.0.113.10

%DMVPN-5-NHRP_NHP_UP: Virtual-Accessl: Next Hop NHP : (Tunnel: 192.0.2.129 NBMA: 2
NHRP-CACHE :

Next-hop not reachable for 192.0.2.129

%NHRP-5-NHOP_UNREACHABLE: Nexthop address 192.0.2.129 for 192.0.2.129/32 is not ro
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3 16:15:35.791: NHRP-DETAIL: Multipath recursive nexthop Tookup(if_in:, netid:1) for 192.0.2.129 i
3 16:15:35.791: NHRP: Sending error indication. Reason: 'Cache pak failure' LINE: 13798

3 16:15:35.791: NHRP: Attempting to send packet through interface Virtual-Accessl via DEST dst 192
3 16:15:35.791: NHRP-DETAIL: Multipath recursive nexthop Tookup(if_in:, netid:1) for 192.0.2.129 i
3 16:15:35.791: NHRP: Send Error Indication via Virtual-Accessl vrf: B(0x4), packet size: 132

3 16:15:35.791: src: 192.0.2.130, dst: 192.0.2.129

3 16:15:35.791: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

3 16:15:35.791: shtl: 4(NSAP), sstl: O(NSAP)

3 16:15:35.791: pktsz: 132 extoff: 0

3 16:15:35.791: (M) error code: protocol address unreachable(6), offset: 0

3 16:15:35.791: src NBMA: 203.0.113.6

3 16:15:35.791: src protocol: 192.0.2.130, dst protocol: 192.0.2.129

3 16:15:35.792: Contents of error packet:

3 16:15:35.792: 00 01 08 00 00 00 00 00 00 FE 00 5C A2 22 00 34

3 16:15:35.792: 01 01 04 00 04 04 C8 02 00 00 OO0 OA CB 00 71 0OA

3 16:15:35.792: CO 00 02 81 C6 33 64 01

3 16:15:35.792:

ENHORE T — BRI E M REF KR , MED < BRE LRI @R BETER,

3 16:15:35.813: NHRP: No need to delay processing of resolution event nbma src:203.0.113.6 nbma ds
3 16:15:35.813: NHRP-CACHE: Virtual-Accessl: Cache update for target 192.0.2.129/32 vrf: B(0Ox4) Tla
3 16:15:35.813: 203.0.113.10 (flags:0x2280)

3 16:15:35.813: NHRP-RT: Adding route entry for 192.0.2.129/32 via 192.0.2.129, Virtual-Accessl vr
3 16:15:35.814: NHRP-RT: Route addition to RIB Successful

3 16:15:35.841: NHRP-RT: Route entry 192.0.2.129/32 via 192.0.2.129 (Vil) clobbered by distance

3 16:15:35.847: NHRP-RT: Unable to stop route watch for 192.0.2.129/32 interface Virtual-Accessl .
3 16:15:35.847: NHRP-RT: Adding route entry for 192.0.2.129/32 via 192.0.2.129, Virtual-Accessl vr
3 16:15:35.847: NHRP-RT: Route addition failed (admin-distance)

3 16:15:35.847: NHRP-RT: nexthop-override added to RIB

3 16:15:37.167: NHRP: Sending NHRP Resolution Request for dest: 198.51.100.9 to nexthop: 198.51.10
3 16:15:37.167: NHRP: Attempting to send packet through interface Tunnell via DEST dst 198.51.100.
3 16:15:37.167: NHRP-DETAIL: First hop route lookup for 198.51.100.9 yielded 192.0.2.1, Tunnell

3 16:15:37.167: NHRP: Send Resolution Request via Tunnell vrf: B(0x4), packet size: 72

3 16:15:37.167: src: 192.0.2.130, dst: 198.51.100.9

3 16:15:37.167: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

3 16:15:37.167: shtl: 4(NSAP), sstl: O(NSAP)

3 16:15:37.167: pktsz: 72 extoff: 52

3 16:15:37.167: (M) flags: "router auth src-stable nat ", reqid: 10

3 16:15:37.167: src NBMA: 203.0.113.6

3 16:15:37.167: src protocol: 192.0.2.130, dst protocol: 198.51.100.9

3 16:15:37.167: (C-1) code: no error(0), flags: none

3 16:15:37.167: prefix: 0, mtu: 9934, hd_time: 600

3 16:15:37.167: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255

3 16:15:37.167: NHRP: 96 bytes out Tunnell
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NHRP-CACHE: Virtual-Accessl: Cache add for target 198.51.100.8/29 vrf: B(0x4) Tlabe
203.0.113.10 (flags:0x1000)

NHRP-RT: Adding route entry for 198.51.100.8/29 via 192.0.2.129, Virtual-Accessl v
NHRP-RT: Route addition failed (admin-distance)

NHRP-RT: nexthop-override added to RIB

NHRP-EVE: NHP-UP: 192.0.2.129, NBMA: 203.0.113.10

%DMVPN-5-NHRP_NHP_UP: Virtual-Accessl: Next Hop NHP : (Tunnel: 192.0.2.129 NBMA: 2
NHRP-CACHE: Deleting incomplete entry for 198.51.100.9/32 interface Tunnell vrf: B
NHRP-EVE: NHP-DOWN: 198.51.100.9, NBMA: 198.51.100.9
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NHRP-CACHE: Virtual-Accessl: Internal Cache add for target 198.51.100.0/29 vrf: B(
203.0.113.6 (flags:0x20)

NHRP: Attempting to send packet through interface Virtual-Accessl via DEST dst 192
NHRP-DETAIL: Multipath recursive nexthop Tookup(if_in:, netid:1) for 192.0.2.129 i
NHRP: Send Resolution Reply via Virtual-Accessl vrf: B(0x4), packet size: 120

src: 192.0.2.130, dst: 192.0.2.129

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 120 extoff: 60

(M) flags: "router auth dst-stable unique src-stable nat ", reqid: 11

src NBMA: 203.0.113.10

src protocol: 192.0.2.129, dst protocol: 198.51.100.1

(C-1) code: no error(0), flags: none

prefix: 29, mtu: 9976, hd_time: 599

addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

client NBMA: 203.0.113.6

client protocol: 192.0.2.130

NHRP: 144 bytes out Virtual-Accessl
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FLEX-HUB#show ip eigrp vrf B topology 198.51.100.0
EIGRP-IPv4 VR(B) Topology Entry for AS(1)/ID(192.0.0.1)
Topology(base) TID(0) VRF(B)

[EIGRP-IPv4(1l): Topology base(0) entry for 198.51.100.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 9837035520, RIB is 76851840
Descriptor Blocks:
0.0.0.0 (Nullo), from 0.0.0.0, Send flag is O0x0

Composite metric is (9837035520/0), route is Internal
Vector metric:

Minimum bandwidth is 100 Ebit

Total delay is 50101250000 picoseconds

Reliability is 255/255

Load is 1/255

Minimum MTU is 1476

Hop count is 0

Originating router is 192.0.0.1

FlexVPN{E f & i
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Spokel#show ip route vrf B eigrp

Routing Table: B
odes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, Mo - NAT outside, Nd - NAT DIA
i - I8-I8, su - I5-1I5 summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
NHRP, G — NHRP registered, g - NHRP registration summary
ODR, P - periodic downloaded static route, 1 - LISP
application route
replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is not set

198.51.100.0/24 is variably subnetted, 4 subnets, 3 masks
198.51.100.0/24 [90/102451840] via 192.0.2.1, 00:00:04

ERERREREBREY D XE D XFBE,

Spokel#ping vrf B 198.51.100.9 source 198.51.100.1 repeat 1
pe escape sequence to abort.
Sending 1, 100-byte ICMP Echos to 198.51.100.9, timeout i1s 2 seconds:
Packet sent with a source address of 198.51.100.1
l

Success rate is 100 percent (1/1), round-trip min/avg/max = 13/13/13 ms

EEBRERE,




Spokel#show ip route vrf B next-hop-override

Routing Table: B
odes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPFF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia = IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g — NHRP registration summary
o = ODR, P - periodic downloaded statie route, 1 - LISP
application route
replicated route, % - next hop override, p - overrides from PfR
= replicated local route overrides by connected

ateway of last resort is not set

192.0.2.0/32 is subnetted, 3 subnets
192.0.2.1 is directly connected, Tunnell
192.0.2.129 is directly connected, 00:02:18, Virtual-Accessl
192.0.2.132 is directly connected, Tunnell

198.51.100.0/24 is variably subnetted, 4 subnets, 3 masks
198.51.100.0/24 [90/102451840) via 192.0.2.1, 00:02:13
198.51.100.0/29 is directly connected, Loopbackl
198,51.100.1/32 is directly connected. Loopbackl
198.51.100.8/29 [250/255] wvia 192.0.2.129, 00:02:18, Virtual-Accessl

BFRERZENARBEE BRIV  HPEREARZERD , MA2RIBXMNATE
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*Feb 3 16:43:38.957: NHRP-CACHE: Virtual-Accessl: Cache add for target 198.51.100.8/29 vrf: B(0x4) Tabe
*Feb 3 16:43:38.957: 203.0.113.10 (flags:0x1000)

*Feb 3 16:43:38.957: NHRP-RT: Adding route entry for 198.51.100.8/29 via 192.0.2.131, Virtual-Accessl v
*Feb 3 16:43:38.957: NHRP-RT: Route addition to RIB Successful

*Feb 3 16:43:38.957: NHRP-EVE: NHP-UP: 192.0.2.131, NBMA: 203.0.113.10
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https://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html#GUID-B770195F-1A4D-41C1-901B-9050646F76BA
https://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html#GUID-B770195F-1A4D-41C1-901B-9050646F76BA
https://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html#GUID-B770195F-1A4D-41C1-901B-9050646F76BA
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
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