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access-list 102 permit icmp any any echo
access-list 102 permit icmp any any echo-reply

interface <interface> <interface #>
rate-limit input access-group 102 256000 8000 8000 conform-action transmit
exceed-action drop

A TRRFBCAR |, B2 B7E %5 £ RBUA Cisco Express Forwarding(CEF). Itb4h , &4 B ACAREE
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access-list 103 deny tcp any host 10.0.0.1 established

!--- Let sessions 1n progress run. access-1list 103 permit tcp any host 10.0.0.1 !--- Rate limit
the initial TCP SYN packet, because the other packets !--- in the TCP session would have hit the
earlier entry in the ACL. interface <interface> <interface #> rate-limit input access-group 103
8000 8000 8000 conform-action transmit exceed-action drop

AR ERGIR , SEHEHR10.0.0.1,
MRETHEWE EHZFDoSHE , WHEEREBEME , FREUTHEBE :

access-list 104 deny tcp any any established

!--- Let sessions 1n progress run. access-1list 104 permit tcp any any !--- Rate limit the
initial TCP SYN packet, because the other packets !--- in the TCP session would have hit the
earlier entry in the ACL. interface <interface> <interface #> rate-limit input access-group 104
64000 8000 8000 conform-action transmit exceed-action drop
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MRENEREEHZIINE | FEEUTHEBE !

access-1list 105 permit tcp any host 10.0.0.1 syn
! -——- Remember that your interest lies in syn packets only. interface <interface> <interface #>
rate-limit input access-group 105 8000 8000 8000 conform-action transmit exceed-action drop
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access-1list 106 permit tcp any any syn
! -——- Remember that your interest lies in syn packets only. interface <interface> <interface #>
rate-limit input access-group 106 64000 8000 8000 conform-action transmit exceed-action drop
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users ---- { ISP } --- web farm
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.- 80 JTTAA[SYN , ACK]
- 4001 JSTAA[3201L STAAHTTP#E# |, 2 ACK]
- 8O TTAE[FIN , ACK]
REWebZ Y& HRENMWebi BN ATREZBLEERA10:1, HESYNERSTHWHRELS120:1,

MRELFOCIEEE |, BIISTCP SYNERDHERRH 5155 mbps / 120 == 1.3 mbps.
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rate-limit input access-group 105 1300000 256000 256000 conform-action transmit
exceed-action drop
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users ---- { ISP } --- MP3/FTP Farm
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. 300012 FTH[ACK + FTP get]
. 80N TTHR[FIN , ACK]
TCP SYN# 7 & #95% % 2155 mbps / 120000 == 1.3 kbps.
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rate-limit input access-group 105 1300 1200 1200 conform-action transmit
exceed-action drop
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