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Router#sh event manager version | i Embedded
Embedded Event Manager Version 4.00
Router#
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interface gig0/0 (internal interface)

ip access-group LOOP in

!

ip access-list extended LOOP

permit ip 10.116.48.0 0.0.31.255 any ttl range 20 21



permit ip any any

ACLFE 11 #Eshow pfr master border topology &+ & th & $R £5 89 A 2B T L
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interface gig0/0 (internal interface)
ip access-group LOOP-DETAIL out

ip access-1list extended LOOP-DETAIL

permit ip 10.116.48.0 0.0.31.255 10.116.132.0 0.0.0.255 ttl range 20 21

permit ip 10.116.48.0 0.0.31.255 10.116.128.0 0.0.0.255 ttl range 20 21
. (add here one line per remote site)

permit ip any an
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10.116.132.0/24 -> site-1
10.116.128.0/24 -> site-2
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- DISKE 24Z 3 A S M H s REHEANNMNE ( LLEEDbootflashHEER ) o

. fshow clockir T HREMN BFFRERPHKENSESE. FPEANFT (EBETA "esty ) B
AREE , X EETRAEGES REE240).
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event manager environment THRESHOLD_ 1 1000

event manager environment THRESHOLD 2 500

event manager environment DISK bootflash

!

event manager applet LOOP-MON authorization bypass

event timer watchdog name LOOP time 30

action 100 cli command "enable"

action 110 cli command "show ip access-list LOOP"

action 120 set regexp_substr 0

action 130 regexp "range 20 21 \(([0-9]+) matches\)"

$_cli_result _regexp_result regexp_substr

action 140 cli command "clear ip access-list counters LOOP"

action 150 if Sregexp_substr gt 0

action 200 set MATCHES Sregexp_substr

action 210 file open LOGS $DISK:script-logs.txt a

action 220 cli command "enable"

action 230 cli command "show clock"

action 240 regexp "[0-9]+:[0-9]+:[0-9]+.[0-9]+ est [A-Za-z]+
[A-Za-z]+ [0-9]+ 201[0-9]" $ _cli_result _regexp result

action 250 set TIME $_regexp_result

action 260 if $MATCHES gt S$THRESHOLD_1

action 270 wait 15

action 280 cli command "show ip access-list LOOP"

action 290 set regexp_substr 0

action 300 regexp "range 20 21 \(([0-9]+) matches\)"
S_cli_result _regexp_result regexp_substr

action 310 if Sregexp_substr gt STHRESHOLD_2

action 320 cli command "enable"

action 330 cli command "show ip access-list LOOP-DETAIL
| tee /append $DISK:script-output-$_event_ pub_sec.txt"

action 340 cli command "show pfr master traffic-class perf det
| tee /append $DISK:script-output-$_event_ pub_sec.txt"

action 350 cli command "show route-map dynamic detail
| tee /append $DISK:script-output-$_event_ pub_sec.txt"

action 360 cli command "show ip route
| tee /append $DISK:script-output-$_event_ pub_sec.txt"

action 370 cli command "clear pfr master *"



action 380 cli command "clear ip access-list counters LOOP-DETAIL"
action 390 file puts LOGS "S$TIME - LOOP DETECTED - PfR CLEARED -
matches $SMATCHES > STHRESHOLD_1 and Sregexp_substr
> STHRESHOLD_2 - see $DISK:script-output-$_event_pub_sec.txt"
action 400 syslog priority emergencies msg "LOOP DETECTED -
PfR CLEARED - see $DISK:script-output-$_event_pub_sec.txt !"
action 410 else
action 420 file puts LOGS "S$TIME - TEMPORARY LOOP : matches
SMATCHES > STHRESHOLD_1 and S$regexp_substr < or = $THRESHOLD_ 2"
action 430 cli command "clear ip access-list counters LOOP-DETAIL"
action 440 end
action 450 else
action 460 cli command "en"
action 470 cli command "clear ip access-list counters LOOP-DETAIL"
action 480 file puts LOGS "S$TIME - number of matches =
$MATCHES < $THRESHOLD_ 1"
action 490 end
action 500 else
action 510 cli command "clear ip access-list counters LOOP-DETAIL"
action 520 end
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event manager environment THRESHOLD 700
event manager environment DISK flash 0
!
event manager applet LOOP-BR authorization bypass
event timer watchdog name LOOP time 20
action 100 cli command "enable"
action 110 cli command "show ip access-list LOOP"
action 120 set regexp_substr 0
action 130 regexp "range 20 21 \(([0-9]+) matches\)"
$_cli_result _regexp_result regexp_substr
action 140 cli command "clear ip access-1list counters LOOP"
action 150 if S$Sregexp_substr gt 0
action 160 set MATCHES Sregexp_substr
action 170 file open LOGS $DISK:script-logs.txt a
action 180 c¢li command "show clock"
action 190 regexp "[0-9]1+:[0-9]1+:[0-9]1+.[0-9]+
est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201[0-9]" $_cli_result _regexp_result
action 200 set TIME $_regexp_result
action 210 if S$MATCHES gt S$THRESHOLD
action 220 cli command "enable"



action 230 cli command "show route-map dynamic detail | tee /append
SDISK:script-output-$_event_pub_sec.txt"
action 240 cli command "show ip route | tee /append
SDISK:script-output-$_event_pub_sec.txt"
action 250 file puts LOGS "STIME : matches = SMATCHES >
STHRESHOLD - see $DISK:script-output-$_event_pub_sec.txt"
action 260 syslog priority emergencies msg "LOOP DETECTED -
Outputs captured - see $DISK:script-output-$_event_pub_sec.txt !"
action 270 else
action 280 file puts LOGS "STIME : matches = SMATCHES < or = S$THRESHOLD"
action 290 end
action 300 end
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track timer ip routeE;XEA1H , LUINMRAHEM BB ( FERREA15 ) .

1

interface Loopbackl00
ip address 10.100.100.1 255.255.255.255

track timer ip route 1
track 1 ip route 10.100.100.200 255.255.255.255 reachability

BR-2

interface Loopbackl00
ip address 10.100.100.2 255.255.255.255

track timer ip route 1
track 1 ip route 10.100.100.200 255.255.255.255 reachability

MC

interface Loopback200
ip address 10.100.100.200 255.255.255.255

track timer ip route 1

track 1 ip route 10.100.100.1 255.255.255.255 reachability
track 2 ip route 10.100.100.2 255.255.255.255 reachability
track 11 ip route 10.116.100.1 255.255.255.255 reachability
track 12 ip route 10.116.100.2 255.255.255.255 reachability
track 20 list boolean and

object 11

object 12

BRFIMCERE

LOOP-BR
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(¥R4E370),

event manager environment THRESHOLD 1 1l00event manager environment
THRESHOLD_ 2 500event manager environment DISK bootflash
levent manager applet LOOP-BR authorization bypass



event timer watchdog name LOOP time 30 maxrun 27
action 100 cli command "enable"
action 110 cli command "show ip access-list LOOP"
action 120 set regexp_substr 0
action 130 regexp "range 20 21 \(([0-9]+) matches\)"
S_cli_result _regexp_result regexp_substr
action 140 cli command "clear ip access-list counters LOOP"
action 150 if S$Sregexp_substr gt 0
action 200 set MATCHES Sregexp_substr
action 210 file open LOGS $DISK:script-detect-logs.txt a
action 220 c¢li command "enable"
action 230 c¢li command "show clock"
action 240 regexp "[0-9]+:[0-9]+:[0-9]+.[0-9]+
est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201[0-9]"
$_cli_result _regexp result
action 250 set TIME $_regexp_result
action 260 if $SMATCHES gt $THRESHOLD_1
action 270 wait 15
action 280 c¢li command "show ip access-list LOOP"
action 290 set regexp_substr 0
action 300 regexp "range 20 21 \(([0-9]+) matches\)"
S_cli_result _regexp_result regexp_substr
action 310 if S$Sregexp_substr gt S$THRESHOLD_ 2
action 320 c¢li command "enable"
action 330 c¢li command "conf t"
action 340 c¢li command "interface looplOO0"
action 350 cli command "shut"
action 360 file puts LOGS "STIME - LOOP DETECTED - Message sent to MC -
matches $SMATCHES > STHRESHOLD_1 and S$regexp_substr > $THRESHOLD_ 2"
action 370 wait 5
action 375 c¢li command "enable"
action 380 c¢li command "conf t"
action 390 c¢li command "interface looplOO0"
action 400 c¢li command "no shut"
action 410 else
action 420 file puts LOGS "STIME - TEMPORARY LOOP : matches S$SMATCHES >
STHRESHOLD_1 and Sregexp_substr < or = S$STHRESHOLD_ 2"
action 430 c¢li command "clear ip access-list counters LOOP-DETAIL"
action 440 end
action 450 else
action 460 c¢li command "en"
action 470 c¢li command "clear ip access-list counters LOOP-DETAIL"
action 480 file puts LOGS "STIME - number of matches =
$MATCHES < $THRESHOLD_ 1"
action 490 end
action 500 else
action 510 c¢li command "clear ip access-list counters LOOP-DETAIL"
action 520 end

LOOP-MC
AENMBUNAEMCLEEIIRE, UTEREEREN—LEERH

. RatelimitEBUR R applet A0 R R RFIEETHER (ETHEPEET X, ZFAHE) .
ERA T 2 WEBRRZAH B IR 3 R PIRIB BRI IX o

- EBRE130F  SEMVE | ARREFIFFEBRIWTIEM, ERA T HEHMCHBRZ EHIE
REE S ZRRR.

. T£action 2407 , 7£R3FLoopback200#% EF10% , REHEMRPIR. E2A 7T HRABREKME



event manage environment DISK bootflash
event manager applet LOOP-MC authorization bypass

event syslog pattern "10.100.100.[0-9]1/32 reachability Up->Dow" ratelimit 60
action 100 file open LOGS $DISK:script-logs.txt a
action 110 regexp "10.100.100.[0-9]" "$_syslog_msg" _regexp_result
action 120 set BR $_regexp_result
action 130 wait 2
action 140 track read 20
action 150 if $_track_state eqg "up"
action 160 c¢li command "enable"
action 170 c¢li command "show clock"
action 180 regexp "[0-9]1+:[0-9]1+:[0-9]+.[0-91+
est [A-Za-z]+ [A-Za-z]+ [0-9]+ 201([0-91"
"$_cli_result" _regexp_result
action 190 set TIME "S$S_regexp_result"
action 200 c¢li command "show pfr master traffic-class perf det
| tee /append $DISK:script-output-$_event_pub_sec.txt"
action 210 c¢li command "conf t"
action 220 c¢li command "interface loop200"
action 230 c¢li command "shut"
action 240 wait 10
action 250 c¢li command "conf t"
action 260 c¢li command "interface loop200"
action 270 c¢li command "no shut"
action 280 c¢li command "end"
action 290 c¢li command "clear pfr master *"
action 300 file puts LOGS "S$TIME - LOOP DETECTED by S$BR -
PfR CLEARED - see $DISK:script-output-$_event_pub_sec.txt"
action 310 syslog priority emergencies msg "LOOP DETECTED by $BR -
PfR CLEARED - see $DISK:script-output-$_event_pub_sec.txt !"
action 320 else
action 330 file puts LOGS "STIME - REACHABILITY LOST with
SBR - REACHABILITY TO ALL BRs NOT OK - NO ACTION"
action 340 end

COLLECT-BR

AEN BN EBR, EBRELFHEIMC L#Loopback200(10.100.100.200)8F , NMEXASRLED,
Bh¥E120. 130F1140F 35 T AREN BT,

event manager environment DISK bootflash
event manager applet COLLECT-BR authorization bypass

event syslog pattern "10.100.100.200/32 reachability Up->Dow" ratelimit 45

action 100 file open LOGS $DISK:script-collect-logs.txt a

action 110 cli command "enable"

action 120 cli command "sh ip access-list LOOP-DETAIL |

tee /append $DISK:script-output-$_event_pub_sec.txt"

action 130 cli command "show route-map dynamic detail
| tee /append $DISK:script-output-$_event_pub_sec.txt"

action 140 cli command "show ip route | tee /append
SDISK:script-output-$_event_pub_sec.txt"

action 150 cli command "show clock"

action 160 regexp "[0-9]+:[0-9]1+:[0-9]+.[0-9]1+ CET [A-Za-z]+ [A-Za-z]+
[0-9]+ 201[0-9]" "S$_cli_result" _regexp_result

action 170 set TIME "$_regexp_result"

action 180 file puts LOGS "S$TIME - OUTPUTs COLLECTED -
see S$DISK:script-output-$_event_pub_sec.txt"

SYSLOG-MC
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MC#
*Mar 8 08:52:12.529: $TRACKING-5-STATE: 1 ip route 10.100.100.1/32
reachability Up->Down
MC#
*Mar 8 08:52:16.683: $LINEPROTO-5-UPDOWN:
Line protocol on Interface Loopback200, changed state to down
*Mar 8 08:52:16.683: SLINK-5-CHANGED: Interface Loopback200,
changed state to administratively down
MC#
*Mar 8 08:52:19.531: $TRACKING-5-STATE: 1
ip route 10.100.100.1/32 reachability Down->Up
MC#
*Mar 8 08:52:24.727: %SYS-5-CONFIG_I: Configured from console by
on vtyO (EEM:LOOP-MC)
*Mar 8 08:52:24.744: %$PFR_MC-1-ALERT: MC is inactive due to PfR
minimum requirements not met;
Less than two external interfaces are operational
MC#
*Mar 8 08:52:24.757: $HA_EM-0-LOG: LOOP-MC:
LOOP DETECTED by 10.100.100.1 - PfR CLEARED
- see unix:script-output-1362732732.txt !
MC#
*Mar 8 08:52:26.723: $LINEPROTO-5-UPDOWN:
Line protocol on Interface Loopback200, changed state to up
MC#
*Mar 8 08:52:26.723: SLINK-3-UPDOWN: Interface Loopback200,
changed state to up
MC#
*Mar 8 08:52:29.840: %$PFR_MC-5-MC_STATUS_CHANGE: MC is UP
*Mar 8 08:52:30.549: $TRACKING-5-STATE: 2
ip route 10.100.100.2/32 reachability Up->Down
MC#
*Mar 8 08:52:37.549: $TRACKING-5-STATE: 2
ip route 10.100.100.2/32 reachability Down->Up
MC#
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