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ISE
(10.48.66.129)

5 p. 10,48 67250

3750X-6
GL/0/1

trunk

G1/0/20

G1/0/48

5 IP: 10.48.66.109

G1/0/2 3750X%-5 GL/0/1

Vlan2D
Tag: 3
Tag name: VLAMNZD

Vian10
Tag: 2
Tag name: VLANILD

Windows7 WindowsXP
192.168.1,200 192.168.2,200

TSR R E P |, 3750X-5R MR MBISEM Pt B FRE , BB THPAC , ARE
CTSEHETRESMRE. EFEEREIFEFEEMNS02.1x5FE5, Cisco Catalyst 3750X-6%

HI R H#ai(3750X-6)RIFEFHE,
ISEETE I ERFEE |

CREBETEEMNG02.1xFEKRA. FETFEEBBETFEEMN
REFFHBCTSE

o MINERFEE | 3750X-55#28 EHI802. 1XERIBERESEE

Bauthenticated , ﬂ‘% R /*}MACsech[l{:. o XIEZZZ F“i HREEESFERSCTERIL NE,

LRERRATRYNRE

. B F3750X-5E 4R ISEM T HPAC , & ARREMNKRIEERN,

. FEEF3750X-6{F AERE AL BHIT02.1xFPEHE |, LLERISERZ/ZEMTHPAC,

- 3750X-6#1TE — @802 Ix T R A RBFEINE — EiBL L BEAIGEEAP-FAST) RSB B
, LERBPACHEAZREBEHTRE.

. 3750X-5A] BT T &I K FT3750X-6 T HSGAKEE,

. F£3750X-5F13750X- GZFEJ#H'TSAPQEE , IEMACsecH i , WK BE,

 RBBZENRES

TEBANMNE,



BT 7 MM NI T 3l

B 72 E(3750X-5)H B & F FAISE/EACTSHRADIUSAE RS :

aaa new node

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

cts authorization list ise

radi us-server host 10.48.66. 129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting

radi us-server vsa send authentication

ERAERACHNSBEEHFERBACLMERZLENFHBEFFE(SGACLER ( HEKFEH
)

cts rol e-based enforcenent
cts rol e-based enforcenent vlan-list 1-1005, 1007-4094

3 T REQ750X-0)ERERRE. BAMNTIRAAL) , TEERADIUSHCTSHHM :

aaa new node

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

ENELRBA802.1x 28 , A HEEEISE.

BCIRISE
SERUT S BRLAELEISE:
1. EBE F Administration > Network Resources > Network Devices , A& M A& XS 18 A

B 17EEE B (NAD), fEAdvanced TrustSec Settings T , Bt B —EICTSH S , AR TE R
CLILBEA,



* Advanced TrustSec Settings

¥ Device Authentication Settings

* SGA Motifications and Updates

* Download peer authorization policy every

Use Device ID for SGA
Identification

Device Id | 3750%

* Password |-|||||--||

* Download environment data every

* Reauthentication every
* Download SGACL lists every

Other SGA devices to trust this device
Motify this device about SGA configuration changes

| | Show |

1 | [Days  [~]
E | [Days  [~]
E | [Days  [~=]7
E | [Days  [~]

2. BfnElPolicy > Policy Elements > Results > Security Group Access > Security Groups , A%
FIEEEMNSGT, EXMMBRRERTE , F TRELESR,

€I5€0  [dentity Services Engine
Policy Administration

iy Home Operations »

|4, Authentication |&) Authorization

Dictionarias Conditions

e ——
Resulls

F

Results

[

G

P [ Acthentication

ifil

¥ | Authorization
¥ | Profiling
* ] Posture
¥ ] Client Provisioning
v ] Secunity Group Access
¥ | Security Group ACLs
b | Securfly Groups
¥ | Security Group Mappings

(RN

Security Groups

¥

000D

|4} Profiling |7 Posture

f Edit efpadd
MName a
Unknown
VLAM1O
VLANL0O
VLAN20

&g, Client Provisioning |z Security Group Access

goimport @y Export v | M Delete » () Push

SGT (Dec / Hex)
0 F 0000
2 /0002
4 0004
370003

Description

Unknown Security Group
SGA For VLAN1O PC
Wlans For Phone

SGA For VLAN20 PC

3. BfinZlPolicy > Policy Elements > Results > Security Group Access > Security Group
ACLs , A& ELESGACL,



stfvatfns
€CISCO  [dentity Services Engine

|!| Home  Operations Folicy Administration

L—‘:.r Authentication jE‘ Autharization t:‘ Prafiling E Posture ]2: Client Provisioning [;‘ Security

Dictionaries Conditions Results

Results Security Groups ACLs

[ P] .-fl* Edit %Add L?_- Duplicate 3 Delste @ Push

G

[l
il

Name . Description IP Version

L Authentication - 1
== 0O IcMp Permit All Iemp Traffic  IPv4

1]
» ] Authorization
* o Profiling
» ] Posture
* ] Client Provisioning
* | Security Group Access
» || Security Group ACLs
* | Security Groups
¥ || Security Group Mappings

P W

4. EfnZlPolicy > Security Group Access , A% £ JEFEE R KB,

stiueallie
CILE0 [ty Soreied | squar

[ , dutre L Mg oy Peales | CimeR Prdaioning = F LT i
= .
« [

I:J'I..“ IT:.:HZIH:::':-T:::;«: = Contgere + | QP T "l nm [ LR
g HE'::.MI : nl:::..:i HE_;-H -
AR XEBMS WindowsFARFEERERE , METCERERNEE. GRLLEBMNFM

B , 82 BEASAFICatalyst 3750X 3 5 R TrustSecH & = HI F1 M E BEBRIE o

3750X-5HIPACTH &

HECTSHAETERRIFHFEEPAC ( YHREAP-FASTBphase1 ) , I HiE ARRISEETIREMN
REEER, MERAERNPAC , BIEERISEEINZER,


/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

FE3750X-5 LR ERBRER , E8 THPAC:

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D. C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D. C40A15A339286CEAC28A50DBBAC59784
I-1D 3750X
A-1D-Info: Identity Services Engi ne
Credential Lifetime: 08:31:32 UTC Cct 5 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC5978400060094
0003010076B969769CB5D45453FDCDEB92271C500000001351D15DD900093A8044DF74B2B71F
E667D7B908DB7AEEA32208B4EO069FDB0A31161CE98ABD714C55CA0CAAB3EAE1I6 AGESACACLDO81
F235123600B91B09C9A909516D0A2B347E46D15178028ABFFD61244B3CD6F332435C867A968CE
A6BO9BFA8C181E4399CE498A676543714A74B0C048A97C18684FF49BFOBB872405
Refresh tiner is set for 2y25w

PACEIBEAP-FASTT , f# A Microsoft#J Challenge Handshake & 13 & & 13 &£ (MSCHAPV2),
CLIFRHANBRMISE LB ENHEERE.

PACARIREBEMEMRIF . HRELRIES , FiSRADIUSE K Ecisco avlit ¥cts-pac-opaque ( #&
PACE#84E , AIEISELER ) #BEMER,

iE A R3750X-6 INDACER R PACH 2
ATENRERMERIICTSHE , KAEHMEE LRMAB802.1x,

SAPHERAREREBENZBEHRIHE. Galois Message Authentication Code(GMAC) AR & 175
7 , Galois/Counter Mode(GCM)R A II %,

EEFXR#BSEL

interface G gabitEthernet1/0/20
switchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

B FRIRERLE

interface G gabitEthernet1/0/1

swi tchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

REXTERE (KR — x?ﬁ%%MACsec ) B IhEE, BRAFEAMACsecE 81 E(MKA)FE
MIESAPHI X i F MEMACsec , 52 BELEMACsecilZ,

EEAIE FRRAS02.1x% |, FBEF MBS VN AR ERE 7R ( BIRESR ) WBERE,

LBEBANDAC , HENREMEBEERIICTSH, SOBRERENN  REEFTESHRE
AARERISE LR BR . EPACHE®R , RE WA ERTICTSHE,


//www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/guide/swmacsec.html

H:PACARABEAP-FASTHEEE#HE R £(TLS)RRE., 3750X-6{5{EAIAREFIRHMPACER
, BORAEFIREE MR BEAP-TLSHEMTLSRRERENFEN H R,

XL ERADIUSHAE

.....

[« - O O

3750X (B ) WE—ESEARPACTHE. FHAEAP-FASTRFRFERPAC (5
MSCHAPV2 B BRBEETERRE )

12131 EAP-FAST built anonynmous tunnel for purpose of PAC provisioning
22037 Authentication Passed

11814 | nner EAP-MSCHAP aut hentication succeeded

12173 Successful ly fini shed EAP- FAST CTS PAC provi si oni ng/ updat e
11003 Returned RADI US Access- Rej ect

£ i@iBcts credentialsii S ELERIMSCHAPV2E A E B BMNHRE, I , HREPACEHRER
 AEEETHE-SHRE , RS EFERIEERADIUSERGIESE,

BT E —EFE 2#802.1xF 18 E. EAP-FASTHR Z s AEKPAC,

12168 Received CTS PAC

12132 EAP-FAST built PAC based tunnel for purpose of authentication
11814 I nner EAP- MSCHAP aut henticati on succeeded

15016 Sel ected Authorization Profile - Permt Access

11002 Returned RADI US Access-Accept

E—R,BETRERN , MRIZPACKRE. BRXEAMSCHAPV EENHEERIZ., R%E , BiF
ISELH B P ER S IR RER AE TR |, WIRMERADIUS Access-Accepte A% , BRIl
FERREM BN  ZIBMN802.1xEE S ABERE,

B i Es02.1xSFEIIBE R BRI ?

THRseed P RERWHE. BTRATRCKE , WEHBERZEB02.1x (FRITHBMES
) EAHEAS

debug cts all

debug dotlx all

debug radius verbose

debug radius authentication

Apr 9 11:28:35.347: CTS-ifc-ev: CTS process: received nsg_id CTS_| FC_MSG LI NK_UP
Apr 9 11:28:35.347: @@cts_ifc GgabitEthernet1/0/20, INIT: ifc_init ->
ifc_authenticating

Apr 9 11:28:35.356: CTS-ifc-ev: Request to start dotlx Both PAE(s) for

G gabi t Et her net 1/ 0/ 20

Apr 9 11:28:35.356: dot1lx-ev(G 1/0/20): Created authenticator subblock

Apr 9 11:28:35.356: dot1x-ev(G 1/0/20): created supplicant subblock

Apr 9 11:28: 35.364: dot 1x-ev:dot 1x_supp_start: Not starting default supplicant
on G gabit Et hernet 1/ 0/ 20
Apr 9 11:28:35.381: dot1x-sm Posting SuPP_ABORT on Client=7C24F2C



Apr 9 11:28:35.397: %AUTHVGR- 5- START: Starting 'dotlx' for client (10£3.11a7.e501) on
Interface G 1/0/ 20 Audit Sessi onl D COA800010000054135A5E32

&% K FRBOERINAE  RAXBRMILIEIBISE, £3750X-6 L | BEFEREAR,

EB802.1xARENFMARA

AE  BFRARMMESBPACEZBB02.1xBRER , K THRRER (HERRA ) , LEMW
AAARIBRERRYIPHENE, ARSI , MARMEHM AT ( T8 ) ISEER, <&, AEFAL
TE ; RAAARRRKIERNE —EXBEBRAFHRESR  F_EXBRERAFERE.

ERAREN , EAAAARRSFFEESALIVEN M A X[ EEE T T EARIEAMEEAP)ERS
7. BRKEEAPEHNERN S HRIER[SERAFNEERS  LERRENFHFER,

Ho. |Time |Eoun:e |Destinaticn |F"mtnc::-l|Len.gth|Info

1 2013-07-08 22:20:28,255317000 Cisco_25:a5:14 Nearest EAPOI 6l Start

22013-07-08 22:30:28.278219000 Cisco_aTied:01 Nearest EAPOL bE start

3 20013-07-08 22:20:28.250005008 Cisco_25:a5:14 Nearest EAP 60 Request, Identity
12013-07-08 22:320:28, 289280000 Cisco av:e5:01 Hearest EAP 60 Request, Identity
5 2013-a7- 128.2008000080 Cisco_a7:e5:01 Nearest EAP 60 Response, Identity
6 2013-07-08 22:20:28.3179150080 Cisco 25:a5:14 Nearest EAP 68 Request, Tdentity
7 2013-07-08 22:20:28.3241090080 Cisco_av:e5:01 Nearest EAF 60 Response, Identity
B A013-00-08 22:20:28. 325 1 5000 Cisco 25:a5:14 Hearest Eal 68 Response, Identity
0 2013-07-08 22:20:28.3305370080 Cisco av:e5:01 Nearest EAF 60 Request, Identity

16 2013-07-08 22:20:28.401497808 Cisco_25:a5:14 Nearest TLSw1 ol Tgnored Unknown Hecoid

11 2013-07-08 22 126407817000 0 af:es:81 Nearest 5 266 Client Hello
d |

* Frame 5: 68 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface B
¢ Ethernet II, Src: Cisco_a7:e5:;01 (18:f3;11:a7:e5:01), Dst: MNearest (B1:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2618 (3)
Type: EAP Packet (8)
Length: 15
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 15
Type: Identity (1)
Identity: CTS client

BIEL02.1xARE (EIBED |, 3750X-6RFERA , ABEHRFBAAARRRS ) , T—EER
DH R FAAPACFTELFVEAP-FASTR#, FAEBMCTS clientARRADIUSEREAEBRBILIES
EAPE 17 :

Apr 9 11:28:36.647: RADIUS: User- Nanme [ 1] 12 "CTS client"
Apr 9 11:28:35.481: RADIUS: EAP-Message [79] 17
Apr 9 11:28:35.481: RADIUS: 02 01 00 OF 01 43 54 53 20 63 6C 69 65 6E 74 [ cTs client]

BV EREAP-FASTERE R , YA ERTEI750X6 ( cts’BiF ) #TMSCHAPV2®:E, fEXRM
ETRE—% , RATCRTLSREE (2% ) , EPACHEMNISELMFMAZEHATE—H, &1
AR CTS ClientSABEIRADIUSE A E B B EREAPS M EE, BRAZPHEMSCHAP)EH
3750X6 &R



EAF Authentication Method : EAP-MSCHAPW2

EAPF Tunnel Method : EAP-FAST
sername: 37506

RADIUS Username ; CTS client

Calling Station 1D: 10:F3: 11 A7 ES:01

HITE —EEAP-FASTE 1B, E—X , eEAZHABAPAC, E#iH , CTS clientF{E
RADIUSEREZ BN G 2 , mM3750X6 | HEARNERE 5 (MSCHAP), B4R :

RADIUS Status: Authentication succeeded

MAS Failure:

Username: 37506

MAC/PF Address: 10:F3:11:A7:ES:01

Metwork Device: 750X : 10.48.66.109 : GigahitEthernet1/0/20
Allowed Protocol: MOAC SGT Service

ldentity Store: Internal CTS Devices

Authorization Profiles:  Fermit Access
SGA Secunty Group:  Unknown
Authentication Protocol : EAP-FASTEAP-MSCHAPYZ)

BERE—IX , ISEZRADIUSEZ ER TP REIZEBMY :

F Authentication Result

User-Mame=3750xX6
State=ReauthSession:COAS00010000053A33FD79AF
Class=CACS:COAB00010000053A33FD79AFise/162314118/3616
Session-Timeout=85400
Termination-Action=RADIUS-Request
EAP-Key-Name=2b:54:e8:37:14:10:f0:3c:1b:90:f1:d7:ad:1c:0b:cc:62:e5:03:4c:6b
cisco-av-pair=cts:security-group-tag=0000-01
cisco-av-pair=cts:supplicant-cts-capabilities=sap
MS-MPPE-Send-Key=ce:d6:28:6f:b4:c0:25:96:69:93:fe:41:0d:1e:80:9d:31:e2:b8:c
MS-MPPE-Recv-Key=d4:8c:13:cd:d7:18:c7:1f.57:21:0d:de:39:fa;cd:68:aa:ca:1b:4f

B RERINFERERESE/RERE

bsns- 3750- 5#show authentication sessions int gl1/0/20
Interface: G gabitEthernet1/0/20
MAC Address: 10£f3.11a7.e501
I P Address: Unknown
User-Name: 3750X6
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: nulti-host
Qper control dir: both
Aut hori zed By: Authentication Server
Vian Policy: NA



Session timeout: 86400s (local), Remaining: 81311s
Ti meout action: Reauthenticate
Idle tinmeout: NA
Common Session ID: COA800010000054135A5E321
Acct Session ID:  0x0000068E
Handl e:  0x09000542

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Success

BRERBMOMESHEREBBRI7T50X67E RARADIUSEAE BB IEAPS 14, F£ACTS
client, AMH MW MBEEHBEEFTAR., EAEEBAISEERN., H&E— fERADIUSE &
(Access—Accept)’F]Eusername 3750X6 , MFFE HittE & Eusername = Cts client, EMEFEK
BB R E S B EE, /T BERFCIZA, ERFC3579%3.085% :

The User-Nanme attribute within the Access- Accept packet need not be the sane
as the User-Name attribute in the Access-Request.

E802. 1xENBBEFNHRE —EERED |, ISEIRE#HEEAP-Key-NamefIRADIUS Acceptid B
cisco-av-pair:

30 10.48.66.129  10.48.66.109 RADIUS 447 Access-Accept(2) (id=70, 1=419)
d|
T PACKE T TUETITITIET T UXS0 {707

Length: 419

Authenticator: afb2clbfcb908ec5df3d544da26c7979

[This _is a response to a request in frame 29]

[Time from request: 0.009000000 seconds]
= Attribute Value Pairs

F AYP: 1=8 t=lUser-Name(l): 37506
AVP: 1=40 t=State(24): 52656175746853657373096f6e3a43304138303030313030. ..
AYP: 1=50 t=Class(25): 434143533a43304138303030313030303030353341333346...
AYP: 1=6 t=Session-Timeout(27): 86400
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1l)
AVP: 1=b t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(860): 1b2b37b613fb42244bc3c6c2c038172e
AVP: 1=67 t=EAP-KE',r-Hane{lﬂ2:l: +T4 35070240200 300<N\033\ 22036 132 T\255\0 34\
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b ¥SA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-01

q = = - - - =

©RESAPIBE R S|
o, SGTEEIB. EXRTHBRTIMBEAEARME=- 0EBRAMRLWHER. BTLUEISE LE

E%IE{ELXJE@EEHEMEo EEBERAREEERE ; ; Eﬁumz’fﬁiﬁ RAFEZRBERLT ) I=20)
BESXBABECRAKBINBIBENFBRIWRE ( 1EL1*3—IL,LT£ISEJ:EE!&)

SGAKMTH

BT Bim{E802.1x EAP-FASTE5E ( F—EARPACHE , F_EANBMERE ) 24, EGHM
RADIUSXK#: ( EEAP ) , LA TRISEB :


http://www.ietf.org/rfc/rfc3579.txt

.....

£

000000

F=EAFEEERTM) R SEENRADIUSIKH : 3760X6fF A & KRADIUSFERFIRADIUSHE
s EAREFERAVRETEER , TEATHERE, REENREBMER

v AVP: 1=31 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=25 t=Cisco-AVPair(l): cts:trusted-device=true
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(1l): cts:security-group-tag=0000-01
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(l): cts:authorization-expiry=86400

Hit , S EFIRIBMETHFE RS EITSCTEEA M E (cts:trusted-device=true) , 3t BiEfFH
tag=0RMA R TR

B {E A 5538 ~ERMRADIUSR #:, {BERIEXRZA3TS0X5MAE(RBER)ERN. ERRAME
HERLEHERINRE, E8IENE , BRADTHEAAARREENIPHE, EM2HEET
RPBRARBERAITEHRENER, WEAERESAPHEFEERTERS ( ARISE IPH#iL ) .

SAPHH
802. IxF BB ERETAE , MU AEITSAPIHE, LiHEmRLERN , BUE

- 155 78 N2 4k B (£ FA sap mode-list gcm-encryptis ©) M Z B E 4

- BERRERESFE SR

- HITEFERSBNIBE

- HTHAZERETRRIESBNZS
SAPZHCisco Systems&ER802.11i/D6.0MNERRARFTHNIHE. BRAFMHEN , FFa KA
Cisco TrustSecZ £ BBt £ — ¥ Cisco Nexus 7000E [ Y Cisco Trusted Security#y i 5.

SAP Exchangeff&802.1AER %, LAN LW AIERBRFBAIGE(EAPOL) RIS EFRENS
RECBET , LEHEABREN,. XBLL5|BNEESR., RIER , WiresharkRBFBELERN
EAPEL Bl #Y R 585


//www.cisco.com/web/strategy/government/end_user_license_agreement_accept.html

No. | Source Destination Protocol| Length | Info

22 Cisco_25:a5:14 Nearest EAH b Success

23 Cisco_al:e5:01 Nearest 316 Unknown Type (8x9D)
24 Cisco 25:a5:14 Nearest EAPOL 159 Key

25 Cisco_25:a5:14 Nearest EAPOL 286 Unknown Type (0x9D)
26 Cisco 25:a5:14 Nearest EAPOL 159 Key

27 Cisco_aT7:e5:01 Nearest EAPOL 113 Key

28 Cisco 25:a%:14 Nearest EAPOI 159 Key

20 Cisco avl:e5:01 Nearest EAPOL 152 Key

30 Cisco al:e5:01 Nearest EAPOL 152 Key

31 Cisco 25:a5:14 Nearest EAPOL 129 Key

32 Cisco 25:a5:14 Nearest EAPOL 129 Key

33 Cisco 25:a5:14 Nearest EAPOL 129 Key

|
,,,,,,,

b Frame 23: 316 bytes on wire (2528 bits), 316 bytes captured (2528 bits) on interface ©
¢ Ethernet II, Src: Cisco_a7:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (01:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2018 (3)
Type: Unknown (157)
Length: 298
= Data (298 bytes)
Data: B80000a3042810714015601221e5b57f28f4267813c4195dd. ..
[Length: 298]

ELEEBH A TRERZ B (SA)E,
TEsupplicant® B im R it -
bsns-3750-6#show cts interface gl/0/1

d obal Dot 1x feature is Enabl ed
Interface G gabitEthernet1/0/1:

CTS is enabled, mode: DOT1X
| FC st ate: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750Xx"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Aut hori zati on Status: SUCCEEDED
Peer SGT: 0 :Unknown
Peer SGT assignnment: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
Pr opagat e SGT: Enabl ed
Cache Info:

Cache applied to link : NONE

Statistics:
aut hc success: 12



aut hc reject: 1556

aut hc failure: 0
authc no response: 0
aut hc | ogoff: 0
sap success: 12
sap fail: 0
aut hz success: 12
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernetl/0/1

PAE = SUPPLICANT
StartPeriod = 30

Aut hPeri od = 30

Hel dPeri od = 60

Max St ar t =3

Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile
TEBREeR L

bsns-3750-5#show cts interface gl/0/20
G obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/20:
CTS is enabled, mode: DOT1X
| FC state: OPEN
Interface Active for 00:29:22.069
Authentication Status: SUCCEEDED

Peer identity: "3750X6"

Peer's advertised capabilities: "sap"

802.1X role: Authenticator

Reaut h period configured: 86400 (default)

Reaut h period per policy: 86400 (server configured)

Reauth period applied to link: 86400 (server configured)
Reauth starts in approx. 0:23:30:37 (dd: hr: mm sec)

Peer MAC address is 10f3.11a7.e501

Dot1X is initialized

Aut hori zati on Status: ALL- POLI CY SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignnent: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt
{3, 0, 0, 0} checksum 2

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
Propagat e SGT: Enabl ed
Cache I nfo:

Cache applied to Iink : NONE
Dat a | oaded from NVRAM F
NV restoration pending: F

Cache file nane . GgabitEthernetl_0 20 _d
Cache valid . F
Cache is dirty T

Peer ID :unknown



Peer nac : 0000. 0000. 0000
Dot 1X role :unknown
PMVK :
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

Statistics:

aut hc success: 12
aut hc reject: 1542
aut hc failure: 0
authc no response: 0
aut hc | ogoff: 2
sap success: 12
sap fail: 0
aut hz success: 13
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernet1/0/20

PAE = AUTHENTICATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

B8, BRIEFEAgem-encryptiE R | ERFRERLBEEBFNME , UREBEBETSCTEE, mAE
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bsns-3750-6#show run | i radius

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius
radi us-server vsa send authentication

bsns-3750-6#show cts server-list
CTS Server Radius Load Bal ance = DI SABLED
Server Group Deadtime = 20 secs (default)
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d obal Server Liveness Automated Test Deadtine = 20 secs
d obal Server Liveness Automated Test Idle Tine = 60 m ns
G obal Server Liveness Autonmated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 m ns,
deadtine = 20 secs
Installed list: CTSServerListl1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 nins,
deadtine = 20 secs

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0
Server (10.48.66.129:1812,1646) Successful Transactions:
Aut hen: 8 Aut hor: 16 Acct: O
Server _aut o_test_enabl ed: TRUE
Keyw ap enabl ed: FALSE

bsns-3750-6#clear cts server 10.48.66.129

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0

EERTFERAIBE ENBRBNER , FRANUTHS

bsns-3750-6#show cts environment-data
CTS Environnent Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Security Group Name Table:
0-00 :Unknown
2-00:VLAN10
3-00:VLAN20
4-00:VLAN100
Envi ronnent Data Lifetinme = 86400 secs
Last update tine = 03:23:51 UTC Thu Mar 31 2011
Env-data expires in 0:13:09: 52 (dd: hr: mm sec)
Env-data refreshes in 0:13:09:52 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

bsns- 3750- 6#show cts role-based permissions

AMTELIEERKE ? TRE R UK , AL AR Acs enforcement= 8EFE FIE LR EE

bsns- 3750- 6(confi g) #cts role-based enforcement
bsns- 3750- 6(confi g) #cts role-based enforcement vlan-list all
bsns- 3750- 6#show cts role-based permissions



I Pv4 Rol e-based permnissions default:
Permt |P-00
I Pv4 Rol e-based permi ssions from group 2:VLAN10 to group Unknown:
ICMP-20

B EERARE—{@fUnknownkE K MBI HEES ?

bsns-3750-5#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permt |P-00
| Pv4 Rol e-based permnissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20
| Pv4 Rol e-based permissions fromgroup 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

£ Fl & IR EY EAR R R R
MS Windows % =i £ E #R E13750-5 R #i i #9g1/0/ 138 I 818 & 17 B &

bsns-3750-5#show authentication sessions int gl/0/1
Interface: G gabitEthernet1/0/1
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: nulti-auth
Oper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XACSACLx-1P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session tinmeout: NA
Idle tineout: NA
Conmon Session ID:  COA80001000001BD336ECAD6
Acct Session ID:. 0x000002F9
Handl e: 0OxF80001BE

Runnabl e nmet hods i st:
Met hod State
dotlx Authc Success
mab Not run

B, RIREFI750-5HMEBREZETHN AREEEIEFICTSEREFEHASGT=3#1TEE,

EASCTETRERR
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bsns-3750-6#show cts role-based permissions
I Pv4 Rol e-based pernissions default:

Permt |P-00
I Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:
| CWP- 20

EEEMERE. F—ERREBERE ( RE/R ) WERE. E-EARWHSCT=2ZREH
SGT, B0, FHEILREERRNA/EKELRSERNREISERNSCGARHE , I HBRSGT=0, Ltk

 SGT=0REWEE. Hit , CAATRHELEREMEA/MHSGT-0RAUNER, NRBEH
Bl EREED —EERNER : #2350,

LA 23750-5 , BNER7E 2R 3 #fkas -

bsns-3750-5#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permt |P-00
I Pv4 Rol e-based pernissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20
| Pv4 Rol e-based pernissions fromgroup 2:VLAN10 to group 3:VLAN20:
| CVP- 20
Deny | P-00
EEER AR : #8253, iEREA802.1xF Fifk(MS Windows)iZ#R g 1/0/136 £ FASGT=31R
o Eﬁﬁ%jf&%ﬁﬂgﬁﬁﬁ% mﬁTﬁEJSGT=3Hgﬁ X [

EH#®3750X-6(SGT=0)ping MS Windows XP(SGT=3), 3750X-52#THE,
bz Al , BEEISE LR ESCT=0BISCT=30MBMEC BRI, L2527 —ESGACLAAKR MR IZE

FIAS2BAWE(CMP)GEEE , HPE S Epermiticmp logfT , W AGH AR KESGT=0RSCT=31#
RAYSEREA:
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bsns- 3750- 5#cts refresh policy
Policy refresh in progress

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based permnissions default:
Pernmit |P-00

I Pv4 Rol e-based permissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

I Pv4 Rol e-based permnissions from group Unknown to group 3:VLAN20:
ICMPlog-10
Deny IP-00

| Pv4 Rol e-based perm ssions fromgroup 2: VLAN1IO to group 3: VLAN20:
| CVP- 20
Deny | P-00

EERREFEIRHEEACLRERISETR , FBANUTHS :

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based I P access list | CWPl og-10 (downl oaded)
10 permit icnmp |og

EERTRACERACL (ERZE)  BBAUTHT

bsns- 3750- 5#show cts rbacl | b ICMPlog-10

nane = ICMPlog-10

| P protocol version = |1PV4
refcnt = 2

flag = 0x41000000

POLICY_ PROGRAM_ SUCCESS
POLI CY_RBACL_| PV4
stale = FALSE
ref _q:
acl _i nfop(74009FC), nane(| CVPl og- 10)
sessions installed:
sessi on hl d(460000F8)
RBACL ACEs:



Num ACEs: 1
permit icmp log

BT RICMPZ BB FT R85 -

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted
2 0 0 0 4099 224

* * 0 0 321810 340989

0 3 0 0 0 0

2 3 0 0 0 0

LA 2 #4SGT=0(3750-6 531238 {MS Windows XP(SGT=3)f&+ BESH1 1T ping:

bsns- 3750- 6#ping 192.168.2.200
Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 192.168.2.200, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW Deni ed HW Deni ed SWPernmtted HWMPernmitted
2 0 0 0 4099 224

* * 0 0 322074 341126

0 3 0 0 0 5

2 3 0 0 0 0

LN RACLETEES -

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based I P access |ist | CWPl og-10 (downl oaded)
10 permit icmp log (5 matches)
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