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RNHRBRERR,
BRA T4
AXHRWEFARUT IR ERE RN BUKE

« Cisco I0S 15.1(2) T E S x4

. DALEE/H AR  EARCisco IOSBARBBEHKHR(ISR)-G2HER ( ERFMRLEUC )
« THEEE/FFTAI : Cisco IOS ISR B LS

. BRE—BFEEE(CUCM)IRAS.0.1.100000-4 5 B & R A

« IPEFERZA9.0(2)SR1S — B E B HI@E A 1 E (SCCP) = E AT AR A

BAECUCMIRAPZ X EREFNTREE , BTHUA TSR

1. BRULURL:https://<CUCM Server IP Address>:8443/cucreports/systemReports.do
2. i##2Unified CM Phone Feature List > Generate a new report > Feature: FE #FA A 85§

1t 4B RE %8 45| o {6 P B9 iR AN 224

« Cisco IOSEHERRZA<15.1(4)M4
- BEFEEEBMRA8.5.1.10000-26
o IPEFEMRA9.1(1)SR1S

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) AEREREE ., MREHEREEER , FRACCHEBIMNES AREKRNEE,

AIE
RENBREAERPAREEPAFERNER,

fE ERAGSEHNIEEHXDERES B TERASHEANGSNESER,

Mg ER

AXEPEANHEIE—BCisco IPEFE. AELXE2EEFE(SSL)VPNEER Cisco I0SHH 28

AR FERE S #BIRICUCM,
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CUCM SSLVPN Gateway — : Cisco IP Phone
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//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

SSL VPN{afREFELE
R EIN 4B 20 B & Cisco IOSE IR LA SR EF A¥ESSL VPNIEAR
EREESR

1. £ K RE 51024 st AR Rivest-Shamir-Adleman(RSA) £ 88

<#froot>

Router(config)#

crypto key generate rsa general -keys | abel SSL nodul us 1024

2. REBERERMEMEH , XM INSSL RSAZR:

<#root>
Router(config)#

crypto pki trustpoint server-certificate

enrollment selfsigned

usage ssl-server
serial-number

subject-name CN=10.198.16.144
revocation-check none
rsakeypair SSL

3.EREFERR , FANTHSHAMARRESE !

<#root>
Router(config)#
crypto pki enrol

server-certificate

% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

4. EEIRBA EREAAnyConnectE B8 E, EREAGTETHILHERNST,. B2 , IRREHEST
. VPNBS B L2, BEMFACisco.com BN EHEZFinEiBEBMRA, 2<RH5I4EH
3.1.3103/%,



EEMRCisco I0SH , U THESTARS :

<#root>
Router(config)#

webvpn install svc flash:anyconnect-w n-3. 1. 03103- k9. pkg

B2 B Cisco IOSKRAF BT :

<#root>
Router(config)#

crypto vpn anyconnect flash:/webvpn/anyconnect-w n-
3.1.03103-k9. pkg sequence 1

5. BEEVPN#ERI . WebVPNEEARNK LR E FERAEAISSLER.

webvpn gateway SSL

ip address 10.198.16.144 port 443
ss1 encryption 3des-shal aes-shal
http-redirect port 80
ss1 trustpoint server-certificate
inservice

BiEE . WEERANIPHI X RREFFMERNTEMLRAE —FBF  AERBEFEER
REHFJLNNEES. RELRAREREHREANESRRAERAERRELD S

o

6. EREF FImELRE AR 2 EIP#E U A A b5t

ip local pool ap_phonevpn 192.168.100.1 192.168.100.254

£ FIAAABR & RYAERE

REMEREAAARRBRR A ERENAHENEFTETEORBARNGT. NRFAEHEFME
RERSSORE  FRET —Bo.

BEfFEAEENE
B HIBRN A E R ESINABAAARRRTAR S HHE



- EREXRBERE  FBEA

aaa new-model
aaa authentication login SSL Tlocal
username phones password O phones

- BERIEIRAAA RADIUSTIRERREARE , FWA

aaa new-model

aaa authentication login SSL group radius

radius-server host 192.168.100.200 auth-port 1812 acct-port 1813
radius-server key cisco

B B I B R A RS
ERREANEREEVPNERNEMY , Sl

- ERFEERBURL
BT i it ik B B A P YOt
- ERAWESDBRERE

Ul REREFiREAAAASDEBREN LT SURA :

webvpn context SSL
aaa authenticate list SSL

gateway SSL domain SSLPhones
!

ss1 authenticate verify all

inservice

|

policy group phones

functions svc-enabled

svc address-pool "ap_phonevpn" netmask 255.255.255.0
svc keep-client-installed

default-group-policy phones

ERIPEFEAHEERE(LSC)BRER Fin S HRE

FENEAEREREERBENEFREOREMENGT. B2 , BEHTHENE K TEREIE

HRNEFES

- REWMZEBEWMIC) — FIE7941, 7961 MF B Cisco IPEFFHETEMIC, MICEHERIERRE
RIEEN(CA)ZEEM2,048U LM BE. ATHECUCMEEMICESE , eEHBERERETF
FRAREWNCARECAP-RTP-001, CAP-RTP-002F1Cisco_Manufacturing_CA. FR Lt
ECHREBASRMEN (WERBPATR) , AEEBRTESLUEBEARETF RS HRE.

« LSC — ERERERLENETEMRBIMNER , LSCERECUCMMETT 2 BHER



LSCHEEBRIPEFEMNL\E  Z L BACUCMEEREREIIRE(CAPF) IR ER, EREZL
2 HE ( HERERAMIC)

AR ARRLEBREMN , CiscoRREMMICARLSCRZE , M REEER. AR

MICE/TERER£(TLS)RERAREMEAME N MEECisco IPEFENEF B1T&E
E‘llzﬁo

HUBEERGIF , LSCHRERFEERR,

RBRERENEFNRREFERERALESORSE  EBSORIBHES TRENAAATH
BE. MREARSEERLT XN SHESE —BERLTXT , AITNETRE.
BEEEEMUREREFRES

RS HATKCAPFEE S EIEIPEERFELSC, sENSEABIRLKHLEKIKMARL |
LUTHER

T
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1. BEICUCMAEX R (OS) EEMRE.,
2. i#E##Security > Certificate Management,

BYEE : AL E A RERIRCUCMARAS T E 2o

3. KEEBCAPFHIEBE , Y TH. pemiER, BEHSFAXER

4. FEEUBER  ERAFLEV—EFNEEE  XEACAPFRESETE , MLEMR. BEXR
R~ Abase-64fmIBHICABRER: , BIFWA F TEN . pemBRHPHIXF UKBEGINF
END7T,
<#root>
Router(config)#

crypto pki trustpoint CAPF

enrollment terminal

authorization username subjectname commonname
revocation-check none
Router(config)#

crypto pki authenticate CAPF

Router(config)#

quit



- B ERK IR

, ARAZAERHBZ LFBHRERS,

- TBEMFEHauthorization usernameti S T RES R HBRERFPFHEVEERAEERERZBN

2FEAL A (CN)

- TERRARERE K RASERE
AERAE R, WA HESREREBPK)BHASERUATEL -

KE, TEEERT ,

<tfroot>

Jun 17 21:

49:46.695:

CRYPTO_PKI:

Starting CRL revocation check

Jun 17 21:

49:46.695:

CRYPTO_PKI:

Mat chi ng CRL not found

Jun 17 21:

CDP does

query CRL

Jun 17 21:
Jun 17 21:
Jun 17 21:
Jun 17 21:
Jun 17 21:

49:46.695:

not exist.

49:46.695:
49:46.695:
49:46.695:
49:46.695:
49:46.695:

CRYPTO_PKI:

Use SCEP to

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

REEHRREREBEE(CRL), Rt , BRIFZALLIIE , &

(A0076)

(A0076)

pki request queued properly

Revocation check is complete, 0

Revocation status = 3

status = 0: poll CRL

Remove session revocation service providers

CRYPTO_PKI: Bypassing SCEP capabilies request 0O

Jun 17 21:
Jun 17 21:
Jun 17 21:
Jun 17 21:

49:46.695:
49:46.695:
49:46.695:
49:46.695:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

callback received status

Jun 17 21:

49:46.695:

CRYPTO_PKI:

Certificate validation failed

B E F1E RN RS

e E80 Ry HE RE B 2 Wi fE A Y AR RE SR

BETE

ETXRARREEFENEER

WMEWMTRR

webvpn context SSL
gateway SSL domain SSLPhones
authentication certificate

status = 0: failed to create GetCRL
enrollment url not configured

transaction GetCRL completed

status = 106: Blocking chain verification

(A0076)

8L, BEWMERN



ca trustpoint CAPF

!

ss1 authenticate verify all

inservice

!

policy group phones

functions svc-enabled

svc address-pool "ap_phonevpn" netmask 255.255.255.0
svc keep-client-installed

default-group-policy phones

Call ManagerBi &
EIN#AECall Managerfy i B 25 B8
KEXEEEELIORERKHFELFICUCM

BRI AESEHBEN NS E/EBPHhone-VPN-Trust® & E A B|Call Manager , &

1. MEANSSLNEE.

BATHER

T
dit

<#root>
Router#

show webvpn gat eway SSL

SSL Trustpoint: server-certificate

2. EH#EE

<#root>
Router(config)#

crypto pki export server-certificate pemternmninal

The Privacy Enhanced Mail (PEM) encoded identity certificate follows:
————— BEGIN CERTIFICATE-----

<output removed>

w

RRIHERFUAEE S F R pem
4. Z A F|Call Manager , A& Unified OS Administration > Security > Certificate

Management > Upload Certificate > Select Phone-VPN-trustiA H & F — S REENZERE
2=

<o

FECUCMAELEVPNAEEE, MANBEEESR



1. Efin ECisco Unified CM Administration.
2. IEIRE M+ | i##FAdvanced Features > VPN > VPN Gateway,

wliiln  Cisco Unified CM Administration
€IS€O0  (;; Cisco Unified Communications Solutions

System +  Cal Routing + uﬂlemrm- Device + Applcation *  User Management *  Bulk Admini

Cisco Unified CM Adr

System version: 8.5.1.10000-26

VPN Profie

Please visit the License Report Page for more details. VPN Group

VMware Installation: 2 wCPU Intel(R) Xeon(R) CPU ES540 @ J.SBGHL I
PN Feature Configuration

Last Successful Logon: May 12, 2013 9:40:00 AM

3. EVPNBEBEERET , THUTIER
- 7EVPN Gateway Nameffu# , W AZHE., LEBIUREERE,
« EVPN Gateway Descriptionf®{z 7 , B AR ( & ) ,
« 1£VPN Gateway URLMR{Z# , & AR H 28 L E&Hgroup-URL,
« EHNVENVPNREESRMALF , BEZ 8 LEZICal ManagerI B E |, EKEREER
EEBHEMNE,

-VPH Gateway Information

VPN Gateway Name*  |0s_sSL_phones
VPN Gabeway Description
VPN Gateway URL*

-VPN Gateway Certificates

VPN Certificates in your Truststore | SUBIECT: CH=10.198.16.136,unstructuradiame=10.198.15.136 ISSUER: CN=10.196.16.136, unstructuradName= ~
SUBIECT: unstructuredMame=ASASS20-C.eisco.com CN=ASASS2-C, tisca.com ISSUER: DC=com DC=ertae,DC= 2
SUBIECT: C=CR,0=Ciscn, OU=VPN, CN=ASAS520-C.cisco.com, unstructuredName=ASASS20-C.cisco. com ISSUER
SUBIECT: CH=10.198.16.140:8443 ISSUER: CN=10.1398.15.140:8443 S/N: e7:e2:72:4F

SUBJECT: CN=ASAS510-F-1P-PHONE, unstructuredName=~A5A5510-F.csco.com ISSUER: CN=ASAS510-F-IP-PHOM ~

AN
LR P R TP UL = e iE . oy = 10, 196, 16, 144, SERTALNUMBER =FTX1 3094406 HunstricturedNama=R261 1.von.csco-tac.com 1SS

+|_Save | [ Delete | | Copy | [ AddNew |

4. iR EH & ZAdvanced Features > VPN > VPN Group.



System * Call Routng * Media Resources ~ | Advanced Features + | Device v Application + User Management ~  Bulk Admini
SAF L
g sove x voete [ copy o asal »
_ Status intercompany Media Services ¥
Falback *
@ Status: Ready - o =
IL P ’ VPN Profile |
- VPN Gateway Information VPN Group
VPN Gateway Name* 105_SSL_Phones WPN Gateway
VPN Gateway Description PN Feature Configuration
VPN Gateway URL* https://10.198.16.144/S5LPhones

5. #All Available VPN Gatewaysfifu ™ , B 28I ERHIVPN Gateway., =& [ T 87 H A FTIE
BB E R L VPN F Ay Selected VPN Gateways ( iZ2EVPNAE ) -

VPN Group Configuration

QS&‘F& xDeIete Copy Iflgi.ﬂddr'kew

~Status

Status: Ready

—VPN Group Information

VPN Group Name* 105 S51_Phones

WPN Group Description -

—VPN Gateway Information

All Available VPN Gateways

m.| »

1

Selected VPN Gateways in this VPN Group™ SGERCE Mt

—[Save][Delete][Copy ] ’ Add New

6. TEIZEH TP | :#1EAdvanced Features > VPN > VPN Profile,



System = CalRoutng = Media Resources = | Advenced Features -

Device ~

Application +  User Hanagement -

VPN Group Configuration Vntowr Sl
SAF

) sove P veete [ cony qp asel

r Status

@ Status: Ready i

Intercompany Media Services

Bulk Adminig

L4 WP Profile

~ VPN Group Information
VPN Group Name® 105_SSL_Phones
VPN Group Description

VPN Group
VPN Gateway
VPH Feature Configuration

7. EREBEVPNEEBEREE ,

VPN Profile Configuration

B Save x Delete Copy E:;b Add New

AIERFERERERC)NRNAL

—¥PMN Profile Information

*

MName I0S_S5L_Phones

Description

D Enable Auto Metwork Detect

—Tunnel Parameters
MTU* 1290

Fail to Connect® 35

" | Enable Host ID Check

— Client Authentication

Client Authentication Method* Certificate

" | Enable Password Persistence

—[ Save l [ Delete ] [ Copy ] [ Add New ]

- BRAEBMAEEA - REA , VPNESping TFTPEREE. MRREKRZIEE  ©

A

&




B B3R VPNIELR,

- BMAEMIDRE . MRMA , VPNEFEEVPNRBEURLN T2 RESE B (FQDN)EEF
ENCN/REEETMEM(SAN)EITLLER, MRELERFANENFARRC)NERAFETE
g AIEFIRELER,

- BUABBKENY  EAHFVPNEFE R T RXVPNERNERAEBBNERE.

HANEEERERANEREAEREEERNIPER

#£Common Phone Profile ConfigurationfR & & , & — T Apply Config A FE A FTEIVPNELE ., &AL
FRARENBASHRERRIEUNEERER,

E————
Device + | Application * User Management * Bulk Administration * Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings L Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
Softkey Template

Phone Services ]
SIP Profile

Common Device Configuration

Common Phone Profile




B Save x Delete Copy % Reset 4 Apply Config |:B: Add New

—VPN Information

VPN Group 105_SSL_Phones -
VPN Profile 10S_sSL_Phones -

HEREREEEREBARIPERS

MRARSEER/GFEREEYI THEERER , FEMIEFEERE., £Common Phone Profilet#
fz , i###EStandard Common Phonefii E1& 2,

wres * | Device « | Applcalion *  User Management ~  Bulk Adminstration ~ Help -
- T Honts Putod Related Links: PRI
Gatekeeper
: 0
config Gateway
il )
Phone |
MAC CB64F576113
Tru;nk —
Desc luto 1000
Devi yefault » \iew Details
Device Settings 3
Com - None = ~ View Details
Phone Button Template * Standard 7962G SCCP -
Softkey Template ialter Bhones ol
@mﬂn Phone Profile® Standard Commaon Phone F’n:l_('i,I;:> -

#Cisco IPEF L LR AMEBEFE(LSC)

LUTHEEAARECIsco IPEFLREAHEERE, EEMEALSCETHNRER , THEIANT
BSER, EAREHRZENFSMOC)RERAERBNERRETIORIEFITERELSC,

HCUCMER LTS EAFZESR "FLRs ) WEFEELREISC,

BXREEFEZMEICal Manager , AME TEHFEE


https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html

ATREBHMEGVPNEENHAER  TUEALTHS  LREFEAEZBATESHRENY
BHZEWER (REER)

HRERERRB/BHSORE

<ffroot>

Router#

show webvpn session user

Session Type

Client User-Agent :

Full Tunnel

phones cont ext

SSL

Cisco SVC IPPhone Client v1.0 (1.0)

Username
phones

Num Connection : 1
Public IP : 172.16.250.34 VRF Name : None
Context : SSL Policy Group : SSLPhones
Last-Used : 00:00:29 Created : 15:40:21.503 GMT
Fri Mar 1 2013
Session Timeout : Disabled Idle Timeout : 2100
DPD GW Timeout : 300 DPD CL Timeout : 300
Address Pool : SSL MTU Size : 1290
Rekey Time : 3600 Rekey Method
Lease Duration : 43200
Tunnel IP : 10.10.10.1 Netmask : 255.255.255.0
Rx IP Packets : 106 Tx IP Packets : 145
CSTP Started : 00:11:15 Last-Received : 00:00:29
CSTP DPD-Req sent : 0 Virtual Access : 1
Msie-ProxyServer : None Msie-PxyPolicy : Disabled
Msie-Exception
Client Ports 51534
DTLS Port 52768
Router#
Router#

show webvpn session context al

WebVPN context name:
Client_IP_Address

Client_Login_Name

SSL

No_of_Connections

Created Last_Used

phones
172.16.250.34 1 00:30:38 00:00:20
HABEFORFT -
<#root>
Router#

show webvpn session user SEP8CB64F578B2C cont ext al



Session Type

Client User-Agent :

Username

SEP8CB64F578B2C

Num Connection :
: 172.16.250.34

Public IP

Full Tunnel

Cisco SVC IPPhone Client v1.0 (1.0)

1

CA Trustpoint : CAPF

Context
Last-Used

Sat Mar 2 2013
Session Timeout
DPD GW Timeout
Address Pool
Rekey Time
Lease Duration
Tunnel IP

Rx IP Packets
CSTP Started

Msie-ProxyServer
Msie-Exception
Client Ports
DTLS Port

Router#

: SSL
: 00:00:08

: Disabled

300

: SSL

3600

1 43200

: 10.10.10.2
: 152

: 00:06:44
CSTP DPD-Req sent :
: None

0

50122

52932

show webvpn session context al

WebVPN context name:
Client_IP_Address

Client_Login_Name
SEP8CB64F578B2C

172.16.250.34

CUCMBs =&

SSL

VRF Name

Policy Group
Created

IdTe Timeout

DPD CL Timeout :
: 1290

MTU Size
Rekey Method

Netmask
Tx IP Packets
Last-Received

Virtual Access :
Msie-PxyPolicy :

No_of_Connections

: None

: 13:09:49.302 GMT

: 2100

300

: 255.255.255.0
: 156
: 00:00:08

1
DisabTed

Created Last_Used

3d04h 00:00:16

HERIPEFE M EICall Manager , B H 2 Ei tth 11t B 3% i 85 1R 4G SSLIEAR

_ Mhoms [1-4o74)

Find Phone where Devios Name = begins with =

Sebbst RiiT oF &flEr dedrch bl v

: Find i[ Clear Filtar .. |-.|¥| :|

Dravic Name{ling] = Daseription Dravita Posd Ceireicm Brotosed Statui 1P Addrada
= SEROQUET4IIEE4E Ayt 1003 Doafalt SoCP Lnkrean Letenme
E & AF5T BAyba 1660 Dafault SEEp Lnkrcran Uricnomr
E = apsT Rt 1002 Donfait SCCR I Emgisterad with 152 168100 100 10.10.10.%

5 HE AR




SSL VPNfRfR2s £ AR

<tfroot>
Router#

show debug

WebVPN Subsystem:

WebVPN (verbose) debugging is on
WebVPN HTTP debugging is on

WebVPN AAA debugging is on

WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on
WebVPN Tunnel Errors debugging is on
Webvpn Tunnel Packets debugging 1is on

PKI:

Crypto PKI Msg debugging is on

Crypto PKI Trans debugging is on

Crypto PKI Validation Path debugging is on

il

3

2y

1. #CUCME R BDevice > Phone,
2. EEEREEEL , BWeb AccessiXE AEnabled,
3.

®—T TSaves , A#&KL—T "Apply Config. o
Web A

L] F
eoeR | Enabled

an

4. ERIESRED , MAEFTIPHHE | REBELAIEEHDEE Console Logs.



alva Console Logs
cisco

Cisco Unified IP Phone CP-7965G ( SEFM1D4SB6I0) )

5. T&EFTA/FS/cache/log*.logX ., EFHIEHFERTEEHEFRLERIIVPNHRR N E
Fo

M EFEEER
BERIREID CSCty46387 ( EREMAEME ) , 10S SSLVPN:# £ FXEREATERR £ T XA 84T

b
Be

BRHREID CSCty46436 ( EREEMEAE ) , 1I0S SSLVPN:BEEFinBERETH


https://tools.cisco.com/bugsearch/bug/CSCty46387
https://tools.cisco.com/bugsearch/bug/CSCty46436
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