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Create VLANSs

Rout er 1#vlan database
Rout er 1( vl an) #vlan 10
VLAN 10 added:




Nanme: VLANOO10

Rout er 1( vl an) #vlan 51
VLAN 51 added:

Name: VLANOO51

Rout er 1( vl an) #vlan 50
VLAN 50 added:

Nanme: VLANOO50

Rout er 1( vl an) #vlan 100
VLAN 100 added:

Nanme: VLANO100

Rout er 1( vl an) #vlan 200
VLAN 200 added:

Nanme: VLANO200

Rout er 1( vl an) #exit
APPLY conpl et ed.
Exiting....

Rout er 1#

Configure VLANSs

Rout er 1(confi g) #interface vlan 10
Rout er1(config-if)#ip address 172.16.10.1 255.255.255.0

Rout er1(confi g-if)#interface vlan 50
Rout er1(config-if)#ip address 172.16.50.1 255.255.255.0
Rout er1(confi g-if)#ip helper-address 172.16.10.20

Rout er1(confi g-if)#interface vlan 51
Rout er1(config-if)#ip address 172.16.51.1 255.255.255.0
Rout er1(confi g-if)#ip helper-address 172.16.10.20

Router1(config-if)#interface vlan 100
Rout er1(config-if)#ip address 172.16.100.1 255.255.255.0
Rout er1(confi g-if)#ip helper-address 172.16.10.20

Router1(confi g-if)#interface vlan 200
Rout er1(config-if)#ip address 172.16.200.1 255.255.255.0
Rout er1(confi g-if)#ip helper-address 172.16.10.20

Rout er 1#show vlan-switch

VLAN

10
50
51
100
200
1002
1003
1004
1005

VLAN

10

Name

def aul t

VLANOO10

VLANOO50

VLANOO51

VLANO100

VLANO200

fddi - def aul t

t oken-ri ng-defaul t

f ddi net - def aul t
trnet-default

Type SAID Mru
enet 100001 1500
enet 100010 1500

Par ent

St at us Ports

acti

acti
acti
acti
acti
acti
acti
acti
acti
acti

Ri ngNo

ve Fal/0, Fal/2, Fal/3, Fall/4,
Fal/5, Fal/6, Fal/7, Falls,
Fal/9, Fal/10, Fal/11, Fal/12
Fal/ 13, Fal/ 14, Fal/15

ve

ve

ve

ve

ve

ve

ve

ve

ve

BridgeNo Stp BrdgWbde Transl Trans2

- - - 1002 1003
- - - 0 0



50 enet 100050 1500 - - - - - 0 0

51 enet 100051 1500 - - - - - 0 0

100 enet 100100 1500 - - - - - 0 0
VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgMde Transl Trans2
200 enet 100200 1500 - - - - - 0 0

1002 fddi 101002 1500 - - - - - 1 1003
1003 tr 101003 1500 1005 O - - srb 1 1002
1004 fdnet 101004 1500 - - 1 ibm - 0 0

1005 trnet 101005 1500 - - 1 ibm - 0 0
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Router1

VTP Configuration

Rout er 1#vlan database

Rout er 1( vl an) #vtp transparent

Setting device to VTP TRANSPARENT node.
Rout er 1( vl an) #vtp domain LAB

Changi ng VTP domain name from NULL to LAB
Rout er 1( vl an) #exit

APPLY conpl et ed

Exiting....

Spanning-Tree Configuration

Rout er 1( confi g) #spanning-tree vlan 1 root primary

Rout er 1(confi g) #spanning-tree vlan 10 root primary
Rout er 1(confi g) #spanning-tree vlan 50 root primary
Rout er 1(confi g) #spanning-tree vlan 51 root primary
Rout er 1( confi g) #spanning-tree vlan 100 root primary
Rout er 1( confi g) #spanning-tree vlan 200 root primary

Trunk and Port Channel Configuration

Rout er 1(confi g) #interface port-channel 1

Rout er1(confi g-i f) #switchport mode trunk

!--- dotlg is the default encapsulation. Routerl(config-
i f)#switchport trunk allowed vlan 100,200

Comand rejected: Bad VLAN allowed list. You have to
include all default vlans,

e.g. 1-2,1002-1005.

Comand rejected: Bad VLAN allowed list. You have to
include all default vlans,

e.g. 1-2,1002-1005.

Rout er1(confi g-if) #switchport trunk allowed vlan 1,1002-
1005,100,200

Rout er 1(confi g-if) #exit




Rout er 1(confi g) #interface range fastEthernet 1/0 - 1
Rout er 1(confi g-i f-range) #switchport mode trunk

!--- dotlg is the default encapsulation. Routerl(config-
i f-range) #switchport trunk allowed vlan 1,1002-
1005,100,200

Rout er 1(confi g-i f-range) #channel-group 1 mode on

Rout er 1(confi g-i f-range) #exit

Access1

Accessl Switch Configuration

Accessl(confi g) #vlan 100,200
Accessl(confi g-vl an) #exit

Accessl1(confi g) #vtp mode transparent
Setting device to VTP TRANSPARENT node.

Accessl1(confi g) #vtp domain LAB
Changi ng VTP domain name from NULL to LAB

Accessl1(confi g) #interface port-channel 1
Accessl(config-if)#switchport trunk encapsulation dotlqg
Accessl1(config-if)#switchport mode trunk
Accessl1(config-if)#switchport trunk allowed vlan 1,1002-
1005,100,200

Accessl(config-if)#exit

Accessl(confi g) #interface range FastEthernet 0/1 - 2
Accessl1(config-if-range)#switchport trunk encapsulation
dotlqg

Accessl1(config-if-range)#switchport mode trunk
Accessl1(config-if-range)#switchport trunk allowed vlan
1,1002-1005,100,200
Accessl1(config-if-range)#channel-group 1 mode on
Accessl(config-if-range)#exit

Rout er 1#show vtp status

VTP Version T2

Configuration Revision 0

Maxi mum VLANs supported locally : 52

Nurmber of existing VLANs ;10

VTP Operating Mde : Transparent

VTP Domai n Name : LAB

VTP Pruni ng Mode : Disabl ed

VTP V2 Mode : Disabled

VTP Traps Ceneration : Disabl ed

MD5 di gest : 0x8D 0x71 0x37 0x29 0x6C 0xBO OxF2 OxOE

Configuration last nodified by 172.22.1.197 at 2-20-07 22:31:06
Rout er 1#

Rout er 1#show interface fastethernet 1/0 trunk

Por t Mode Encapsul ati on St at us Native vl an
Fal/0 on 802. 1q trunk-inbndl 1

(Pol)
Por t VI ans al | owed on trunk

Fal/ 0 1, 100, 200, 1002- 1005



Por t VI ans al |l owed and active in nanagenment domain
Fal/0 1, 100, 200

Por t VIl ans in spanning tree forwardi ng state and not pruned
Fal/0 1, 100, 200

Rout er 1#show spanning-tree summary

Root bridge for: VLAN1, VLAN1O, VLAN50, VLAN51, VLAN100, VLAN20O.
Port Fast BPDU Guard is disabl ed

Upl i nkFast is disabl ed

BackboneFast is disabl ed

Nare Bl ocki ng Li stening Learning Forwardi ng STP Active
VLANL
VLAN10
VLAN50
VLAN51
VLAN100
VLAN200

mEEAE
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Router1

Port for Server Configuration

Rout er 1(confi g) #interface fastEthernet 1/2
Rout er 1(confi g-i f) #switchport mode access
Rout er 1(confi g-i f)#switchport access vlan 10
Rout er 1(confi g-i f) #spanning-tree portfast
Rout er1(confi g-if) #speed 100

Rout er 1(confi g-i f) #duplex full

Rout er 1(confi g-if) #exit

Port for Printer Configuration

Rout er 1(confi g) #interface fastethernet 1/3
Rout er 1(confi g-i f) #switchport mode access
Rout er 1(confi g-if)#switchport access vlan 51
Rout er 1(confi g-i f) #spanning-tree portfast
Rout er 1(confi g-if) #exit
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Router1

Configure the port for Voice




Rout er 1(confi g) #interface fastethernet 1/4
Rout er1(confi g-if) #switchport mode access
Rout er 1(confi g-i f) #switchport access vlan 51
Rout er 1(confi g-if) #switchport voice vlan 50
Rout er 1(confi g-i f) #spanning-tree portfast
Rout er1(confi g-if)#mls gos trust cos

¥ mE(QoS

IERESWiEHE LK TEERQoSHEL B

Rout er 1#show wrr-gqueue bandwidth
WRR Queue 1 2 3 4

Bandwi dth 1 2 4 8
wrr-queue bandwidth is disabled

Rout er 1#show wrr-gqueue cos-map
CoS Val ue .01 2 3 4 5 6 7

Priority Queue : 1 1 2 2 3 3 4 4
wrr-queue cos map is disabled

Rout er 1#show mls gos maps cos-dscp
Cos-dscp nap:
CosS: 01 2 3 4 5 6 7

Rout er 1#show mls gos maps dscp-cos

Dscp-cos nmap:
dscp: 0O 8 10 16 18 24 26 32 34 40 46 48 56

cos: 0 1 1 2 2 3 3 4 4 5 5 6 7
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Router1

Rout er 1( confi g) #wrr-queue cos-map 1 0 1
Rout er 1( confi g) #wrr-queue cos-map 2 2
Rout er 1( confi g) #wrr-queue cos-map 3 3 4
Rout er 1( confi g) #wrr-queue cos-map 4 5 6 7

!--- wrr-queue cos-map Router (confi g)#wrr-queue




bandwidth 1 16 64 255
! --—- wrr-queue bandwidth

eI

Rout er 1#show wrr-queue bandwidth
VWRR Queue : 1 2 3 4

Bandwi dth : 1 2 4 8

I--- Default values WRR Queue : 1 2 3 4 Bandwidth : 1 16 64 255

Rout er 1#show wrr-queue cos-map
CoS Val ue : 0 1 2 3 4 5 6 7

Priority Queue : 1 1 2 2 3 3 4 4

!--- Default values CoS Value : 012 3456 7 Priority Qeue :

values

BRERTEERSEBKIINBIIH. CoSENMEE.

CHLE] CoSfE ER
1 01 1

2 2 16

3 34 64

4 567 255

# AEHECoS

Router1

Rout er 1(confi g) #interface fastethernetl/4
Router1(config-if)#mls gos trust cos

!'--- Trust the CoS value of the frames from the IP
phone. Routerl(config-if)#mls gqos cos override

!'--- Reset the CoS value of the frames from PC to 0.
Rout er 1(confi g-if) #exit

Rout er 1(confi g) #interface range fastEthernet 1/0 - 1
Rout er 1(config-if-range)#mls gos trust cos

!I--- Trust the CoS value of the frames from this trunk
link. Routerl(config-if-range)#exit

i (R 5 4l 2%

AEMENEfa1/2 EAVEFISRERE |, SUBFTPRERE A5 Mbps.

Router1

Rout er 1(confi g) #ip access-list extended ACTIVE-FTP

Rout er 1( confi g- ext - nacl ) #permit tcp any any eq ftp

Rout er 1(confi g- ext - nacl ) #permit tcp any any eq ftp-data
Rout er 1( confi g- ext - nacl ) #exit

Rout er 1(confi g) #class-map ACTIVE-FTP-CLASS

Rout er 1( confi g- cnap) #match class ACTIVE-FTP

Rout er 1( confi g- cmap) #exit

Rout er 1( confi g) #policy-map ACTIVE-FTP-POLICY

! -—-— Configured values

11233444

!--- Configured



Rout er 1( confi g- pmap) #class ACTIVE-FTP-CLASS

Rout er 1( confi g- pmap- ¢) #police 5000000 conform-action
transmit exceed-action drop

Rout er 1( confi g- pmap- c) #exit

Rout er 1( confi g- pmap) #exit

Rout er 1(confi g) #interface fastethernetl/2

Rout er1(confi g-if) #service-policy input ACTIVE-FTP-
POLICY

Rout er 1(confi g-if)#exit

HESWH#ERS , KEEREELTRBRE. efFrNT

AXEERHAOEEACLY ER RS | Ktk &% £ A service-policy input policy-map-
name interface configuration®s S #&E ki inBIE O,

- ERBEEM G | FXES Aclass-defaulttV 8, R T &R #Kclass class-default policy-
mapBl B T ERN RBEMRBRERE,

BRI DB REERYERARESWHENALD, EXREHRT | EXERKR,

Rout er 1#show policy-map
Pol i cy Map FI NANCE- POLI CY
Cl ass FI NANCE- CLASS
set cos 4

Rout er 1(confi g) #interface fastethernetl/4
Rout er1(config-if)#service-policy input FINANCE-POLICY
%Error: FastEthernetl1l/4 Service Policy Configuration Failed.Only Police Action S
upported
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