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Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2HBRBEENEREEEERAE,

Nexus9000(config)# role name helpdesk
Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *
Nexus9000(config-role)# rule 6 permit command ping6 *
Nexus9000(config-role)# rule 7 permit command telnet *
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *
Nexus9000(config-role)# rule 11 permit command config t ; interface
Nexus9000(config-role)# rule 12 permit command config t ; interface

*

; shutdown
* » no shutdown
vlan policy deny

interface policy deny



Nexus9000(config-role-interface)# permit interface Ethernetl/1

Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRRBHHRRRRHH R HHHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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shell:roles="helpdesk"

ENexus¥iE t

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces
show Show running system information
end Go to exec mode
exit Exit from command interpreter



Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

B DE R
- B R B LI¥NexusEE B SHRISE:

Nexus9000# ping <{&HIISE IP>

PING <£#ISE IP>(<#HIISE IP> 568 RHi T4

#<Your ISE IP>#964{1 Jt4H : icmp_seq=0 ttI=59 time=1.22 ms
#<Your ISE IP>#64{Z Jt4H : icmp_seq=1 ttI=59 time=0.739Z#®
#<Your ISE IP>#964{1 Jt#H : icmp_seq=2 ttI=59 time=0.686 ms
#<Your ISE IP>#964{1 Jt#H : icmp_seq=3 ttI=59 time=0.71 ms
f<Your ISE IP>#I644L T4 : icmp_seq=4 ttI=59 time=0.72 ms

- ERFEISEMNexusEE 2 BWIEIORBERMR
Nexus9000# telnet <I&HJISE IP> 49
EEEH<EMISE IP> ...

B IELR B <EIISE IP>,
BIRFITAE " o
- FAUTHA

debug tacacs+ all

Nexus9000#

Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs:event_loop():® Ml process_rd_fd_set
202494 A19H22:50:44.199355 tacacs:process_rd_fd_set: &fd 6FF AL =45

202454 A19H22:50:44.199392 tacacs:fsrv didnt consume 842112 1EHS
20244 H19H22:50:44.199406 tacacs:process_implicit_cfs_session_start:IEFEH#E A ......



202454 A19H22:50:44.199414 tacacs:process_implicit_cfs_session_start: 1B ; BRFIERA 0 %
FAAREE
20244 A19H22:50:44.199424 tacacs:process_aaa_tplus_request:#ii Aaaa®&&id 0
202444 A19H22:50:44.199438 tacacs:process_aaa_tplus_request : f F A IR 2540
IsePsnServerst &mgmtOiE i AR B8
202454 A19H22:50:44.199451 tacacs:tacacs_global_config(4220): IEfE&# A ......
202494 A19H22:50:44.199466 tacacs:tacacs_global_config(4577):E_&K......
202454 A19H22:50:44.208027 tacacs:tacacs_global_config(4701): B ER[E £ 13 4 15 E El B iR 1
IR[E{E : SUCCESS
2024%4 A19H22:50:44.208045 tacacs:tacacs_global_config(4716):583K : numfafR250
202454 A19H22:50:44.208054 tacacs:tacacs_global_config:REQ:num group 1
202494 A19H22:50:44.208062 tacacs:tacacs_global_config:5 3K : num timeout 5
202494 B19H22:50:44.208070 tacacs:tacacs_global_config:REQ:num deadtime 0
20244 A19H22:50:44.208078 tacacs:tacacs_global_config:5&3K : num encryption_type 7
20244 A19H22:50:44.208086 tacacs:tacacs_global_config:iR Elretval 0
202454 A19H22:50:44.208098 tacacs:process_aaa_tplus_request:group_infolE 3£ f£aaa_reqH
, R Bt {5 A F Bk 85 48 IsePsnServers
202454 A19H22:50:44.208108 tacacs:tacacs_servergroup_config: IE £ i A ] fR854H , 510
20244 A19H22:50:44.208117 tacacs:tacacs_servergroup_config:GETNEXT_REQ for Protocol
server group index:0& & :
202454 A19H22:50:44.208148 tacacs:tacacs_pss2_move2key:rcode = 40480003 syserr2str =&
W Bpss& i@
202494 B19H22:50:44.208160 tacacs:tacacs_pss2_move2key:Fllpss2_getkey
20244 A19H22:50:44.208171 tacacs:tacacs_servergroup_config:GETNEXT_REQYEH i i {a] iR
ERHEZRB| . 281 : IsePsnServers
202454 A19H22:50:44.208184 tacacs:tacacs_servergroup_config: 2 B Bl 17 E f8 ## /E#Y IR [ B
: SUCCESS

202454 A19H22:50:44.208194 tacacs:tacacs_servergroup_config:iR [B] % £ {a] R 8548 £V IR [E{&
0:lsePsnServers
2024%4 A19H22:50:44.208210 tacacs:process_aaa_tplus_request: ¥ El#fIsePsnServers, ¥
Hvrf A TEEL{E , source-intfA0
202444 B19H22:50:44.208224 tacacs:process_aaa_tplus_request:#@&Emgmt0 vrf : & ¥vrftV &
2 ERNEMNTER
20244 B19H22:50:44.208256 tacacs:process_aaa_tplus_request:mgmt_if 83886080
20244 B19H22:50:44.208272 tacacs:process_aaa_tplus_request:global_src_intf :0 , Zxith
src_intf&0,vrf_name & T8:5%
202454 A19H22:50:44.208286 tacacs:create_tplus_req_state_machine(902):# Aaaa®&&id 0
20244 H19H22:50:44.208295 tacacs: iR RE#EET B0
202454 A19H22:50:44.208307 tacacs:init_tplus_req_state_machine:#i Aaaa®&&id 0
20244 A19H22:50:44.208317 tacacs:init_tplus_req_state_machine(1298):tplus_ctx ANULL , 20
Rauthorflltest , TEZAB
20244 A19H22:50:44.208327 tacacs:tacacs_servergroup_config: IE 7E # A {al R 85 48
IsePsnServers , &5|0
202444 A19H22:50:44.208339 tacacs:tacacs_servergroup_config: 1% & @ IR 254 & 5| 1Y
GET_REQ:0%& & : IsePsnServers
2024%F4 A19H22:50:44.208357 tacacs:find_tacacs_servergroup: ¥ A {a] Bk 285 %8 IsePsnServers



202454 A19H22:50:44.208372 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
20244 A19H22:50:44.208382 tacacs:find_tacacs_servergroup: IE 7EiB Hi ] IR 85 42
IsePsnServers& 5| &2

20244 H19H22:50:44.208401
tacacs:tacacs_servergroup_config:GET_REQUEST:find_tacacs_servergroup& 20 ( %315 & [ iR
g3#HlsePsnServers )

20244 A19H22:50:44.208420 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
202444 A19H22:50:44.208433 tacacs:tacacs_servergroup_config:GET_REQ¥& EX i#% & {al fR 85 48
%5l : 2878 : IsePsnServers

2024 A2024 4 A19H22:52024 4 A19H22:52024 4 H19H22:5
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