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NAS/LAC

1
version 12.0
service timestamps debug datetime msec
service timestamps log datetime msec
!
hostname as5300
!
aaa new-model
aaa authentication login default local
aaa authentication login CONSOLE none
aaa authentication ppp default if-needed group tacacs+
aaa authorization network default group tacacs+
enable password somethingSecret
!
username john password 0 secretdme
!
ip subnet-zero
!
vpdn enable
!
isdn switch-type primary-5ess
!
controller T1 O
framing esf
clock source line primary
linecode b8zs
pri-group timeslots 1-24
!
controller T1 1
framing esf
clock source line secondary 1
linecode b8zs
pri-group timeslots 1-24
!
controller T1 2
framing esf
linecode b8zs
pri-group timeslots 1-24
!
controller T1 3
framing esf
linecode b8zs
pri-group timeslots 1-24
!
interface Ethernet0
ip address 172.16.186.52 255.255.255.240
no ip directed-broadcast
!
interface Serial023
no ip address
no ip directed-broadcast
encapsulation ppp
ip tcp header-compression passive
dialer rotary-group 1
isdn switch-type primary-5ess
isdn incoming-voice modem
no cdp enable
1

interface Seriall23




no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!
interface Serial223

no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!
interface Serial323

no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!

interface FastEthernetO

no ip address

no ip directed-broadcast

shutdown

!

interface Group-Asyncl

ip unnumbered EthernetO

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
async mode interactive

peer default ip address pool IPaddressPool
no cdp enable

ppp authentication chap
group-range 1 96

!

interface Dialerl

ip unnumbered EthernetO

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer-group 1

peer default ip address pool IPaddressPool
no cdp enable

ppp authentication chap

1

ip local pool IPaddressPool 10.10.10.1 10.10.10.254
no ip http server

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.186.49
!

tacacs-server host 172.16.171.9
tacacs-server key 2easy

1

line con 0




login authentication CONSOLE
transport input none

line 1 96

autoselect during-login
autoselect ppp

modem Dialin

line aux 0

line vty 0 4

1

end

HGWI/LNS

1
version 12.0
service timestamps debug uptime
service timestamps log uptime
!
hostname access-9
!
aaa new-model
aaa authentication login default local
aaa authentication login CONSOLE none
aaa authentication ppp default if-needed group tacacs+
aaa authorization network default group tacacs+
enable password somethingSecret
!
ip subnet-zero
!
vpdn enable
!
vpdn-group DEFAULT
! Default L2TP VPDN group
accept-dialin
protocol any
virtual-template 1
local name LNS
lcp renegotiation always
12tp tunnel password 0 not2tell
!
vpdn-group POP1
accept-dialin
protocol 12tp
virtual-template 2
terminate-from hostname LAC
local name LNS
12tp tunnel password 0 2secret
!
vpdn-group POP2
accept-dialin
protocol 12f
virtual-template 3
terminate-from hostname NAS
local name HGW
lcp renegotiation always
!
interface FastEthernet0/0
ip address 172.16.186.1 255.255.255.240
no ip directed-broadcast
!
interface Virtual-Templatel
ip unnumbered FastEthernet0/0




no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPool

ppp authentication chap

1
interface Virtual-Template?2

ip unnumbered Ethernet0/0

no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPoolPOP1l
compress stac

ppp authentication chap

1
interface Virtual-Template3

ip unnumbered Ethernet0/0

no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPoolPOP2

ppp authentication pap

ppp multilink

1

ip local pool IPaddressPool 10.10.10.1 10.10.10.254
ip local pool IPaddressPoolPOPl 10.1.1.1 10.1.1.254
ip local pool IPaddressPoolPOP2 10.1.2.1 10.1.2.254
ip classless
no ip http server

!

tacacs-server host 172.16.186.9

tacacs-server key not2difficult

1

line con 0

login authentication CONSOLE
transport input none

line 97 120

line aux 0

line vty 0 4

!

1

end

NAS/LAC TACACS+iHRERE

key = 2easy

# Use L2TP tunnel to 172.16.186.1 when 4085555100 is
dialed
user = dnis:4085555100 {
service = ppp protocol = vpdn {
tunnel-id = anonymous
ip-addresses = 172.16.186.1
tunnel-type = 12tp

# Password for tunnel authentication
user = anonymous {
chap = cleartext not2tell

#H##




# Use L2TP tunnel to 172.16.186.1 when 4085555200 is
dialed
user = dnis:4085555200 {
service = ppp protocol = vpdn {
tunnel-id = LAC
ip-addresses = 172.16.186.1
tunnel-type = 12tp

# Password for tunnel authentication
user = LAC {
chap = cleartext 2secret

##4#

# Use L2F tunnel to 172.16.186.1 when user authenticates
with cisco.com domain
user = cisco.com {
service = ppp protocol = vpdn {
tunnel-id = NAS
ip-addresses = 172.16.186.1
tunnel-type = 12f

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

HGW/LNS TACACS+EI B2 %

key = not2difficult

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

user = santiago {
chap = cleartext letmein

service = ppp protocol = lcp { }

service = ppp protocol = ip { }
}
user = santiago@cisco.com {
global = cleartext letmein

service = ppp protocol = lcp { }




service = ppp protocol = multilink { }
service = ppp protocol = ip { }

}

L i
RERENEFATRARERENAERT ERERF,
BHEZFRT S(ERHEMEFEA)XER Eshowin T , It T EAEER R showds S & Y 247,

- show vpdn tunnel all — B RPTEEEIPZE N FHEER
. show user — R EMRNFERAEN B,
- show interface virtual-access # — R BESHREHGW/LNS L4 EE BN EIAREE,

4 37

REFRRBVEF TR R YA RRE TR,

SHYRED
AR : #Hidebug T 2Bl , ESMEEDebugi T EEEH.

- debug vpdn 12x-events — FARNAS/LACHIHGW/LNS 2 B A AR B R 2 E L B FEH 5,

- debug ppp authentication — AR BER FinE B EIBF 1 EE.

. debug ppp negotiation — AR ER Fine R EEBIBPPPIHME. &0 LAE B IE 7 15 e WLz

B (EE, MLPE ) | URBLEHE (WIP, IPXE ),

. debug ppp error — ﬁﬁﬁéﬁPPPEﬁv‘iTﬁ%ﬁﬁ%ﬂﬁYﬁEﬁﬂﬁﬁE’ﬂTﬁ'}’u"&"i’*fhﬁﬁﬂfh%?l'ﬁ:ﬂo

- debug vtemplate — B RHGW/LNS L IERFH BN HN =, SN EI TR ERBRIFEL
( REBER TR ) NENERE , UREERE ERESKNENERE,

. debug aaa authentication — FZREENMEFEAE SR ERBTEH S HRE. REMEIR
(AAA) R R BZHE 1T B 17 BR TR

. debug aaa authorization — FEZEAREFEAE RS EHAAARRSEZRE.

- debug aaa per-user — AR BERARSERBSORIFNEAENRE. EEHLEIENE
RARTE,
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