£FABRIMEM T HipwE1TDDRIER

Im
=

S (&
i
R
2

Epl
%

B
I
&

Al
vl
i
o

w
=

"

ax  E

B B &

fRBE

B

show ip route# H =45
Show interfacei 4 7~ 45l
BEHER

SRHMHRIED

&8 528 1 TR 451

tHEIE A

s

SEAR SR &8 T 8 A B S BRI BV B % (ISDN) B AR 2R 1) [ (BRI) AR B& fii 47 1H A 4R R 4R, backup
interface®@ TS IEEM N EE R standbyE = , EXENHEEM AL, BRBONEDENFEER
, F2EFMLEA N E. FEFEKBAMDDRiE R ERRER.

HE Y

=R

EMHMEET , RN SMEENMEHRODRER .
o i bidaa

T\ EF |, Cisco 1604k H221EIB B HEFREMREICisco 3640k HgR. MAKHBIEHAEET
BRISTH , AR E#8EEE, Cisco 1604iZ1TCisco IOS®EEEMRZA12.1(5)T , Cisco 36401 f Cisco
10S 12.1(2)»

AEE . EEPHESTAREEBRIFWANST ENEMEHES.

ANHHEARBBERBEERTREANKEMEL. XHEAINAMBERELRERER (HR


//www.cisco.com/warp/customer/123/backup-main.html
//www.cisco.com/warp/customer/471/backup_cookbook.html

) MIERESR RS, MBLENBBET T  FRACEAEASS 2 IBRLELYE,
EREHR

AR BI6E R ERIRF RS B (DDR) , ©YBRIEAR G Adialer mapih &, &IE A LA A BRENR
EfE , MAREXDDR, AR REAREERNVFEET K F2REARFEAEEERAEE
ISDN DDR.,

BLEDDRigf? 2 FEMETER LR

1. EABRDDRI B HFEXNARELEREEDDR, HERMHEEZR , FREDDREMRERRLE
® I,

2. BERMESE  EHEXIHRHBNERMEDDRER, WEECARONTEHBRBL. BEH
BENFEES , F2RE AEG T E. FBFFRE M MDialer Watch for DDR Backup.

5
MEXHEGINFRES , F2RERRMERED.
RTE

RER AR EREAR MR I RER B F A

AR EEHABAXETEANSTHEMER  FEAGTERALE
i M =

ARIEEA T BAT R R E

{Backup Link])

bri0 172.20.10.

P
— s 192.168.10.2 fSerial —‘j 192.168.10.1 s2/0
— Network
— {Primary Link)

—— mauisoho-01

bri1/0 172.20.10.1

-

maui-nas-05 —

ELC
AXEERMTRRNRE.

- maui-soho-01(1600)
. maui-nas-05(3640)

LB B £ FBRIE Bt i 10 52 5 583% . Lh B iR 2 WY & B FH 25 < 18] 68 i B IUs RE B 188 St (OSPF)B& R
HE. MARMERR  LEBRENZHRUERFHOFHEDEH.



//www.cisco.com/warp/customer/793/access_dial/ddr_dialer_profile.html
//www.cisco.com/warp/customer/793/access_dial/ddr_dialer_profile.html
//www.cisco.com/warp/customer/123/backup-main.html
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

HEE : MESSEGNHEET , HSM DR HHRRE,

maui-soho-01(1600)

maui-soho-0l#show running-config
Building configuration...

Current configuration : 1720 bytes

1

version 12.1

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

1

hostname maui-soho-01

!

aaa new-model

aaa authentication login default local

aaa authentication login NO_AUTHEN none

aaa authentication ppp default if-needed local

!--- This is basic aaa configuration for PPP calls.
enable secret 5 <deleted> ! username admin password 7
<deleted> username maui-nas-05 password 7 <deleted> !---
Username for remote router (mauili-nas-05) and shared
secret !--- (used for CHAP authentication). Shared
secret must be the same on both sides. ip subnet-zero no
ip finger ! isdn switch-type basic-ni ! interface
Loopback(O ip address 172.17.1.1 255.255.255.0 !
interface Ethernet0 ip address 172.16.1.1 255.255.255.0
! interface Serial0 backup delay 10 30 !--- Backup link
is activated 10 seconds after primary link goes down. !-
-- Backup link is deactivated 30 seconds after primary
link is restored. backup interface BRIO /--- BRIO will
backup interface serial 0. ip address 192.168.10.2
255.255.255.252 encapsulation ppp no ip mroute-cache no
fair-queue ! interface BRIO ip address 172.20.10.2
255.255.255.0 /--- IP address for the BRI interface
(backup 1link). encapsulation ppp dialer idle-timeout 900
!--- Idle timeout (in seconds)for this link. dialer map
ip 172.20.10.1 name maui-nas-05 broadcast 5551111 dialer
map ip 172.20.10.1 name maui-nas-05 broadcast 5551112 !-
-- Dialer maps for remote destination. !--- The 2
different phone numbers correspond to the b-channels of
the remote side. dialer load-threshold 1 outbound !/---
Load level for traffic at which additional connections
!-—- will be added to the MPPP bundle. !--- Load level
values range from 1 (unloaded) to 255 (fully loaded).
dialer-group 1 !--- Apply interesting traffic definition
from dialer-1ist 1. isdn switch-type basic-ni isdn spidl
51299699380101 9969938 isdn spid2 51299699460101 9969946
ppp authentication chap !/--- Use CHAP authentication.
ppp multilink !/--- Use multilink to bring up both BRT
channels. ! router ospf 5 !/--- OSPF configuration. If
you use a different protocol !--- configure that here.
Make sure to include the BRI network in the RP. log-
adjacency-changes network 172.16.0.0 0.0.255.255 area 0
network 172.17.0.0 0.0.255.255 area 0 network
172.20.10.0 0.0.0.255 area 0 network 192.168.10.0
0.0.0.3 area 0 ! ip classless no ip http server !
access-list 101 remark Interesting traffic definition
for backup link access-list 101 permit ip any any [---
Interesting traffic definition. If you do not want OSPF
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to bring up !--- the link, then mark it uninteresting.
dialer-1list 1 protocol ip list 101 !/--- Interesting
traffic is applied to BRIO using dialer-group 1. ! line
con 0 exec-timeout 0 0 login authentication NO_AUTHEN
transport input none line vty 0 4 ! end !

EA ¥ & Fismaui-soho-01(1600) W ELE PRI LA T B -

- ERAREMY, EERFEAOSPFHIEHEIDEIEEXR , YHIEAEK A UEMAREIHE
E—%O

- BERARREREARARK. MRTFEE128KZEBBHMDER , AT EHUIE,

- PR E & 2 55 2% B 5% (B A dialer-list 1 fdialer-group 1), HIRA {0 8§58 55 EAEBA 7 & oK 1%
MRiEOHER  FUtERRAEESEREERENRER. ELRFIF , OSPF heloERE#
IR, MRTERAKHBGE , TAERICMP ping# 5k H 4 5 *E?%%Eﬁ%l@ﬂiﬂtﬂﬁum
E%o
. fEFOSPF, B AERATAMENEABE. AERABEABEFISENERABNEAN
HiElk, IREHFEFAFEERAMTIRRAGE , FEL —EFEREA  HPT-HRER
briftH (IRIFSER , RIS EKCREATHFERSE )

maui-nas-05(3640)

maui-nas-05#show running-config
Building configuration...

Current configuration:

!

version 12.1

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

1

hostname maui-nas-05

!

aaa new-model

aaa authentication login default local

aaa authentication login NO_AUTHEN none

aaa authentication ppp default if-needed local

!--- Basic AAA configuration for PPP calls. enable
secret 5 <deleted> ! username admin password 7 <deleted>
username maui-soho-01 password 7 <deleted> !--- Username
for remote router (maui-soho-01) and shared secret !---
(used for CHAP authentication). The shared secret must
be the same on both sides. ! ip subnet-zero ! isdn
switch-type basic-ni ! interface Loopback0 ip address
172.22.1.1 255.255.255.0 ! interface Ethernet0/0 no ip
address shutdown ! interface Ethernet0/1 no ip address
shutdown ! interface BRI1/0 ip address 172.20.10.1
255.255.255.0 /--- IP address for the BRI interface
(backup 1link). encapsulation ppp dialer idle-timeout 900
dialer map ip 172.20.10.2 name maui-soho-01 broadcast !-
-- Dialer map for remote destination. !--- The name
should match the authentication username provided by the
remote side. !--- Even though this router is not dialing
out, the dialer map statement !--- should be used.
dialer-group 1 !--- Apply interesting traffic defined in
dialer-1list 1. isdn switch-type basic-ni isdn spidl
51255511110101 5551111 isdn spid2 51255511120101 5551112
ppp authentication chap ppp multilink !/--- Use multilink

to bring up both B-channels. ! !--- Output removed. !




interface Serial2/0 ip address 192.168.10.1
255.255.255.252 encapsulation ppp no fair-queue
clockrate 64000 ! !/--- Output removed. ! router ospf 5
network 172.20.10.0 0.0.0.255 area 0 network 172.22.1.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0 !
ip classless no ip http server ! dialer-list 1 protocol
ip any !--- This defines all IP traffic as interesting.
! Line con 0 login authentication NO_AUTHEN transport
input none line 97 102 line AUX 0 line vty 0 4 ! end

B % A PR 28 maui-nas-05(3640) B B P AV LA T & -
- ARG BTSRRI EMET, SBRNRRSYE MG s E BOER M E 0 HEEK R B R
==
- FIEIPRENERARIRE, SKEETHERIRISER  BIFHEMEET, MRE
TEEIEfmoaERE , MU EHRER,

B

AEIRUNEATHARERECNERERREEERE,
BMEEERIEXER Lshowsnt , XTI EAHFEREshowsn T 247,

- show interface bri0 — EX RBRISTH R A KE . MRFEHEE HBup , AIBRISTHAER
standby, R B E EHEKEMK , BRINEH S 2/KE.

- show isdn status — Ik A O LUFEREEHEFERISDNRR MM FFERH, Tt , REE1E
REERABAACTIVE , Uk 2BHETRE2EMEMRRE= MULTIPLE_FRAME_ESTABLISHED, It
THEERNEEFUNEE,

show ip routel ;= 6l

F 5 IE EE1TH & Fiwmaui-soho-01(1600) B B AR AN R AR -

maui-soho-0l#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/30 is directly connected, Serial0

C 192.168.10.1/32 is directly connected, Serial0
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.1.0 is directly connected, Loopback0
172.16.0.0/24 is subnetted, 1 subnets

o 172.16.1.0 is directly connected, EthernetO
172.20.0.0/24 is subnetted, 1 subnets

o 172.20.10.0 [110/1626] via 192.168.10.1, 00:00:22, SerialO

172.22.0.0/32 is subnetted, 1 subnets
o] 172.22.1.1 [110/65] wvia 192.168.10.1, 00:00:23, Serial0



L+ E R RHshow ip routefd B EER T iE Fl £ 8888 (serial 0) It ¥ S B EVMOSPF A, J|E , KM
BARR E R I R A R 10 B

xE EiﬁﬁJ:‘;‘%Eshutdownﬁ%Tﬁ%ﬁlﬁﬁBRlLﬁﬁé%ﬁo R 122 Hshutdownds & 3R E3EA
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BARRNEES  SRROSPFRUZEEAROMBNHBE. TEREBBANMBER. T
ER— AR -

maui-soho-0l#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.17.0.0/24 is subnetted, 1 subnets

C 172.17.1.0 is directly connected, Loopback0
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0
172.20.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.20.10.0/24 is directly connected, BRIO

C 172.20.10.1/32 is directly connected, BRIO
172.22.0.0/32 1is subnetted, 1 subnets

o 172.22.1.1 [110/1563] wvia 172.20.10.1, 00:00:22, BRIO

Show interfacei@ i =5l

show interfacedr 5 AR ERFELCP. ICPFIPPPH Z KR ED KINEIA,

maui-soho-0l#show interface BRI 0

BRIO is up, line protocol is up

Hardware is BRI with U interface and external S bus interface
Internet address is 172.20.10.2, subnet mask is 255.255.255.0
MTU 1500 bytes, BW 256 Kbit, DLY 100000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, loopback not set

DTR is pulsed for 5 seconds on reset

LCP Open, multilink Open

Open: IPCP

il 5713
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HHEERTESYER Eshowsh © , X T EAFEMRshowds S8 HH 2.
AR : ZHidebugfiE Tt 2 El , EESBMERDebuglE TN EEEA,

debug dialer — AR R IZERREHER.

debug isdn events — FAMRISDN A £ F & ik 2 4 K9 ISDNSE B o

debug isdn q931 — L,.v,/T\ﬂ?ﬂLIE_L%ﬂISDN%@EﬁJE%& ( SE3/E ) MERRE , AT A PR Bk,
debug ppp negotiation — It i S HE R B EPPP T4 (BIERE B HIHE(LCP). B4 8E MR
?’“%UT&E(NCP))HTﬁEQPPPﬁEﬂxWH’Jﬁnﬂo I PPPIZ % B EBBLCPARRE , REHE
TEMEE  RERWHENCP,

debug ppp authentication — #RPPPE BB HEHE , BIEEHA S MBI IHECHAP)EHR
SBRB/ANOCEHMREBHREPAP)RH, MRERBHE  FRFBchapEAEEBIBH2EM
B F#E,

debug ppp error — % 7~ EEPPPIE £ 1 7 F % Ve 4B B AV 175 E SR ER M SR ERARET E Ao

54 ot 88t TR

BEAPRRDDRIEMHEN EFR |, FF2REEMPERDDRIEHHIEMNE R,
UTHRESEREANENMEORERERN,. WHERERRBENERRAMERERBRAMRE

*Mar 1 03:37:42.350: %LINK-3-UPDOWN: Interface Serial0, changed state to down

I -—— Primary Link is unplugged. *Mar 1 03:37:42.358: Se0 IPCP: State is Closed *Mar 1
03:37:42.362: Se0 CDPCP: State is Closed *Mar 1 03:37:42.366: Se0 PPP: Phase is TERMINATING [0
sess, 1 load] *Mar 1 03:37:42.370: Se0 LCP: State is Closed *Mar 1 03:37:42.370: Se0 PPP: Phase
is DOWN [0 sess, 1 load] *Mar 1 03:37:42.386: Se0 IPCP: Remove route to 192.168.10.1 *Mar 1
03:37:42.394: %0SPF-5-ADJCHG: Process 5, Nbr 172.22.1.1 on Serial0 from FULL to DOWN, Neighbor
Down: Interface down or detached *Mar 1 03:37:43.358: SLINEPROTO-5-UPDOWN: Line protocol on
Interface Serial0l, changed state to down *Mar 1 03:37:52.302: %LINK-3-UPDOWN: Interface BRIO:1,
changed state to down

! -—— The backup interface is changed to from "standby" to "down". !--- The backup interface was
activated 10 seconds after the primary link !--- went down. !--- This interval was defined with
the backup delay command in maui-soho-01 !--- (the 1600). *Mar 1 03:37:52.306: BRO:1 LCP: State

is Closed *Mar 1 03:37:52.310: BRO:1 DDR: disconnecting call *Mar 1 03:37:52.314: $LINK-3-
UPDOWN: Interface BRIO:2, changed state to down *Mar 1 03:37:52.318: BRO:2 LCP: State is Closed
*Mar 1 03:37:52.322: BR0:2 DDR: disconnecting call *Mar 1 03:37:52.417: SLINK-3-UPDOWN:
Interface BRIO, changed state to up *Mar 1 03:37:52.477: ISDN BRO: Event: Syncing Discards: L2
Discards 4, L2D_Task Counter 2 *Mar 1 03:37:52.489: BRO DDR: Dialing cause ip (s=172.20.10.2,
d=224.0.0.5)

!--- OSPF hellos cause the router to dial. *Mar 1 03:37:52.493: BRO DDR: Attempting to dial
5551111 !--- This is the phone number of the remote router that is dialed. *Mar 1 03:37:54.477:
ISDN BRO: Event: Syncing Discards: L2 Discards 4, L2D_Task Counter 3 *Mar 1 03:37:56.528: %ISDN-
6-LAYER2UP: Layer 2 for Interface BRO, TEI 112 changed to up *Mar 1 03:37:56.556: ISDN BRO: TX -
> INFORMATION pd = 8 callref = (null) SPID Information i = '51299699380101' *Mar 1 03:37:56.627:
ISDN BRO: TX -> SETUP pd = 8 callref = 0x1F *Mar 1 03:37:56.635: Bearer Capability i = 0x8890
*Mar 1 03:37:56.643: Channel ID i = 0x83 *Mar 1 03:37:56.651: Keypad Facility i = '5551111' *Mar
1 03:37:56.667: ISDN BRO: RX <- INFORMATION pd = 8 callref = (null) ENDPOINT IDent i = 0x8081
*Mar 1 03:37:56.703: ISDN BRO: Received EndPoint ID *Mar 1 03:37:56.738: ISDN BRO: RX <-
INFORMATION pd = 8 callref = (null) Locking Shift to Codeset 5 *Mar 1 03:37:56.750: Codeset 5 IE
0x2A i = 0x808001, 'P' *Mar 1 03:37:56.857: $ISDN-6-LAYER2UP: Layer 2 for Interface BRO, TEI 65
changed to up *Mar 1 03:37:56.881: ISDN BRO: TX -> INFORMATION pd = 8 callref = (null) SPID
Information i = '51299699460101' *Mar 1 03:37:56.917: ISDN BRO: RX <- CALL_PROC pd = 8 callref =
0x9F *Mar 1 03:37:56.925: Channel ID i = 0x89 *Mar 1 03:37:56.949: ISDN BRO: RX <- INFORMATION
pd = 8 callref = (null) ENDPOINT IDent i = 0x8181 *Mar 1 03:37:56.984: ISDN BRO: Received
Endpoint ID *Mar 1 03:37:57.175: ISDN BRO: RX <- CONNECT pd = 8 callref = 0x9F

!--- The call is connected. *Mar 1 03:37:57.199: $LINK-3-UPDOWN: Interface BRIO:1, changed state
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to up *Mar 1 03:37:57.218: BRO:1 PPP: Treating connection as a callout !/--- PPP negotiation
begins. *Mar 1 03:37:57.222: BRO:1 PPP: Phase is ESTABLISHING, Active Open
[0 sess, 1 load]

*Mar 1 03:37:57.230: BRO:1 LCP: O CONFREQ [Closed] id 18 len 34

*Mar 1 03:37:57.234: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 1 03:37:57.242: BRO:1 LCP: MagicNumber 0x1144F392 (0x05061144F392)
*Mar 1 03:37:57.246: BRO:1 LCP: MRRU 1524 (0x110405F4)

*Mar 1 03:37:57.250: BRO:1 LCP: EndpointDisc 1 Local

(0x130F016D6175692D736F686F2D3031)
*Mar 1 03:37:57.262: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = O0x1F

*Mar 1 03:37:57.282: BR0:1 LCP: I CONFREQ [REQsent] id 43 Len 33

*Mar 1 03:37:57.286: BR0:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 1 03:37:57.294: BR0:1 LCP: MagicNumber 0x363030C5 (0x0506363030C5)
*Mar 1 03:37:57.298: BRO:1 LCP: MRRU 1524 (0x110405F4)

*Mar 1 03:37:57.302: BRO:1 LCP: EndpointDisc 1 Local

(0x130E016D6175692D6E61732D3035)
*Mar 1 03:37:57.310: BRO:1 LCP: O CONFACK [REQsent] id 43 Len 33

*Mar 1 03:37:57.314: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 1 03:37:57.318: BRO:1 LCP: MagicNumber 0x363030C5 (0x0506363030C5)
*Mar 1 03:37:57.326: BRO:1 LCP: MRRU 1524 (0x110405F4)

*Mar 1 03:37:57.330: BRO:1 LCP: EndpointDisc 1 Local

(0x130E016D6175692D6E61732D3035)
*Mar 1 03:37:57.341: BRO:1 LCP: I CONFACK [ACKsent] id 18 Len 34

*Mar 1 03:37:57.345: BR0:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 1 03:37:57.349: BRO:1 LCP: MagicNumber 0x1144F392 (0x05061144F392)
*Mar 1 03:37:57.353: BRO:1 LCP: MRRU 1524 (0x110405F4)

*Mar 1 03:37:57.361: BRO:1 LCP: EndpointDisc 1 Local

(0x130F016D6175692D736F686F2D3031)
*Mar 1 03:37:57.365: BR0O:1 LCP: State is Open
*Mar 1 03:37:57.369: BRO:1 PPP: Phase is AUTHENTICATING, by both
[0 sess, 1 load]
!--- PPP authentication begins. *Mar 1 03:37:57.373: BR0O:1 CHAP: O CHALLENGE id 17 Len 33 from
"maui-soho-01"

!--- The username for CHAP is challenge. The remote router must have this !--- username
configured along with it's shared secret password. *Mar 1 03:37:57.381: BRO:1 CHAP: I CHALLENGE
id 30 Len 32 from "maui-nas-05" !--- The incoming username for CHAP is challenge. !--- This

username must be locally configured. *Mar 1 03:37:57.397: BRO:1 CHAP: O RESPONSE id 30 Len 33
from "maui-soho-01" *Mar 1 03:37:57.425: BRO:1 CHAP: I SUCCESS id 30 Len 4 *Mar 1 03:37:57.433:
BRO:1 CHAP: I RESPONSE id 17 Len 32 from "maui-nas-05" *Mar 1 03:37:57.445: BR0O:1 CHAP: O
SUCCESS id 17 Len 4 !--- CHAP authentication is successful. *Mar 1 03:37:57.453: BRO:1 PPP:
Phase is VIRTUALIZED [0 sess, 1 load] *Mar 1 03:37:57.460: Vil PPP: Phase is DOWN, Setup [0
sess, 1 load] *Mar 1 03:37:57.480: BR0O:1 IPCP: Packet buffered while building MLP bundle
interface *Mar 1 03:37:57.484: BR0O:1 CDPCP: Packet buffered while building MLP bundle interface
*Mar 1 03:37:57.488: $LINK-3-UPDOWN: Interface Virtual-Accessl,

changed state to up
!-—- Virtual Access Interface is created for the multilink !--- (2 b-channel) connection. *Mar 1
03:37:57.496: Vil DDR: Dialer statechange to up *Mar 1 03:37:57.500: Vil DDR: Dialer call has
been placed *Mar 1 03:37:57.504: Vil PPP: Treating connection as a callout *Mar 1 03:37:57.508:
Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load] *Mar 1 03:37:57.516: Vil LCP: O
CONFREQ [Closed] id 1 Len 34 *Mar 1 03:37:57.520: Vil LCP: AuthProto CHAP (0x0305C22305) *Mar 1
03:37:57.524: Vil LCP: MagicNumber O0x1144F4B0 (0x05061144F4B0) *Mar 1 03:37:57.528: Vil LCP:
MRRU 1524 (0x110405F4) *Mar 1 03:37:57.536: Vil LCP: EndpointDisc 1 Local
(0x130F016D6175692D736F686F2D3031) *Mar 1 03:37:57.548: Vil PPP: Phase is UP [0 sess, 1 load]
*Mar 1 03:37:57.556: Vil IPCP: O CONFREQ [Closed] id 1 Len 10 *Mar 1 03:37:57.560: Vil IPCP:
Address 172.20.10.2 (0x0306AC140A02) *Mar 1 03:37:57.572: Vil CDPCP: O CONFREQ [Closed] id 1 Len
4 *Mar 1 03:37:57.576: BRO:1 MLP: maui-nas-05, multilink up, first link *Mar 1 03:37:57.580: Vil
PPP: Pending ncpQ size is 2 *Mar 1 03:37:57.583: BRO:1 IPCP: Redirect packet to Vil *Mar 1
03:37:57.587: Vil IPCP: I CONFREQ [REQsent] id 1 Len 10 *Mar 1 03:37:57.591: Vil IPCP: Address
172.20.10.1 (0x0306AC140A01) *Mar 1 03:37:57.599: Vil IPCP: O CONFACK [REQsent] id 1 Len 10 *Mar
1 03:37:57.603: Vil IPCP: Address 172.20.10.1 (0x0306AC140A01) *Mar 1 03:37:57.607: BRO:1 CDPCP:
Redirect packet to Vil *Mar 1 03:37:57.611: Vil CDPCP: I CONFREQ [REQsent] id 1 Len 4 *Mar 1
03:37:57.615: Vil CDPCP: O CONFACK [REQsent] id 1 Len 4 *Mar 1 03:37:57.623: Vil IPCP: I CONFACK
[ACKsent] id 1 Len 10 *Mar 1 03:37:57.631: Vil IPCP: Address 172.20.10.2 (0x0306AC140A02) *Mar 1
03:37:57.635: Vil IPCP: State is Open



!--- IPCP state is open and route will be installed. *Mar 1 03:37:57.643: Vil CDPCP: I CONFACK
[ACKsent] id 1 Len 4 *Mar 1 03:37:57.643: Vil CDPCP: State is Open *Mar 1 03:37:57.651: Vil DDR:
dialer protocol up *Mar 1 03:37:57.663: BRO IPCP: Install route to 172.20.10.1 *Mar 1
03:37:58.072: BRO DDR: Attempting to dial 5551111
!--- Router is dialing. *Mar 1 03:37:58.199: ISDN BRO: TX -> SETUP pd = 8 callref = 0x20 *Mar 1
03:37:58.206: Bearer Capability i = 0x8890 *Mar 1 03:37:58.218: Channel ID i = 0x83 *Mar 1
03:37:58.226: Keypad Facility i = '5551111' *Mar 1 03:37:58.445: $LINEPROTO-5-UPDOWN: Line
protocol on Interface BRIO:1, changed state to up *Mar 1 03:37:58.512: ISDN BRO: RX <- CALL_PROC
pd = 8 callref = 0xAQ0 *Mar 1 03:37:58.524: Channel ID i = 0x8A *Mar 1 03:37:58.548: SLINEPROTO-
5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to up *Mar 1 03:37:58.599:
BRO:1 LCP: I ECHOREQ [Open] id 1 Len 12 magic 0x363030C5 *Mar 1 03:37:58.603: BRO:1 LCP: O
ECHOREP [Open] id 1 Len 12 magic 0x1144F392 *Mar 1 03:37:58.746: ISDN BRO: RX <- CONNECT pd = 8
callref = 0xA0 *Mar 1 03:37:58.774: $SLINK-3-UPDOWN: Interface BRIO:2, changed state to up *Mar 1
03:37:58.786: $ISDN-6-CONNECT: Interface BRIO:1 is now connected to 5551111 maui-nas-05 *Mar 1
03:37:58.794: BR0O:2 PPP: Treating connection as a callout *Mar 1 03:37:58.798: BR0O:2 PPP: Phase
is ESTABLISHING, Active Open [0 sess, 0 load] *Mar 1 03:37:58.810: BR0:2 LCP: O CONFREQ [Closed]
id 16 Len 34 *Mar 1 03:37:58.814: BRO:2 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 03:37:58.818:
BR0:2 LCP: MagicNumber 0x1144F9C9 (0x05061144F9C9) *Mar 1 03:37:58.821: BR0:2 LCP: MRRU 1524
(0x110405F4) *Mar 1 03:37:58.825: BRO:2 LCP: EndpointDisc 1 Local
(0x130F016D6175692D736F686F2D3031) *Mar 1 03:37:58.837: ISDN BRO: TX -> CONNECT_ACK pd = 8
callref = 0x20 *Mar 1 03:37:58.861: BR0:2 LCP: I CONFREQ [REQsent] id 33 Len 33 *Mar 1
03:37:58.865: BRO:2 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 03:37:58.869: BR0:2 LCP:
MagicNumber 0x363036F1 (0x0506363036F1) *Mar 1 03:37:58.873: BR0:2 LCP: MRRU 1524 (0x110405F4)
*Mar 1 03:37:58.877: BR0O:2 LCP: EndpointDisc 1 Local (0x130E016D6175692D6E61732D3035) *Mar 1
03:37:58.889: BRO:2 LCP: O CONFACK [REQsent] id 33 Len 33 *Mar 1 03:37:58.893: BRO:2 LCP:
AuthProto CHAP (0x0305C22305) *Mar 1 03:37:58.897: BR0:2 LCP: MagicNumber 0x363036F1
(0x0506363036F1) *Mar 1 03:37:58.901: BRO:2 LCP: MRRU 1524 (0x110405F4) *Mar 1 03:37:58.905:
BR0:2 LCP: EndpointDisc 1 Local (0x130E016D6175692D6E61732D3035) *Mar 1 03:37:58.917: BR0:2 LCP:
I CONFACK [ACKsent] id 16 Len 34 *Mar 1 03:37:58.921: BR0:2 LCP: AuthProto CHAP (0x0305C22305)
*Mar 1 03:37:58.929: BRO:2 LCP: MagicNumber 0x1144F9C9 (0x05061144F9C9) *Mar 1 03:37:58.933:
BR0O:2 LCP: MRRU 1524 (0x110405F4) *Mar 1 03:37:58.937: BR0O:2 LCP: EndpointDisc 1 Local
(0x130F016D6175692D736F686F2D3031) *Mar 1 03:37:58.941: BR0:2 LCP: State is Open *Mar 1
03:37:58.945: BR0O:2 PPP: Phase is AUTHENTICATING, by both [0 sess, 0 load] *Mar 1 03:37:58.952:
BR0:2 CHAP: O CHALLENGE id 15 Len 33 from "maui-soho-01" *Mar 1 03:37:58.956: BR0O:2 CHAP: I
CHALLENGE id 22 Len 32 from "maui-nas-05" *Mar 1 03:37:58.976: BR0:2 CHAP: O RESPONSE id 22 Len
33 from "maui-soho-01" *Mar 1 03:37:59.008: BRO:2 CHAP: I SUCCESS id 22 Len 4
*Mar 1 03:37:59.012: BR0:2 CHAP: I RESPONSE id 15 Len 32 from "maui-nas-05"
*Mar 1 03:37:59.028: BR0:2 CHAP: O SUCCESS id 15 Len 4
!-—-- Authentication (for the 2nd call) is successful. *Mar 1 03:37:59.036: BR0O:2 PPP: Phase is
VIRTUALIZED [0 sess, 0 load] *Mar 1 03:37:59.044: BR0:2 MLP: maui-nas-05, multilink up *Mar 1
03:38:00.036: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface BRIO:2, changed state to up *Mar 1
03:38:02.555: $0OSPF-5-ADJCHG: Process 5, Nbr 172.22.1.1 on BRIO from LOADING to FULL, Loading
Done *Mar 1 03:38:04.742: %ISDN-6-CONNECT: Interface BRIO:2 is now connected to

5551111 maui-nas-05
! --- Second B-channel (BRI0:2) is connected. *Mar 1 03:38:08.599: BRO:1 LCP: I ECHOREQ [Open] id
2 Len 12 magic 0x363030C5 *Mar 1 03:38:08.603: BRO:1 LCP: O ECHOREP [Open] id 2 Len 12 magic
0x1144F392 maui-soho-01#
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