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GPO in VXLAN Fabric

Palicy-based segmentation between workloads using Security Groups and SGACLs
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TRAFFIC FLOW & GPO POLICY OUTCOMES

SOURCE DESTIMATION PROTOCOL / PORT GPO TYPE ACTION RESULT
VM-1 (3G-10001) V-2 (SG-10001) ICMPwa Intra-GPO ° PERMITTED
V-2 (S$G~-10001) V=1 (SG=-10001) ICKMPwd Intra=GPO ° PERMITTED
VM-1 (SG-10007) VM=2 (SG=-10001) TCP [ 22 (S5H) Intra=-GP O e DEMIED
VM-2 (SG-10007) V-1 (SG-10001) TCP [ 22 (S5H) Intra-GPO 9 DENIED
FW-1 [SG-10002) FW-2 (SG-10002) ICMPwd Inter-GPO 0 PERMITTED
FW=2 (5G-10002) FW=1 [SG-10002) HMPvd Inter-GPG o PERMITTED
FW=1 (SG=-10002) FW=2 (5G=10002) TCP [ 22 (S5H) Intor=GPo e DEMIED
FW-2 (SG-10002) FW-1 (SG-10002) TCP / 22 (SSH) Inter-GPO e DEMIED
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o Mexus Dashboard | Q admin v

& [

Edit MEXICO Settings

General Fabric management External streaming
General Parameters  Replication vPC  Protocols Security Advanced Freeform  Resources Manageability Hypershield Bootstrap  Configuration Backup  Flow Manitor
B Enable Security Groups.
Security Group Name Prefix
G

Security Group Tag (SGT) ID Range
10000-14000

| Seeurity Groups Pre-provision

| Security Groups MAC Segmantation

Enable MACs8c

MACsec Cipher Suite

MACsec Primary Key String
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Edit USA Settings

General [Fabric management External streaming
General Parameters  Replication wPC  Protocols Security Advanced Freeform Resources Manageability Hypershield Bootstrap  Configuration Backup  Flow Monitor
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Analyze o e ;
Security Group Name Prafix®

4o
Admin

SG,

Seeurity Group Tag (SCT) ID Range®
10000-14000

Security Graups Pra-provision

Security Groups MAT Segmeniation

Enatie MACses

MACsec Cipher Suite
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EfnFIManage > Fabric > MEXICO/USA > Inventory > Switches > LEAF-1 / LEAF-2 / BGW-1 /
BGW-2 > Actions > Maintenance > Reload,
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EfnFIManage > Fabric > Fabric groups > DAVIDM3 > Segmentation and security > Security
Groups > Actions > Create security group.
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Selectors
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E i FIManage > Fabric > Fabric groups > DAVIDM3 > Segmentation and security > Protocol
definitions > Actions > Create protocol definition,
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Edit security contract
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EfinFlManage > Fabric > Fabric groups > DAVIDM3 > Segmentation and security > Security
associations > Actions > Create security association,
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Edit security association

Contract name

Contract-For-FWs

Soures group
Saurca group VRF
Dastinution group

SHEUTIy SEEOCIILSN DA
Contract-For-FWs details

atch sumenary as IP TCP detPon:22 would be applied as follows:
sing IP profocal, TCP praotaced, and a destination port of 22
sing IP protocel, TCP peoacesl, and & soufes pet of 22

Tenant Protocol definitian Match summary

S5H

ICMPva

“Suis Mexus Dashboard
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Edit security association

Contract name

Contract-For-vis

Source group

Destination group

Secusity associy tion name

@ o

Contract-For-WMs details

i) A bidirectional contract with a protocol definition match summary as P TCP dstPort:22 woulkd be applied as follows:
Forward direction: The contrast matchis packits . $ﬂ:| 1P preagesl, TEP pratocel, an:l adastination pert of 32
Reverse direction: The contract matches packets using IP pratocel, TCP protocal, and a sowrce pont of 22

Diraction Pratocol definitian Match smmary
bidiectional 55H Py TCP dport:22 stataful

Bidiatiaral ICMPva Pl ICMP

HER7 BREGPOEL &

EfnFIManage > Fabric > Fabric groups > DAVIDM3 > Actions > Recalculate and deploy,
- GPOELER R XA FE T IXE 2 RBEA. REGEENRETHE , mEXRET
UHBIRENEE, YAABETFIBREREELBE.
EfnFIManage > Fabric > Fabric groups > DAVIDM3 > Inventory > Member fabric >
MEXICO > Actions > Recalculate and deploy.
E i FIManage > Fabric > Fabric groups > DAVIDM3 > Inventory > Member fabric >




USA > Actions > Recalate and deploy.

- De|-)lo',r configuration - DAVIDM3

-~
o
«§ Canlig praview
[T
.
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SFHBEAAEVXLAN GPO R 4EM

SRR R EANRIRE

BRECHE FERCRALTLETIRE. VXLAN GPOMKERILINEE , EACRARKRESE. 60NE
HEHSGACLEEERRITAMENZSEEZE(SGT) Bl R,

<tfroot>

BGW-1#

show feature | i i security-group

security-group 1 enabled

S MBRARREEARN

REXLHE I ERENETHRAEBHAKRN, VXLAN GPOFEZ£EXERAEN , A
SGACLEEHZEASICEEANERBEREBRER,

<tfroot>

BCGW-1#
show system routing node

Configured System Routing Mode: Security-Groups Support
AppTlied System Routing Mode: Security-Groups Support

S ER3 B VXLAN NVEH E B2 7 MIGPOIh 8

- BREAMIIPEEEBNRFZ LY EECEHVXLAN NVEHEE®ET., VXLAN GPO¥E
AIBBVXLAN EVPNIZ | FHEE , At BERBREENZSEAZH(SCEENSHNRSEE
BERNVEXDRE,

- EERNEREIIERKGTHIREENERZ— , AATHRERBKVIEPRE X EEVXLAN
EVPNZ U5 B I SGTEBMSGACLA N B RFATENVXLANE R BIER

<#root>



BGW-1#

show nve peers det ai

## Details of nve Peers:

LEAF-1 Loopbackl

, used as the Tocal VXLAN NVE source interface.

NVE Interface :
Peer State

Peer Uptime
Router-Mac

Peer First VNI
Time since Create
Configured VNIs
Provision State
Learnt CP VNIs
vni assignment mode :
Peer Location

Group policy capable:

BGW 2 Loopbackl

: Up

: peer-add-complete

nvel
———————— > Confirms that the VXLAN tunnel and EVPN adjacency are operational.
: 6d21h ————--—-- > Indicates long-term adjacency stability.
: 44b6.beb3.b703 ---———--- > Remote VTEP router MAC used for VXLAN forwarding.
50012
: 6d21h

30136,30155,50012 -------- > VNIs expected across this VXLAN adjacency.
———————— > Confirms successful hardware and software programming

30136,30155,50012 -------- > Confirms successful EVPN control-plane synchronizatio

SYMMETRIC -------- > Symmetric IRB forwarding mode 1is operational.
FABRIC -------- > Indicates a local fabric peer.
yes -------- > Confirms that the renote VTEP supports G oup Policy extensions and

, used as the remote BGW NVE source interface.

NVE Interface
Peer State

Peer Uptime
Router-Mac

Peer First VNI
Time since Create
Configured VNIs
Provision State
Learnt CP VNIs
vni assignment mode :
Peer Location

Group policy capable:

BGW 2 Loopback100

: nvel

: Up

: 01:36:54

: 4488.1618.1093

30136

: 01:36:54

30136,30155,50012

: peer-add-complete

30136,30155,50012
SYMMETRIC

: DCI

yes

, used as the Multi-Site Loopback interface for DCI communication.



NVE Interface : nvel

Peer State : Up

Peer Uptime : 01:32:58
Router-Mac : 0200.0a96.9602
Peer First VNI : 30136

Time since Create : 01:32:58
Configured VNIs : 30136,30155,50012
Provision State : peer-add-complete
Learnt CP VNIs : 30136,30155,50012
vni assignment mode : SYMMETRIC

Peer Location : DCI

Group policy capable: yes

TRABELLEETNRIRD R
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<tfroot>

BGW-1#

show security-group id al

Security Group ID 10001 , Name SG_VMs --------- > Security Group assigned to the Virtual Machines endpoi
Selector Type : Connected IPv4 Endpoints --------- > Endpoints are classified dynamically based on loc
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.226/32 ---—————-- > Endpoint mapped to Security Group 1
cisco-tac 10.64.252.228/32 --—————-- > Endpoint mapped to Security Group 1
Security Group ID 10002 , Name SG_FWs --------- > Security Group assigned to the Firewall endpoint group
Selector Type : Connected IPv4 Endpoints --------- > Endpoint classification occurs using locally lear
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.10/32 -----—---- > Firewall endpoint mapped to Security
cisco-tac 10.64.252.11/32 ----—----- > Firewall endpoint mapped to Security
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<tfroot>

BGW-1#

show contracts detail

VRF: cisco-tac --------- > Confirms that contract enforcement occurs inside the cisco-tac tenant VRF.
Contract source group 10001 dest group 10001 --------- > Policy enforcement between endpoints belonging
Policy: Contract-For-VMs_ICMPv4 Direction: bidir --------- > Bidirectional contract for ICMPv4 traffic
Stats: 0 ---————--- > No traffic has matched this contract yet.
Class: ICMPv4 ---—-—---—-—- > Traffic classification associated with ICMP traffic.
match ipv4 icmp --------- > Matches ICMPv4 traffic including ping requests and replies.
Action: permit --------- > ICMP traffic is explicitly allowed.
OperSt: enabled --------- > Confirms that the contract is operational.

Contract source group 10001 dest group 10001

PoTlicy: Contract-For-VMs_SSH Direction: bidir

Stats: O
Class: SSH

match ipv4 tcp stateful dport 22 --------- > Matches SSH traffic using stateful TCP inspection.
Action: deny --------- > SSH traffic is explicitly denied.

OperSt: enabled
Contract source group 10002 dest group 10002
PoTlicy: Contract-For-FWs_ICMPv4 Direction: bidir
Stats: O
Class: ICMPv4
match ipv4 icmp
Action: permit
OperSt: enabled
Contract source group 10002 dest group 10002
PoTlicy: Contract-For-FWs_SSH Direction: bidir
Stats: O
Class: SSH
match ipv4 tcp stateful dport 22

Action: deny



OperSt: enabled
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<#root>

BGW-1#

show vrf all security

VRF Mode TAG Action Scope  Stats
cisco-tac enforced 13648 deny,log 4 0
default unenforced - permit 1 4364
egress-loadbalance-resolution- unenforced - permit 2 0
management unenforced - permit 3 0

SE7 MEBVRFL S E iRk EE

 HENDFC GUIBREVXLAN GPOEHIMRE MR EF. LBRBAURERERETIHEERS
BENZLMEEH , URSGACLERRE ATEVXLAN EVPN 2tk B33 #1455 fE ) I & 1T,
« #ENDFC GUIH |, EffyZEManage > Fabric > Fabric Groups > USA / MEXICO >
Segmentation and Security > Security Associations > Monitoring,
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- RENDFCHEZFEFRKRFERRERE  XERBHE IR E P BN R B
MRETETRARMEFTRERCLIATHRESEER.

Mt : E—XREHEBBENDFC 42 RERTEFR , ERBIr XV UEETAZ., HE
BEERT , #®ResynciZi LGS R B VXLANRBEEN SHNRTEFNES . BSBREE
1785, GUIE H R JH EResync status:In progress.RIF EHK % , IHOKIZRMRIF EERT. &
ﬁﬂﬁxﬁké HEEAZLEENHBNRERTEABTEES s PET. &EZRFEN
BRELETA , FERECBERRE , RAERBIXIEResynciZH LLEFHNDFCH EERHY
ERRTERA.

Aita” Nexus Dashboard

Monitoring

Total packets ets Last updated
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<tfroot>

Fw-1#

pi ng 10.64.252. 11

PING 10.64.252.11 (10.64.252.11): 56 data bytes

64 bytes from 10.64.252.11: icmp_seq=0 tt1=254 time=1.131 ms
64 bytes from 10.64.252.11: icmp_seq=1 tt1=254 time=0.694 ms
64 bytes from 10.64.252.11: icmp_seq=2 tt1=254 time=0.675 ms
64 bytes from 10.64.252.11: icmp_seq=3 tt1=254 time=0.657 ms
64 bytes from 10.64.252.11: icmp_seq=4 tt1=254 time=0.648 ms

--- 10.64.252.11 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.648/0.761/1.131 ms

Fw-1#



ssh admi n@O. 64. 252. 11

ssh: connect to host 10.64.252.11 port 22: Connection timed out
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-106x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2933.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2026/pdf/BRKDCN-2909.pdf
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