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NOK1 N9K-C93108TC-EX 9.3(10)
N9K2 N9K-C93108TC-EX 9.3(10)
N9K3 NOK-C93108TC-EX 9.3(10)
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ACLFEFE FATANIK-1. N9K-2FIN9K-3,

ip access-list TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

ip access-Tist TAC-OUT

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any



***NgK_l***

interface Ethernetl/1
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

***NgK_z***

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.10.1/30

interface V1an20

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.20.1/30

***NgK_3***

interface Ethernetl/4
description ***Link-to-N9K-2%*%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.20.2/30
no shutdown
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N9K-C93180YC-2# conf

Enter configuration commands, one per line. End with CNTL/Z.

N9K-C93180YC-2(config)# int el/2

N9K-C93180YC-2(config-if)# ip port access-group TAC-IN 1in

ERROR: TCAM region is not configured. Please configure TCAM region Ingress PACL [ing-ifacl] and retry t
N9K-C93180YC-2(config-if)#
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N9K-C93180YC-2# show system internal access-T1ist globals

LOU Threshold Value : 5

NAT 13 00 1

Ingress PACL1 001
Ingress VACL 2 00 1
Ingress RACL 3 0 1792
Ingress RBACL 4 0 0 1
Ingress L2 QOS 5 1792 256 1

Ingress L3/VLAN QOS 6 2048 512 1 >>>>>> Size of 512
Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1

Ingress L3/VLAN SPAN ACL 9 3328 256 1

Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1

Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

>>>>>>> Size of 0

1

001
001

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region



S—EREH %,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 0 >>>>>>> Size of 0

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QO0S [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 512 >>>>>> Size of 512
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-T12-span-filter] size = 256

Ingress L3 SPAN filter [ing-T13-span-filter] size = 256

Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0

Ingress Netflow/Analytics [ing-netflow] size = 0

Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size = 0
Ingress Flow Redirect [ing-flow-redirect] size
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size =0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size =
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
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N9K-C93180YC-2(config)# hardware access-list tcam region ing-I3-vian-qos 256 >>>#& 7 Bl 1
512ip 2> 256,
ARTFRELSEMHEARR , AERELER.
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N9K-C93180YC-2(config)# hardware access-list tcam region ing-ifacl 256

REPREYEFRHARRAEREER.



N9K-C93180YC-2(config)#

TRAREEE

N9K-C93180YC-2(config)# copy running-config startup-config
[#####RBHHHAHRRHHHRRRHHHARR AR HAHHRE] 100%

Copy complete, now saving to disk (please wait)...

Copy complete.

N9K-C93180YC-2(config)#

HER5 EFHA

N9K-C93180YC-2(config)# reload
This command will reboot the system. (y/n)? [n] y

EMHEARRE

ENBAR  MEEUAREBELEN

N9K-C93180YC-2# sh system internal access-Tist globals

NAT 13 00 1

Ingress PACL 1 0 256 1 >>> The size value is now 256.

Ingress VACL 2 0 0 1

Ingress RACL 3 256 1792 1

Ingress RBACL 4 0 0 1

Ingress L2 QOS 5 2048 256 1

Ingress L3/VLAN QOS 6 2304 256 1 >>> The size value is now 256.



Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1
Ingress L3/VLAN SPAN ACL 9 3328 256 1
Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1
Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

o o

01
01

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region

5—EREH %,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 256 >>> The size value is now 256.

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QOS [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 256 >>> The size value is now 256.
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-12-span-filter] size
Ingress L3 SPAN filter [ing-13-span-filter] size
Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0
Ingress Netflow/Analytics [ing-netflow] size = 0
Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

256
256



Egress sup control plane[egr-copp] size = 0

Ingress Flow Redirect [ing-flow-redirect] size = 0
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size = 0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size = 0

Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

\PIR A R A Y B B

FEL2YE S H LB Eip port access-groups

N9K-C93180YC-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2,el/51
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-IN 1in
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-OUT out
Port ACL 1is only supported on ingress direction >>>>>>>>
N9K-C93180YC-2(config-if-range)#

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> Inboud only
no shutdown

interface Ethernetl/3

description ***Link-to-N9K-3***

switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> Inboud only
no shutdown

HER3.IR M

NOK-11# F HLoopbackO(LoO)¥EAIR , MNIK-31E A HLoopback0(Lo0)EA B £,
ARG ENNREN ENETEE N T AR,
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***NgK_l***
interface loopback0
ip address 192.168.0.10/32

***NgK_3***
interface loopback0
ip address 10.10.10.10/30

HERAERIRIP 192.168.20.24 B it & I RENIK-31Fi%Ping N9K-1HYLo0
192.168.0.10



N9K-3# ping 192.168.0.10 source 192.168.20.2

PING 192.168.0.10 (192.168.0.10) from 192.168.20.2: 56 data bytes
64 bytes from 192.168.0.10: icmp_seq=0 tt1=253 time=1.163 ms

64 bytes from 192.168.0.10: icmp_seq=1 tt1=253 time=0.738 ms

64 bytes from 192.168.0.10: icmp_seq=2 tt1=253 time=0.706 ms

64 bytes from 192.168.0.10: icmp_seq=3 tt1=253 time=0.668 ms

64 bytes from 192.168.0.10: icmp_seq=4 tt1=253 time=0.692 ms

--- 192.168.0.10 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/0.793/1.163 ms

NIK-3#

SRS BRTNOK-1, NOK-2FIN9K-3 L FIPACLFIRACL#FTE

« HRICMPEREZFREBENIK-3 , HIt A BRFENIK-2RABRE TERBICMPERER .
« N9K-2 L HIPACLERSS : TAHAUR R R AR B 192.168.20.2 ( NOK-3#IEth1/4 ) WERIE , BRI
ANIK-1#9L00(192.168.0.10),

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

N9K-2 Eth1/3 LKV ERAEL &

interface Ethernetl/3

description ***Link-to-N9K-3***
switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> PACL
no shutdown

« 7EN9K-2L , RACLIERESEICMPRERERE , ELER TREBINIK-230 5 FINIK-1,

- AAPACLAXEBEHAR , HItEBFLESVIEAVLAN 1058 EEMACL(TAC-OUT-SVI)2
AREARRACLIEEE (HARACLEZEGEEFM ) o VLAN 1012 HENIK-2FINIK-12 & HYE
#Ro

NI9K-2# show ip access-Tists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI



statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

configuration associated:

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>>>
ip address 192.168.10.1/30

RIBETEMER , BREANK-IEENICMPERERNBREES,
s T—SREAT—EEE ( BEENIK-1) , IMETENIK-3KREIMWICMPERER TR EHE

« RACL#EFTEARENIK-2IEEEIE R BNIK-3HI5EICMPEE R ERE,

N9K-1# show ip access-1lists TAC-IN

IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

N9K-1 Eth1/1 LRV M EREL &

interface Ethernetl/1

description ***Link-to-N9K-2%%%*

ip access-group TAC-IN in >>> RACL
ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

BIBZET , BEEMNIK-3EINIK-2 EHILo0 192.168.0.108BES ( ICMPEXR ) .
T—HREBHHENIK-1 Lo0 192.168.0.10%/192.168.20.2 NOK-3HI ICMPEZ & ¥,

K&, BWEEANIK-2 , WEHET 2B WEI#192.168.0.10%/192.168.20.20 A EICMPEXE
ZRBEREANIK-1HWICMPEEER T , EERFEh1/1 LEEMPACL(TAC-IN),

N9K-2# show ip access-1lists TAC-IN



IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp reply comming from 192.168.0.10 to 19
30 permit ip any any [match=0]

interface Ethernetl/1

description ***Link-to-N9K-1%**

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> PACL (Inboud direction only)
no shutdown

o RIBLHIEMHMER , BERENIK-1ZEINIK-2HHREREED,

« T—HRBEIENIK-2IEE EEEINIK-3EEXICMPEZER T, ARPACLEAXEBHIEAY |, K
I ABEERFIESVIEAVLAN 208 B/ B —{EACL(TAC-OUT-SVI) , ZACLEEARACL ( &
ARACLEEHIESE ) o VLAN 2012ENIK-2FINIK-3 2 K ELR o

N9K-2# show ip access-lists TAC-OUT-SVI

IP access Tist TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 ICMP reply packets are being sent out to N

] T

interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>> RACL outboud direccion
ip address 192.168.20.1/30

BIF EiaRd HAYACLETELES |, FEFENOK-1 EfE A A EICMPEZ E B3 E B EIXEINIK-2,
« ENIK-2ZINIK-3 , BEERBE %,

s RRE—LTREARENRIFENIK-3 , IRFCESWEIEBICMPEZER T,
- BERAMBICMPESIEEAACL TAC-IN , BUER{EHRENIK-1 Lo0(192.168.0.10)KI ICMPEI &

o

Tt — SRR, HEMIEEh1/4 LB BHRACL(TAC-IN),

N9K-3# sh ip access-1lists TAC-IN

IP access 1ist TAC-IN
statistics per-entry



10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp replies comming from LoO N9K-1
30 permit ip any any [match=0]

MBS :

interface Ethernetl/4
description ***Link-to-N9K-2%**
ip access-group TAC-IN 1in >>>
ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown

- EANEMENBESFRSR , RERTEN IR EAZHRRIFENTNEANEHER,
EXRGIF , ERFREED, RABARELHE ERERANERMESEICMPERS,
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