EHERASEERNNF At HmRENEE
RWE
B 8%

A
BEGL

2181 . FAFlow-idfYERSPANEETE
LB ESPANE ERT

LM
AR RAMAER HaEBRINERERRE.
DB
FK
- ACIE®E A

- RIRHAMER
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o Gen23iT il

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BERESRERE) . MREHBEEET , FRACREEMES IRERNEE,

R
AT #E Wireshark P22 1118835,
B Rkcapture, FRAHENRFERRKLERTANME , EIFESpanIDITHEIR— TG #,

EFEApply as Filter > Selected , M FEIFAR :

(A] r ' [X]=]
No. Time Source Protocol  Length Info
32 12.789387 10.1.2.1 el ICMP 148 Echo (ping) request
33 12.789507 10.1.2.1 el ICMP 148 Echo (ping) request
34 12.789516 10.1.1.1 Apply as Column ol ICMP 148 Echo (ping) reply
35 12.789546 10.1.1.1 Iv as i (ping) reply
36 12.798321 10.1.2.1 Prepare as Filter » (plng] request
37 12.790332 10.1.2.1 Conversation Filter > (ping] request
38 12.790410 10.1.1.1 Colorize with Fiter > ) (ping) reply
39 12.790444 10.1.1.1 Gl i (ping) reply
40 12.791299 10.1.2.1 If0 Graph > (ping) request
41 12.791308 10.1.2.1 Copy > (ping) request
ST Show Packet Bytes... ©%0 = B i m— =
Generic Routing Encapsulation (ERSPAN) Export Packet Bytes.. HX
Encapsulated Remote Switch Packet ANal ik protocol Page
0001 .... ..in wunn = Version: Type Filter Field Reference
. 0001 0110 0111 = Vlan: 359 Protocol Preferences >
111, vvve wuns ansa = COS: 7 o Decode As... S3U
..18... .... .... = Encap: Origina
«@.s v2ev 22.. = Truncated: Not

=



APP apg
10.9.1. 128 DE wpg
10.0.2 124

#I181 : FAFlow-idBIERSPANERE

MR B FARREEREFERE , AIERSPANEESEZ 2 ANERRIDAEE, HRIDAARE
AEBIXPEENEARE , MIABEHRERETRBRIRID,

$E31. ESPANB &L E

—1E B ZR#AKRID A1

T£Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Destination Groups



Create SPAN Destination Group

Name

Description:

Destination Type:

Destination EPG

SPAN Version

Enforce SPAN Version:

Destination IP:

Source IP/Prefix

Flow I1D:
TTL:
MTU:

DSCP:

EE—EBFEL

. All-dst-jr-flowid

optional

EPG Access Interface )

Sr @@ AL

Tenant Application Profile
: Version 2

O

10.0.0.1

:|[10.255.0.016

1
64

Lo

BO0DO

&

Unspecified

, #&flow-idEL B % 2:

manitor
EPG



Create SPAN Destination wioup €

Name: | All-dst-jr-flowid2

Description: |optional

Destination Type: EPG Access Interface )
Destination EPG: |jr v @ AL monitor
Tenant Application Profile EPG

SPAN Version: Version 2

Enforce SPAN Version: [_]
Destination IP: | 10.0.0.1

Source IP/Prefix: 110.255.0.0/16

Flow ID: | 2 ~
TTL: | 64 -~
MTU: | 8000 ~

DSCP: | Unspecified

SR 2a. B EEERFISRCHRER I SpanRIR

T 3T #a4E Pe> 5 ) SR S > SR > PR BEBR> SPAN > SPANJR#E T
Create SPAN Source Group (%]

Name: | Src-jr-1

Description:  optional

Admin State: Disabled Enabled

Filter Group: | select an option

Destination Group: | All-dst-jr-flowid1 i
Create Sources

& @

Name Direction Source EPG Source Paths

BEBHIERENEPGRIBEEZRE, BRETAIRTenant jr Application Profile ALLFIEPGHEF .



Create SPAN Source

Name: | APP-epg-jr

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Outside )

Source EPG: | jr v @ |ALL

Tenant Application Profile

Add Source Access Paths

Source Access Path

Pod-1/Node-101/VPC-ESX-169
| Pod-1/Node-102/VPC-ESX-169

HER2b, REEERIIDSTHIRE R I SpaniR

FE 32 {58 fe > 55 ) 2R B > SR S > TR HEBR> SPAN > SPANIRAR T

app
EPG



Create SPAN Source (}]

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Qutside )

Source EPG: |jr ALL db

COm

Tenant Application Profile EPG

Add Source Access Paths

w -+
Source Access Path
| Pod-1/Node-103/ethi/6
BENMEFREGRE , MAFBEPGERE , JUEHFHBRAE :
Create SPAN Source Group (%]

Name: | Src-epg-2

Description: | optional

Admin State: Disabled

Filter Group: ' select an option

Destination Group:  All-dst-jr-flowid2 i
Create Sources

Name Direction Source EPG Source Paths

HER3. RIEWireshark 2 #f

EARHIP , EEBREICMPERENGNHERSRICVPERENINBEIE , BRACIIER
EERRBEEERR.

fEwireshark LB Rcapture , A EESRCHDST IP—#2ELZEAISPAN ID /Flow-IDEE I iBIEES :



<tfroot>

(erspan. spanid ==

and
) && (ip.src==
and ip.dst ==

RARERZRERNIBIESR

<ffroot>

(erspan.spanid == 1 and icnp) && (ip.src==

Ex ¥ Displayed BRI BN EEERSMEE :

10.1.2.1 and ip. dst

10.1.1.1)



AN @ M RE Qe EFES E Qe aifH
I | (erspan.spanid == 1 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1) B -
No. Time Source Destination Protocol  Length Info
- 33 12.789507 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
37 12.790332 10.1.2.1 10.1.1.1 IcMP 148 Echo (ping) request
41 12.791308 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
45 12.792088 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
49 12.792891 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
53 12.793663 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
57 12.794455 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
61 12.795259 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
65 12.796080 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
69 12.796812 1@.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
Frame 33: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.182, Dst: 19.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
BB0L .... cien waas = Version: Type II (1)
«o0. 1010 0111 1110 = Vlan: 2686
000. ce aaas = C0S: @
e+l @... .ia. ... = Encap: Originally 802.1Q encapsulated (2)
vens a@uy wuwe wae. = Truncated: Not truncated (@)
...... 00 0000 0001 = SpanID: 1
AAGG ARAGR AARR = Recaruard: QA
O Ed SpaniD (erspan.spanid), 10 bits Packats: 4109 - Displayed: 1000 [24.3%) Profile:

T—1ESPAN IDXAEEGHERINE ; MRKHK , HEMSELBEPERE,
Filter: (ER&{&H :)

(erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and 1ip.dst == 10.1.1.1)

il

Adm:Z® BT RO QesEg & . = &  § TF [

11 | (erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)

||||

No. Time Source Destination Protocol Length Info
32 12.789387 10.1.2.1 10.1.1.1 ICMP 148 Echo
36 12.790321 10.1.2.1 10.1.1.1 ICMP 148 Echo
40 12.791299 10.1.2.1 10.1.1.1 ICMP 148 Echo
44 12.792076 ) dhe 2 Al ()5 e ICMP 148 Echo
48 12.792880 10.1.2.1 10.1.1.1 ICMP 148 Echo
52 12.793654 10.1.2.1 10.1.1.1 ICMP 148 Echo
56 12.794434 (2 AL 2 1l 10.1.1.1 ICMP 148 Echo
60 12.795250 10.1.2.1 10.1.1.1 ICMP 148 Echo
64 12.796038 10.1.2.1 10.1.1.1 ICMP 148 Echo
68 12.796797 10.1.2.1 16.1.1.1 ICMP 148 Echo

'

Frame 32: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)

(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(pingl requ

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)

Internet Protocol Version 4, Src: 10.255.0.103, Dst: 10.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

0001 .... .... .... = Version: Type II (1)

..x. 0001 0110 9111 = Vlan: 359

111, vees wans = C0S: 7

PP [ «... = Encap: Originally 802.10Q encapsulated (2)
vess 10u. vuee wa.. = Truncated: Not truncated (@)

...... 00 0000 0010 = SpanID: 2

AAAG ARAR AAGRA — Recaruad: A

() ¥  spaniD (erspan.spanid), 10 bits Packets: 4109 | Displayed: 1000 (24.3%




EPRTHE E

L5 ERM ANexus EE RBEEATRER T A NNE[AEAMEE , Bt 5 EEREDE —ERKS
ERRENRE (MRTRENGE) .

BRF ERTRER

EAEREREE | BRERIKENEMB/NE.

<{froot>
Switch#

vsh_lc -c “clear platforminternal counters port

<ffroot>

LEAF3#

vsh_lc -c “clear platforminternal counters port 6"

LEAF1#

vsh_Ic -c “clear platforminternal counters port 45"

LEAF2#

vsh_lc -c “clear platforminternal counters port 45"
wmH EREERSIRTERINERI RN
SRERXMTXHAMERER AR BB HFIBIAN

<ttroot>

vsh_lc -c ‘show platforminternal counters port



ET—ERFH , ERIKDKR5123 /) A1024:

<{froot>

LEAF101#

vsh_lc -c "show platforminterna

T REEERHTE X CHNEETHIT,

REtRE

A ARES10.1.2.118X 1000 ERE , EREK/NAE520,

grep X_PKT

RX_PKTOK
RX_PKTTOTAL
RX_PKT_LT64
RX_PKT_64
RX_PKT_65
RX_PKT_128
RX_PKT_256

RX_PKT_512

RX_PKT_1024
RX_PKT_1519
RX_PKT_2048
RX_PKT_4096
RX_PKT_8192
RX_PKT_GT9216
TX_PKTOK
TX_PKTTOTAL
TX_PKT_LT64
TX_PKT_64
TX_PKT_65
TX_PKT_128
TX_PKT_256

TX_PKT 512

TX_PKT_1024
TX_PKT_1519
TX_PKT_2048
TX_PKT_4096
TX_PKT_8192
TX_PKT_GT9216

counters port 45"

1187
1187

0
0
0
7
4
0

3865
3865
0

0
3842
17

<<

grep X_PKT

ERFE103NE1/6 LR  FHNHEL , REERXLHE :



<ffroot>

MXS2-LF103#

vsh_lc -c "show platforminternal counters port 6 " | grep X PKT_512
RX_PKT_512 1000
TX_PKT_512 647

1000 packet RX , (E R E647#EA BB EIX,
TS EREEMARIFNELNE :

¥ Leaf102:

<tfroot>

MXS2-LF102#

vsh_lc -c "show platforminternal counters port 45 " | grep X PKT_512
RX_PKT_512 0
TX_PKT_512 1000

RIPFEERBERZF R,
HREE101,RXERE647 , HACHEENERTHEME.

<{froot>
MXS2-LF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT_512

RX_PKT_512 647
TX_PKT_512 0



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
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