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$relyingPartyName = “Cisco IQ - Stage”
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$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]
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$searcher = [adsisearcher]“(samaccountname=$username)”
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$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green
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$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
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$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }
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Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account... (%)
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints
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1. ¥ System Settings$i##£System Configuration > SCP Server, ZRFFEEIE R "SCPRIE
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SCP Server
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2 @O System Settings & SCP Server
Configure SCP Server

¥ Connection Management Specify the location for appliance and application files.

2%  Activity & Logs
IP address/hostname
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Remote directory
Usarname

Password
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Edit SCP Server

&' Connection Management Specify the location for appliance and application files.

%  Activity & Logs
IP address/hostname

System
g Configuration
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Username

cisco
Password
Show

Save Cancel
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System ManagementEH., LERETREINETHRERSY ; IREKREEEH , BlUpdate
History#8 7 &%=,

System Management

System Updates

Scheduled Update

Update History

R FH#R

2. ¥ — T Reschedule update,

Reschedule Update

Scheduled for
May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM

r

() Update now () Update later

Cancel Save
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3. #&#— T Update NowI ENE# 5t E , S#Z— TUpdate LaterZ HE H Atk
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System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic

Update History

Q, Search Status ~ 1 result

Update Status Update Schedule Version Description

[] Apr 21, 2026, 7:49 PM Ciscol@ Appliance version
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< Add Custom SSL Certificate
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Z¢ System Settings ; « Ssl Certificates
Add Custom SSL Certificate

&' Connection Management

SSL Certificates

2 Activity & Logs Upload a .txt file containing the certificate and key as text strings.

@ Systam

Configuration g

Select or drag file to this area to upload

Only one .txt file can ba uploaded

(I Enable custom SSL certificate

Save Cancal
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Inventory collection Daily at 02:00 AM CEST




Bt

6. FFEWE. BEEFMEN , 72

\ﬁ

BYEL

o

N WE  Cisco QLINKEEREBT ABHEBRT | RARBEDEBIRES S, BIRSAEE
HE  FHAAEBNERNERRE.

ENMEERERNEE , FUITUTRE

1. #£System SettingsH & Connection Management, 3 #f k& Bl & & RConnection
ManagementE [H

Connection Management

Connec! tions Credentials Assats

[6  Catalyst Center

Configured Connections

Scheduling

2. #— T Direct Connection, #8RDirect Connection® , EFEEMQ2)ERARKEE IR
",

B System Settings 5 4 Connaction Managament
Direct Connection

&% Connoction Managemant
£ Activity & Logs Choose a Method of
Entry

a System
Configuration

3. #&#— T Choose a Method of Entryfy EiBIEIE , ARFEAUTHFEZ—RRXEE .



« LEERE-TIHHERESR , AEE—TSubmit

- EEEREE M AEBEMRSE, IPHutSERS RN EMEN/HIPHUIEE | RRIE—T
Submit

BURX%E , RReREEHEDE|Assets R 51 HRK.

i

4. FTEWHE. BEFHEE

2
W

A B

N Wi Cisco QLNKEERET BB BRE  REMDARADNES R, BARRCHE
AtE  EENSEBNERNEBRE,

BEZH
FTEAFEERCisco IQ LinkfIR#THBERNE, BtEWRE  FUTUTRAE

1. #£Connection ManagementE EHAIScheduling o7 , AEE R FTE IR — TEdite. RFKEFERD
SRR TREFEL EE.



dies’ 1Q Link

‘0 System Settings 3 « Connection Management

Edit Schedule

#¥ Connection Management

£ Activity & Logs Schedule Discovery Frequency

Weekly

oy System
Configuration

Schedule Inventory

Frequency
Collection

Daily

Submit  Cancel
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[2] SFTP (SSH File Transfer Protocol)
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