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Security Advisories by Coverage Status

NOT COVERED: 6,046.00

26,803

advisories

“ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are N JOVERED account for 6,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.
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Inventory

Assets

# Insights : 70 assots (44.3%) that arm

EAssetsEAREAFEHES
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U Assets > Inventory Export Options
5 Overview bt
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1. Inventory
rvice Contracts

) EndofLife 381 assets (69.5%) are rac by any support contract, which may limit acce:

Froduct D
Product ID Product Meaxt Mext Cove
Type Milastone Mileston... Nurnber Statu H Product Type

End of Servi.. Jan 29, 2027
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Assets Service Contracts

Overview
Inventory
Service Contracts

End of Life Coverage  ®  ContractNumber  Support Type Support Tier Start Date End Date

Partner
Status

EFREEEEAR BTN  FiE—TREEET. Table settingsFEENEE o

20 @A

Assets Service Contracts Table Settings

Overview
Inventory
Service Contracts | his : Presidio Networked Solutions I the partner for
i) Endof Lite
Coverage status Contract ID Start date

]

B Start date

B e

Apr 14,

Sep 1,

No support
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Overview

Product family v  Lastsignaldste v  Dmtasource v Assetlocation v

Invent:
Lontiot] Total Assets

Service Contracts

End of Life

92% 8%

of sl assets of ail axsels

Assets Covered by Service Contracts View details Last Date of Support Snapshot

150
37

Number of Assets

Number of Assals

Standard Signature

0
Support Ter Pastmilsstons  WRh1Zmonths  Within 1224 mon..  After 24 monthe
Key Asset Matrics

Assets with telemetry Assets without telemetry
167 0

with talematry without tetsmetry

Assets With Critical or High Security Advisories View details Assets by Criticality

View details

145 assels can be evaluated for criticality.

2. 3% —T TCustomize. »

Overview

Overview

Inventory

Service Contracts

End of Lite

Key AssetMetrics  »
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Overview Filters

Total Assets

f Support Snapshot
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4.3 —T TSave Filters . BSHERBBREENENZR[RE,

Name saved Filter

Filter name *

Custom Filter |

Cancel Save Filter

CipEdEg i
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6. 3 — T Save FilterE{THEER
BB
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1.¥%—T TFilters. »

Asset

Product type

Routers X
Covered assets Uncovered assets
as 100% o Product family
Caversd of all assats Uncaverad

Product ID
Assets Covered by Service Contracts View detalls Last Date of Support Snapshot

Contract number

Coverage status

Support type

Coverage end date
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Covered assets
45

Coverad

100%

of all assots

Assets Covered by Service Contracts
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< Saved Filters

Uncovered assets
[+]

Uncoversd

Last Date of Support Snapshot
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< Saved Filters

A list of previously saved fillers.

Saved Filters =

Covered assets
45 100% ]

Coverad of all assots Uncoversd

Assets Covered by Service Contracts View details Last Date of Support Snapshot

B 1 e 2R 8
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Cisco 1Q Al AssistantZh8E‘21F :
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FhECisco 1Q Al Assistant

£ A Cisco 1Q Al Assistant:

Overview

Product family ~ Last signal date ~ Jata source

Total assets

1. BB — T Al AssistantB ;R #k — T Ask AIZREE)Cisco 1Q Al Assistant.
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Al Assistant
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How can | help today?

Summarize assets past Last Date of Support (LDOS).

=
i

AL AFTNRTHBAERERINRERE,

it 1Q
Al Assistant

9 Al Assistant

+ Lifecycle & LDOS — fi ast or o ing end-of-life miles
+ Coverage & contr:
= Sacurity adviseri
* Inventory breakdowns — fi
Telemetry & connectivity

= Browsa prompts
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N thread
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Al Assistant

How thread

Summarize assets past Last Date...
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7+ Analyze response

Y Browse prompts
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e are multiple 25 related to DHCP vulnerabilities. Here are etails: [ Are thers any

* Cisco 10S and 10S XE Software DHCP Remote Code Execution Vuln

Advisory ID:
PSIRT ID:
CVE:

CVSS Score:
Defect IDs:

witha
105 XE Software DHCP Remote
ing a 0

CP packets could caus eloading the affected device.
nial of Service Vulner: )

Advisory ID:

PSIRT ID:

CVE:

CVSS Score: 7.
Defect ID:

Vulnerability Metrics 3 1 rscorns

1
Critical CVSS O

O D C
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- RABERKBZERETHLERE  SIWAR BEEEHMIAEENX
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Cases

ROEEYREEAERAIBBEMRBTEEAERS  RAXBRANBESIRERE, It
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BB TROAEE,  FRAETUAE-—EAVERESKNRBEZTERS, CUEPERERMIRE
. RIRER, REGEEUNBREBFERESR #MESRGEEREYEREESIE,

Bft#% A : Cisco IQ Al Assistanti2 R~
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- RRBEBREXEAH(LDOS)WEE.
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- EARR12BAAKESZDFHEELDOS?
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- REBELDOSERZRBYERERSHNASEERRS,
- REKBLDOSEZR Ze BB BN FNEE.
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« BATRRMARIREE

- BREEFAEE
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- BERMINSRFEFNEMSHTIEEE
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TroubleshootingBE& FiRMHLUTRR :

o WMAIHEBR R AR B SRR [Error] MK HARA R EH ?
o W{AIHEBRELD & R AL FE E[ABCD]M R AR E ?
« WM#EEMRID [ABCD] LB E[XYZ]?

HE — REMMEBRTRHENUTRE

- EREEDHCPHBNER ?

- EREREHHARBREHEERREMEBAOWebUIFFAIEARE ?

- ERBAHTTPZH , BEESRECHNZE LERNEEBRAHTTPHIRE ?
- RNERTPEZ D ERZEBERFEERE?
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- BREBRHAERIINVEETEHHE?
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- BEBRNERRIEREEREEBNRERA?

- BZLEECKBHNMG , REBFENLARSZSD ?

- BEFHREESEEBNRERA?

- BEREER=BMEKERNRARSS , BHRRIPLI EHEE ?

- BEEEEFEARENNSBRELRERE ? ERREUT B EEE ?
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- BBREM. ENRRARNBENEEREERRARENMAS

Assessments - Security Hardening B & T2 LA TR R

- BREREENLZSEMILREERRMAE?
« {a5@{t.Cisco |IOS XEZEE ?
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- HEARBRREENERBRILERERMTE?
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