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System Settings Connection Management

Local Identity & N Connections Credentials Inventory
Access

Connection Management
Credentials

Activity & Logs

% Package Management

System
Configuration

1

No credentials yet

Add credentials to start collecting data from your assets.

Add credentials v

CredentialsE %

3. ¥ — T Add credentials,
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‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

WEBE
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4. & AName,

& Connection Management

Add Credentials
3 Credential Name and Protocols
2 | Enter Login Details

3 ) Specify IP Addresses
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‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

8 BIREF AR

N e UWREE REEL—SREE TR ERNRE.

Add Credentials

(v ) Credential Name and Protocols
28 Enter Login Details

3 | Specify IP Addresses

Credential Name and Protocols

Name

Select at least one protocol

() sNmpv3
() snmpv2

() ssHv2

() Telnet

() HTTPMHTTPS

Cancel

Enter Login Details

SNMPv3

Cancel

Username Engine

D (optional)

Authorization Authorization
algorithm password

Show

optiona
(op password

Privacy Prrilacy

algorithm

v Show
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i 1Q Link

‘o System Settings € Connection Management

Add Credentials

.‘ Connection Management

£ Activity & Logs

v ) Credential Name and Protocols Specify IP Addresses

Included IPs
a System v | Enter Login Details
Configuration

B) Sspecify IP Addresses

Cancel

Back Save and add another credential Save
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~

%' Connection Management

Connections Credentials Assets
2> Activity & Logs

Credentials
Q System

Configuration

1 result

Name Protocol Included IPs

HTTP/HTTPS
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1. £ System Settings$i&#ZConnection Management, 3 #f k& Bl & & ‘RConnection
ManagementE [H
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‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

EIREE

Connection Management

Connections Credentials Inventory

Connection Methods

Manual IP Address Network Scan

Catalyst Center
v Direct data collection Direct data collection

Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

No connections configured yet
Scheduling

Discovery and Inventory
Collection Times

2. ¥ — T Catalyst Centeri&I&,
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‘0 System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

#i8Catalyst Center

¢« Connection Management

Add Catalyst Center

IP Address IP address /| FQDN

Select credential

v

Only credentials using HTTP protocol

Submit  Cancel




3. B AIP Address=FQDN,
4. #£Select credential FHIBREFREFAENHTTP/HTTPS &,

5. —TSubmit (X ) . RMEETRERERE (RZSFETSHE ). EALITEConfigured
Connections T #4557 18 # Catalyst Center,
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1. £ System Settings#i&#ZConnection Management, 3 #f k& Bl & & ‘RConnection
ManagementE [H

cls(c IQ

System Settings .
Connection Methods

Local Identity & 5

LEEEEe Manual IP Address Network Scan
Catalyst Center . i X .
Direct data collection Direct data collection
Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

% Package Management

No connections configured yet

System
Configuration

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AMIST

EREE

2. #—T "Manual IP Address. . #§F8 RDirect Connection® , EHEEMQ)EARKEER
HIEIE,
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‘0 System Settings & Connection Management

Direct Connection
Local Identity &
Access
A Add credentials before form submission to ensure an immediate, x

successful discovery. Re-discovery will run on schedule until

Connection Management 3 5
credentials are provided.

Activity & Logs Add credentials
Package Management

Choose a Method of (®) Upload afile () Specify individual devices

System Entry
Configuration Download the template and add your device information. Then attach the file below.

&

Click or drag file to this area to upload

Only one CSV file can be uploaded. 50,000 assets maximum.

Submit Cancel

LEER

3. #— T Choose a Method of Entry PRI EEEIE , ARFEAUT HEZz —R2Hs

- TEERZE-THIERER
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4\  Add credentials before form submission to ensure an immediate, %
successful discovery. Re-discovery will run on schedule until

‘0 System Settings
credentials are provided.

Local Identity & Add credentials
Access
Connection Management

Choose a Method of (O Upload afile (@) Specify individual devices

Activity & Logs Entry

Enter hostnames or IP addresses

Package Management

System
Configuration

Submit Cancel

EEERAEE
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Management & [H
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System Settings .
Connection Methods

Local Identity &

Access
Manual IP Address Network Scan
Catalyst Center ) ) ) .
Direct data collection Direct data collection
Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

Package Management

No connections configured yet

System
Configuration

Scheduling

Discovery and Inventory
Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST
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2. #&—T TNetwork Scan ( #E&#w# ) 1 . B /RConnect Assets by Network ScanEH , HEH
TBE=(3)ERE,
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‘0 System Settings > & Connection Management

Connect Assets by Network Scan

Local Identity &

>
Access

Scan Method
Connection Management

(® specify IP Range () Specify Discovery Protocol (CDP/LLDP) () File Upload
Activity & Logs
Name
3% Package Management

System IP Start
Configuration

Schedule Scan

Frequency

v

Connect assets Cancel
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EE#BHE(CDP/LLDP)EEEE AR RRIGE
BREELEER  fINEEERIER

3. & AName,
4. B AP StartfIP End,
5. #£Schedule ScanT , ###Frequency and Time,

6. ¥ — T Connect assets,
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Edit Schedule

Local Identity &

>
Access

Schedule Discovery Frequency Day

ion M: it
Connection Managemen! Weekly Q© Susday

Activity & Logs

e Package Management Schedule Inventory Frequency

Collection Daily

System
Configuration

Submit Cancel
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&¢ System Settings Package Catalog
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Account Detals
= Fiters 8rosuts
S identity & Access
] i Systems

® Tess

AssetData
¥ Data Connectors Ckoolal vkl GRIINETS Cisco I Virtual Appliance

iy colots and transmits assat tolomatry from your on- promisos netuerk to Clsco 0, enabling Al-powered ing that no systam datalsleave your premisses. Supports

£3 servics Contracts
claco- 120 Clsco- 12008
P FileUpload
Released u 15,2028 . Rleased u 15,2028 Detsilz | Download options

[ r—

Modules

® ®

2 ActviytLogs

Assets App On-Prem Al Inference Infrastructure

Estabisna

tory
Cisco - v1.0108
Releas

Released Jul 17,2026

Rules

Assessments Rules Sample Package Rule

estion bucket, bundles It and moves totarget minio bucket. tructured data packa
5 —that aro package
app

Cisco+vi012

Released Jul 14, 2026

Entitlements

‘2 B &

3. RFATEMWEE < , B — T Download options > Installation packages. Download#5 & B&EN S
58

N omE . ras BEARRAER.

Download Assessments

System version

System v1.2.0

Build type

Application version

Cancel Download
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4. e T hIEE P EESystem Version,
5. £ Thii#E E i EBuild types
6. #&—T "Download. , BERRBEEZRM,
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7. B EVA,

8. BE ZHome > System Settings > Package Management, ZifFEEIEH ~ "Package
Management, BEH , EFEEUTER ;
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&o System Settings > Package Management

Local Identity & Modules Rules Entitlement

R >
& Access

+ Add module

Connection Management
Activity & Logs ®
3& Package Management
Assets Application.

System

Configuration v1.0.80

Installed July 16, 2026
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‘o System Settings > & Package Management

Add Module
Local Identity & 5

Access A SCP server configuration missing
To update the system via SCP, set up your server in SCP server.
Connection Management

Activity & Logs
y & Log: ™ et Select Module

File selection

& Package Management
2 | Select Deployment Size Serve O Local file upload

System
Configuration

Cancel

g
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« Package Management

Add Module

- —— Select Deployment Size

Select the appropriate deployment size based on how many parallel devices you would like to support.

Large Large deployment profile

8 8192 20480
cpu RAM Disk

System
Configuration
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Upgrade Assessments

System version

System v1.2.0
Current app version

Build type

Application version

Cancel Download

2. fe T hLE B A iEE System version,

3. T hEE HiEIZFCurrent app version,

4. R FHLEEAFEEBUIC types
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EIEEE
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Package Management

Modules Rules Entitlement

+ Add module

Stop module

Update

EXTE A

1. #£Package ManagementEEH , & — T AT E#&EHENManage > Update,
2. i### Update type:
- EEHRHEARND
« EFThRA
BUMRBETERMERN , FE-—TT—F , ARET —HLEEHHILE KD,
=%
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Z¢ System Settings Package Management

Modules Rules Entitlement

Local Identity &
Access

Connection Management

Activity & Logs @

Package Management X
e . Assessments

Proactively assess network

System infrastructure for security, compliance,

Configuration and lifecycle risks. Run assessments on
a schedule and turn validated findings
into insights, recommendations, and
structured reports. Covers security
hardening, quantum-safe readiness,
software conformance, security
advisories, config best practices, and
field notices.

v1.0.49

mEEETE

On-Prem Al ...

On-prem Al inference for CIQ air-
gapped deployments, powering
inferencing capabilities on the virtual

appliance without external connectivity.

Requires one NVIDIA GPU (for example,
RTX Pro 6000 Blackwell Server Edition)
to run a GPU-accelerated small
language model stack.

vl

+ Add module

®

Establish a single source of truth for
your Cisco installed base by
consolidating hardware and software
inventory from Cisco Install Base,
telemetry, and customer sources.
Explore, filter, and act on assets
through dashboards and inventory
views. Covers service contract and
entitlement visibility, LDOS and EoX
planning, asset criticality insights,
security advisories, tagging and
organization, inventory export, and self-

1. #£Package ManagementBEHY , &2 — T ATEEHEAIManage > View Scheduled update, #%

BrARATEENRE.

dses’ 1Q Dev (Internal use only, no support available)

¢ Package Management

View Scheduled Updates

Xg System Settings

Local Identity &
Access
Review Update

Connection Management
A\ Application downtime: 2 minutes

Activity & Logs

Update type Application version

Change deployment size v1.0.11

Package Management

System
Configuration

EE
I
1
K

Deployment size
Small > Medium

The application will be temporarily unavailable during the update process.

Update schedule

2. RIBFEEH — T Cancel UpdateEiReschedule Update,

2026, 12:01 AM

Local Admin
@ | I Default-Customer

Cancel ypdate

Application name
sample_app
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2. i B|System Settings > Package Catalog.

3. XAMEMHR A= , #— T Download,

N WE LTRSS ARAssetsIRE,

Download Assets Rules

Target app version

assets v1.0.0

Cancel Download
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5.#%— "Download. , #ERMEFERM,
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6. EfMEVA,

7. BEZEHome > System Settings > Package Management, RZ#FEENZEE R "Package
Management; EE , HFEEUTEX.
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8. #—TRulesEH&,

&g systemsettings > Package Management

¥ Connection Management Modules Rules Entitlement

*
e Activity & Logs

&% Package Management

o] Sysh?m 5 assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade

HEEE

9. & —TAdd rule,



Add rule

4\  SCP server configuration missing
To update the system via SCP, set up your server in
SCP server.

File selection
O Local file upload

Add

g Al
10. IZBEHI1ZMFile selectioniEIE :

- REBERHBESCP)ARRF BWARRERINEIESR, HRAEER , ERERALE %
« FEREEERTENZEER,

1M1.8—T "##, . MENRUBRESEERH,

TR

BEARBA , BRTUATERE

1. B B|VAH K System Settings > Package Management.



do Systemsettings B Package Management

& Connec tion Management Modules Rules Entitlement
2 Activity & Logs

3% Package Management

@ System
Configuration

Ttk

2. EFFEMR RIS | #—TUpgrade, Upgrade Rulet? & BRI,

Upgrade Rule

File selection

(®) scpserver () Local file upload

FHik A

3. ZEEHIEMFile selectioni®18 :

- REBERHESCP)AMRRF WARKERINEES, HRAEER  BREALS
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1. B AZFCisco 1Q.
2. BE F System Settings > Package Catalog,

3. BRI~ , B—TEIURKHK, HEBELENIRE.
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Cisco » v1.0.46 8
System Settings Create entitlement bundle X
Released Jul 16, R
i Details = Down Choose which assets and their associated support coverage data to be included in the entitlement bundle for your Cisco 1Q
Account Details Entitlement. This may take a few minutes.

Identity & Access Rules Create Encryption Password

Set a password to encrypt your bundle. You will need this code to securely import the bundle into your system later. Make sure the

password includes the following:
Tags

@ Atleast 15 characters
@ At least 2 uppercase characters
Assets Rules © Atleast 2 lowercase characters

Asset Data

Data Connectors @ At least 2 numeric characters

Pulls data from SaaS cxp-datalake-ingest
it and moves to target minio bucket. © Atleast 2 special characters

=1 i @ No repeating characters
[fg Service Contracts s

") File Upload Password

Released Jun 30, 2026
@ Package Catalog

Confirm password

S Activity & Logs Entitlements

Asset scope
@ LUERES O Selected assets

Cisco IQ Entitlement

Bundle and export your device entitlemer
transfer or archiving.

By ermsa

4. MARTE, F2RER LETHNEBEYRA,
5. #£Confirm Password # B X % A M B #9255
6. REHE TEEHE, EERH.
- MEEE SRERECNMEEE
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8. B AFIVA,

9. E¥ FHome > System Settings > Package Management, Package ManagementEHIEZ &

UTER :
- Ri
- B8
- BRI
10. & — T Entitlations 5 %,

&0 Systemsettings Package Management

Local Identity & Modules Rules Entitlement

& Access

&' Connec! tion Management

@ Activity & Logs ‘

3& Package Management
No entitlement added yet

zﬁ“:;raﬁon Import an entitiement bundle to activate support coverage and enable asset management. Download entitlement file in Package Catalog.

+ Add entitlement

EntitlementE £

11. ¥ — T Add Entitlement,



Add Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add
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12. BIEEIEMFile selectioni®IE,
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Package Management

Modules Rules Entitlement

assets_enti..

Cisco IB data package

Cisco » v1.0.68

Installed July 19, 2026
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Upgrade Entitlement

File selection
@ SCP server o Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add
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2. 1BEHIEMFile selectioni®1H :

- REBERHESCP)AKR BARETRINEIES  HRAEER  BREALS
3

c AEREEERATIENZRER
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BRERA (AKI0GB) ; FTRIRRE AN,

A AIHE IR B SAE R BT R R
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« VAR ZBSEEBGPUFBEFFTENVM sSmEEZE—REGPU , IR RE—EGPU , BIELIELT
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REDWAIEERER

EAEVALLERNIAIMEERELHE , 35 Cisco IQ SaaSTHAZPAIRIEE B L FEiELE

1. B AECisco 1Q,

2. BE FSystem Settings > Package Catalogs


http://iq.cisco.com/

‘o System Settings
Account Details
@ Identity & Access

@ Tags

Asset Data

&" Data Connectors
@ Service Contracts

¥) File Upload

[ Package Catalog

2  Activity & Logs

ZEEXE

Package Catalog

These packages are intended for on-premises deployments.
= Filters 8 results

Systems

Cisco 1@ Link

Cisco IQ Link securely collects and transmits asset telemetry from your on-premises.
network to Cisco IQ, enabling Al-powered predictive insights

Cisco « v1.2.0

Released Jul 15, 2026 Details  Download options v

Modules

®

Assessments

Proactively assess network infrastructure for security, compliance, and lifecycle risks. Run
assessments on a schedule and turn validated findings into insights, recommendations,
and structured reports. Covers security hardening, quantum-safe readiness, software
conformance, security advisories, config best practices, and field notices.

Cisco « v1.0.47

Released Jul 17, 2026 Details  Download options v

Cisco IQ Virtual Appliance

Cisco IQ Virtual Appliance delivers management features while ensuring that no system
details leave your premisses. Supports environments where data centers operate in
disconnected mode.

Cisco + v1.2.999

Released Jul 15, 2026 Details  Download options v/

®

Assets App

Establish a single source of truth for your Cisco installed base by consolidating hardware
and software inventory from Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory views. Covers service contract
and entitlement visibility, LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and self-service lifecycle updates
such as location changes and decommission requests.

Cisco + v1.0108

Released Jul 24, 2026 Details

®

On-Prem Al Inference Infrastructure

On-prem Al inference for CIQ air-gapped deployments, powering inferencing capabilities
on the virtual appliance without extemal connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a GPU-accelerated small language
model stack

Cisco « v1.0.4

Jun 4, 2026 Details  Download options v

3. RAMAIMBEREEFD | 2 —TDownload options > Installation packages. #$B8RX
Download ApplicationtR &

Download On-Prem Al Inference
Infrastructure

System version

System vv1.2.0

Build type

Release

Application version

1.0.4

Cancel

Download
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4. fE T HLEE FiEESystem version,
5. & THhEE HIEEBuild type,
6. #—T "Download. »

7. B EVA,

Wl 1Q
‘O System Settings Package Management

Entitlement

Connection Management Moduics Rulss

Activity & Logs

Package Management

Common A...

CAF (Common Automation Framework) provides GitLab-
based CI/CD infrastructure for Cisco ACI network automation
on the CIQ platform.

@ System
Configuration

v1.0.30

Installed July 21, 2026

HaER

8. BB EHome > System Settings > Package Management, R#PEEN SR

+ Add module

®
Assets

Establish a single source of truth for your Cisco installed
base by consolidating hardware and software inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0112

Installed July 21, 2026

MPackage

Management, EE , HFEEUTER :

- 1248
HA
- &R

9. &£ "Modules; BE&H , #&#— TAdd modules,



Select Module

File selection
@ SCP server O Local file upload

EEER
10. BIZEIEMFile selectioni®1H :

- SCPARFMARRERBINEIER (BBARKER )
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11. ¥ "Nexty ( T—% ) . RIFEMH LEER,
12. i#E$EDeployment Size ( fla1Small., MediumZkLarge ) »

13. #—T TAdd Modules . £ , KIFEE40-457 8 F 85T Ko

REZTHE , AEABEBEREBEERERECEENEERR .
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alvalr,
asco 1Q

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

Package Management

Modules Rules Entitlement

Assessments

Proactively assess network infrastructure for security,
compliance, and lifecycle risks. Run assessments on a
schedule and turn validated findings into insights,
recommendations, and structured reports. Covers security
hardening, quantum-safe readiness, software conformance,
security advisories, configuration best practices, and field
notices.

v1.0.54

Installed July 19, 2026

IREBAIEE L8

ZEEZER ,
SREEEME,

ERAIXERNIEE

On-Prem Al ...

On-prem Al inference for CIQ air-gapped deployments,
powering inferencing capabilities on the virtual appliance
without external connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a
GPU-accelerated small language model stack.

v1.0.4

Installed July 19, 2026

RINZHEARAIMEBEER R EEAR  VANTEF S HBEASK AliZdl,

AEEERNAI

BEREEFEAASKAl,, FHITUTERAE .

1. BEBHomeiZE > Assets, RGBSR

R TAssets) BHMEH,

+ Add module

®
sssots CIEED)

Establish a single source of truth for your Cisco installed
base by consolidating hardware and software inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and in

views. Covers service contract and entitiement vis

LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.115-PR1145-7af56f92

Installed July 18, 2026

FE25Z0n-Prem Al Inference Infrastructuret® #8358 fiManage., MEFMHET |
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W Assets Overview

@ Overview = Filt \‘AhskAl [E‘u

Inventory Total Assets

Service Contracts 4,231 17,869

Assets Assets and subcomponents
End of Life

Key Asset Metrics

Covered Assets Uncovered Assets

2,520 60% 171 40%

Covered Of all assets. Uncovered Of all assets.

Assets Covered by Service Contracts ew details Last Date of Support Snapshot View details

2,000 Eral

rgiR, &8

2. B—TAsk Al, AEBRIAIMEEEREERERE.

Al Assistant

(@ Al Assistant

Toduy View task breakdown

Asset overview query - i
| can help you explore your Cisco install base. Here are my capabilities:

« Lifecycle & LDOS — find assets past or approaching end-of-life milestones
« Coverage & contracts — check contract status, warranty, and renewal windows
Security advisories — surface PSIRTs and vulnerabilities by severity
+ Inventory breakdowns — filter by product family, location, software type, tags, and more
« Field notices — see how many of your devices are affected by critical or high severity field notices
+ Telemetry & connectivity — see which devices are connected and last signal dates

What would you like to know?

[l R e

2 Browse prompts Ask the Al Assistant a question

A nt can make mistal

BERR

3. & — T Browse prompts AR A ARV IR 7R , SFEAsk the Al Assistant a questiont i A B
ERBEE,



Al Assistant

Summari ssels pas ate of Support (LD

(¥ Al Assistant 211 FM
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ands out with the tl i at 12 units. se results focus on
it:

Favorites 0 e Configuration More ~

Summar

Ganerate a FPT summary report for all L

mponents will reach LDO

4. —TrrENIRTRRIREnteri®, AN#bSLMAEREME,
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E £ Oracle Inventory 18 Al #T :
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Inventory
is equipment, o

Service Contracts

the 1,711 assets with no active coverage, 1,

End of Life

Product ID Product Equipment Serial Next
Type Type Humber Milestone

ErF

2. MBRAIERB DT, BRATRAR  BREBIEEFRED,

N W B TRl Analysis TRIEET,. BERNESZREET
2,

EARHEZR

BAERE R IR

AEHFMANBEREREAREAN K OIEE. EXEREM—FNEAERR. ELCRBEREL
BILEBIT/ER

o E R
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- 1Q

Aszets » |nvent°ry
Overview
Inventory

Service Contracts

Insights
End of Life
69 assets that are not cov by any support contract have alrea
Prioritize upgrad r replacements for th 5 to mitigate operational risk
175 Cisco Catalyst 9300 Series Switches (4 of
Align renewal planning with the channel partner for these busine:
73 assets with |
te v for t

75 assets (4. have cover } een Apr 24, 2026 and Oct 24, 2028, with the earlie eadline on Apr 30, 2028,
id lapses in vendor support and potential cost increases.

:
;
9

75 assets (4.4%) have End of v tract wal dates b n May 1, 2028 and Oct 24, 2028, starting with a deadline on May 1, 2026. Coordinate
with tha selling partner to renew these contracts before exp

Product Product Serial » 1 Contract Coverage Telemetr
[[+] Type Humber Milestone . Humber Status y Status

d an End of S Jun 25, (] (]
Switches End of Ser...

Switches

RN AT E AR

"R, EARPRMTUTERE

* & — T Expand& 7 7] & A E R I FE R H B #F
« ¥ —"TThumbs Up=i Thumbs Down[El ‘R 12t BAAILE BRI B K I 88

« B—"TFFull Analysis ABE R INERR,. ERANDTHURER., BRBRNBRFEBLRR



Al Generated Inventory Analysis [ 4 Download PDF »

Security Advisories by Coverage Status

NOT COVERED: 6,046.00 -

26,803

advisories

"\ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are NOT COVERED account for 8,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.

EHEDM
TEDHPRE T UUTEE
- E—TTHPDF , AENEHINSERT D MNBRREA
[E L& &
FEHBE R XIsH.csviEREHEENZ L BN EERRR.

N HE EHpAEEERRAEREER.

REEELEA



le]

Assets Inventory

Overview
Assets
Inventory
Q Search Product family v ProductID v Location v Tags v = Filters (1) 1716 results Reset filters
Service Contracts

4 Insights : 69 assets that are not covered by any support contract have already reached of Support, leaving them wi t security patches or bu... v
End of Life

« 175 Cisco Catalyst 9300 Series Switches (49.7% of assets) lack active support contracts which may limit access to Cisco support resources

Product Product Serial Next Next Contract Coverage Telemetr Securit ® &
ID Type Number Milestone Milesto... Number Status y Status Yoo

HREEREATELER

2. E_-F rEXportJ o %l LB%E”%@ZT‘ FEH:IIEIEJ o

Q 2 Q0 @]

Assets |nvent°ry Export Optio S

5 File type
Overview

Assets ® csv O xLsx
Inventory

Q search Product family v ProductID v Location v Last signal date v Tags v | =Filt
Service Contracts S E L
—_—m———————  Select to include columns or deselect to exclude

T 4 Insights : 381assets (69.5%) are not covered by any support contract, which may limit access to Cisco support resources. R them from the file to be exported. Drag to reorder.

29 assets (5.3%) have

Name

Product ID
Product ID Product Serial Next Contract
Type Number Milestone il Number Product Type

Switches End of Sen Serial Number

Switches Next Milestone

Switches Next Milestone Date

espBeo0o

Switches s Contract Number

Switches : Coverage Status

Switches Telemetry Status

Switches Security Advisories

N Data Source
Switches

Location
Switches

IP Address
Wireless

Role
Wireless

Importance

BEE H3ETH

3. IBEXMFE B,
4. 3BTRS PR BREU B,
5. —T TExporty » BETHIZERVAM THERK,



BULEERRE , ATENEENREN B ERRENA RS,

Q

Assets Service Contract:

Overview

All status types v All expiration d... Tags v 167 results
Inventory

Service Contracts

End of Life Coverage Contract Number Support Type Support Tier Start Date End Date Partner
Status

EFREEEEAR BTN  FE—TREEET. Table settingsFEENEE o

I::lwlsl::loh 1Q 3 O @ ‘ R

W9 Assets Service Contracts Table Settings

Overview Table Density

Condensed
Q Search All status types v All expiration d... Tags v 167 results O

Inventor
y @® compact

Service Contracts 4 Insights : Presidio Networked Solutions is the partner for half of the 4 expired se contracts, indicating a potential concentration risk for O Comfy

O Spacious
End of Life
Coverage status © Contract ID Support type Support tier Start date End date
—_————————————————————————————————  Column Settings
() swss No support Feb 19, 2022 Feb 5, 2 Select or deselect to show or hide columns. Reorder

columns by dragging.
TSS No support Dec 24, 2021 Feb 23, 20

&) Coverage status
No support May 2, 2022 Jul 11, 2
) Contract ID

No support May 31, 2023 Jul 11, 202 Support type
No support Nov 9, 2022 Oct 26, 20 Support tier
No support Jul 15, 2023 Feb 25, 20 Start date

Basic Feb 7, 2024 Aug 20, 2¢ Endicals

Partner
No support Jun 29, 2023 Nov 17, 20
Basic Oct 18, 2023 Dec 30, 2C
Basic Aug 7, 2024 Apr 17, 20:
No support Nov 6, 2023 Aug 10, 20
Basic Apr 14, 2024 Nov 3, 2

No support Sep 11, 2025 Nov 11, 20

No support Aug 19, 2024 Apr 30, 20

(]
()
()
()
(]
(]
]
(]
]
(]
(]
]
]
(]

Basic Jan 25, 2025 May 14,20 peset to default Cancel
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1. B BB RN

1Q

Assets Overview

Overview Product family v Lastsignaldate v Datasource v  Assetlocation v = Filters I 9 Ask Al |[ Customize

I te
AL Total Assets

Service Contracts 1 67

Assets
End of Life
Covered assets Uncovered assets

153 92% 14 8%

Covered of all assets Uncovered of all assets

Assets Covered by Service Contracts View details Last Date of Support Snapshot View details

SR —— e e 40 -
37

2
]
@
@
<
]
3
a
E
3
=

Number of Assets

10

Standard Signature No support

Support Tier Past milestone ‘Within 12 months Within 12-24 mon... After 24 months
Key Asset Metrics

Assets with telemetry Assets without telemetry
167 100% 0 0%

with telemetry of all assets without telemetry of all assets

Assets With Critical or High Security Advisories View details Assets by Criticality View details
145 assets can be evaluated for criticality.

D e

=H|

2. ¥ —T TCustomize. »



Overview
WS Overview
%= Inventory
[E) service Contracts

@ EndoflLife

i KeyAssetMetrics »

mEE B KRR

3. MBEEFRURHIEMR

- EFHEY I EREIFTENAR S

. MR — T Delete B~ o MiBR & 4

- ERBR-TEEAAER , KBERREEAHRKMHR
4. % —F "Save. . #4#8~Dashboard Savedi& S,
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1. B BB RN

2. & —T TFilters, »

> Q Q|

feeny Overview Filters

Overview

Product family v Last signal date v Datasource ¥  Assetlocation v = Filters n

H I t
o LRy Total Assets

No saved filters yet
Service Contracts 1 67 Select a set of filters to save for future use
Assets

End of Life Asset
Covered assets Uncovered assets Product type
153 92% 14
Covered of all assets Uncovered

Product family

Assets Covered by Service Contracts View details Last Date of Support Snapshot
O — s . Product ID
37
35

‘Contract number
30

= Coverage status

Number of Assets
Number of Assets

Support type

Cancel

ERIERAF

3. R THIREFEEMENBIRER,

4. ¥ —T TSave Filters . #&FRM "ABFHEFRIBEER . (Name Saved Filten)R &



Name saved Filter

Filter name *

[ Custom Filter |

Cancel Save Filter

FEREE

5. mAIBREERHE,

6. 32 — T Save Filter1THER,

migIREAR =B

EREBAERMER  FITUTERE

1.¥%—T TFilters. »
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Assets Overview Filters

Manage saved filters

‘Saved Filters
Overview

Product family v Last signal date v Data source v Asset location v = Filters (1) Resetfilters

® v
Inventory Total -

Service Contracts 45

Assets
Product
End of Life &2

Asset

Routers X
Covered assets Uncovered assets

a5 100% o Product family

of all assets Uncovered

Product ID
Assets Covered by Service Contracts View details Last Date of Support Snapshot
40 oo 35
‘Contract number

Coverage status

Support type

Number of Assets
Number of Assets

Coverage end date

Cancel @ Save Filter v

EEORENENESR

2. MEEERFNBIRR

3. B BIEFERS.

* Q0 0|

D Overview < Saved Filters

A list of previously saved filters.

-

52 Overview Product family v Lastsignaldate v  Datasource ¥  Assetlocation v = Filters (1) Resetfilters R
SavedFilters

Inventory

Total Assets
Service Contracts 45
Assets
End of Life

Covered assets Uncovered assets

a5 100% (1}

of all assets Uncovered

Assets Covered by Service Contracts View details Last Date of Support Snapshot

40 35

Number of Assets
Number of Assets.

fm 45 B 2R
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6. & — T Save Filter ¥ 1THEFR,
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EMBBREERBIRER , FHTATRE
1. — TFiltersJ o

2. B—TRERFNBREETR
3. B B iR,

sl
cisco 1Q

8P Assets Overview

B3  Overview Product family v Last signal date v Data source v Asset location v

B Inventory Total Assets

Service Contracts

End of Life
Covered assets

45 100%

Covered of all assets

Assets Covered by Service Contracts View details

40 e

Number of Assets

i B fok 17 Y B 2

4. B —TDelete R, #EFHBMRFEFNERRE,

* L 0O |

< Saved Filters
A list of previously saved filters.

= Filters (1) Resetfilters
Saved Filters Delete filter

45

Assets

Uncovered assets

0

Uncovered

Last Date of Support Snapshot
3 --eeeeneeneeneen
30

SRS

Number of Assets.




Delete saved filter

Are you sure you want to delete s

Cancel

it B faf 17 29 18 8 2R BT
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cisco \ ) ® | IQ
SO .
Ny Assets Overview
B3 Overview = Filters [ 9 Ask Al ] [ Customize ] [ Saved Filters ]
&2, Inventory Total Assets
@ Service Contracts 1 9 9 92 8
@ End of Life Assets Assets and subcomponents
Key Asset Metrics
Covered Assets Uncovered Assets
186 93% 13 7%
Covered Of all assets Uncovered Of all assets

Assets Covered by Service Contracts View details

200 s
186
150 e EE—
2
@ 100 e e
<
50 R oo
13
O e e 0 I e
Basic Standard Signature No support

Support tier

Assets With Telemetry Enabled
186 93%

With telemetry Of all assets

Assets With Critical or High Security
Advisories

View details

91«

Of the 186 assets with
telemetry enabled, 170 have
critical or high Security
Advisories

Asset Breakdown
Top 5 Product Families

View details

Cisco 5500 Serie.

' 50

Last Date of Support Snapshot

View details

BORS e

57
50 s
40 - R e
g 32
g 30 mm—— e
<
20
ZOR I
10
2
Py __— — |
Past Within 12 Within 12-24  Within 24-36
milestone months mon... mon...

Assets Without Telemetry Enabled
13 7%

Without telemetry Of all assets

Assets by Importance
Importance can be evaluated for 185

View details

assets.
100 e
83
HORES R
61
60—
2
]
@
0
o 4
40—
208
0 e D ............ N
Low High Critical
Importance

Top 5 Install-At Locations View details
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Overview

Assets

Q Search = Filters (2) 20 results Reset filters Saved Filters

4 Insights: Of the 1assets where Coverage Status is not covered, 1(100.0%) have Product Description NCS 560 Route... v

HY | t
=, Inventory
= Service Contracts

End of Life

sSubbort Tier Product Eamilv NCS 500 Modules leads at 1 instances (100 0%) A te |

4 items selected Cancel | Manage Tags

a Name Produ Produ Equip Serial Cover Telem &
ctiD ct... men... Nu... age... etry...

O Modules  Module

Modules  Module

v Unified ... Chassis

(]
(]

O Storage... Chassis

AENEEY

3. 7ERoleZImportance¥ll® , #EEIT FTRIBEEPREZFERNE
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1. 1##Home > System Settings > Activity & Logs.

2. i&#EFilters > Action Type > override AMERBE R B EE 4,
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Assets Inventory

Overview

Assets
Q Search 1 Equipment type @ v = Filters (1) Reset filters Saved Filters

Insights: Among the 13 assets with Telemetry Status Not C upport Tier NO SUPPORT is the most frequen... v

.
. Inventory
Service Contracts

End of Life

e With a Partition Kev of " (. tv) 10 of the 13 assets stone as End Of Sale (40.0%). As these produc.

Name Produ Produ Equip Serial Next Next Contr Cover
ctiD ct... men... Nu... Mile... Mile... act... age...

Cloud a... Chassis Endof.. Jun25,.. 204107...
Wireless  Chassis = 204107...
Wireless  Chassis 204107...
Routers Chassis - 204107...

Routers Chassis Feb19,.. 204107...
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< Inventory

Assets
LR M B ¥ Ask Al

Overview Cisco Catalyst Center Appliance (Gen 2) - 44 Core

Details Product Alerts Hardware Software
Inventory

Service Contracts Product

End of Life Product ID

Product type
Product family

Last Date of Support

Identity

Serial number

IP address
Hostname
Software version
Role ®

Importance ©®
Tags
Sold by

Location

Install-at SAN JOSE,CA,USA

Signals ®

Last signal July 20, 2026 05:08:21
Last signal type

Telemetry

Telemetry status

Last data collection

Warranty

‘Warranty type Standard Warranty

Warranty end date October 20, 2029

Coverage

Coverage status
Contract number
Support tier Signature

Coverage end date January 1, 1970

EEFHEEA

- EmER  BETHBERRETR , X2 EBRVNRSEX
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EEEBEREPEKRCisco QP EEFENBEREER, EBEREBERMNKey:value¥t , N
Environment:ProdZkLabel:Campus., ZRAIN—XABEREESFZEESTERER , MAZTURE
BEEET , URERITCBINEE,

N o mEFEEERVERE  FRETLSERSRREE.
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Einventory@ R EEEEES BERE , TLMERN O BEE  MEHRER, KENEEEN,
ERERIEIGEE  FITUTERAE

1. ENEEE > EfF.

Inventory

Overview
Assets

Q search = Filters Saved Filters

4 Insights: Of the 27 assets with a Partition Key of ", Support Tier "NO SUPPORT" is the most common, with 27 (100.0... v

g2, Inventory
Service Contracts

End of Life

rose 27 assete the most freauent Product Familv ic "Catalvet 2K/3K Series Power Sunplies"

2  items selected Cancel  Manage Tags
Produ Equip Serial Next Next Contr Cover Telem &
men... Nu... Mile... Mile... act... age... etry...

Chassis End of ... Jun25,.. 204107...

Chassis 204107...

(] o
Chassis 204107... o (]
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2. BHPEERNEIRA R,
3. #— T Manage Tags. Manage Tagsi & B,

Manage Tags X

Select, search for, or create new tags to assign.
Only assigned tags common to selected items
are shown.

Type to search or add new

Tag format is key:value, e.g. City: New York.

Cancel

DERR
4 ENARAUF  WAREREEZERTEEERER , ARKEnter®,
S oma o mmE key:valuet& = ( 5l , City:NYC )

5 #%—T "Applys o
MR EEER
ER—ERZEER MERES :

1. ENEEE > BER.
2. BP—EHZEEESSHRNT .

3. # — T Manage tags. Manage tags#3 & B RK

Manage Tags X

Select, search for, or create new tags to assign.
Only assigned tags common to selected items
are shown.

- X ® v

— B <

Tag format is key:value, e.g. City: New York.

Can{:ég m
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FREEZEEAIBIEE

BABRERR , TUAERARERERBRR.
EREBRAFERIRER , FRTUTRE

1.8V E "EE,) B,
2. % —T TFiltersy . Filterst? & BRI

> Q @8

Assets > Inventory Filters

Overview

Tags

Assets
%:, Inventory
Product family v | ProductiD v Location ast signal date ags ® v Equipmenttype v = F —
=) Service Contracts Equipment type
Clean up
End of Life
Juding a Cisco Industrial Ethernet 4000 S

Product Product Serial Suppo ®  Next Next Contract Coveragestatus  Security Advisories
™ type number rttier milestone  milesto..  number .
() Impacted by critical or high security advisories
CS-BRDP-A... Optical Net... No support  — =

NOK-C9504... Fans . Nosupport —— — -

Milestone
CCS-HD-25... Modules - = —

Last Date of Support
UCS-SD16T... Servers - U... - = =

Current milestone
Next milestone

Next milestone date

End of software maintenance

© 2026 Cisco Systems, Inc.

B Save Filter

ERRBERBIRER

3. ETags THLIRER | BHAMEZENZESH, BEEZERL |, InventoryBEH EHRIFSER
BEIRRR,
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Assets Service Contracts

Overview

R Q Search = Filters 1result
22, Inventory

4 Insights Not enough data available to generate meaningful insights. |

Service Contracts

End of Life Coverag ® Contract Support Tier Start Date End Date Partner
e Status Number

(] Signature Jan 15, 2022 Jun 30, 2027
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EESMEERBSNWE

AR TALREPRZEH RS , kM REERE. QEVUEBERSMUTEASHIRIRRK
BEERESK.

B i BRI S 1

#—T "Exports , AxlsH.csviEXRFEEBENSHIFE, MRFMER , F2REEAKREYD
REFEHE.
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Assets > Software End of Life

Overview

Assets With Past and Upcoming Milestones

Q, Search = Filters Saved Filters
Service Contracts

Insights: Among the 172 assets where v ‘
End of Life -

D Name Produ Serial Produ Softw Softw Curre Next Next Last (5]
ctiD Nu... ct... are... are... nt... Mile... Mile... Dat...

.
2. Inventory

O Cloud a... Catalys.. Endof.. Endof.. Dec17.. Jun1i7, ..

O Routers 10S-XE LastDa.. — - Aug 31, ...

End of Life B LW InsightsERBE R THATIEERHNEERR , HPERTXENRR — X,
& —TFull AnalysisAT @ RE, EBRHBNERERELER K SELEFTRMESRHE, NEHF
HEF  F2EIMBRAEEETFNER.,

% — T Export, A xIsT.csviE XN EFCBRWEOLEEFE, MEFHMEN , FSREEAEHEINEE
HEHER.
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- FMERBEERNRENERREERETREM  LEENMEE. SR%. ReuEE

REN ; FHMERER, REBRIBEHER

. SPERT RN AEREEET ; SRNTHERY —MFONTRE , FRRMET 5 R
MEE, WM. BEBNGREN

- BEEER  TRENERNER  THAZE, AR BERESIEORE. TEARER
SFEHENETER

« RADT RS EAEERNEANBBPBLNESEN T ITER. IRIBREEREZN
EBENEEREPRALRNESR

- BE o ERAIRAENEBRENERTTES  ERRARCRRHENICEREN L ESR
RUAREEE

- HEHWEESRRENERR. RRNERNGELY  BERETGEREERES
. BTERNEHERN T ERARE
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i Assessments Assessments Overview

Overview

Security Advisory Assessments View details Security Hardening Assessments View details

Findings by Asset
oD 100 -

No data to display

Security Advisories
Security Hardening

Configuration

Assessments

Field Notices

7

Critical High

Severity

Configuration Assessments View details Field Notice Assessments View details

P e
No data to display

Assessments

1 1

Critical Low No severity

Severity

AHEBLR

EHERERATER

- REFBEFMEERLLHEENME K TREL N THL BEMSE

« 2B ERABRZEMURANEE & "S5, . "y, "R M "EHAL BE
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REEBTHER

REEIHNERERBTEEAUATHEPHNED —EFENEESE : XA, EXNE.
HERENBRZEA.

B Assessments > Findings by Asset

Overview
Q Search = Filters 208 results Saved Filters v

Name Impo ©® P Serial Security Security Configu Field
rtan... Address Number Adviso... Harde... ration... Notice...

Findings by Asset

Security Advisories
Low 5 32 1

Security Hardening

Low 32

o Configuration 32

la Field Notices 52

1
1
1
1

5
5
5
5

32

REEBTHER
REERSNHREHERNBR

BRI TN FEPREFEHREN , NR—TFilters , AR TAGEREBEFEE—EEE
, BULEBEFERE, BETUUE 88, (Search) MU REERSEHRER
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Assessments < Findings By Asset 9 Ask Al

s 8% W & W Evaluation Results

Overview

Findings by Asset Summary Security Advisories Security Hardening Configuration Field Notices

Security Advisories

Asset Info

Security Hardening Product ID Product type IP address Serial number Software version
- Wireless . - —_—

Configuration
Location Support tier Last collection ®

Field Notices SAN JOSE,CA,USA Signature 6 hours ago

Security Advisory Assessments by View details Security Hardening Rules Not View details
Severity Passed by Severity

Severity Severity

Configuration Rules Not Passed by  View details Field Notice Assessments by View details
Severity Severity

4

Field Notices

No severity

Severity Severity

REEFHMEAIHNER

ERLEY 3 — T View Detailsh , EHAEE @I EHAPHNEBEERE.

R-—TRELDEEFMENR  BET "EEFMERA. BER,
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ZEFBAFTAARENRE , YRBEFENER, BEMNEEHEREETIEF , #ERERNER
fREEREN, REFHUTRUBNFENBERE  EEMRERBENER  WERRESHEEN
FBEBRRE B, EERTRESURN , BEILTERDE , W{RE T SHEBELXPTEEEN
RBERIRERED . Cisco IQPEMPWELER —KERMED B BEH

Security Advisories R EI IR BB H RATIFANFIE T 2HBHANEE, E—T '2LBHETME,
75 BE P Y 22 5 T LUE i B A IR AV R R AR

alialn
cisco 1Q

& Assessments > Security Advisories

Overview
~ About the Assessments

Findings by Asset _ ! . Ll . o
gs by These assessments compare your assets against Cisco Security Advisories. Security Advisories flag product

security vulnerabilities that may need action to prevent incidents.

Security Advisories

Security Hardening Security Advisory Assessments

5 Configuration Q, search = Filters 98 results Saved Filters

Assessment Severity Affected Potentially Last

« Field Notices
< Assets Affected... Updated

CiscolOS and |... © High o] Oct 4, 2019
CiscolOSand |... © High 0 Sep 25, 2019
CiscolOS and ... © High Mar 23, 2016
Multiple Vulner... € High Jan 11, 2016

CiscolOSand |... © High Jul 26, 2017

CiscolOS and ... € High Sep 28, 2016

BEIEE
RBNGEREUSHRLEH

LA BB R THREPRIFHRBRGHEFERE., CHABBERSMUTEAFTEEER
BER2ERTME,

N oEE RBEBEREE  —LRETERER. RIRSEERRE | — LB TERER.
BRIBENARNFFITE  AIERATENBRSR,. RONBEERERETRS " — 1 |, FEHERN
TERT

[EHZE2E

EEHZ LA FE-TEL. WEFHEF  F2REELEA,



mRR BB EFMEER

#E— T Assessmentt] IR BB T HMEFMEN. FHEFEEERSNERRBEFES RE
(CVSS)sT% . BAREFMBEECVE). SeverityZ & , URIEHFSEZBRNRLBERNER

o

BATLATE TRIFTAE R L (Assessment outcome) RIEFEFUTHR :

- FERTRZEESIAMHEREHBERENIFE , RBEAUNARRRETRE  #MmE
BEETHR

- ARRIRE  RTIZEEFHERIRERFANIR , BAKREINHKHESR ; 7
ﬁg\%“gﬁkﬁ—i&%ﬁﬁ

@ | R

i Assessments

& Security Advisories
O Cisco I0S and 10S XE Software Session Initiation Protocol Denial of
Service Vulnerability

= Findings by Asset

Security Advisories ~ About the Assessment

A vulnerability in the common Session Initiation Protocol (SIP) library of Cisco 10S and I0S XE Software could
Security Hardening allow an unauthenticated, remote attacker to trigger a reload of an affected device, resulting in a denial of
service (DoS) condition. The vulnerability is due to insufficient sanity checks on an internal data structure....

Configuration Show more

Severity CVE CVSS score

[Z)  Field Notices © High - —

Version First published Last updated
11 Sep 25,2019 Oct 4,2019

References

Security Advisory 7

Asset Results
Q, Search = Filters 12 results

Asset Result 2 Product ID IP Address Serial Number Support &
Tier

ISR44... A Potentially Affected Signature
ISR43... A Potentially Affected Signature
Isr4431 A Potentially Affected Signature
ISR43... A Potentially Affected Signature
ISR44... A Potentially Affected Signature
ISR44... A Potentially Affected Signature

A Potentially Affected Signature

BEi5m
BENHREETHRERORE

BRI TR FEPBEFEREM | IR —TFilters , AR ETABEFRGBFEFEE—E



BIE  FUERFERE., CHUBBERSMUTAAEERBRESEE,

N g RBERENRE  —EHRETERRER. RELWAGNTTE TR
FRETA,

BREEFEER

ERtRFERNFMER  FE-T "R
RS E N EENAERFEET R,

IFEAE R 1 (Assessment Outcome)RIFHINE E,

@ .

Assessments Security Advisories > Cisco Secure Boot Hardware Tampering Vulnerability

D 25 W 4 W Result

Overview Assessment: Cisco Secure Boot Hardware Tampering Vulnerability

Findings by Asset

Result Details (A Potentially affected

Security Advisories Evidence
v Matched on software type

Security Hardening v Matched on chassis product ID

v Matched on module product ID

Configuration
n Needed

1) Software Releases are not checked for the automation of this Security Advisory. You must manually check your software release
against the information in the advisory. 2) Module/Chassis PID level Automation is not done for the following product families. Please
refer to the Security Advisory for the impacted PIDs and determine the Vulnerability of the device Cisco 4000 Series Integrated
Services Routers Cisco Catalyst 6800 Series Switches Cisco Network Convergence System 5500 Series Routers

Field Notices

~ About the Assessment

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's
proprietary Secure Boot implementation could allow an authenticated, local attacker to write a modified
firmware image to the component. This vulnerability affects multiple Cisco products that support hardware...
Show more

Severity CVSS score
@ High 6.7

First published Last updated

May 13, 2019 Nov 20, 2019

References

Security Advisory 7

About the Asset View evaluated asset

Product ID Product type IP Address
S Switches - - -

Serial Number Software version Location
- e - SAN JOSE,CA,USA

Support tier

Signature

fEREFHER

EHEEFRRUETREESR
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REREARRENRERE, CURFEEZEYRHEVETVITNHENIES  EEFEESH
HAMBOREH , TREEINBENZEEEERN — M. BBEPSRTEER
MELiaifE , IRARS T2 EEREBEREEATDN,. ENEDHNVER  MERIR
BEIMRENDRER.

N o meRTEEERA RS EESRENEE.

B R 2L

Security Hardening AssessmentEHE R TEA :

}  Assessments Security Hardening Assessment

This assessment only applies to assets with Standard or Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against Cisco OS Hardening Guides. It detects configuration
deviations across your infrastructure that may affect security posture, or risk exposure. Each security

. 1 hardening rule is evaluated across your covered assets, with findings prioritized by severity to help you...
Security Hardening AT

Za Configuration

Execution Outcome for Jul 20, 2026, 5:40 AM

Field Notices

~ Summary

Rule evaluations Assets included
179 146

Rule evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 179 results Saved Filters

Rule Severity Assets Did Not Passed Inconclusi Not ® Soft &
Evaluated Pass ve Appli... war...

ConsoleM... A Medium [ 10S
IGPMD5A.. @ High 6 10

Minimum P... @ High 31 Aire0S

goge 4 4|4
- BRI EBEEFEH B VREEMFAER
- ITRREHEENGERNEE  aFRAFENMEsEENRR
- RAFHMERUEERAUANFRER , SEBREN, FTANEE. RBEB. BB, THRE
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. BBRE R HRREERR
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BRI LR TR XBFEPBEFEREM | IR —TFilters , AR TABEFRGBFEFEE—E
BIE , FUHERFERE, tlEREESMUTRARALSERESHRA,

N oiE  RBLBERRE  —LRETALER. RELWACNETE  TEATE
AYIBIR 2R o
WA R AFHEFFAE A
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~ Assessments < Security Hardening Assessment

Minimum Password Length Policy

Overview Evaluated on: Jul 20, 2026, 5:39 AM
Findings by Asset
~ About the Rule

Check 'Min. Password length' in show switch config, and warn if it is lower than 8. Proper security
configuration protects the wireless infrastructure from unauthorized access, data interception, and
compliance violations.

Security Advisories

Security Hardening
Severity Software type Assets evaluated

Configuration © High Aire0S 31

Field Notices
Results Summary 31 assets

o 31 0 0

Passed @ Didn't pass © Inconclusive £\ Not applicable ©

Asset Results

Q Search = Filters 31 results Saved Filters v

Asset Result Product ID Serial Number IP Address Suppor ® (]
t Tier

Device._... © Didn't pass Signature
Device._... © Didn't pass Signature
Device_... © Didn't pass Signature
Device._... © Didn't pass Signature

Device._... © Didn't pass Signature

B

- BERRAIIRMBRIMNEEMERR |, HlinSeverity, Software type, VersionFlAssets
evaluated , W BIER P BB ERZE ZHBREREHEE

- REFBERHEBAEENEERLZRBEE , flinPassed. Not pass. Inconsistinal#l
Not applicable

- BEXBERUEESE  HPE2¥E. BR. EmID. FIHR. IPHINMXEESEH
&

N misr mEARES TEAR, B BERIQURMABENEE  RURE (Bl | gD
ERR I EERERM ) UEZIRRVERRE, ENEEIRFENSISR. I =
RN R B ER U E B R E,

BENEGEEERNNBER

BRI R TR R EPREFERGEN | IR —TFilters , AR AGEFMHBEFEE—E
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BRI TR FE B FEREM | IR — TFilters , AR ETAEBEFRGBFEFEE—E
BIE  BUERFERE. CHUBBERSHUTAAEERBRESEERR,
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l Assessments Security Hardening Assessment > Evaluation: Minimum Password Length Policy

Wee 2% W 8 U Result © pidntpass
Security Hardening: Minimum Password Length Policy | Evaluated on: Jul 20, 2026, 11:09 AM

Overview

Findings by Asset Result Asset and Rule Information

Security Advisories N Finding Details
Based on telemetry collected on Jul 20, 2026, 9:04 AM
Security Hardening
* Minimum management password length should be 8 or higher: Global
Configuration Evidence

¥ Co
Field Notices 4

1 Minimum password length does not meet security policy: Global

~ Recommendation

This is optional security best practice For more information:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/managing_user

o
*’ Suggested Commands  ( Signature

config switchconfig strong-pwd min-length 8

L2 BILEER
. ERE
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i Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening SR Ore

Configuration
Execution Outcome for Jul 20, 2026, 05:40 AM

Field Notices

Summary

Rule evaluations Assets included
729 146

Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q Search = Filters 729 results Saved Filters v

Rule Sever Asset Did Passe Incon No ® Categ { &
ity Girs Not... d clus... (s ory

NTP Peer Server Limits @ Low 99 0 Manage...

Software Timer Utilization Configuration @ Critical 2 (] Wireless

Console Memory Reservation A Medium 6 (1] Platform

SSH Server Logging A Medium 10 9 Logging

il &5 14
- AL BREATHNBENWRHEEMEFRENR
- PERERMUEEHITHE , WRules evaluatedfAssets evaluated

o Insights 3 R ABREBBEXN P MANERBHREENCHRIEEEZRE ; eMERAEEREY
HNERF  URHETIEEIENSEBEMEE

- RAFMLRUEERAANFRET  SEREY, THNEE. RBB. BB, THEE
T@Fﬁ Category F X 88 5! 5

- BEMRARAUFENEEZEEZERE

- FMEEERHBRBRARGTIENEERR

- REBRRHAGHBTFSRAUKRGCNEERR

- BEEWREHBERIETHANEERY
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Assessments Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 729 results Saved Filters

Rule Sever Asset Incon No Categ | &
ity G clus... o ory

Overview

Findings by Asset

Security Advisories NTP Peer Server Limits @ Low 99 0 98 Manage...

Security Hardening Software Timer Utilization Configuration @ Critical 2 0 0 Wireless

Console Memory Reservation A Medium 6 6 0 Platform
Configuration

SSH Server Logging A Medium 10 1 Logging
Field Notices ) N

AP without Flex Group © High 29 Wireless

IGP MD5 Authentication © High 6 Routing

Minimum Password Length Policy © High Wireless

SNMP Notification Destinations A Medium Manage...

Crash Info File Retention Limit @ Low Platform

HRIFHE

AR TN FEPBEFEGRGEY , IR —TFilters , AR ETAGEREBEFEE—@E
BIE | BHEEFERE. tAlEBEESKMUTRARALSERESHRA,

N W RBEBERRE  REBETARER. RIELWASCNETE  TEATE
VIR BER.

IR AT RS

ERRARARMNNFENEMGEFEET  FER-TEARA, BERRAUNILFEEARE
, HR BT ER :



\ Assessments > <« Configuration Assessment

NTP Peer Server Limits

- 0
Overview Evaluated on: Jul 20, 2026, 5:40 AM

Findings by Asset
~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a

Security Advisories e i ) e )
recommended limit, and skips the check when time synchronization is not configured.

Security Hardening Severity Category Software type Assets evaluated
@ Low [VELELTITY 10S-XE 99
E Configuration

& Field Notices

Results Summary 99 assets

1 (] 98

Passed & i Not applicable @

Asset Results

Q Search = Filters 99 results Export Saved Filters v

Asset Result Product ID Serial IP Address Suppor ® &
Number t Tier

© Not applicable Signature
© Not applicable Signature

© Not applicable Signature

ik

- ERRAIRMFEWMSeverity, Category, Software typeHlAssets evaluatedZ#7 BIl 19 5%
MER , YIERAMERNEEEHERRERE

- FREERERETER, REB., TRENTEARENEER  RAZREERR

- BERRBEAIMERARENERERRENEENTE
N mis mEARES TEAR, B BERIQURMABENEE  RURE (Bl , B
ERR I BRI ) UEZIBRRERRE, ENEEIRFENSISR. Ui =

RUEMBYENSRERUEBFRREE, FTEEEXEHRNETSEINEE K X8
(5] B BE 22 2 18 2% Rl 40 Bl A 17 5T Ak o

EHEEGR

EEHRANEERGR  FER-TEL. WFEFHEEA ,

T
W
E

EENGHEERERRE

BRI LA TR XBFE B FEREM | I — TFilters , AR T AEBEFRGBFEFEE—E
BIE  BUERFERE. CHUBBERSHUTAAEERBRESEERR,
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N oW RBEBERERE  REBETARER. RIELWASCNETE  TEATE
VIR IR RS,

’

BAREFENEERR

ERVEERRNFMEST Bt "EE BRPE-TEE
EENBERFMEAEEARBENERNRINERRER,

v
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3 Assessments Configuration Assessment > Evaluation: Memory Threshold and Reservation Se... YW
L B Result  © pidnotpass -

Configuration: Memory Threshold and Reservation Settings
Findings by Asset Evaluated on: May 19, 2026, 11:41 AM

Overview

Result Asset and Rule Info

Security Advisories

Finding Details

Security Hardening Based on telemetry collected on May 19, 2026, 10:26 AM

« Critical memory reserve (memory reserve critical) is not configured.
Configuration y ( y ) gl

Field Notices

Recommendation

B Feedback

Cisco recommends enabling memory threshold notifications (memory free low-watermark for processor
and/or 10) and configuring memory reserve critical with an appropriate kilobyte value so critical management
processes retain memory during low-memory conditions.

B E
. ERE
. EHHMETRGANTCENRENEEREUREROHNEN
C BECRMHEE | UBARENEELRARE Kt

BEREFENEENRAE
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ERAEENRIETFEES , FHBEENRUEARET,
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) Assessments Configuration Assessment > Evaluation: NTP Peer Server Limits ¥ Ask Al

ovue " M Result (® Notappiicavie
Configuration: NTP Peer Server Limits
Findings by Asset Evaluated on: Jul 20, 2026, 11:10 AM

Overview

Result Asset and Rule Info

Security Advisories

About the Asset View evaluated asset
Security Hardening

Product ID Product type IP address Serial number Software version

Configuration . - Routers - —

Location Support tier

Field Notices SAN JOSE,CA,USA Signature

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type
© Low Management 10S-XE

BEEMBAENA
e R TAssetand Rule Info, BEE , EFEAEUTENR :

- BREERHEENGFAEN , SIWERID. EmER, Py, FFI5E, KERA.
VEMZERE

- BRFRALRRMFABNFMER , HlinSeverity, CategoryHSoftware type
1R R AR

REHAILK , AEERERR  BFTHENESRIREXIRFHINER <P , REBERT
ZEZERENRREEEZRE., CHEGEAEINELRESEE , ML REER K
EftiEERR, CERBRECNERRBEVLEAINRAURBREEERRRHESD.



bl
dsco’ 1Q

Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
. . or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...
Security Hardening

Show more
Configuration

Execution Outcome for Apr 24, 2026, 10:45 AM
Field Notices

Summary

Rule evaluations Assets included
160 327

& Feedback

o ~
<4 Insights ( signature View all

Based on data from your 312 Signature tier assets. ®

Issue Issue Issue

Critical wireless controllers show widespread Reversible password storage exposes Baseline logging, monitoring, and management
baseline security and configuration gaps administrative credentials to compromise

Insights
EWRRBHFMER , FETUATRE
1.7 "REE) ERF , B—THRIELE. Insights EEBTRATE R,

Assessments ¢ Configuration Assessment

4 Insights

e TvIew Insights are Al-generated. Based on data from your 312 Signature tier asse

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps ' issue
Security Advisories A tightly re g { tic: i that the s2 i [ ion template or c tp g multiple
recommeanded protections and operational settings. Because these issues appear together consistently, addressing them as a bundie will significantly reduce security
Security Hardening exposure while improving controller stability and wireless performance.

= Primary affected assets: 25, all i ified ritical-importance devices.
Configuration » 29 rules consistently fail together, including Security: Minimum managemant password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it i..., and Security: WLAMN may be using management
Field Notices
2 also NTP: Controller without time source, please

NTP: NTP Polling Interval is set, but no NTP rd High Availability: High Availability is a recommended redun. Cre; operati f nd
troubleshooting complexity.
Wireless performance and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue RSSI detection threshold s
Ben these rul t A edi a ing a hardened controller configuration baseline rather than fixing each
rule independantly.

B Feadback

Recommendation

1. Establish a hardened less b rd policies, encrypted management proto
methods.,
a recommended controller software version and tikill g nfrastructure.
able time synchronization settings including re: le NTP
. Enable recommended wireless monitoring and RF optimization features such as rogue detec! toring, RRM capabilities, and CleanAir where supported.
. R and correct network segmentation and WLAN-to-management VLAN separation to pn posure of management interface

RATDHTEE

2. #—TView detailssHiZ— T EEF. WEHEET Tnsights details (RAZHT ) HE
, HhaE Ll TER



Configuration A:

Critical wireless controllers show widespread baseline security and configuration

Assessments

Overview
re Al-gen ed. on data from 312
Findings by Asset
Details Source Findings

Security Advisories

{‘ Insight

Security Hardening

Configuration
ing controller stability and wireless performance.

Field Notices
' = Primary affected assets: 25, all identified as critical-importance devices.
« 28 rules consistently fail together, including Security: Minimum management password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it and Security: WLAN may be using management

sing operational risk and

& and monitoring features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM
s not in use. It is recommended ..., Band Select: Band Select Is not In use on any WLAN. ..., RF: Legacy rate in Global In use. Disablin d Rogue
Detection: Minimum Rogue RSSI detection threshold s..
Because these rules ntly appear together, remediatio n establishing a hardened controller configuration baseline rather than fixi
rule independen

Recommendation

P!
3. Configure rEIlaI:'E time n)mchronlzatmn sattings including rnarhahle HTF' Brvers and ]
. Enable recommended wireless menitoring and RF optimization features such as rogue de
ect network segmentation and WLAN-to-management VLAN separation to

Affected Assets

25 results

Product ID Serial Number IP Address

RADHFHEET

- RADHTRUFE  ENNHEREZERERRN AR ENESLRENEER
EEX  UREHERRETESEER - BN ElASE

- B RHARFENSR B EERENEEZE
- SRENEE RHERBIEERENFEERENFE , EEREHEInsightifn A ER
AERER,

3. ¥ — T Source Findings., Source Findings B /R~ X & 816 2 Ay FE MM
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Assessments Configuration Assessment > Insights
Critical wireless controllers show widespread baseline security and configuration
gaps

Insights are Al-generated. Based on data from 312 assets with Signature support. ©

53 Overview

Findings by Asset
Details Source Findings

Security Advisories
Security Hardening Severity v 725 results

Configuration Rule Severity - Serial Number Result

| Fiold Notices High Availability: High Availa... @ Low D) Did nat pass
High Availability: Migh Availa.. @ Low © Did not pass
High Availability: High Availa.. @ L D) Did not pass
High Availability: High Availa... L 0 Did nat pass
High Availability: High Availa... L © Did ot pass
High Awvailability: High Awvaila... L D Did not pass
High Availability: High Availa... L 0 Did not pass
High Availability: High Availa... L 0 Dk ot pass
High Availaiility: High Awvalla.. Lot O Did nat pass

High Avallabllity: High Avalla.. Lot 0 Dkd nat pass

REHAFER
&) LA e SeverityMResult S A28 B IR IFERESR |, EMENERBIA,

N oW REASPEEERSTEY  SRIAASERRE .

BT

ReBEATENEEN L2 MREREE  IRBASENBREMNEZHHHETER
 EmERAREEEmERNED, RSENREHERRMBNTTERSE  BBEBNFH
MBBEL ENEES  WRREEENEZERERE -, EEBTERNIREMYE , &EL
TERDE WM T AIEEREME , UEHERPTER A ERKE,

bl 1Q Dev (Internal use only, no support available)

i Assessments Field Notices

Overview
~ About the Assessments
Findings by Asset
9s by These assessments compare your assets against Cisco Field Notices. Field Notices flag non-security
product issues that may need action to prevent incidents.

Security Advisories

Security Hardening Field Notice Assessments

Configuration Q Search = Filters 47 results [ Export ] [ Saved Filters v ]

Field Notices Assessment Severity © Affected Assets Potentially Affected &
Assets

FN74350 - Cisco Unified Border ... © Critical 24
FN74223 - Some Cisco NCS 540 ... @ Critical
FN74267 - Cisco NCS-55A2and ... @ Critical

FN74353 - Cisco Network Conve... € High




AT
BENEERSBENRE

BU AR TALEEDRZHESR , KM RFEREA, SHAIBEBERSMU A ARFTS
BRE S I 5E AR

WA RSB FE
ERfRAERSENNEMFRES  FR— T, BERUTHMEFMER
- BRI EBREFEN BENREEMFAER
- REBANMLERIMERSBASENEENEE  2FRAUIIREINEE

alaln
cisco 1Q

\ Assessments < Field Notices

FN74223 - Some Cisco NCS 540 Series Medium Density Routers May
Become Unresponsive After Upgrade to Cisco I0S XR Software

Findings by Asset Release 7.11.1 or Later - Workaround Provided

Overview

Security Zdvisories ~ About the assessment

Security Hardening Some medium density Cisco Network Convergence System (NCS) 540 Series Routers may not boot when

subjected to a field programmable device (FPD) upgrade during installation of Cisco I0S XR Software

. . Release 7.11.1 or later.

Configuration
Severity Last updated Bugs

Field Notices © Critical Dec 11,2024 - —

References

Field Notice 7

Asset Results

Q Search = Filters 3 results Saved Filters

Asset Result Product ID Serial Product Product Sup ©® L]
Number Type Family po...

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A Potentially affe( Routers Cisco Network... ( signature
RIS E AL
ARSBRANEERRESNEEMRE

AR TR FEREZEFREN  SiE— TFiters , RRETAGEREBEEFEE A
BIE  BUBRFERE, CHUBBERSMUTAAEERRBRESEERR,
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EHRSBANEER/R
EEHASBANTGEEERR  BR-TELH. NFFHET , FBRELED.
WRRSBANEETHERR

ERREENTEERFRES , B 'EENGEER. PR-TEE, R EEREENT
hERFAETA R,

AR U T RBINESR
. E’%E RN RSBANFMEERERERETHATFDRIURIHAZIZENE
- AJRERIFE KRTIRERSBANAEEBRERNE , EREENTFERIJUETE
LEERAEERIRENEE
Assessments - Security Hardening BB T2 TR :
- BREREENRSRILGEEBRME?
- HNfAI3E{tCisco I0S XEHE ?
HIH R RN R RN ER T 2R DER,
- HBARERKENERBLRERMTE?
- BELEEER T ReRILREER?

A it B 10 BRRE

IREEEERERAUTRIEBERIIZEAZIVA:
FEFRBEAE R : admin
- FERRHE  EVAREBEPRENETE ; AREFMEER ,

2R AMER

FEERMR B £ T 3 :Default-Customer

BEA% , ERMFERAE "Tadminy FMREZ Default-Customer, #BEREEE L,
REAMEEELRS

HUNEBEETNE AR RS F AR EARER M.,
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HEMRRE : MANEARFHEDRE.

Maximum Login Attempts : 5% E ik 5 $HE 8 RFFH R KIEE XK
:0—10 ) )

RBKEERN ERRAMERNSER(AKRE : 155 ; #E:0-607 ).

Duration : FREEFHAEFRXHERRFRISHEMRBNISEFE(FAFRE 300 & ; £
E:0-60% 8%).

Il]lHl}

AR B(TRRRME « 3,88

N wE m150ER  BESQRERBATRNSEE, NEFE=Q)RERYA
B SRS SR TS BURE AN TS, EREHEELEREA, X
GEBTUTNE . THMAERANIHBS  EEMME., BEEER. L 8
ST EIMRSE, SRS RE0S ERADRY KBS TESEREARE
BT,

REZEBEF

MBEEBSRTEE , ZReHBEERBREBELNEH, REFEBEEVARELG)ELZSE
BENERTERARBEEDRE. ER2—XHRE,
ERELZEEE , BHITUTRE

1. FHomeEEM , 38— T User ProfileE R, #RABRTHLEE,

® | RN &

R Email address m
admin

og out

> Welcome, [

v Get Started Qs User Security
Manage

s, Launchpad

Dashboards

a3 Account

) Applications Default-Customer

Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

N, &3

@ Lenguage
English
(D Theme Light | Dark | System
Assets Script Manager

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

ERZEM

2. #%—T "Manage in User security ) . R##ERERI2H RUser SecurityEH,
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User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
© Atleast 2 special characters

@ No repeating characters

Password

New password

Confirm password

T2 W&
3. & — T Security Questions ARG H &

User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions

'ZefE, BER
4 B—TEHEZEBE.
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User Security

Change Password Security Questions

Security Questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer *

Question 2 *

Select a security question

Answer *

Question 3 *

Select a security question

Answer *

Question 4 *

Select a security question

Answer *

Question 5*

Select a security question

Answer *

BEEREREE
5. R THIREFEREERG)ERERHE,
6. W ASEBENDE,

7.%—T TSave. »

N W BEFESANE , HiI, "SMITHL B Tsmithy BIEEHEE. 28
SEI M SEEKE TSmith, A1 MSmith, BEIEENEE. BEEE
BAKENFR (PN, 2 LEES )., EASEALSTANEESS,
1B 2 5 T R T L B P
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- BIFBH  BRBOORBH R, EIHMEARRARBAR , BFERE—
B ARSI ESERE (MREEAR , AIERE JEEH—H&’?’E% ) o
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EEERG , LERBEUATHRE
- BREMRFEESNERE
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- BEE ACisco 1Q
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BERET

EFREE -
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A Home Welcome, g e Logo

admin

EL Launchpad
v Get Started User Security

Dashboards

Account
Applications
Personal PP! Default-Customer

Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

N, &3

Assets Script Manager

@ Language
English

(P Theme Light | Dark | System

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.

EEERAERE

2. #%—T "Manage in User security ) . R#fERERI 2 H RUser SecurityEH,

de 1Q
User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© At least 2 uppercase characters
© Atleast 2 lowercase characters
@ At least 2 numeric characters
© At least 2 special characters

@ No repeating characters

Password

New password

Show

Confirm password

BEURES
3. WA E R,
4. & ANew password,
5. B A ET 2 TS LARERS..
6. #&—T "Savey ,
IFHECisco IQRMHAER , @HECisco 1Q VM,
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AR Z A EREREEERR,

\-
V]
b2



EEESRNETS
1. BfnECisco IQ VAR AEH,

2. #—T "Forgot Password o

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

SEEE
3. B AUsername.

4. #—T TContinues (##& ). Verify ldentityBR REREBHNAG)EAREFH
= (3)ERME L EE,



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login

BRESHD
5. MAFMB=C)ERNEENEE,

6. ¥ —T "Verify and continue . MIREXWERE ZHIRFNWERELTE K RFEL
BN AT RS,



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

° No repeating characters

New password

Confirm password

Reset password Back to login

ERER

N wE w150 ER  BESQRERBATRNSEE, NRFE=Q)RERYA
B REIE BRI, B REAN TS, EREHEELEREA, X
GEBTLUTND . THMAERANIHBS  EEMEE. BEEER. L 8
MR EIMSE, SORS R0, ERADRY KBS TESEREARE
BB,

7. AT ER.
8. BRI A RIS ARERD,
9. % —F "Submit,
Mg A EAE
bR S B 8 AT LU 48 A & R BICisco IQIRF . RTEHIEAE

1. BE B System Settings > Local Identity & Access > Users, REFFEEN SR
UsersEH. ©iHAMEREHNALERERHEME,



Ao System Settings

Local Identity &
Access

¥ Connect tion Management Last Log In

Activity & Logs July 16, 2026

3% Package Management m July 16, 2026

July 17,2026
G Syem &y
Configuration

"EREL B’

N W EoEfRemEE L ARARE. NRABEARSE  BEA RS
1 BREMRERFHBANLE  EEL—BARARBAN. BABHNEXHA
48N, INRENAITBH , FEREIRS EE BB G RFTNAR.

« ¥ —T TAdd users, . RFEFEENEHE /RAJd UserE M,

OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

B¢ System Settings > « Users

Add User

MEERE
3. MAE FE b,
4. W AR,

N oW ERERTERRARE. REAELAETNNAE  RAXME
ERRAE.

5. FEUser accessH , #Select user groups FHIBEFIBIZEFHEHE,
N wE EEERTAREBEE TR,

6. £Assign direct accessH , ftRole THREHEEAR, AMQ)EBETAAE :



- RS MR N EERRER
- IRFEEES  SBRRENEERRRERAEEN S D RHAEN(DP)BRA)

7.3 —T TSaves . WREBUFNEAELUSERCREREERAEBTESD,
Pending®& /REEM & s R B RUA

8. MBEEHRKIMBUNEAE , A StatusHIF RPending.
9. H—TFHE LKA E S BAIMore OptionsE o

BRBARE
10. R T HLEE FiZIE Copy activation code, ERABISERZIBIRLE,

M. ReWRAFERELALAE (F, BBLRLNAREE ) . BABEHK—RHE
R , EEZRABT s,

N e BoETReNBEELAARARE. NEREEARTE HEA s
| BIREFERFOBARE S —ERARELAN. MABNEXSEA
A8NE, MEAHRIEBD  BEAWIESBESBELERTNRIE.

12. BFH8E |, BBE— T A L AMUser Profile B/~ , A% iEZLogout, EA%IREFICisco
IQEAEH,

MR E RS
AT EREIRS -

1. B AEME L , #&—TRegister a new user accounti##,



Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.

MERERE
2 MABNFERAEREANSERE BB E FE bt (fl2user1t @abe.com)
. WMAHRFEESHANKARE.

4. #—F TRegister accounts . #$#~Set New Password{i &,



Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

@ No repeating characters

New password

Confirm password

Reset password Back to login

MERAERSZR
5. B AT EE,
6. £ Confirm password BX i A 5.

7. BERBNBEAR , RNERTEAEEELO) AZ2BE, (F2ERERLEE
)o

EEAMERAEE
HEHEATREEESTUEREESEAfERENAR, BANEY —EE , 84

BNEREHEKMERE , YE—BNEEFACIRESN K MIARSACERSER
FEFEHAE. #Local Identity & AccessEEHITAAEEAEHEE,

N g RERFEEETHEY. FESMBREAEE. BHRERBEREER
 MEKRRUEAE  ARTHGEINEAT. SEFEER  BEmEA
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BMEREE

BERMNEAER , FRTUTERE:

1. ¥ System SettingsFi##Local Identity & Access > User Groups., ZRiRFEENE &
~User GroupsE Ho

&¢ SystemSettings > User Groups

Local Identity &
ess

R ace

+

No user groups yet
Create a user group to get started

+ Create User Group

£ & &l
2. B—TEMEREE, BEREMERAERR,

< User Groups

Create user group

‘0 System Settings

Activity & Logs

System
Configuration

Assign users

BMEREE

3. TERATEHS :

C BHEEH
 EBBARNE-SB (fln, AEEET )

- BREA(WE ) ENEERAGES0EF T ; ARFEAFERFN+=@ -
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- SEREREBSYEEEMEINEN —EANSERA I LERE, HE: E
MEEARIIHNERE  FR-TEEEASE,

- DB ERTAE
- AEEEESER/LANMEKENRKAR, UTARTA !

- BRSEREMNTFEUER (HE
° %IEEZ%FDﬂ*Eﬁ\Hﬁ%IE%NLEQE
4. E_-F rsaVeJ o

FERAEEAERE BN ACRNKEFE — £ ~EUser GroupsiEEH,

fmuE £ & 4

EREBEREER , FYITUTRE

1. #EUser Groupsi5EH , HEIEEKVE,
2. BEEZREET~> REAMENE. SERFEEFEAEEE,

mEEE A
3. EITAF B ER,
4. —T TSaves -
EHNESERE TAFEL BER. AGKHENFTAEREER.
il BR £ AR & AR
EMRERER , BRITUTERE

1. #User Groups/F B/ , HEI EMBREVAE,
2. & —T #8358 1 More OptionsB 'R , A%iZZEDelete,



A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group

il B 35 F & 4R
3. HIR IR RASFFERRMIBR .
Zi A User GroupsHll R R BER,

M

N oW MBEREESRTERETHBERNANACIE. BEEHEE
Fr 2 mER.

B iE & iR

BEAIVAR  WRFEESTLUEESERE, IRFEESTUERAARLEER
IDPELEE A,

SSOMYOKTA IDP SAMLELE
Bl EIDP SAMLEY &R &4
- A S ¥ Cisco IQIYEAH
- BhREIDPPF
SSO/JIDP SAMLEL &
ERSSOEEIDPLELEHFERFES (SAML) , BHITUTRAE .

1. EMEENIDPFIF,

& 2 : Cisco QB

W L]
FEREAERE <ERAEREBE>
IR ESPXHKERAER
FERREXFrEEH IDPEREMFIE &

BB E R B By EAFFE



W1z BE
HR IFEITEAER
AR R i##2 "New Onboarding

£ 3 : SAMLEE3I &

BY fERE & 451
SR (E®D) :ggﬁmﬁgﬁ% mymanagementhost.mydomain.com

SAMLETE&FBR https://mymanagementhost.mydomain.com
(ACS)#R#EE  /saml/acs

AMIDAEN EFE bt TEHR

fg&ﬁﬁﬁ% ERELE R

B —Z AURL

5. BLEBMHERE,

N i IDPEMERECARBENRMERAEE. Cisco IDPRES
MR ROIE FELA.

- E—ERE
- BRERERER
- {& : user.login

- B{ERE
- BRETEETFBMH
- {& : user.email

- HHEBMFEAR
- B4R
- Filter: (EF&&#H : )REGEX
-

6. BLEEARKPIE—FEE(SLO)RE.,

= 4 : SLOBEBHRE

B E{E

HROkta , REELEZRMASLOR T FELRE. £
RAEHRERXPHN THSPEERTHEERE, BE

HERE ey . Sm oy ymes = gapEoe
KRB FEAsp-publickey.crt, MNEFMEN , FSHEAE—
ST SHAARE,
J4 27z EHHAADFS IDP ( TiFR20kta ) , EERKIEMHR
SPHRBRF (SP)#BIRE R, ( !
EEEMAE—GHHE ERE
B—FEURL https://mymanagementhost.mydomain.com/saml/logout

SPiEZE ( ZR/EB  https://mymanagementhost.mydomain.com



WL EE
IDERACS URL )

8. ¥ — T DownloadE’R T2 "IDP Metadata XML &=,
0. RIFRUBMERRERELERAER,
18 Okta IDP

1£Cisco IQH #i8IDP:

1. #£System Settings & #ESystem Configuration > Identity Providers, Z#f
K& BN & B ‘RIdentity Providers B Mo

dsds' 1Q Link ® | L -

Download SP public certificate | | Download SP metadata

20 Systemsettings > Identity Providers

&% Connection Management

2 Activity & Logs
>

@ System
Configuration
No identity provider added yet
Add an identity provider to get started

Add identity provider

IDPEER

N W R R A8 — (1){EIDP.

2. & — T Add Identity Provider, #$#/~Add Identity Provider&.



sl 1Q Link

‘0 System Settings € ldentity Providers

Add Identity Provider

,‘ Connection Management

e Activity & Logs Identity provider name *

Enter identity provider name

@ System
Configuration Domains
Enter domain names

Organization IDP metadata*

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

(, Enable single log out (SLO)

Save Cancel

i85 MREEN
3. MAGMRREMEERERE,
4. BHEAJd L Cisco |QEL & #9138 & #7118 EDomain(s) 8 1.

5. HABMIDPRIRERMALF , {EMRN L FMIEIDPE AR EIASAMLE RS
Bt KERESREFHEANSPERFMEN.

6. ( W& ) BRKEnable single logouttl iz l, &t A LAFEERBAASLO,
7.%—T TSave, o

AEHREE

1. {EFTIBHYIDPH |, iEEMore Options[& "> Map Roles, B TREMERAEA
BE,



Map identity provider roles to system roles to assign permissions.

Map User Roles

IDP Role System Role

ig-demo-user General Account...

<+ Add identity provider role

HREREAS
2. RFMERACAAIDPAR, XEUATRRAR .




- —RIRFEER - RIRFEESREITERTIARENT LT
i

- BRIRFRAR ERIRFRAREAIRF BT AI#

N i DPRER—EEAXAEE. ©XARAKDPHEBNEAS
AEEEES R, FELAT — B0kt R bl

£¥ okta a -
© Admin Console <
() Dashboard Groups Ay
Directory ~ Al Rules
People _

Groups Q 4, Add group
Advanced search v

Devices

Profile Editor Group source type Al Showing 5
Directory Integrations Group name People Applications

Profile Sources

# Customizations

AEHME| A
3. BBE-—THHESORHEAAGREBEEHREMAR,

4. #—T "Saves ., ELE®R , EABHEMSEREMASSO ( BIBIDP ) & ARE
B

E—-FHEEE
WMRZFEZFMASLO , AIXE LETESLO URLNERER. BAILUBBRE & 4

RUBRXREYARMAE—FHEMAMMAEREELE, EXKSLORE , BFHITHN
TRE -

1. REHREEXEES , B—T THSPLARES,

SPAHEE

2. # T EHIE R 5 77 Bsp-public-key.crt,



3. BB IDPPFI .
4. FEHESSOWIDP SAMLEIEFRE RN EERERE,

5. B ASLO URL (%l &https://cig-xxx-xxx-37-160.cx-hub-
rtp.cisco.com/saml/logout).

6. I ASPMEEE (HII0 |, cig-xxx-xxx-37-160.cx-hub-rtp.cisco.com).
7. #—T "Submity .
8. BIR THIDPEFRERER,
90.% "HHRME, EEL , BEMENIDPH "EZEE, B> "HEL
10. BARXEnable single log out(SLO) #2480,
1. EEH THNRRERESR.
12. ER U T H REAFSSOMSLOIEE :
R RE K
- AEEEE AR
- EBREXFEIDPFF
- IDPBA TR Zh, AREEXTIEEERIQ
- BREMRAES SR
- THSPRIREHAIRIES
- WMRBASLO , AfEAEREERETHKSLOEE
- BRIAIRIRE IRSSOMSLOMR
SR HEARIDP R &

TRIMTERBENTRNAARG R , LU BRI B M ##RERIDPIRE,
#6531, SSOBRAKMMSLOE EHEIRY A

&5 SR

T

k=11
k

B BRI R
IDPIRERE RS " REK. BEAGHRES
HEHER REFEEANERE
SSOE AKX Ba it B M T AR AN AR 40

SLOKRIZEHTE HREEEEREIERESLO URL



B AMRSSORADFS IDP SAMLEL &

A E R A& Microsoft Active Directory(AD)E & & 17 B ¥ BR 7§ (FS) B & A Cisco
IQKISAML IDPHIIERE , XEERFZHBMABERREPK)RERFEN FHRE

o

i iE FIFASSOMADFS IDP SAMLHY 5t iR R 44

- BEEAADFS 6.0+

- Windows Server 2016 + ( #&20194 )

- ERENADHEFERERFES

- ADFSfafR#8 EHISSL/TLSEE

- BB B¥Cisco IQRIFH R

- ¥ADFSfABRES(Windows Server)fy EE 55

- ADFSfrl Bk 88 £ #¥PowerShellzh

- ADFSHICisco |Q:Z B /Y 858 E 47

- DEBEREEN(CA) (CRELTER)

- BEESRGREFESFTE (EERARPKI)

- ADFSARZRECEFMER (M TFRPFTH )
* 6 : FRFERER

BX REA g5l
<Your-CIQ-FQDN>#izn

Cisco IQ FQDN FEAENBEHA , dev35-23.cx-Xxx-
XXX.Cisco.com

https://<Your-ADFS-
ADFSfal R85 URL FAEADFSfIARBF b  HOSTNAME>{5Z0
https://ad-fs.dev.local

NCib EFBHE <f&myig>

CN=Role - CXIQBIZ& A E

Active Directory#Hi# % OU=Groups , DC=dev .

AD#8

(DN) DC-=local
CAB M (PKI) T¥CARH <Your-CA-Name>
R ERE(PKI) ADFSfs ATLS#E 49443
SSLBE IS ADFSHAMRESSLEE ' OURSSL-CERT-

THUMBPRINT>



i & EZAADFS SAML

EBEADFS , FBHITATERE !

1. FESystem Settings FiEE System Configuration > Identity Providers, Z#t
B& BN & B ‘Rldentity Providers B H

THIEE
2. B— T THSPARBENTHSPERENUTRE LR,

3. #&service-provider-metadata.xmliFlservice-provider-certificate.crtig R E R I

#FEIADFSHRER (Bl , C:\)o
4. B AB|ADFSfABRES.
5. f£ADFS ManagementiZEF | I#— T EE S5 EE.
6. EERAGEEEESD , R—THEGELEE. SHEHESE,
7. #&— T Claims Aware B &z .
8. #—T TStart, BERE.

9. # — T Import data about the relisting party from a file , &L B3 —Z %
RENERPEEGFHER.

10. B— T BrowseZZERBRHUFRREMERI TRER LE,
1.8 "Nexts (T—% ),
12. RAERER (I "CiscolQy ) , FEEAMEES  ARNET—F

o

13. 7 "Choose Access Control Policy s ETH £ , #&— T Permit everyone ( =
FBREBNLZLEEFMENERE ) .

14. B—THHREFFHT—F,
15. B—TEMTKER T EEEE.

N WiE  BIEEWADFSAREEAIMN S RE S HHRBEMFA)NE-EHI



N Azure MFA | BREREE — R HEBETOTP),

MREREEMFARMERNNIER TRRALXKE , AIADFSE¥FEREHEITS R
=, @%ﬁ%%ﬁ%ﬁﬂﬁ%%um:oasis:names:tc:SAML.Z.O:statUS'RequestDenledE’J
=R, HASAMLEETIEES , FitAHSRBARE "HROEFHH, #HR

o

B8 . 21#1F "Permit Everyone with MFAS o

R FEHEHE : TEPowerShelld | BiBETU T SRES AR,

Get-AdfsRelyingPartyTrust -Name

") .AccessControlPolicyName
To set “Permit everyone” (no MFA requirement), run the following command:
Set-AdfsRelyingPartyTrust -TargetName *

-AccessControlPolicyName “Permit everyone”

You can also create the trust through PowerShell:
-Add-AdfsRelyingPartyTrust °

=Name *

-Identifier “

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol
SAMLAssertionConsumer -Uri “

ll)
-AccessControlPolicyName “Permit everyone”
-IssuanceAuthorizationRules ’=> issue(Type =
“http://schemas.microsoft.com/authorization/claims/permit”, Value =
“true”);



ELEADFSE &R
EREADFSESHRA , FHTUTEH 2 FIHB LR,
PERE

AR TREEMERE.

EE 7 : Eﬁ%%;zun
AR B &9 IR
TG {55 F & 38 B BT ok ADER 4
BEREE FRENER ADEEREHE
ADFSEIBUPN#E FinE S XM E|
UPN PKI/FEE B 5 & ADE %
&ID SAMLERE RE TR
# ERAENME AD#A % & (MemberOf)

FEFEREF A B A

1. ERERAHEENETE (HlE "Cisco 1Q - Productions ) »

$relyingPartyName = “Your-RP-Name”

2. EREERALEEREEFANERE S HEEEZICisco 1Q,

$claimRules = @’

@RuleTemplate = “LdapClaims”

@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/1¢
@RuleTemplate = “LdapClaims”

@RuleName = “Send UPN”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> jissue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”),

query = “;userPrincipalName;{0}”, param = c.Value);

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, OriginalIlssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.V:
Properties[“http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format”] = °
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname’
=> issue(store = “Active Directory”,

types = (“http://schemas.xmlsoap.org/claims/Group”),



query = “;memberOf;{0}”, param = c.Value);
@

3. BBETUTHTEAEERA

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName
-IssuanceTransformRules $claimRules

BEI "EFRARERY ! . —IREARKSE

BE  SEADEAEIRFHRLSAETEHGBE, MRROLEXE , A
SAMLEI ST 288 FBAES , MERS HREBHIERE,

EEHNEAENEFE S , FHITLLTPowerShellip$ -

Set-ADUser -Identity “

” -EmailAddress

REEHER

1. BRETUTHTREEAERBUREEAENEKESND !

$username = “username”

2. BT T AERAERERS !

$searcher = [adsisearcher]“(samaccountname=$username)”
$user = $searcher.FindOne()

3. AT s EREAEFTEAYAE :



$user.Properties.memberof

B HEf

CN=Role - CXIQ Developers , OU=Role Groups , DC=dev , DC=local
FLEADFSLAEESPERRE

1. EADFSfAREEF , #$SPREEE ATrustedPeoplef@#F & :

Import-Certificate -FilePath “C:-provider-certificate.crt”
-CertStorelLocation “Cert:”

2 BIBLT@EZ — -
N Wi SPREmAICAER | ADFSEEBBEEEIEETRE.

- RLLEEASEMERERE

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

- WRSPEEHCAME (FEHRE ) , FHERNCAREEARIEMAT

Import-Certificate -FilePath “C:-ca.cer” -CertStorelLocation
“Cert:”

3. BB EHEEADFSIRISE A E X,
EWE — R adfssrv

REPKIRES BT

REMENAERRHHIEERNESE (HNEEFAKRERTE ) N ORE. NRE
RS NRERS , AR BB D .



Z#AD CS CABE
EREADRERB(CS)CARE , BHITUTRAE

1. BBETUTHS , REEPREESFELERCA

certutil -config - -ping

MR TEREENEE , AR UBBABHNHEGH S, EHRRERE. IRST
BERARKBEMCA , FRERITIER2,

2. BIBETU TSR TRECAHSE :

install-WindowsFeature AD-Certificate -IncludeManagementTools

3. BBETUTHTEECAAS

nstall-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName *“

-KeyLength 2048 °

-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

certutil -ca

5. BIBETUAT h B RBENEEBMREE AT AFHA

certutil -config - -ping

BB & EER

EFEARFRSORBEAESREREK)EERSER , FIATUTERE



1. BiRKcertsrv.mscit R BAICAET B,
2. ¥ — T G #Certificate Templates > Manage.

3. BEREREEMR

N oW EERAREABSERERN BB E S PRBEKUS
, ZERS ERE THEIEN
4 BEATHEHR EMERE

- — i ENamet@ {8 A "TCIQ User Authentication, , B%HiA—
(1F

- FEREEE fEPurpose T fiiE B H#FSignature and encryption , &
H Allow private key to be exported 2R B 5 #2

- fE & & %:38#ZBuild from Active Directory Information , It 7E
SubjectMISANH{Z A B EE FE 4

EE  SubjectlISANTUXETEFEAENEAETRBEBUPN)Z
ICELADIR P E F B, ADFSHERELHMMUKEESHMEIADERE

[¢]

- EHERAEARESE "EFRSHRFE(1.3.6.1.5.7.3.2),
- BR MEEEREYR T H BRI AE
5. AN T n S RMENR

Add-CATemplate -Name “CIQUserAuthentication” -Force

AMMERERE

1. NERERAEFHEA

2. BBETUTHTEMES

certreq -enroll -user “CIQUserAuthentication”
. EBETUTHTRBEIERE

Get-ChildItem Cert:| Where-Object {



$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”} | Format-Table Subject,

#Windows[E i £ i & B E W EE Fifm(Mac) L 2%
Ei4FEHERFERWindowsE H E|Mac:

1. BIBETUT S REWindowsli§ B EE H APFXIER -

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

* 3

$password = ConvertTo-SecureString -String

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2. #user-cert.pfxig REH FIMacE &,

3. BBITUA T o B EEE AMacE iR

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P

N omiE EARSS  AANMEESY BN Y ERTRI.

4. BEETUTHSEEMacEHCA:

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

FAFIADFST & 5 DB IR 5 R



EMAFAADFSRESGNREBREE  BHITUTRE
1. BB ETUT SR AFMENADFSEE RS -

EEnable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate
EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

2. BBETUATTRERETCHAMERE

Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tlike “*cert*” } | Format-Table Addres

BARESNREFAETE

EMARESNRIBEATESHRE | BETUTERE
1. FAUTHSEE IntranetMExtranetsi BN T ES KB FEMER

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentic
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthenticat

2. FRAL TS REMESE RS SHECertificateAuthentication
FormsAuthentication:

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider
(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

3. AU T SHREENTLSE FinEEE

Get-AdfsProperties | Select-Object HostName, HttpsPort, Tl1sClientPort

4. MR KA TIsClientPort , 49443{FE LA T fn 7 E RN T EAEADFS IR 7%

Set-AdfsProperties -T1sClientPort 49443
Restart-Service adfssrv

SChannel/TLS181E ( BRPKIZFREE )



BUT S B PRS R MR L EE S DREETH
CERT_E_UNTRUSTEDROOT(0x800B0109)## 5

118 B 4ESSLE49443

EEE FBESSLEE | FBH1TE494431R1E
1. ERA U TS MBRIELRE E{F{R49443SSLBHE B -

>netsh http delete sslcert
hostnameport=

149443

2. HFANTH TERATFRREESHENERL TELNRE

netsh http add sslcert hostnameport=

149443
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb944a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

v

3. EANTH TRERESCHATFHESWHRA

http show sslcert
hostnameport=

149443



EEFEEEMT (FBR)

EFERERMT , FRITUTRE

; ZID%%{EEE’J*EﬁT?EFFT?EQIﬁ%%%% , Windows SChannel#
?E%ﬁ)’ﬁﬁ%ﬁ HE. ERPKIRENEERSTERERA,

1. BEETUATHTRHIZEENRAFINEERZERE

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer

: $($_.Issuer)”

-For
2. BIBEMTUTHS , B ELRERHEFRECARKE :

$bad | Move-Item -Destination Cert:\IntermediateCA

Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -Foregrounc

3. BBEMUTHT  REZICENRAEEIRIAREEMAFEHRESE

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

Channel Registry Fixes ( B& )

fii B SChannel 2 & &8 &

RENABREBNBS S ORE
1. EANTR T ERSHERTEY

$regPath = “HKLM:”

2 RN THSMAT R ERNBHERE

axrE .

Set-ItemProperty -Path $regPath -Name

“ClientAuthTrustMode”
Set-ItemProperty -Path $regPath -Name

-Value 2 -Type DWord
“SendTrustedIssuerList” -Value 0 -Type DWord

*® 8 BERHERE

FRE B2 HH
&
ClientAuthTrustMode 2 RAAZEACAGEUE EFERRERR,



RIE B Bf
=]
Pt RfRERETLSEFHBEE TN ZEEREE

SendTrustedlssuerList0 L o
BB,

BECARERT
BECAREMT

N W EREREBENCARE AR RSystemCertificatesfiZ R | LU
RERARZBE,

1. EAU T T ERCARENIEM

$caThumbprint =

2. EAU T 4B ®LocalMachinestore* f 2R & FHECARE .

$exists = Test-Path “HKLM:\caThumbprint”
MREBFRNZFE , FEHEE A Z|LocalMachinef 7 [E :

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStorelLocation “Cert:”

EFEBADFSARET ( 41E )

AT tr & EH B EADFS R AR :

Restart-Computer -Force

N WHE : ClientAuthTrustMode 8518 T Sk (75 (7 IR 28 B 7 FRED 46 £ K.



EHADFS#EERER
#&0] LA I PowerShells{WebBIE 88 T HADFS#& R E X,
PowerShell

EfEHPowerShelllE HADFS#ERER , BFHITUTRE :
1. ZEADFSal fr 28 L B BXPowerShell,
TUTHSUTHERERESR

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Meta
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”
Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

ETELmTE , RRERNERKREERC.-metadata.xmlF,
Web 2B 25
EFERAWebBIEESE LADFSERRER , FHITUTRE -

1. Bfin Ehttps://<your-adfs-server>/FederationMetadata/2007 -
06/FederationMetadata.xml , #% "<your-adfs-server>, &#i %4
ADFSfafRERM EHEE .

2. HBRETRE  SERERXMLERFEEIEK,
fECisco IQLE &
E&Cisco IQLEEE

1. #&adfs-metadata.xm{E# T &8 TYEL,

2. ECisco IQH , Effi B|System Settings > System Configuration >
|dentity Providers,

3. LEADFSHERERERNBABIRMDPE S, ERIDMSSO URL.
4. REFHERE,

N Wi MRADFSEAEBSMEERBRDEY  AUAEHELS
RERMERWGH LEFICisco IQUBEREES OBE

¥Ti8ADFS IDP



1.7 "BEHORMER) Bt B—THESORHUER,
2. M ABORHEXNEH,

3. B A (B , company.com).

4. (TR ) MRFE , FARBAE-ZHTRRE,

5. £ Upload IDP Metadatat i P #6mk= L HAEIDPE AR X EE W
SAMLEZRERER

6. E_-F rsaVeJ o
S et - MEBETRA "R , EEARHMRER ; EREHITA.

B £ e R

BEEACHM A  BREATUKRADFEHREAREMANE, ER
ADZEHE |, FETLL T PowerShellfi % :

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesTolLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

REEBBEENR B &K E(LDAP)EMAD , EEHMERE, HEA
2o e BgEE | flum

CN=Role - CXIQ Developers , OU=Groups , DC=dev , DC=example ,
DC=com CN=Role - CXIQ Viewers , OU=Groups , DC=dev ,
DC=example , DC=com

WRAIIEAENE , AIXVEERFEESHEADTEVELHE  RETHES
FXADFS#H &5k,

EREAGHR  FATUTERE:




y=RkafS

1. RIFFEHIDPH |, i##EMore OptionsE ;R> Map Roles. #&8RE B
AEABH,

Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account...

Select option

Select option

Select option

+ Add identity provider role

y= Rkl
2. RITERKACAAIDPAR, XEUATRRAR .

- —RIRFEES —MRIRFEESEAHMTEMPAAERENTE
ATA#E, IDPAE (#BHTEH ) RCXIQEES,

. BRI F¥1588:General Account ViewerE B R BEHRF AT,
IDPA® ( BTN EHE ) 2CXIQBEZ A EFMCXIQKES.



N W EREFNEE (FIHCXIQERALR ) MTFEEE
DN,

3. & —T "Save. . IREEEH ASuccess,
SChannel Client Cert Test

EERFESChannel RAEHEEAESEFmEE , MM — BN
PowerSheli R BX#HITATH S :

curl.exe -insecure °
-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>" °
-v “https://

149443 /adfs/1s/”

FEHAE H RHTTPEE ( flan , EEMQHADFSE ), MEBRAETLSEFHR
, BI5E4R K B

PKI3it 89 i 2 i 12 B 25 8 &L

EREHPKIRETHREWBER AR T  FRAEAEEERER
MacOS&iREP (FLHEEEFIRERK(MacOS) FEAFEHAERE), EAH

1. Ef B ERARERXSAMLE AURL, ADFSIEMHEBENRTEIEIE,
2. &1ECertificate Authentication, ZIEBEIZEREMAZRE,

3. LERE. ADFSHEREETENRE , CASAMLEREE@FHFR
, W HEE.

B 05 T 1T i 2 i 02 2 25581 5
B A B R E R AR B ISR 2 Bl
1. EfF|FERARERXSAMLE AURL, ADFSIEHEENRIERIE,

2. &1EPassword/Forms & 17 B 3%,

3. B AUsername.,



4. B APassword,

5. BB EERKINE A,
N g ERERAERR T,

SRS HFREADF SR E

UTEEBRRTERBEN RN ARG R |, LR BIIRIE B M 47 R 2
ADFSHRRE, REHIR, SSOBAXMMSLOE EHENREE.

#* 9 : ADFSFEE

P SR/ B R A
2=t
RO RERA EE
KEmE BAKREA® FEBADFSE L,
| JE0H
Strh TESE AR
B 2k B ERET RARER o ADFSRERENEE

=
- EMHIACS URL:ER
7 :https://your-
ERESHRIBIEZA fadn/saml/acs
RE&H - Cookie Nt k&2l
E23Cookie AEH IE
i 0pey

BEALE

RARBEHERA 2 i &

EMRADFSIRIZECisco QBRI ES , FEANTRHE G T, ELw
THEMRERRENUSEYE, BERBEMKMRE,

- BREADFSHEIRE R A h B FEFEADFSE & R E R W ahE B AT A5
A EREVVKREENHEESR

i

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xml

- BREINFEE MR ERA IR B ECisco IQE B S S1EHAREBH

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |


https://your-fqdn/saml/acs
https://your-fqdn/saml/acs

Select-Object EncryptionCertificate | Format-List

- MRESAMLIL IR EL & BRFE Cisco IQEEMSAMLIG B R B EEEE |, LA
REMEBFEFERNE S RERATAHNURL

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
Select-Object SamlEndpoints

1 FA FASSO/MIMicrosoft Entra ID SAMLELE

A ETR & Microsoft Entra ID(Entra ID)E & A& Cisco IQEISAML IDPRYIERE
, AR BERAFZBIPKISERZEN 5 HEE(CBA),

it i FAFASSORYENtra ID SAMLKY 5 3R %4

- Entra ID#F ( #l#0 , "cigtestdev.onmicrosoft.com" )

- 2EMERENERERNEEEAGYCisco QMR TE

- Entra ID ( & ) MCisco |QZ R #Y;E 42

- BRENTHEABLECA (EEARPKI)

- AR B T EUR S IS B B (CRL) B B ( ERRPKIFTER )
% 10 : Entra IDfA ARESELE

BER B E3 51
Entra IDF¥EF
#HEID gyt 37352d8f-0ebe-4762-8161-8775ffe897¢cb
Cisco 1Q MBETMWE  <YOUR-CIQ-FQDN>
FQDN B
IDPE B Z E%ng;L'DﬁE% https://sts.windows.net/<TENANT-ID>/
y& R . . . . _
IDP SSO URL SAMLEA#  https://login.microsoftonline.com/<TENANT
R ID>/saml2
ERENET
AL <IRH >
RES H 1, RO

it BEntra ID SAMLFEAREZR
BUG2EARER

1. & A ElMicrosoft Entra® ¥ H/{r



https://entra.microsoft.com
https://entra.microsoft.com

2. BEI B4 > R > ¥R,

3. #— T New application > Create your own application.

4. B AZR (Bt "Cisco QL ) o

5. BEESAENE (FEE) PRIFINMEHLERRER,

6. % —T TCreate, »

BLESAMLERE A

ERESAMLEREZA | XA LBESPRFRERER, S IEBRVAHITH
THRREWE :

1. £ System Settings & ##System Configuration > Identity Providers.
R BEEN 2 FE /Rldentity Providers B H,

Identity Providers

THRE

2. ¥ —TDownload SP metadatail( 1T T~ £, #$ LEHL TEHHSPERRER
BREUTHRSAMLEEZ ARE,

3. ##— T Upload Metadata file}Z it E HSPERRERER, R LBFE
, SPEREENERPNERK B EIE EEUEFSAMLE’JE—%A%%

BETLLUEEFHM ASEHMEAURBELEARTE. EFHEE
SAMLEEZE A |, BETUTERE -

4. HEREERARENF , ERIEHEA , RREESAML,
5. EEASAMLEER S H , H—TRE , ARBALUTAR .
- WRBI7FER (E#ID ) :<YOUR-CIQ-FQDN>
El1Z URL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
- & AURL:https://<YOUR-CIQ-FQDN>/saml/login
- #F#8URL:https://<YOUR-CIQ-FQDN>/saml/logout

6. ®—F "Save. »



N Wi . EEIDAERCIsco QR EESPERIDY TSR, 58
# 2 HBHFQDN.,

7. ERBESAMLBAENES , FEBMHENESH D& — TRE.
8. BEUTES :

& 11 : TENSAMLE &

HERERE REM EBZ=EH

HE — {5

;ﬁ?’%i}g user.userprincipalname (F8z%

ID)

EHat  user.mail http://schemas.xmlsoap.org/ws/2005/05/identit
givenname user.givenname http://schemas.xmlsoap.org/ws/2005/05/identit
HE user.surname http://schemas.xmlsoap.org/ws/2005/05/identit
Z8 user.userprincipalname http://schemas.xmlsoap.org/ws/2005/05/identit
# user.assignedroles (= — BREBEBZEH)

~ BEE : ¥ groupsE A :

- Fuser.assignedrolesfE & JR — M+ user.groups

- Namespace{U 4EAHZ, EAJURBKRSAMLETE PHBHEEBRZHE
, MFREENHR— &R (URI)

- EEZfEAuser.groupsHTIBEEREES , RAEEEHER

REERAEXAE®

f£App Registration ( M ZEnterprise Application ) FEEEA AR ; Efi
EEAENAG , BHTUTERE:

1. B Elldentity > Applications > App registrations.
2. BN EERARER,
3. B Z|App roles > Create app role,
4 HNBEFTENSE BEUTAR:
- ETRERHIM , Cisco QEEE
SARTHY AR BB B 5 & /4H
- {& : fla0 , Cisco IQE®EE



- ERBA: AN | Cisco IQ Administrators

5 #%—T "Apply. o

N W BUBABICisco QABYRERNAS (HIMCXIQEES
. CXIQEIRABHCXIQRIEE ) .

EREAAEMAREES , REMT

- EEHFEABXREPIEP2IAIRNERTER

- sAMAccountNamefEiE AR {EA #AD[E] & #V 48

- #EIDIREIE B LU BR A9 38 A It — S B AF 3R (UUID)

- ERABEXECIsco IQABHEELTRNERFHE
KERESEGEARXAS
ERERESRGERAENAR®  FHTUTERE

1. iIR[EEnterprise Application > Users and groups.

2. ¥ — T Add user/group.

3. EFMAEY I REENEAAG,

4.3 —T TAssigny . ABEESAMLESEBMHHERAAET S,
EETRIDPERERMNEE
THIDPEFRERMES :

1.1 TEREAEX, F#E "E-BA, > TSAMLEERE. .

2. THHBEZFRERXML ( 577 Aentra-id-metadata.xml ) .

/)
TEHFHE(Basebd) UETFEIEFEH A
3.EE "FREL (Set)yF O HHLUTE :
. % AURL(IDP SSO URL)
- Azure ADFBIRF5E ( IDPERID )

. EH4BURL(IDP SLO URL)



N W BRENre DEMBBRELEE  RULSASH TRADES
WEEHBEFUREE FRIVA | LR T EEHSSORS.

¥T8RERID IDP

~ MIEE : FECisco IQHHFTIBIDPE , @ 5B ASAMLEILAPISIXEH |, &
EFHEERKA.

¥ri8 A EBID IDP:
1. MIRFEE S S HEATIVA,
2. ;i B|System Settings > System Configuration > Identity Providers,
3. ¥ — T Add identity provider.
4. & AIDP#IName ( 5ltn , "EntralDJ ).
5. B A (a0 "cigtestdev.onmicrosoft.com, IR L FIF ) o
6. (&) MRFE , ARMAE—ERRE,

7. ¥ L #E Upload IDP Metadatat i B #EEntra IDXEEX# entra-id-
metadata.xmltg X,

8. EIE_-F rsaVeJ o

N i AeURERIE  RERSE TRER.  SEEHNTA.

BEAGHR
EREAGHR  FAITUTERE:

1. RFIEHIDPH |, i##BMore Options[Bl’~> Map Roles, A&HERE R
AEABH,

2. ABERKACEAIDPAR, XEATRRAR .
®12: RigAG

REAt IDPA® (& R
AAeE)

general_account_administrator CXIQEXE & mAERENTZEFFTE

CXIQRRA o eeice

general_account_viewer

general_account_viewer CXiQmizs RKREFHM



N g xeEMEM DRRBYEARRA GBS S(GEEEER
, 2R EEEAEXA®)

4. #—T "Save, . MREEEHT ASuccess.
BFESAMLIRE ( BB H HE8E )
ERFESAMLIR , FHATUTRE
1. EIncognito=iPrivatet® =, T B BRI E 25
2. Efin Enttps://<YOUR-CIQ-FQDN>/saml/login,
3. R R A EE#HE M@ EMicrosoftE AR H,
4. ERENBEETRE (MRE/EMFA ) .

5. v’  MIARKERBKEBEFEMDE/saml/acsii #E/RCisco IQFEFH
ERX.

6. BIBETU T S RFAR
kubectl -ncxue logs deployment/apisix —-since=5m | grep -E "authentication success

e

ERIIEFEREEITSAML 2.0 8B 5455 - user@domain.com£ %
- N/ARI148

REAE - CXIQEEE(RE | CXIQEEE)
REWAEES 1
REENRTBEN T HRF

REMEMAERRTS FIECBA. MREBRBHMEBRERN , BT SBBL

o
CBARY AR+

. BB T AD CSHI®2CAWindowsfaiRES ( #l2 TDEV-ADCS-CA
)

- CAfIBRES LMPowerShell B 8 55 R T

- FEEUPNXAEEEEntra ID userPrincipalName LBt



- CRL% 3 B 2478 nI 1 A PR 4B B 5
EAD CSEE M B EER

1. ECAfA AR 28 LR Rk certtmpl.msc,
2. ERFERERRAMHGFE A "EntraUserCert, o
3. BB :
- —f%:BREBEntraUserCert , B H1-25F
- BEREE:BW=EENMNE
- EREERERRPIEE THE,
- EHEARESASEES R 51 #®(1.3.6.1.5.5.7.3.2)
- BR MBRSOREBNERAER TRERINAZMFUE
4. FERANT A RHGER

Add-CATemplate -Name “EntraUserCert” -Force

ARMEBRERERS

1. £ A LL T PowerShelli S i 3L F Sl B (INF) 48 2R (51 20 C:-cert.inf):

@”
[Version]

Signature = “ $Windows NT §”
[NewRequest]

Subject = “CN=

KeyLength = 2048

KeySpec =1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”
RequestType = PKCS10
[RequestAttributes]
CertificateTemplate = EntraUserCert
[EnhancedKeyUsageExtension]

0ID = 1.3.6.1.5.5.7.3.2

0ID = 1.3.6.1.4.1.311.20.2.2
[Extensions]

2.5.29.17 = “{text}”

_continue_ = “upn=



&H
_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2. B <USER-UPN>&1#: ZEntra ID UPN(f 40
, user@ciqtestdev.onmicrosoft.com),

3. BEAMEE  FETUTHT !

certreq -new C:-cert.inf C:-cert.csr

4. BECARRHER  BETUTHH -

certreq -submit -config

\CA-NAME>" C:-cert.csr C:-cert.cer

5. BB ELREIICA , BETUTEHS :

certreq -accept C:-cert.cer

EHEE

EREAERESEUAPFXER (AREFER ) , FETUTESE

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*



CLA!

$password = ConvertTo-SecureString -String

”

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

EEHCAEESE (AMREntralD) |, HETUTESE

Get-ChildItem Cert:| Where-Object { $_.Subject -1like “*

¥ 1|
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

EEFImEM(MacOS) LEAEAERSE

EEAGEAEBEPFX), FETUTHGS :

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db

EEACARREE  FEMTUTSHS

security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

fEKeychain Access HAGCAE EEXE BAlways Trust:
1. AR WEE R,

2. ®REICARE , AR K — T Get Info,



3. &ETrust T~ , BXEA "Always Trusty o
o et . EAR  FREAEHFERBERURBIEFE.

FECARBREEEntra ID

1. & A E|Microsoft EntraBIEd ),

2. Effn FlProtection > Security > Certificate authorities,
3. # — T UploaditiEZEca-root.cerfg =,
4. EEBABCARE,
5 W ACRLDZBMURL ( X BT LBHEAE ) -
#Entra IDH 3585 5 AP RMACBA

1. BE ZEProtection > Authentication methods > Policies,
2. ¥ — T Certificate-based authentication# 1T &t & .

3. UACBAX #7118 B 2 E R & .

4.7 "BREL T, BRERIRES "ERESHBME. -

BREEREEBRG

HECBAEEH  BEEAEEABBEERYREATRE
- BERL . ERER
- EREBMERETRER
EEKBREAE BN EBSAN)FHUPNE EEIEntra IDEAE,

BERCBATRTE

1. ¥ IncognitosiPrivatet® =, T B EURIE S

2. B Ehttps://<YOUR-CIQ-FQDN>/saml/login.

3. EMicrosoft B AREF , MAERENEFHN , RARE-T T %,
4. i#1ZUse a certificate or smart card ( EECAULLEEET ) -

5 ERERRTEERERN  EREANCRERSE.

6. BREEntra IDEREEE. EASAMLEEEEMAETEFE,


https://entra.microsoft.com
https://entra.microsoft.com

N WE RRLEIRNESHEE. REEENEE (B, HfER
ENRSHBHENRE ) S EHSFOREI RN

RHHE MR ENtra IDRERE

UTEERRTERBENTRENEARL R , IEBRIEE B M EEREEntra

ID SAMLED & A8 B3 Y R =B
R 13 RHEE
8 RE&H E1E
=, ERFEntra IDE SR E (BB
EHHSAVLER — S TEHE BB ESMEEsAVLE -2
RO EFBY _ = Ao BEFAERECHEAEH
B
HBH,
{# Fuser.assignedroles{E &R
o _ HESREEIRE . BREXERAEIRLERS
REERE 0 o GEEREET  BEMEE
AEDEEERA®),
user.groups -
EBHEES user.assignedrolests Tiﬁf:sri;:z:f;i%° ERHE
B E B AR RE ' °
FRERERXAGRH L(BEH
B RAUUIDKE REBMEA THEID, MEN , E2REEERAENXA
&)
= TSN E a
BUEEBRREUR EREMEITRE | e T
amespacet@ i,
N IdPEECHMIRNT REntra I DEF THEFZERL
ﬂ’ \
RAWSAMLES g &3 | #3ICisco Q.
HCRLEMEI T N FAFA R
SR BRAMEREAR URL , SiEABERBCARE(E
AADSTSS00191 o) BRMET , HSMCRLTENY
BEEK CRLEER 5 3E),
B 2B B EMacOS Keychain
AccessHEAFERHEXRE (BRI
HMER  FSREEFmER
RETEEH/ESP., LEAFEHERE
RIBERFBE CATEZEFiREEs (Mac0S)) , BEAMEREL
KEUFACBA Entra IDF B CBA(E EAFEAA
B, BF2BEEEntra DR
EHERMACBA), YHEE
TR EI Chrome LA FEF E X,
SAMLEFEEiBY FRAEZENEEREZ BNAHEEHHN



L] R

EREEPHRE "

R e REC B A B AR

AEMEENCRLEER G E

MR E W InternetiiBFCARNCRLD 28 ( EERE

ECRLERH BEACA:

powershell
# Create self-signed CA
$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °
-KeyUsage CertSign, CRLSign °
-KeyLength 2048 °
-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)
# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStoreLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °
-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °
-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=

&email=

EAIBCARE L ER|Entra D, HRABXESR

clock_skew_seconds(FE:R{E S
300; 1 F30000fE B EER).

TR A BHR(BRFAES
, F2ELEABHR),

RERER) , FEA

RREAZRBRBE



(CDP) , HttEntra IDA R E R CRLE
SRR EKE &R

K& 4B E AMicrosoft Entra ID SAMLFE A2 X A iZ2 CBARL B VAR ST &2 5%
EE R,

Entra ID SAMLEERRRRE

- fEEntra IDREINXEERREN (3EE)
- BIBF B ASPRFRERGEEARSAMLEE

- BEBMMNES (2REFHBH. BBAFEHuser.assignedrolesiy i
)

- EEARKERTRUEARSAR

- BERESBEREREIAR

- TEHBS®RFRERXML
Cisco IQELE

- J&iB L #HEntra ID&FREBHECisco IQHF #TEIDP

- BREAGCHBLUKERAGEHMEICisco QRKAER

- BEERBEBNEART RN ITHA

- BRBEARE RGP ERZEE
ERBENIORE (E)

- ERAEFRSHMBEKUEAD CSEEYREER

- EREAERE , HPHUPNEEENtra IDEEFA & T

- BEAEEEELAPFXERESHLZREREFIRER L

- EREEFREM ENCAESE

- #CARFEE L& Z|Protection > Certificate authorities T~ #JEntra 1D
- EEOBREST EPRACBA

- BEFRAERBERE ( PrincipalName#userPrincipalName )

- BRECBARARAB IR SR TH



#TIE SCP Al Ak 25

SCPfafkaR 2 EAYHE, FARIUEECisco IQELEZHEENABRERD
FERRME

#iESCP R ARER A BR

1. £ System Settings & System Configuration > SCP Server, &
FEENE R~ "SCPHRH. HMH.

‘0 System Settings > SCP Server

= Localldentity &

>
Q Access
&¥ Connection Management

2 Activity & Logs

&%, Package Management No SCP servers configured yet

Configure a server to get started

a System . + Configure SCP server
Configuration

SCPfafREE &

2. #&— T Configure SCP server, A4 RELESCP{ARESH.

< SCP Server

Configure SCP Server

Local Identity & N Specify the location for appliance and application files.
< Access

‘0 System Settings >

IP address/hostname

Activity & Logs

X Port
o% Package Management

System Remote directory
Configuration

Username

Password

it ESCP1a] AR 25
3. WA IPHhut/EHE
4. & APort.
5. W AEE B &%,
6. MAERAES.



7. WMAE,

8. % —T "Saves . RSB RIER.
fmEE IR B SCPR AR 25
EREBRESCPRAMES , FATUTRME

1. B 2ISCP ServerE M|,

> SCP Server

IP address/hostname Test SCP connection
- ——

Connection Management

Activity & Logs
Port
3% Package Management 22

Remote directory

System Ifiles/

Configuration
Username

cig-scp-user.local

Password
0000000

B ESCP R REs
2. ¥ —TEditFr ERV R B SCPMAR=R,

bl
aseo’ 1Q

&0 System settings > & SCP Server
Edit SCP Server

&% Connection Management Specify the location for appliance and application files.
e Activity & Logs

. IP address/hostname
3% Package Management

@ System

Configuration 22

Remote directory

Ifiles/

Username

cig-scp-user.local

Password

Save Cancel

fmEESCP A AR5
3. RIBFEBREUFMEE.

4. E_-F rsaVeJ )

RiEE

B L BBERAENEHRIZEMCisco IQ VARRA, Edal L #Cisco 1Q
Data Connectors B EE1TER % .



BN ERRER
EENMHBEREEN  BRTUTERE

bl
aseo 1Q

‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

., Package Management

System
Configuration

%\l L%IE

® | _QIEINT

System Configuration X

/ing system updates, monitoring health, and managing your node cluster.

Banner:
NS gement

Identity Providers
NTP Servers
SCP Server Edit maintenance window | Configure update

SSL Certificates Update mode Maintenance window

Syslog Servers Automatic

System Management

1. £ System Settings FiE1ESystem Configuration > System
Management, FifFEEN € B /RSystem ManagementEH. WEER
ERNEITHRMRA ; REAREEEH , AlUpdate HistoryZ8 5 A%

o

il
dsco’ 1Q

‘0 System Settings

Local Identity &
Access

>

Connection Management

Activity & Logs

., Package Management

System
Configuration

RiFFHR

® | QIENNT

System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

System Updates Node Management

Current System Edit maintenance window | Configure update

Current version Update mode Maintenance window
1.2.0 (Build 416) Automatic

Update History

2. #—T "Configure updates . R#FEFEEN & ~Configure update EE

o



alialn
dsco’ 1Q

‘o System Settings > < System Management

Configure update

Local Identity &

>
Access

A\  SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP server.

Activity & Logs
n Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

when complete.
o% Package Management

File selection

System (®) Local file upload

Configuration

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done

[y g
3. i##EUpdate schedule LA it E H R,
4. ZR/ERLEEN ; FEFEERAREAS K NEREE,

BB E Update Status ( EFMEE ) S TE RN EBREBE RREZEHTK
I,

mEEREHARETE

ZBAUARRABREIBERTTE, NMRRET BERGE , AIAREERSE
REERN ABET , IREARERARRPRNET, BRILREARE
B, BHITUTERE:

b @18

o System Settings > System Management
Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
= Localldentity &
® Access v System Updates Node Management

Connection Management

Current System Edit maintenance window | Configure update

Activity & Logs
Current version Update mode Maintenance window
% Package Management - Automatic

System
Configuration

muE iR

1. £ System ManagementE H # Current SystemZB% , & — T Edit
maintenance.,



Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save

REBHERE
2. ##DayMTime T hiEE A& F —EIRIE,
3. B—T T CHINGTEHERE., RIBETNITEEREN.

N W NRARBAMHE  HATEFRBOIR  REEREM
QBENERY ; BNFEEFRBOAR , REERASNG)FANER
M. EELRRM<R , KAFHIITEN. WRARKK , RFEKH
TERZEMRREBER. CRFEF=ZXER , EFEFBHI.

1. Bfin£lSystem Configuration > System Management > Node

Management , AR M E R LR P RIETEL

System Management
Maintain optimal performance by applying system uj

System Updates  Node Managemel

B Toadd new nodes, visit iq.cisco.com to download installer package via Package Catalog 7

o) System
Configuration

2. R ERREEGHAMRE, THE, BRER, P, FHIRELS
. HBEAR LR E A,

N Wi StatusHI W E G EEERS T D% EREBRAE,

FEA KRR

WERKBCisco |IQ SaaSHEEI 2T o] AsRIEE |, Al LAE ##%Cisco 1Q



SaaSTEABMMASTFHATREAR. BEFBAMRRR , FATUTRE

1. & A Z|Cisco 1Q SaaS.,

2. BE¥ EHome > System Settings > Package Catalog.

il 1

4o System Settings Package Catalog

I These packages are intended for on-premises deployments.
“Q  Account Details

= Filters 8 results
® Identity & Access
R Y Systems

Cisco IQ Virtual Appii

Fa Service Contracts

File Upload
Released Jul 15,2026 Details | Download options A Released Jul 15,2026 Details | Download options v~

Package Catal
Sl Installation packages
. Modules
Activity & Logs Upgrade packages

ERE B &%

3. #ECisco 1Q Virtual Appliance9 , #— TDownload options >
Upgrade packages,

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Fik2
4. T HLEE AZIZECurrent version,
5. € ThEE HIEEBuild type,

6. T hiEE P iEETarget version,


http://iq.cisco.com/

7.3 —T "Download) . TEABREMHEE.,
8. B ZECisco 1Q VA,

9. £ System SettingsH1&##System Configuration > System
Management,

e @A

& System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.
Local Identity &
Access v System Updates Node Management

Connection Management
Current System ditn ow  Configure update
Activity & Logs
Current version Update mode Maintenance window
3%, Package Management 1.2.0 (Build 416) Automatic

System
Configuration
Update History

=R
10. #—F "Configure update. o

aliln
aseo’ 1Q

‘0 System Settings > < System Management

Configure update

= Local Identity &
A

>
Q Access

4\ SCP server configuration missing
Connection Management To update the system via SCP, set up your server in SCP server.

Activity & Logs
B Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified

when complete.
&% Package Management

File selection
System
Configuration

@ Local file upload

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done

AiiER HE

11. % —TF TLocal file upload. &z,

12. BETHNAREAHESERTEHER LERLTP,

13. EFRRLEREN ; FERBERREHI XN NBEREE,
SSLEEOE

Cisco IQFHARKIMATHRALERRE , BELAETU LEBERSSLE
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1. £ System Settingsi&#ESystem Configuration > SSL Certificates, #%
FERSSL CertificatesEHE , EHHIH T REMNFIBESSLESE.

® | 8

2 © System Settings > SSL Certificates + Add Custom SSL Certificate

= Local Identity &
Q Access

>
Default Self-Signed Certificate (@ Enabled

;¥ Connection Management Al i Issued by
Default System Certificate Cisco 1Q On-Prem Default CA July 11,2046

Activity & Logs

o% Package Management

System
Configuration

HiESSLEE

2. ¥ —T TAdd Custom SSL Certificate »

N Wi e ERA BB RER RS RER AT EY
XER, —RALE—EXER, ERLEADRKIESHEN
FASR o

alvaln
asco 1Q

< Ssl Certificates

‘0 System Settings >
Add Custom SSL Certificate
Local Identity & 5
Acces SSL Certificates

) Upload a .txt file containing the certificate and key as text strings.
Connection Management " o -

Activity & Logs

fut

3% Package Management Select or drag file to this area to upload
Only one .txt file can be uploaded

System
Configuration

o Enable custom SSL certificate

Save Cancel

LESSLEE



3. ¥8 =R LB SSL CertificateZB9 THI B E&HESSLEE,

4. BRKEnable custom SSL certificate ( B B E&HSSLE S ) {1k

o

A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

pARE
N R NEEIEBRERAINRARE  SREEERE.

5. % —F TEnable certificate o
6. ##—T "Save. o
BERSSLEECRABERNERMRE, ARRARIFESKEBEA
MEEHERSSLES
BRLMRERERSSLESU LENREILAENRANES. ERE .
1. BREIEN B ERSSLEE.
2. EEEZEEE > miE. REMREEIEME/REIt SSL Certificate HH.
3. RIEREREEEFMEN.
4. #—T "Save, o

MR B E&SSLES

BE  URERMEREERSSLES , BUBRAEFRTE ; S LEMERE
FERF LEFNEERES.

il Bk
1. BRBIPFENEASSLEE,
2. BEEZZEEET> MR,
3. #—T "Delete Certificates . RIEMERBFTBR A L ABEHKA



HREE,
Rt B Sl frarlc &

ERRFEESAGNMERETTUERENBRK BERARIUAELRE RS
o REZALAEEM(2) A R BFMRAREE.

N RKERARESEREAPHYE  HRRESRENRS
(FQDN),

¥ 18 R4 B A ARER
i8R B SRR

1. £ System SettingsiE#ESystem Configuration > Syslog Server, #
#8 ~Syslog ServerH,

‘o System Settings > 5ys|°g Server
Configure up to 2 syslog servers

= Localldentity &
=S

>
R Access

¥ Connection Management ’
Activity & Logs

.~:’:~, Package Management .
No syslog servers available

Add a server to get started.
System

Configuration
-+ Add syslog server

#i8 R4 B SRR RS

2. #— T Add syslog server, ##RCreate Syslog ServerE.,

‘o System Settings > < Syslog Server
Create Syslog Server

~ Local Identity & > Configure syslog server to receive logs and alarms.
QR access

g‘ Connection Management IP address/hostname ®

Activity & Logs
Port
o% Package Management

Protocol
System

Configuration Select option v

O Enable syslog server

BYREBFMARS
3. B AIPHbhE/EHE



4. & APort,
5. #tProtocol T AR E AR BB A % ( HIAUDP, TCP ),
6. BARXEnable syslog servertl#:i% 4R,

7.%—F "Save) . R ET—ERFEERE , fIFWENRKBFRAR
B GFR1ESyslogfA ARES B E £,

m BB B B BV R A% B RS A AR =R
ERECHENRKBAFTAMRSE , FHRTUTRE
1. iR FrE R R4 B AR
2. BEEZEEET> mE. A58 Edit Syslog ServerE.,
3. RIBEEEREFMEALEIRENnable syslog servertli,
4. #%—T TSave, ,
il BR 2 B B /Y R 4% B S5 R AR =R
EMBRERENRKBFRARR , FHATUTHRE
1. B EI PR FE KRB B S ARER.
2. BEEZRAET> MR, RITSERER.

3. # — T Delete syslog server,

& B A B &S

EEM BFRHABRIQPERAERENENNFMIHE , AFIRFEEESR
HEREETRARFERE,
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asco 1Q

2o System Settings Activity & Logs
= Localldentity & 5 Q search = Filters 3846 results
Q Access

Event Actio Email Date Activi Reportin Log Affec Error Acco &
Connection Management n ELT ty... g... level ted... code unt...

GET /... Read admin Local A.. 2026-0.. data_ac.. a7498d.. [ info Syslog ... — Default... ¢

Activity & Logs
GET /... Read admin Local A.. 2026-0.. data_ac.. a7498d.. [ info Certific... — Default... ¢
% Package Management GET /... Read admin Local A... 2026-0.. data_ac.. a7498d.. M info Certific... — Default... ¢
System POST.. Create admin Local A.. 2026-0.. data_cr.. 932dfd.. (@ emor APIRes.. 403 unknown ¢
Configuration GET/.. Read admin  LocalA.. 2026-0.. dataac.. a7498d... Banner Default... ¢
GET/.. Read admin Local A.. 2026-0.. data_ac.. d7c5eS... i API Res... Default... ¢
GET /... Read admin Local A... 2026-0.. data_ac.. c12479... i Applica... Default... ¢
GET /... Read admin Local A... 2026-0.. data_ac.. d7c5e5... i User Pr... Default... ¢

GET/.. Read admin Local A.. 2026-0.. data_ac.. c12479.. i API Res... Default... ¢

GET /... Read admin Local A... 2026-0.. data_ac.. c12479... i API Res... Default... ¢




SEBMAG
EMFAEE MBS |, % System SettingsiZ B FiEZ Activity & Logs.
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1. £ System SettingsHi###System Configuration > Banners, ZifFEED
S M RBannersEHH,

‘0 System Settings > Banners
Local Identity &
~  Access Mandatory login modal (® Disabled

Modal title
Connection Management

Activity & Logs Modal content

,~:':~, Package Management

System Application Banner (® Disabled
>

e Configuration




B B 58 1R

2. #£Mandatory login modal##& — T Configure, R#tFEEN S R REdit
Mandatory login modal & H

alaln,
aseo’ 1Q

‘o System Settings > < Banners

Edit Mandatory login modal

Local Identity &

>
Access

a Enable modal

Connection Management Modal title

& Activity & Logs

Modal content
3% Package Management

System

Configuration Save Cancel

fmEE RSB AE X EIE

3. BR—T YL AR EAEE.

4. W ARNEE,

5. B AModal R &

6. % —T MSaves . "HE, BABX /T
BB FE R iR iR
ERERARENEE  FUTUTRE

1. 7£System SettingsiEESystem Configuration > Banners, R#FEFEED
S/ ~BannersEH,

Lile

2 © System Settings > Banners

Local Identity & N
Access Mandatory login modal (® Disabled

Modal title
Connection Management

Activity & Logs Modal content

o% Package Management

System Application Banner (® Disabled

Configuration

Banner color

Banner title

Banner content

Banner location

2. #— T Application Bannerf #yConfigure, R#thEEI & #/REdit



Application BannerEH .,

alialn
dsco’ 1Q

‘o System Settings > < Banners

Edit Application Banner

Local Identity &

>
Access

O Enable banner

Banner color

Connection Management
Activity & Logs

&% Package Management Banner title (optional)

System
Configuration

Banner content

Banner location

O Top O Bottom O Both

Save Cancel

iR AR

3. M—T{IH AR A R 2 A AERE,

4 BEEFEEE,

5. W AREERE,

6. # ABannerA &,

7. BREEENE,

8. % —TF Saves . EIRETREEEAEXS,
mEEEIR
EREEE , FRTUTRE

1. #£System Settingsi&ESystem Configuration > Banners, R#kFEED
S F ~BannersHH,

System Settings >

Local Identity & R
Access Application Banner (@ Enabled

. Banner color
Connection Management
Green
Activity & Logs Banner title

ss

&% Package Management

Banner content
ss

System

- Banner location
Configuration

Top

w1 R

2. #%&—T TEdity . REEFEEIEHE REdit Application BannerE .,



e 1Q Dev

‘o System Settings > < Banners

Edit Application Banner

%\ Local Identity &
& Access

>

Enable banner

Banner color

Connection Management

Activity & Logs @ Green

_.:':._ Package Management Banner title (optional)

ss

System

R Banner content
Configuration

ss

Banner location

@ Top O Bottom O Both

Save Cancel

fmiEE AR
3. ImEBFTENFAES.
4. B—T R AR EARE.

5 #&—T MSave, o
5t S HE AR
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1. B AZEICisco 1Q,

Navigation Main Menu

SYSTEM STATUS
Cisco IQ On-Prem

CONFIGURATION SETTINGS
IP Address/Mask
Gateway IP

DNS List

Search Domain

NTP List

Hostname

MAIN MENU

[3] System Diagnostics
[4] Help
[5] About
[q] Quit
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2. 7£Cisco IQEXEH , g A "3, W IREnteriEESystem Diagnostics.

Navigation Main Menu > System Diagnostics

Please provide the following server connection details:

Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/): |
PROTOCOL SELECTION

[1] SCP (Secure Copy Protocol) - Default

[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:
Enter Password:

Continue with System Diagnostics? ([clontinue/[Black):

3. B ASCP/SFTP{a] AR 88 tth 3t o

4. By ASCP/SFTP Server Port,

5. B ASCP/SFTP{a AR 23 B 1%

6. BE—EHE.

7. & AUsername.

8. ¥ APassword.

9.8 A "C. MWIREnter A EBERIKLER,



Navigation Main Menu > System Diagnostics

Checking Reachability

Collecting System Info

Collecting Kubernetes Info

Collecting Logs

Preparing System Diagnostics Bundle

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...

R EIRETER
RRERBZEBREL T TIERME
- mEWEM

- WERHREA
- W& Kubernetes&
- WERF
- B REDE RS
- LERXREEEMHES
ERE RSB —RERES  EREKNEREERE.
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&T LAEIBCisco 1Q SaaSE I VAN EREEM T ERS, BRIQ
SaaSHEM T X EEHE  REARM T ERIINESEIA. CAFEER
 EFNBEERERVFERR  SLEAREECERIBENRENCERA
o BECisco IQ SaaSH X EEHEMNELFHMEN , 52 [ Cisco 1Q SaaSA
F94EF

N WE : Cisco 1Q VAR B AT IS5 A S #Cisco IQ SaaS¥k B AT
EBRREECisco 1Q VAR ELIE AR HR BB 9 5 3B R A (TAC) 24
UREUNEEEREA,


https://www.cisco.com/c/zh_tw/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
https://www.cisco.com/c/zh_tw/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
https://www.cisco.com/c/zh_tw/support/docs/cx/cisco-iq/getting-started-guide/cx225778-cisco-iq-getting-started-guide.html
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BRI LATECisco |Q SaaSHEN VANEHSEW RS, BRI RS , BT
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1. B AZFICisco IQ(SaaS).

2. #&— T HelpBl "> Report an Issue. #5378 "Report an Issue ( &
iEEE ) d *EEO

Report an Issue

Experiencing an issue with Cisco IQ? Let us know what's going on and we'll open a support case for you.

Issue type
(O Portal login issues () Error message (() Data discrepancy () Other

Issue description

The more detail you give, the faster we can help.

Preferred contact method
O Telephone O Email O Virtual space via Webex

Include recipients (optional)
Select or add email addresses

Select or enter email addresses to include.

Cancel Submit

HiEEE
3. REAFENFMAER,

4. % —T "Submit, ,


http://iq.cisco.com/
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