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Cisco AMBZR AR BRIV AEN L , EERBEETRYE, BENRERUESENEED
, WEH{LRBIEE, tIL , AIZHEE ( MDAl Assistant ) BB RHESEHRRFELELHRTIR
Qe &R  REMRERAMEEDN, AENRE , AFLEFEFSENMRINRE,

Cisco IQ LinkZ £ WEEEIERER |, Wi ELERREN AR EHEICisco 1Q , RMER
ASEBMITERIMERER  EBSRSHEEITHEME, HIMES RS EEWE,

i B 10 B 58
IREEEESRFEHALUTREEZEATCisco IQ Link:

- FEERFEAES : admin

o JAFX#NS : 7£Cisco IQ LINkZ HBREFREN R ; MEFMER , 552 [ Cisco 1Q Link A P9

=]

o JEZZMRFE L T 32:Default-Customer

BAR , FERfEAZE "adminy FMMRF B "Default-Customer, B REBE L,

RESMEEESLS

AL UBIB E HEF MUser Profile (FAERERR ) BEEFUXEBARERLBE,

HEHBUTEEUL TIRFHERE

- HERRE : RRASNEARFHEIRE.

« Maximum Login Attempts : FRERFHE B AN R XEBLIREFNRE(TERRE : 3,8H
:0-10) .


https://www.cisco.com/c/zh_tw/support/docs/cx/iq-link/cx225764-cisco-iq-link-getting-started-guide.html
https://www.cisco.com/c/zh_tw/support/docs/cx/iq-link/cx225764-cisco-iq-link-getting-started-guide.html
https://www.cisco.com/c/zh_tw/support/docs/cx/iq-link/cx225764-cisco-iq-link-getting-started-guide.html

- REREED ERRBRXMEANKBR(FERE : 156248 ; #E:0-607 1),

o Duration : BREEZEFFAEFH XHRIRFRISHEMREBNISEFE(FARE 300 i ; #FE0-
602 8&).

N Wm0 ER , BESQ)RERBATRNSE. NEFE=Q)REREAKR | LHE
FS IR N30 U RN RS,
EMEHEEAEREA, RASETUTHEE . THRERABARBS | RSHEE.
WEER. o | SENTHIHE,

TR0 EEHBRY | kB TESEREAREESE.,

3

EI-III,

MRESHETER  Z2MBEAYRBRREENT M, IRFEEELARELG)ARLHENESR
FTRBAZRBEENR. ER—RXMERE.

ERELZLEE , FYITUTRE

1. EEEH |, IE—TE&MUser ProfileB R, SR THIHRE,

et Clsco Cloud Produc

2. #—T TUser Security, F# "Manage. . Z#iFEEI S RUser SecurityE Mo



: 1Q Link

User Security

Change Password Security Questions

Change Password
=

g passwor

Password
MNew password

Confirm password

3. #&— T Security Questions AFARIEZ H 8.

User Security

Change Password Security Questions

No security questions configured

Set up security questi help 3 int if you forget your password.

4 B—TERERZEMEE,



Local Admin Security

Change password Security questions

Security questions

Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer*

Question 2 *

Select a security question

Answer*

Question 3 *

Select a security question

Answer*

Question 4 *

Select a security question

Answer*

Question 5*

Select a security question

Answer *

Save Cancel

5. R THIREFEREERG)ERERE,

6. W ASEBENDE,




7.%—"F "Save. »

N W AEFESANE B, "TSMITHL F1 Tsmith, I8 RMEE.
BESHRIZHE Bl . TSmith, A Tsmithy HEAER.

AN R LT , EALHRENENER, BEEENERE , LAINAEERESRER
, At AR RERBRG)ERENER , MM EEREEERNREE,

EERG

IR F B8 B F A i fiF & 7] LLE ¥ Cisco IQH &8,
BRERENIRFRZE | SERUTRERE
- EFFEARE  BHHBRBRREEZHEG)EARBRNEM—E, LRBEEHAR "M, .
FSicZiE) M TERRG, "R,
- FREE . CRBFRERREE  FRBHIXEELEN\G)EAEZTEENRBRE,

- ROERER : ARERAT , KBESH2UNETRBAERER. NREE T TR EREE
B, RIEZEEBREZE , BEEENRR,

- ZBBNY  BHFHORBH—R. AR AHREAREAR , £FERE—BAHER , AR
TRBERRE. (MREER0, AZEARHBH. )
DB fRAF

EEERE  XARMBEATHRSE

s BREAMIIRFEESNFEAE
o BEEFARMIRS(TRE—ZEA(SSO)RNE G 175 5%)
« E& AFICisco 1Q Link

- BHEBEEMER
U

EFURE -



1. EEEF |, IE—TEMWUser ProfileE R, SRR THRLIEE,

Welcome, Local Admin

Connect On-Premises Devices

ik o eszablish commenication with an-premises devices @ Langeage

Enghsh

(B Theme Light | Dark = System

nfigire your dats, Marag User BCCE3S, and expiore everything Clsco

Connect Clico Cloud Produc

User Security

Change Passwaord Security Questions

nge Password
1at contains the following

Now password

Confirm password

3. M AERHNEN.
4. & ANew password,
5. BRE AT 2B AR

6. % —T TSave, »

FHFTECisco IQRAHEHT , BFECisco IQEEHEES (VM)



EETRNER

MRECHRETRZEEE , ATUERZ:BERTEREESTHNERR. WEHEFHREA ,
REREZEBENEE.

2
®

EEETRKNER

1. EfiE|Cisco IQ Link&E A E .,

2. #—T "Forgot Password o

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login

SRCBH

B

3. B AUsername.

4. #—T "Continues (#%& ) . Verify Identity BB /RCRIE B/ T (5)ERBEF K = (3)/EREMH
Z2EE,



Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login

BREEH
N R rEERNRSEERLEREREN  REAETE,

5.8 AFFA = (3) R ~EEMN = Z,

6.E—TREVRE. MREXNERE IFBRFNERTE A REBREREWATZR,



Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

@ At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

Q At least one special character

New password

Confirm password

Reset password Back to login

N sEI S BRSNERIRES RS ME, MEFE= Q) RERL AN | R IES SRS
D BURELN RS, CELENEHNEETE.,
REEERUTEE . THRRBESRABNRBES | EFREE, BREER, L |, SEH
B R,
GHIEE R0 EEADHRY  KEATASERSAREESE.

7.5 ANew password,

8. B A RS 1THERR.




9.EE—TRX,

MR ERE

e = E T B AT LU fE ) & #T B 2 Cisco IQIRF . ¥TEHERE

1. BE = System Settings > Local Identity & Access > Users, RiEFEEISE RUsersE M. B3l
HATE RN ARt E A E R HARRE,

N Wi BFEEETERESREART (LLEFRR) .

2.3 — T Add users, RAFEEIEHE /RAJd UserEM .,

& Users
Add User
[ 7o sotup pOMmiSsions Wa greeps, Sat up your groups in User Groups
Details Emal address

Actlvstion code

Assign direct access Fola




SEASTFE M.

4.8 N BERTE.
N W ERERTERRARE. REAELA  RASRENEERLA,
SAEEAEBMT | (OREEASE T RS TREEA S,

N wE g RTAREBEE TR,

bESBEESES  {AGTHRENEEAE, SMQETAAL

- WA MANGEERER
- EESSBAEARANEERRRE , BEREEEMIDPERA

7THE-T#7F. WEERIMHERELUFERERREEAEFTED. PendingR/REMEH R
BB R

BHEBENKIMEUMNMEME AT StatusFIFE RPending,



0LER—THEMUEMAEZTENESEEHE~> BERBANRE. BABRERIBEE,

10. 22 BERELALNAT (F, BEZENANEE ), BAREHR-XEER , FEX
RS s SsE RGEE M

N EOETRLNEE L HARARE. NEREEANSE  BEA 2E, BREY
ERFOBARE  SBE L —ERAREAN

N2 RAENERNAS G, NEEHREED  BREWIESTESMEUBERTHA
o

1. 258 , FIR—TE LANUserBER , AEEELogout, EA§IREIZCisco IQE AEMH,
HEMEFEAERSE

M ERERS -

1. EE AEMH L , #&— TRegister a new user accountiE#t,



Register User Account

Username or email

Activation code

Register account

Back to login

© 2026 Cisco Systems, Inc.

MERERE

2. ABRVFERAEREANERAE BB E FEH bt (fl fusert@abce.com),
. WMAHKRFEESHANBANRE,

4. #—F TRegister accounts . ##~Set New Password{i &,


mailto:user1@abc.com

Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

& No repeating characters

New password

Confirm password

Reset password Back to login

MERERF B
5. B ANew password,
6. 7£Confirm password & B X i A 2.

7. BERBRUNEBEAR  REERAEAZFRELGC)BAZLBE(EAFAEN A F2RRELLE
BMEE).

3

EEARMEHEE

FEHEAFRFEESEA—EEEZELAMERENACG, IRFEEESNEY —EE , #K—8
AeN—HEEAENMNEZE RARE—EVEEFHZXARRREST , MTRSACERSEG
FEFEAE. #Local Identity & AccessEEBITAIEEAEHEE,

N omiE neRFEEETEEY . RESMNGEREE. BhMREAEREEN  SELR



N uERE AR FETES,
By A EE
ERVEREE  BHTUTERE -

1. #£System Settingsi&ELocal Identity & Access > User Groups. RifkEEI &8 RUser
GroupsE H,

el 1@ Link
&g srsmsatings > User Groups
6 Local identity &
&

£ acuvayilo

oy Systom

Configuration

No user groups yet

P o get started

+ Craste User Oroup

2. B—TEMUEREE, BEREMLERERR,

g Svstem Sattings » 4 User Greups

Create user group
g Lecalientive
Access
¥ Connection Managemant L.

Activity & Logs

Mo users added yet

Add users 1o get started.

Manags users

3. BRI T &7 :



. BEER
- BBHAANE—SE (fin, AWEET )
- B9 (TR ) ANEEREES0ETT ; AFERATSUTN: - @ - _F)

- DEERE
ESWRERNMEIEN —EANZEREALERE.

N o EFmASILNERE  BE-TEEEAE,

- DECEHRERT AT
- ARREESERUHENFFERENREAR, UTAGTH !
- R BANGEERARN (RE)
- EESFBEAEA Y EERRRE

4.3 — T Save,
MERAEEBERESENSENXSFTH — B REUser GroupsiFEH,
wmEEE A EAE

BEREFEAER , FRTUTERE:

1. #EUser GroupsiEEH , &k EEE KA,

2. B—TH5 @MW MoreB’R , RAREZEdit. BB RECLAEER.

4 User Groups
Edit user group




REEAEE
3. EITAr RN ER.

4. ¥ —T TSave, »

EXMHERERE THFEL FED. HACKHENMEREER.

il B £ A & 4B

EMBRERER , FHATUTRE

1. £ User Groups/B B/ , L EI EMBRAVAE,

2. & —T #8358 More OptionsB’R , A%iEiZEDelete,

A Delete user group?

User group will be permanently removed from the platform.

Cancel Delete user group

i BR 65 A & 4B

3. W R HERTMIBR.

N

Z AW User GroupsF R B,

N g MR EAEERATERETHBRENENACHE. BEEAEESTREME,

& & iR

EAZICisco IQLinkE , IRFEBEENURERERTE, IRFEEBEENUFAXRHERR G KR M
ERX(IDP)EE % A ZCisco IQE#,

SSOWOKTA IDP SAMLELE



BLEIDP SAMLKY FE iRk 4

« AihiR S EIE B ¥ Cisco IQERE YRS R RT A #E

- ZRIDPFIFE

SSORYIDP SAMLELE

ERSSOEEIDPEEES

1. EMEENIDPFIF,

B®,FES (SAML) , FBHITUTERAE

2.5Cisco 1Q LinkBTBE& ELL T B4,

% 1: Cisco IQEEBM

Bz BE
FEREXNER <ERAEXEZB>
RIB ESPEKEAER
ERENmEER IDPEREMFIE#HE
BB EHER BB H BHER
HR FET
N ] 212 "New Onboarding

& 2 : SAMLELE 5| &

B faRe g5l
ZR(EBRBID) Z—;C%Dﬁi)mﬂ’\]iiﬁ% mymanagementhost.mydomain.com
- SAMLEF = 18 /8 & IR _ |
B —%Z AURL (ACS)#& 55 %5 https://mymanagementhost. mydomain.com/saml/acs
ZBIDHR T FE bt FiE A
ERAEXAFEHAEERE FRAEER TERA

S.EENTHRHEIEBIEE A,

N WiE  IDPEMEREBRARA S EN RAERAEE. Cisco IDPREBIARRAIE FH5A

o

- E—{ERE

- BEERERR

- {E : user.login



https://mymanagementhost.mydomain.com/saml/acs

. E-(EHE
. BB IEBTIBH

« {H : user.email

- {HBMED
- B
- Filter: (BFiZH%4F : )REGEX
- B ¥

4. B iEEAEN PR E —FE#H(SLO)RE,

R 3:SLOEERTE

LA

EE

FE3

=
=

ay
k

M Okta, AEELRBEMASLORIZTERRE. £
A B a4 %zTEPEI’JTﬁSPE’éEEETﬁﬁ%E’é ﬂqt‘.?
*zﬁ%sp -public-key.crto, MMEFFIMEN , FZS Eﬂi

SPERER

SPfﬁ E#H*FFJEAADFS IDP ( M3EOkta ) -

rEEMMHE—H

RrHA

B —FE#URL

https://mymanagementhost.mydomain.com/saml/logout

SPHEZE ( S B/EBIDRACS URL )

https://mymanagementhost.mydomain.com

5E-TTHERTH "SPRRER. X,

6. RREHENERRENELEAREN,

#7i8Okta IDP

TECisco 1Q LinkF ¥ 18IDP:

1. #£System SettingsHiZ#ESystem Configuration > Identity Providers., kBl &8 RIdentity

ProvidersEH .



https://mymanagementhost.mydomain.com/saml/logout
https://mymanagementhost.mydomain.com%C2%A0

gl 1Q Link

Ao System Settings 5

Identity Providers
&% Connsction Msnagsmant

& Activity & Logs

System
] Configuration

No identity provider added yet
Add an identity provider to get started

Add identity provider

2. & — T Add Identity Provider, #%#~Add Identity Provider&.

aisco 1Q Link

2 o System Settings ¢ ldentity Providers

Add Identity Provider
Connection Management

Activity & Logs

ldentity provider name *

Enter identity provider name
System

Configuration Domains

Enter domain names
Organization IDP metadata *

+

(BE)

Select or drag file to this area to upload

Only one file can ba uploaded at 5 ME or lass

(P Enable single log out (SLO)

Save Cancel

N wE R R R A8 —(1)@EIDP.

SHASHOREENERE.




4 37— T Add#$ BB B Cisco 1Q Link# 5% 718 F|Domains i,

S5AEMEMIDPRERERM M PN LHRIDPEARXNEHASAMLRREN . LERTSRE
EFMERAN BB R (SP)ERFMET.

6. ( ATi# ) BXfEnable single logouttl#iZeR, &t AT LAFEERRASLO,

7?22__1:{%%#0

BE® K BAREMSBREASSO (EIBIDP ) B ANEH,

‘ersen 1Q Link

AEHREE

1. REFTEHIDPH |, i#EMore OptionsE7~> Map Roles, #EREMEAELBH,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account... &

General Account... &

Select option

Select option

Select option

+ Add identity provider role

EAEAGHR

2. AFTERACWAIDPA®, XEATRMRAR .

- —RIRFEER - RIRFEESERUITERTIERFNTEFTE




- BRIRFREAR ERIRFRARERIARMGBEFIHE

N i DPREE—EEATAEL. CAARBRDPTIEENENALEBELNR, T
£ 7 — BOktada 9 = Bl

$& okta me
- Admin Console
[ Groups @ Hei
B Directory 2 Al Rules
Pac

Profile Editor Group source type Al

. Group nama Peopl Applications
Profile Sourc x} F o 0
. F [v] 0
Lo I
\piplic
1] 0
Qs y ﬁ 1
£ 3
Lo
£10 A K
o .
Contact us
AG¥mS A

BE-—THHESORHEAAG  BEFEHRHMASG,

4 ¥ — T Save,

E—-FHEEE

MREERAE-FHEESLO) , XA LEIESLO URLWERER ., LRBBIRES 1R
HEAREYARAE—ZHRFARRAREELIE, EXKSLOEE , FHATUTERE

1. B REERXEES , - T THSPAHREE,



dg Systemsettings » Identity Providers

Connection Management
Activity & Logs

Identity Pravider Name Damain Names Direct Login URL &

Systam

cigco.com
Configuration

2. T 88 R 5 7 Asp-public-key.crt,

3. B EEMIDPFIF,

4. EHESSOMIDP SAMLELBHERNEZRERR.
5. BIR THIDPEFERER,

6. 7Eldentity ProvidersEH £ , #E#EHIDP#IMore Options[& > Edit.

Ayt 1Q Link

System Settings & Identity Providers

Edit Identity Provider

Connection Management

Activity & Logs Identity provider name

System Domains

Configuration Enter domain names

cisco.com X

Organization IDP metadata *

f

—_

Select or drag file to this area to upload

Only one file can be uploaded at 5 MB or less

é

@) Enable single log out (SLO)

Save Cancel




7. BARXEnable single log out(SLO) ¥l #2 %4,
8. LEF THMERZERER,
9. AT RE REFESSOMSLOTEE :

BEZER

- KRiEEEEERARY

- BEEXAEIDPMF

* IDPEL TR(Zh ) MREFEEERIQ

- BREMAIFACHR

- THSPEFEHLIRNMESE

- MRBASLO , AIEAEREEBETKSLORE

- ERIAIERERSSO/SLOR

5E S PEARIDP R

UTEERRTERBENTRNARLG R , UEBREZ B MEREIDPRE, BEHR.
SSOE A K MFASLOEL EHHEIHY B RE

R4 REPR

g S
IDPIRERE RS "REK. BREACHREE
HEHR RESZEEANERE
SSOE A KM BB RAE D B
SLOARKRFEH I ARER EEFEIRESLO URL

EHARSSORADFS IDP SAMLELE

AEFR & Microsoft Active Directory(AD)B# & & 17 5 & AR %% (ADF S) &t & % Cisco IQBSAML IDPH)
B,

i B FAASSORIADFS IDP SAMLEY & 3R 44



- EZJEMAADFS 6.0+

* Windows Server 2012 R2+

- EERENADES

- ADFSLEHISSL/EHmBE L £ (TLS)EE

- RFEEEB¥ Cisco IQWFHRIFFAI#E

« ¥ADFSA k&5 (Windows Server)fy E IR EH R
- ADFSfaBR 28 L #PowerShellzh

- ADFSHICisco 1Qz I #EE& E 4R

- ADFSfARRZRECEFFMEN ( M TRFFIF )

& 5: ADFSfAfR=E &

Bx FREA g5
Cisco IQ FQDN ERENEETHAE devxx-23.CX-XXX-XXX.CiSCO.com
ADFSfal fR#88 URL {52 Fl & ADF S{a] Bl 28 tth 31t https://ad-fs.dev.local
NCIbE T company.com
AD# AD#E 5% (DN) CN=Role - CXIQBEI B A &
Bl EADFS RS

EBEADFS , BT TRE

1. 7£System SettingsHiZ#ESystem Configuration > Identity Providers., % kBN &8 RIdentity
Providers B H


https://ad-fs.dev.local

Identity Providers

Systam

¢ Configuration

THiEE
2. #&— T Download SP public certificateDownload SP metadatallA T £iE L& =R,

3. #&service-provider-metadata.xmiFlservice-provider-certificate.crtig REH I 7 EIADFS B
# ( f5l3n , C:-certificate.crt ) o

4. & AF|ADFSffRES-

5. fEADFS ManagementiZEH , #Z— T EE S EE.

6. EEHABEEED , R—THEEELHEE. BEMFEBE,
7. ¥ — T Claims AwareEi& %

8. #&—F TStarty EEEE.

9. #—TImport data , RIERFEARBREELNELR , RIEATBEIN —BorRENERDE
HEFHEE .

10. B— T BB LLEIESPERZENEREERER LH,
11. 3% "Nexts (TF—%).
12. M ABETER (HlE "ClQ-Stages ) , FIBEAMEEERE , AEIE— T Next,

13. £ "Choose Access Control Policys B L , #— T Permit everyone ( RZKEBN T2 E
EFTENRE ) .

14. B—THBHREBETNW T —F,
15. H—TEM=REBESHEEEE.,

N e BEEWADFSABRBEARMY S ES BRBMFANEF(HINM , EEBAzure
MFAE;*Time-Based One-Time Password(TOTP)) , BRAIFERE " RFEEMFANFIE A L

MREREEMFARMERNNER TRALKE , AIADFSE¥FERAEHEITSMRE , B&K
2B @ AR Burn:oasis:names:tc:SAML:2.0:status:RequestDenied H55R . FARSAMLEFETR
TEETS  AUABHSABIARE "ROEFEH, #HER



BRE : 21&#EF "Permit Everyone with MFA, .

Tk

K FE#HE - FEPowerShellF |, BIBET U T S REERIKE,

Get-AdfsRelyingPartyTrust -Name

”) .AccessControlPolicyName

ERE "AFAMEAL (EMFAER )  FETUTEHS :

Set-AdfsRelyingPartyTrust -TargetName

-AccessControlPolicyName “Permit everyone”

IR A LUEiBPowerShell B E 8 5 E1T -

Add-AdfsRelyingPartyTrust °
-Name “

-Identifier “

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol SAMLAssertionConsumer -Uri *

ll)
-AccessControlPolicyName “Permit everyone”
-IssuanceAuthorizationRules ’=> issue(Type = “http://schemas.microsoft.com/authorization/claims/per



B EADFSE&E A A

ERBEADFSEERA , FHTUTE 2 I HEFER,

FRERRE

nl‘.H.

ZRETRE#EMERSE.

R6:FTERE

mkqﬁnﬁ BEY ﬂzﬂﬁ

EFHM4 {55 A 2 38 Bl AF 8% ADE3 4

L FERENER ADETEHE
ADFSEIBEAEEXRE

UPN LHAESREBRERPK/ BERFE BUPN)EEFinREY
MREIADER &

HMID SAMLZEE REFHE MM EHR

# ERAGHHRE AD#H 5 & (MemberOf)

FERREARTER R

1. EEXEEHEENER (H/I "Cisco IQ - Stages ) -

$relyingPartyName = “Cisco IQ - Stage”

ﬂl}

2. EREER A EREEFAMBRKE S HEEECisco 1Q.

$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress ]
=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier ”, Issuer = c.Iss

@RuleName = “Send Group Membership”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname ”, Issuer == “AD



=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
@@

SEBETUTHTRARBERA

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules

Write-Host “Claim rules configured successfully!” -ForegroundColor Green

N gs  SEADEAZESHLBEABABIL, NRRO LB USAMLEFS FE2ET
BHES  tTERS HRBEIES.

EFEHFERAENS FE4i | FHITLL T PowerShellii $ :

Set-ADUser -Identity “

” -EmailAddress

REEHER

1. REFRAEEBUREEAENERESH,
$username = “testuser”

2BITUT o T AEHERERS

$searcher = [adsisearcher]“(samaccountname=$username)”

$user = $searcher.FindOne()



SHENEREFTERAE.

$user.Properties.memberof

I H E A -
CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local

BLEADFSLMEESPEEBESE

1. EADFSTIREFH , 4 SPEEE ATrustedPeoplefZ &,

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”

2UBEBUTEE—
N g sprER WERRE SRR (CA)MEE |, ADFSEZBBRESITEETRE.

- AUERATSEMEAERE

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

- MRSPREHCANER (FBHER ) , FHERNCAREEAREE/AEE



Import-Certificate -FilePath “C:-ig-onprem-ca.cer” -CertStorelLocation

BB B T RBIADF SR 5 3R FE A E ko

Restart-Service adfssrv

REPKIBESDRE

FENBUAERBHHEENEE (ESFIARREE ) N ORE

%), BURTLABKIE e BB o

L% AD CSCABE

ERKRADEERM(CS)ICAAE , FHITUTIRME

1. BIBETUTHS , BREPREEEELECA:

certutil -config - -ping

MRBTREENEE MW BAHHERT Y. ENRECEKE

CA , FREITHR2,

2 BBETUTHTRECAAS !

install-WindowsFeature AD-Certificate -IncludeManagementTools

SEBEMTUTHTEECAAS

Install-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName

-KeyLength 2048 °

“Cert:”

MRERFHOBER

o MRBTERRKIEM



-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

certutil -ca

5 BITUTaT , MEIRBENEEMER TG :

certutil -config - -ping

EFEARFRSORBEAESREAEK)EER SRR , FATUTERE

1. BARcertsrv.mscif R FACAEI B,
2. #&— T AA#Certificate Templates > Manage.
3. BRFEAEEMR.

N o EERAREASERERNERSSESEEHRBEKUS | ZERS EX TSRS

Mo
4BENTEREMNRE :

o —f:7FENamef{H# A "CIQ User Authentications , BXHA—(1)F

« FEREE:Purpose T $7i2 B Fi&1ESignature and encryption , 7i#F Allow private key to
be exported B&REY 5

- {3 & #:3&$FBuild from Active Directory Information , 3£ SubjectfISANHB L B EEF
B4



N B4 SubjectMISANB B ESE 8% HUPNKEADIES TRGEZHE, ADFSEMRE
B 4 B R M EIADE I ,

- EHEREBARKESE "FFRS0#0E(1.3.6.1.5.7.3.2),
- BR  HEEEAELR T HRINANEMT I #

5T iR RMIENR
Add-CATemplate -Name “CIQUserAuthentication” -Force

AMMERERE

1. LEEERESHEA,

2. BBETUTHOREMESE
certreq -enroll -user “CIQUserAuthentication”
EBETUTHIRERELRE .

Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”
} | Format-Table Subject, Thumbprint, NotAfter -AutoSize

fEWindows[E i i E R E X EE Fiw(Mac) L =28

EigFEREFERWindowsE H ElMac:

1. BBETUTHESRWindowsiEEEEH BPFXIEE

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “



$password = ConvertTo-SecureString -String

-Force -AsPlainText

Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

2.#&user-cert.pfxiE R E# EIMacE &,

SEBEMTUTHTHRREEE AMacE iR :

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

N omiE EARSS  AANMEESY BN LRI,

4 BBETLUT S EEMacEHCA:

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer

FAFAADFST & B R IR R

EMAADFSRESNRERER , FHTUTERME

1. BRETUT SR AFMENADFSEE RS

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport

Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate



EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

2EBETUTHTRERTCRAMARS

Get-AdfsEndpoint | Where-Object { $_.AddressPath -Tlike “*cert*” } |

Format-Table AddressPath, Enabled, Proxy -AutoSize

RARESNRBEREE

ERAREFOREBEAIESDRE  FUTUTRERE

1. FAL TS B EIntranetMExtranetsh BN T E S0 BIEHER .

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentication”, “FormsAu
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthentication”, “Microsoft

2. AU TS EBBEMESE RS #H 2 IE CertificateAuthentication FlFormsAuthentication:

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider

(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

BEAUTHTREENTLSEFIRERE !

Get-AdfsProperties | Select-Object HostName, HttpsPort, T1sClientPort

4. IR ARBATIsClientPort , 49443 AU T S EFIEY B HEBEADFSIRT :

Set-AdfsProperties -Tl1sClientPort 49443

Restart-Service adfssrv



SChannel/TLS181E ( BRPKIZFHEE )

AT EHRHT B A #FRCERT_E_UNTRUSTEDROOT(0x800B0109)#558 , i5 b1

B EEERE T,

18 F BESSLE49443

BB FBRIESSLEE |, BT A494431R4F -

1. FERAUT oS MIBRIELRIE EEMIR49443SSLB R B -

netsh http delete sslcert hostnhameport=

149443

2EANTHTERMAEFRESHENERL T B HRE

netsh http add sslcert hostnameport=

149443 °
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb9%44a}”
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

SHERANTHTRERTCRATFInE S

netsh http show ssTcert hostnameport=



149443

FEFEREMT (BE)
EREREMRET  FUTUTERE:

~ ZEENBREFETFEIFBEEREE , Windows SChanneli§iEBFTE R F ik

B MR
B. ERPKHENTERERE.

1. BEETUATHTRNZEENRAEFINEERZERE

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -ForegroundColor Red

2 BEBETLT RS , LB EBHE hHCARE |

$bad | Move-Item -Destination Cert:

Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -ForegroundColor Green

SEBEMTUTHT , RERRBEIRERAERBFTMIEALEERE !

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

Channel Registry Fixes ( B& )

ElESChannel B B EUBREBNEES T 0BT

1. ERUATHTERS RERTEY

$regPath = “HKLM:”



2ERUTHTEATRPERNZHERE !

Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord

Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

#+ 7 : Schannel % $##E%F

RE BEE B
ClientAuthTrustMode 2 |RAAZEACAGEUEEFARRERERR,
SendTrustedlssuerList|0  |FALEARIETLSEFPEEETENZIEEEBEBE,

BECATBER/E
BRECARERET -

N W EREREBENCARESAMRSystemCertificatesstoret | MR BB BE

o

1. AT TERCARENIE

$caThumbprint =

2 AL T i 5 B 3% LocalMachinestore 2 & FECAZ =

$exists = Test-Path “HKLM:\caThumbprint”

MRAKBFBE , FBiSHE AZlLocalMachinestore:

if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStorelLocation “Cert:”

}



EXNRBADFSfIRER ( X1E )

EA AT a5 & EXTREADF SR AR RS :

Restart-Computer -Force

S BEE : ClientAuthTrustMode® 84 B S B 15 /7 IR 38 EF KB4 £ K.
[ HADFS#&EE R

& 0] LAfE FiPowerShellsiWeb 2 B 28 T BIADFS#& & &,

PowerShell

EFHPowerShell[E HADFSEERE R , FBFHITUTIRME -

1. ZEADFSal R 25 £ B R PowerShell,
2. BITUTHTUTHERERNER,

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

BITELEW TR , RREREREMTEC.-metadata.xml®,
WebBIE 85
EFEAWeb BB EHADFSERER , FHITUTERE :

1. Bfin Ehttps://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xml,
2. #§<your-adfs-server>E#i HADFSR AREFAY EHEE .
3. HIRBR R , BEREMXMLERREFIERK.



fECisco IQLE &

E£Cisco IQLEE :

1. #adfs-metadata.xm{E#& B &K T4,

2. #£Cisco 1Q , EfinEISystem Settings > System Configuration > Identity Providers,
3. EEEADFSERERERNBBIRMDPEE, E®RIDAMSSO URL,

4. fRIFAERE,

~ BEE . MNRADFSHITEBTHEZRERHEYN , BV EEFEHBRRENERLKE HE
FCisco IQUAEREE 5 18R E-

¥T#EADFS IDP

1. "EHRMEN) BEL , R—THESOHRHUE,

2. % Aldentity provider &,

3. WA (HIIN , company.com),

4. (WiE ) WRFE , BFRKEnable single logoutt#i% f,

5. #£Upload IDP Metadataif F#E A =: - H4EIDPFE AR RBENISAMLA S ERHE =,

6. EIE_-F rsaVeJ o
S fiaE - MRBETRA "R, , EXASHMRER ; EREHITA.

BLEAGHR

i

REGLEAGHR A , FRAJLUEADHFERZANERNE, ZERADEHRE , FETUT

PowerShellff 5o

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }



RGEZBREERE SHBENELDAP)EHAD , EEHMEE, BETAUTEN TS HBZBL
NIRE  Flan

CN=Role - CXIQ Developers , OU=Groups , DC=dev , DC=example , DC=com CN=Role - CXIQ
Viewers , OU=Groups , DC=dev , DC=example , DC=com

WMRKRFEFAENE , AIMNEERFEESHEADREISLEHE , RETHETHADFSA G H IR,

EREAGHR , FATUTERE:

allalie
cIsco [e]

& ¢ SystemSettings Identity Providers

= Local Identity &

>
Access €} Search... 1 results + Add identity provider

Connection Management Status Identity Domain Metadata Direct Login &
Provider Name Names URL

Activity & Logs N
witos - cisco.com

System
Configuration

HREe

1. e F A IDPH |, EiEMore OptionsE "> Map Roles, B TRHMRFERAEARE,



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account...

Select option

Select option

Select option

+ Add identity provider role

£ & HR

2. AFTERACEAIDPAR, XEATRRAR .

- —RIEFEEES —RIEFEESEFHITERTAMERIEN T2 I#, DPAR (#BFTEB
) ECXIQEEE,

- BEHIRF 8 ET .General Account ViewerE 5 RBHEFTI#E. IDPAE (BTHNEE ) 2
CXIQFI & A EFICXIQKIRES,

N W ERRANSE (FIINCXIQERAS ) ITESBMEHE.



3.3 — T Save, MMEEFEFH ASuccess,
SChannel Client Cert Test

EERFESChannel RE LR BEAESEFnnS , BHB—EHHPowerSheliRB L HTU T T

curl.exe -insecure °
—-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>" °
-v “https://

149443 /adfs/1s/”

TR HRHTTPEE (flan , EEMHADFSH ) » MRBAETLSEFHR , AIERKXK.
PKI3i 9 i 2| i 2 B 25 U &L

ERBEHPKIRETHREHAERAUR 28 , FRAREAEZELTEEmacOSEREP(FRFME
A, FSROLEEREEN BT TEFFIKREM(macOS) LEAFEAEREE, (Importing
the User Certificate on Client Machine , macQOS),

R -

1. Bfn 2 EEARRNSAMLE AURL, ADFSIZHHENRIERIE,
2. 1#1E Certificate Authentication, 2B =R R AEE.

3. LERE. ADFSHEREETEMNERRE , CASAMLEREERFER , WEIMHEE,
HOomETIHEIR2ER A
F #h v 2 v B B BR RIS BRI /Y

1. Ef B FERARERXSAMLE AURL, ADFSIEMHEBENZRTEIEIE,
2. 1&1EPassword/Forms & 135 3% .



3. By AUsername.
4. B APassword,

5. BEEALERY.
N W mERSERETE.
£R 8 HEARADF SR

LUTEERRTERBENTRENERER
SSOE A KM AMSLOE B HHEIRY B =

7% 8 : ADFSFi5E

LAEE BYRIE 8 B MR R EEADFSMAE, B EER.

&8 ER/5R BA

FERmE/R2BLENEEERX

ARIZENAYHE BARRHEA®

- RORBEHRA EMMETEEADFSEER
B g9 EREA

- ABMERMSER

http://schemas.xmlsoap.org/cla ims/Group

- EAETEADEF

fRE R EHRS TEEBEEHS .

BMEADFSEERENEE

ZAOE h

ERESDRENEARE

- EYHACS URL:ERFE : https://your-
fqdn/saml/acs

« Cookie T ICfl: % 2= 8| B 25Cookie LAE I IE
R

RARBESERO D i S

EM{RADFSIRIEEECisco IQZ BN R INES

AEafEE, REEENRRRE,

« BRFEADFSEERE R A 55 M4 HERRADFSE &

FNERSR

curl -k https://

EERAUTREGS. ELaTUEMRIRRER

BRIRERTHEETLERFBE ; EREMAKE




/FederationMetadata/2007-06/FederationMetadata.xm]

- BREEINE B MR IE MRV 1% 3 B BCisco QIS 38 75 {5 14 B

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

« BRIRSAMLIRIREL B BRF Cisco IQEEMNSAMLIG M R B EHEE , URFHRIFRNES
= A HBEHAIURL

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

1 FA FASSOMIMicrosoft Entra ID SAMLELE

KR # A& Microsoft Entra ID(Entra ID)ELE BCisco IQBISAML IDPHIIER , B EERZBN
S MEBRFBNPK/IENZEN B M ERF(CBA),

it B A ASSORYENtra ID SAMLAY 5e 3R 1G4

« Microsoft Entra ID¥EF ( I , Tcigtestdev.onmicrosoft.com_ )
- 2EMEESHEARXEESAGHCisco IQRFH R FF Al #

« Entra ID ( & ) #MCisco |QZ EIRYE#R

- ERERAHBHERCA (EBERARPKI)

- AR RS FEUB R MEREE (CRL) &M A (ZRPKIFTE )

% 9 : Entra IDfRIPRESE B

HX FH a4

#FID Entra ID3H = 38 Bl £F 55 37352d8f-0ebe-4762-8161-8775ffe897¢cb




g% A L)
Cisco 1Q FQDN EPEEHE <YOUR-CIQ-FQDN>
IDPE f81Z5E: Entra IDfE3 & URL https://sts.windows.net/<TENANT-ID>/
IDP SSO URL SAMLE A e fet B Ihlzt)ti)/ss:?/j/lsI92in.microsoftonIine.com/<TENANT-
RNE ERAENE FEM4 <R >

BLiEEntra ID SAMLIEARER

BUGEERARERN

1. & A ZE|Microsoft EntraZ ¥ H 0

2. EfE 50 > R > ©XER,

3. & — T New application > Create your own application,

4. AR (Bl "CiscolQa ) o
5. BEESAENMBENRTINEMEMERREN (3E/HEE ),

6. & —T TCreate. »

BESAMLEFZE A

ERESAMLERZ A | XA LESPRFERIE

BRREHE :

2, B LUEIR R Virtual Appliance(VA)BI{TIL T %

1. ¥ System SettingsHi&#System Configuration > Identity Providers, 3 #fFEEN € & Rldentity

ProvidersE H,


https://entra.microsoft.com
https://entra.microsoft.com

dg Systemsettings » Identity Providers

&% Connection Management

2 Activity & Logs

Systam
¢ Configuration

THIEE

2. ¥ —TDownload SP metadatait 1T T &, LB THHNSPEEERERUTHSAMLE S
EAERE,

3. #— T Upload Metadata fileiZfh F HISPERFZERER., R LEE , SPREERMERTINE
RSB EEXRTENSAMLI E S B EEE+,

1

BETNZEFHRACLEFMAETUAREEMRZEARE. EFDEESAMLERE A |
T#HRE:

ﬂI‘H

AT A

1. EEXEARKH  SREEHBEA , RBRFEZESAML,
2. BEEARSAMLEEER 5 , B—TimeE , RABRMALUTRR :
a. MBIRFER ( EBID ) :<YOUR-CIQ-FQDN>
b. EIZURL(ACS URL):https://<YOUR-CIQ-FQDN>/saml/acs
c. B AURL:https://<YOUR-CIQ-FQDN>/saml/login
d. 5 #8URL:https://<YOUR-CIQ-FQDN>/saml/logout
3.#%—T TSaves »

N HEE  EEIDXERECisco IQAEESPEBDY =4 E, 5% EHBEHFQDN,
A BERBSAMLBMNSS  BEBMEANSS NS E— FRE.
5EBUTES

7 10 : FTEMSAMLE &

R REB 2y gt
I~ A E R user.userprincipalname |(F85%)
5% (BRID) ' 3
EE user.mail http://schemas.xmlsoap.org/ws/2005/05/identity/claims



http://schemas.xmlsoap.org/ws/2005/05/identity/claims

R R B ZHZEE
givenname user.givenname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
HEK user.surname http://schemas.xmlsoap.org/ws/2005/05/identity/claims
z28 user.userprincipalname |http://schemas.xmlsoap.org/ws/2005/05/identity/claims
# user.assignedroles (= — BEREBZEH)

S pe : "rgroups B -
— {# Auser.assignedrolesfE &R — T user.groups
- NamespacelfU 4B A, EAUBRSAMLESTHEMEBARE K MARTENE—
BB RF AR (URI)
— @ Muser.groupsHTIBEREES , RASEEHEHR

EEERAEXAG®

3
&

f£App Registration ( T ZEnterprise Application ) FEEEA AR  ERERAENAG ,
TUTH®RE

1. 8B 54 > R > BAGEM.

. ERWEEFEEARER,

. R App roles > Create app role,
HRAERAZSENAE , REUTRE !

A WODN

. BRABW: M, Cisco IQEEE
. REFHWRKBEER:FEHAE/ME
« {H : f5lf0 , Cisco IQEEE

« EREA: A0 | Cisco IQ Administrators
5.3 — T Apply,

N e BUBABICisco IQABYHRMERNAS (HIMCXIQEES, CXIQERALR,
CXIQRIBE ) .

EREAAGMAREES , RRAOT

s EEHFELEEREPIZP2HIRNERTRER
+ sAMAccountNamefZEi&E A& At AD[E 25 BV 48
o FRIDJR{EIE &t LUETBR (Y 8 A M — 3% BIRF A% (UUID)



http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims
http://schemas.xmlsoap.org/ws/2005/05/identity/claims

- ERAGEIXECsco QA EAEHRNBEFERE
BERAEPERERERAR

ERERAEIRGERARNAE  FRITUTRE

. IR [ElEnterprise Application > Users and groups.

. ¥ — T Add user/group.

EECRAEYSREENERASE,

JE—T TAssigny - ABREESAMLESHEBMPERATETE,

EETRIDPERERMEE

THIDPRIRERMES

1. ROEEARN , BEE—%A > SAMLERERELD,
2. THBAERERXML ( %17 Aentra-id-metadata.xml ) o
=
THFHE(Basebd) LLETFEHEH A
3.7 "ERE. (Set)yBPo TR TE :

. %AURL(lDP SSO URL)
« Azure ADEBIRF5% ( IDPEEID)

- E$5URL(IDP SLO URL)

N W EREMa DESRRESEE EUXASHFTRARER  BEEHEBEURE
HEHIIVA |, IR ATE BRSSO .

88D IDP
N W #Cisco QI MIDPE | B BB ASAMLETAPISIXEE , EEFHRERH.

8 RERID IDP:



1. MIRFEES 5B AZIVA,

2. i B|System Settings > System Configuration > Identity Providers,

3. ¥ — T~ Add identity providero

4. i A\IDPHIName ( f5l#0 , "EntralD1 ),

5. & A (a0 Tcigtestdev.onmicrosoft.com. BB LTI ) o

6. ( AIiE ) MRFZE | BIRKEnable single logouttl i1z if

7. ¥k £ & Upload IDP Metadatati@fi # B f€Entra IDE B entra-id-metadata.xmlifg %,

8. E_-F rsaVeJ o
N meUBERZE | REDE TRER.  SEAMNTE.
B A B

EREACHR  FRTUTRE

1. FTEHIDPH |, i##EMore Options[E /"> Map Roles, B REMEAERBE,
2. BB ERKEACRMAIDPAR, XEUTRRKASR

x®11: Rt/

ZHEE IDPHEE ( f&ﬁ]ﬁ@ﬁ 225
BBIRFEES CXIQE®EE& FIERENTEFAE
FERIRERA R CXIQBRZEAE REFHE
FRIRF WA CXIQ# 1R 25 REFHE

N wE EAxLEEM DHREENERAEXACEFZR(EBEFEES , F2REEEntra D
SAMLIEEREATH 'REBAENAR®, ).

3.3 — T Save, MMEEFEFH ASuccess,
ERBSAMLTERE (ZBEEHEE)

ERFESAMLIR , FHATUTRE



1. ¥ Incognito=iPrivatet® =, T B EURIE S

2. i Ehttps://<YOUR-CIQ-FQDN>/saml/login.

3. B R A EE#HE [ EMicrosoft® A HH,

4. EREHBRETRE (WREHJEMFA ).

5. %R, BMERKREKEEHNEME/saml/acs , AR 2 ERRCisco IQERARER.

6. BiBEIT A T ip B EF AR :

kubectl -ncxue logs deployment/apisix —-since=5m | grep -E “authentication successful|Extracted group|To

s

SAML 2.0 compliant authentication successful for user: user@domain.com with full name: N/A and 1 groups
Extracted group: CXIQ Admins (original: CXIQ Admins)
Total groups extracted: 1

REERNEEN S HRE

RETENMAERTZFHIECBA. NMREBRBHDBRERN , BITLBLBL IS

CBARY A fk

« Windows Server with AD Certificate Services(CS)with Enterprise CA configured ( #izn , T
DEV-ADCS-CA, )

- CAfARES LHPowerShell B &5 BRF A &
- FEEUPNLXZEEEENtra ID userPrincipalName Lt

« CRLZ 3% R & 78 W] fE A PR AR 25 B S

EAD CSEEMNHEHEK

1. ZECAfR Bk 28 L B B certtmpl.msc.
2. BRFEAEERALMEFE S "EntraUserCert, o



3. BLEER :

- — % FERBABEntraUserCert , B HI1-25F

- BREE BN=FBNME

- ERERBERRPEE THE,

- EHEARBSASEEFIHSHRFE(1.3.6.1.5.5.7.3.2)
- BZ BB ORENERER TEINNEMT A

4 fERLT IS BMAER

Add-CATemplate -Name “EntraUserCert” -Force

ARMEBRERERS

1. £ A LL T PowerShelliE S G2 3L F Bl B (INF) 48 2 (51 70C:-cert.inf):

@!!
[Version]
Signature = “ $Windows NT $”

[NewRequest]
Subject = “CN=

KeyLength = 2048

KeySpec = 1

KeyUsage = 0xa0

MachineKeySet = FALSE

ProviderName = “Microsoft RSA SChannel Cryptographic Provider”

RequestType = PKCS10

[RequestAttributes]
CertificateTemplate = EntraUserCert

[EnhancedKeyUsageExtension]
0ID = 1.3.6.1.5.5.7.3.2
0ID = 1.3.6.1.4.1.311.20.2.2

[Extensions]
2.5.29.17 = “{text}”
_continue_ = “upn=



&ll
_continue_ = “email=

“@ | Out-File -FilePath C:-cert.inf -Encoding ASCII

2. #<USER-UPN>##t AEntra ID UPN(f40 , user@cigtestdev.onmicrosoft.com),

SEAMEE  FETUTHT :

certreq -new C:-cert.inf C:-cert.csr

4 EBCARRFER , BETUT®HS :

certreq -submit -config “

\CA-NAME>" C:-cert.csr C:-cert.cer

5ERBERKICA, FETUTHS :

certreq -accept C:-cert.cer

EHEE

- EREREEEELAPFXER (AREFR ) , FETUTETE

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -like “*



Y

$password = ConvertTo-SecureString -String

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath C:-cert.pfx -Password $password

- EEHCAREE ( HREntralD) , BETUTESE

Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

®71|
Select-Object -First 1 | Export-Certificate -FilePath C:-root.cer -Type CERT

EEFIREBM(macOS) LEAFHERSE

- BEEAGEAEREPFX), BETUTHS

security import /path/to/entra-cert.pfx -k ~/Library/Keychains/login.keychain-db -P *

- EEACARREE , FETUTSHT :

security import /path/to/ca-root.cer -k ~/Library/Keychains/login.keychain-db

- fEKeychain AccessF#§CARE E X E AAlways Trust:

1. AR ESRBERAR .



2. BEICAREYIR—T "EBHWEA. .
3.1 "EEL T, BREA "HKRET. .

N HE EAE BELYETERRAEENREE
L{ECAREFEZEntra D

1. & A BlMicrosoft Entra® ¥ H /v

2. & EProtection > Security > Certificate authorities.
3. #—TUpload , A& i#Eca-root.cerfg R

4. BEEBARCARS

5 W ACRLZEZEURL ( X AR ABHEEMA ) -

#Entra IDH 3527 5 AP RAACBA

1. B & FProtection > Authentication methods > Policies.
2. ¥ — T Certificate-based authentication 1T & -
3. AFACBAY #FTiE B EMFEAESME,

4. fEConfigure T , #5{RE#K BIF%E A Single-factor authentication,

REERESBRE

HCBAELER A BICAERRBEARYREUTRE

- HEWV: EREB
- ERHEBMERETRER

EEREENERAEBRABBPHUPNEMRE|Entra IDEAE.

WERCBATT2

1. £ Incognito= Privatet® =, T~ B BRI E 25,


https://entra.microsoft.com
https://entra.microsoft.com

2. i Ehttps://<YOUR-CIQ-FQDN>/saml/login.

3. EMicrosoft B AEE L , WMAFERAENEFBHIIZ—TTF—%,

4. i#$EUse a certificate or smart card ( REECAILLEERT ) -
5. ERIEREREERER  REEANEAERE,
6. BRFEEntra IDRBEHRE. FRHSAMLEEEEOI R I EE,

N oW RRREIRNESHREE. BEEENEE (flmn, HttEAENRENBPHES

) EEHS MBI RR.

RHHE MR Entra IDRERE

LUTEEBRRTERBENTRENARG R , UEBRIER B M AR EEntra ID SAMLE EAHEIRY

ﬁ:ﬁ%o
=12 SREEHERR
B RE {&1E
_ |SAMLETERE BEEntra DESRE(EBFMENR , F2
40 75k - 288 _ /)y EE
g;%fFSAML"E ROW NamelD=XE 7 B4 B |BBELEEntra ID SAMLE R T 19 El ESAMLEE
k3 HEAN). RECAERECEREAHEM,
{# FAuser.assignedrolesfE &R, RS ER
VAN 5 b5 EEIE%Q
4B S P R EriiicERAC(BREESHMEN , 7

REERE 0

=]
A~

EIELEEntra ID SAMLEEAEXTH "#EH
EoEIEERAAE, (Assigned Users to App
Roles).

user.groups

flBRuser.groupsE& . ERE

ERHEES user.assignedroless user assignedroles
B EENARAE ' °
FREAERXACTE(ERFHENR , F2
FERAUUIDEAE REMR T4EID, BIELEEntra ID SAMLEEAEX THEEEA
BXAR),
BHEBETRRURI ZRTEEEMAUTAZE |FREESHREPHINamespacel i,
K== = A~ 1 SE e E BN B
WA SAMLEE S |dPRE & B s T 1ﬁ§Entra IDEM THERZER W EH LEE
[T Cisco 1Q,
. - HCRLE I A A B BRURLEE A B 2%
4 E 4 =t FE _ i g
AADSTS500191 REACAR RN BCAFE(ERFHMETN , FSHERTRE

CRL

BYCRLEER 5 %)

ARTREE

HETEERED,

BERACEMacOSLBEARTEAFER




& R &A & 1E

CATEZEFIRELS ERESEBEHFHEN , FEEEERES
KEXFCBA NEOLREFETHNEAZFIREMLNERE
FE(mac0S)) , BFEAFTEREEENtra
IDHEUFACBA(E B MERN , #SREER
REESN S DEFT THWEEntra I DE G ERES
SEFRRUACBA) Y EFAAEIChrome AFER &
X

1£ SN EL B H 18 bclock_skew_seconds(TEER

SAMLEFS BiB % R ERE | R SR,

ERACHREBFHAEN , F2EEEA

VAR TRFTEK L ARE il REC B A5 B 3 R ).

ALEM R ENCRLER A X

MRFEE R InternetRABICANCRLD B & ( EEREREFER ) , FEAECRLERNBEECA:

powershell

# Create self-signed CA

$rootCA = New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °

-KeyUsage CertSign, CRLSign °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)

# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

-CertStorelLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(2) °

-TextExtension @(
“2.5.29.37={text}1.3.6.1.5.5.7.3.2",
“2.5.29.17={text}upn=

&email=



ERIRCATE LEF|Entra ID, HATBERBREECDP , HtkEntra IDAEEMCRLERE.

ERRZERYE R

A& 48 £ FAMicrosoft Entra ID SAMLFE AfE R M Al i CBALL EVAN TR ERXE K,

Entra ID SAMLEERRRRRE

- ZEEntra DFRIUGXERARER (EE)

- BBFBWMASPERENEEREASSAMLEE

- REBMNES (BEEFEHYE. BBAFEHuser.assignedrolesfI 4 )
- EEAEAGEMPEIRAERXAR

- BERAEIERGEAEXAG

« THESRERERXML

Cisco IQEL &

- BiB L #Entra IDEERE £ Cisco IQHHE H HIRHUEN
- BEAGHBREERAGERRECisco IQRAAE

- REENEBHNEARS KK T/

- RERSHEBRPERREIE

ERTENFORE (TR)

- EAEFIRSMREEKUEAD CSEE T HFEER

- HBREAERE , HPEZEUPNLTEMEtra IDEAE
- BEAEREELAPFXYEEEFHmER R

- EREEFREMLENCARSE



« TEProtection > Certificate authorities FA$CARFZE & Z|Entra ID
- EEHEBRESFEPRBACBA

« BB fFEFE B BEE (PrincipalNameHluserPrincipalName)

. BRECBABARTHEIM I
¥ SCP R ARk 25

It Z 2 BRI E(SCP) KRR EAFRERN LRKM  ELERENHE, ARIEHIER
IQZEEZREE.,

#iESCP AR Az A P BR

1. #£System SettingsHi&#ESystem Configuration > SCP Server, R#PEEN SRR "SCPRIE
d Eﬁo

dg Systemsettings » SCP Server

&% Connection Management

& Activity & Logs

System
] Configuration

No SCP servers configured yet
Configure a server to get started

+ Configure SCP server

2. ¥ — T Configure SCP Server,



e 1Q Link

System Settings

Connection Management

Activity & Logs

System
Configuration

3. B AIPHb I/ EHE

4. 8 AEBHR,

5. # ARemote directory,

6. & AUsername.

7. WAER,

8. #%—T "Saves . RITEHE R

mEIRASCPARSR

<« SCP Server
Configure SCP Server

Specify the location for appliance and application files.

IP address/hosthame

Remote directory
Username

Password

Save Cancel




EiREBHEABSCPRAM:S , FHTUTERME

1. B 2ISCP ServerE |,

&g System Settings » SCP Server

y'  Connection Managemant
b v 1P address/hostname

- -
& Activity & Logs

Port

Fo P
Configuration Remate sreciory

Connection Management

Activity & Logs

System
Configuration

3. RBEFEBNFHMER.

& SCP Server

Edit SCP Server

Specify the location for appliance and application files.

IP address/hostname

22

Remote directory

Username

cisco

Password




4. % —T TSave, o

RiER

5

0N

AILUEIBFE R E N E AR EBIFZEFHICisco 1Q LinkhiRA, #£38 7] LA#ECisco IQ Data Connectors E.[H
HEITERR,

EMFTERRER

EEMTERRER , FUTUTRAE

1. #EAdministration#i21ZSystem Configuration > System Management, R ifFEEN SR~
System ManagementEH., LEBETREINETHRAERSN ; IR KREEEH , BlUpdate
HistoryZB o B %=,

tres 10 Link

g System Settings System Management
“ Connection Management System Updatee

& Activity & Logs
Scheduled Update
System
@ Configuration -

Update schedule
May 5, 2026, 811 PM

Current System

Update History

RRF B

2. ¥ — T Reschedule update,



Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM
(O Update now () Update later

Cancel Save

EMFTEAR

3. B #EUpdate NowE BRI ENE#HZHE , SiEFEUpdate LaterE B 1R A 2 HEH Mt BERE
4.3 —T TSave, . RMBBE T —FKERES , YALKHEEOIRREFTEE,

System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic -

Update History

Q1 Search Status v 1 result

Update Status Update Schedule Version Description

[ Apr 21, 2026, 7:49 PM CiscolQ Appliance version

F+ iR R

mEE R METE

BUURRMAREILBERE, NREET HERTE , AR EEREERN B HET
AIRRAMERABERBAET. BERIRFAME , FHITUTERE

1. F£System Management& H A Current System&B%" , ¥ — T Edit maintenance,



Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time
(& CEST

2. ftDay#MTime T B E HiEE—(EEIE,
. B—TREF. CHUFEHERE., REETNFTEBEERN.

N oma
_REAREBEAEHE WATEFRBNAE REESAMQENERY  WAZEES
FRENFE  BERANG)ENERE, MELERN2E SEFDHTER.
_MBRHBAY  RERSATMQREBER. CRHES-AER  BESIHME.

FBHABR

MR K BCisco |IQ SaaSHWEE) 0 BT a] AR |, B[ A E#E % Cisco IQ SaaSTH A KA T F
BHITREAR. EFBAHRRSE , FHATUTERE

1. Z ACisco 1Q SaaS #Fi##E "Home. > "System Settingsy > "Package Catalog. o

Package Catalog

These packages are intended for on-premises deployments.
Systems

Ta‘ ldentity & Accass

¥ Tags

Asszet Data

*  Data Connectors

[a Service Contracts

File Upload

Package Catalog

Activity & Logs


http://iq.cisco.com/

2. #£Cisco 1Q Link#$4 , ¥ — T Download options > Upgrade packages.

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel Download

3. e THALEE HIEE Current version,

4. e T hIEE FIEEBUIl type.

5. FHLEE P EETarget version,

6. #%—F "Download) . TEAKEHES,
7. B ECisco 1Q Linko

8. £ System SettingsH1#1#£System Configuration > System Management,

Zg Systom Sattings » System Management

l“. Connection Management System Updates

& Activity & Logs

Current System

a System Current version
Configuration

Update History




9. #&#—T "Configure update. o

Ao System Settings & System Mansgement

Configure update

&' Connection Management

2 Activity & Logs

£\ SCPserver configuration missing
To update the system via SCP, set up your server in 5

System
@ Configuration B Uplcading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified when complete
Fila selection

8) Local file upload

&

Sebect or drag a file here to upload

iR L E

10. ¥ —T TLocal file upload, EiEi%Z#H,

M. BETENAREHESERIEEED LERTT.
12.8—T "5Eh. » RERNEHR , BER—IRERHEE

/N O

SSLEEE &

Cisco IQRFEZ LN A TERBEEZRE , BF

B Ll L EBEESSLEE Eﬂzﬁﬁ EHERR R
S ERARHTTPSER ; tu%séiiﬁi“’f}%:iﬂﬂﬂll% , RIS EEMEATERR

B mE DM RFERSSLE &

N W BENERNAESHHB0K, NRBBITHYBBEEORO0K | BEHRAA T
ErEE, .

g, REIMBRSSLEZ%E |, HARBESingle Logout Configuration® iRk A Okta IDPEXADFS
IDP L & HISSLESE.,

BB ERSSLES

HMIEEERSSLEBEN SR

1. F£System Settings 1 iE1ESystem Configuration > SSL Certificates, #$# R~SSL
Certificates B , EPHIH T RENFAESSLESE



Al 1Q Link

® | A
2o System Settings

SSL Certificates

+ Add Custom SSL Certificate
& Connection Management

Default self-signed certificate & Ensblea

S Activity & Logs Filo name Issued by
Default System Certificate Cisco IG On-Pram Default CA April 10, 2048
@ System o
Configuration

Expiration date

2. ¥ —T TAdd Custom SSL Certificate »

N g

— FExtEER | ZEEZEPrivacy-Enhanced Mail-encoded B EMEA N AFEN &8
— —RREELE—EXER

— BRXARBISHENLR
sl 1Q Link

‘ﬁ System Settings 4 Ssl Certificates

Add Custom SSL Certificate

N

#° Connection Management

SSL Certificates

Upload a .txt file containing the certificate and key as text strings.

2%  Activity & Logs

@ System

Configuration T

=

Select or drag file to this area to upload

Only one .txt file can be uploaded

(P Enable custom SSL certificate

Save Cancel

MG BETSSLBREM N LES] "SSLBFE ., W1,

4 .B FAEnable custom SSL certificate ] #1i%4f .



A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

mESSLAEE

N i RS LERERAUABARE | BREDERE,
5.%—TRARE,

6.3 — T Save,

HESSSLEECAMALRANEDRE, ARRARESLDEA.
imEEEE&SSLES

FAREAESSSLEEN EFREALAENBANEE, SR

1. BREIMENBERSSLEE.

Ao System Settings » SSL Certificates

%" Connection Management

Custom S5L certificate (& Dissbled
2 Activity & Logs -
& name
—

Expiration date
March 18,2027
@ System

Configuration

Default self-signed certificate © Enabled

Fito name Isswad by Expiaticn date

Default System Certificate Cisco 1Q On-Prem April 10, 2046

RIBSSLEE
2. BEFZRIEET> miE, RIAEFBEIEE REdit SSL Certificate EH,
3. RBEEREXREHMEA.

4. % —T TSave, »

@ A -

+ Add Custom SSL Certificate




MEr B EZSSLES

N B TEBMRATSESSIEE  BRBETTY  STLEMBSES - ERNE TSR

B
=C4
Ho

I B

1. B EEN B ERSSLEE,

SSL Certificates

Custom S5L certificate (& Dissbled

Default self-signed certificate @ Enablea

Default System Certificate

MBRSSLEE

2. BIEFE ZBEE > MR,
3. #&#—T TDelete Certificate » RIASMEREFIEE , Y BB EHMBATEREE,

At B Sl frarlc B

ERRFEESAGNEAETUAREENBRRKAFARIFUAELRFERFR. KRSUUEEW(2)E
Rk B ARER.

N W R ERARESAL AP  TIR2FQDN,

#TB R B A ARER

#78 R4 B S5 A AR R

1. £ System SettingsHi&##System Configuration > Syslog Server, #&#7RSyslog ServerE&.,



"oethe 1Q Link

Ao System Settings

&' Connection Management

2% Activity & Logs

System
o} Configuration

Syslog Server

Configure up 1o 2 syslog servers

No syslog servers available

Add a server to get started.

+ Add syslog server

2. ¥ —TAdd syslog server, #4#~Create Syslog Server&,

ode 1Q Link

System Settings « Syslog Server

Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs

System

IP address/hostname (&)

Configuration

Protocol

Select option

C‘ Enable syslog server

Save Cancel

3. B APt/ EHEE,

4. B ANIBSE,

5. #¢Protocol FHIZE FRIEFERA MW E ( HIZNUDPZHRTCP ) o

6. BARKEnable syslog serverfl % it



7.8~ TSaves . REHER—BREEE | FIQNRE B BARSSERERG B BR
BREEL,

#m 2B L B BV R A sS Rl AR =R

ERECRENRKAFMARS , FRTUATERE

1. BB R/ R A SR RER.

2. 1BEFLBEER> B, A58 REdit Syslog Server&,
Al 1Q Link

‘ 0 System Settings + Syslog Server

Edit Syslog Server

] : : .
&  Connection Management Configure syslog server to receive logs and alarms.

2% Activity & Logs
IP address/hostname (&

@ System

Configuration

Protocol

TCP

t) Enable syslog server

Save Cancel

3. BB EREFMEFASEIRAEnable syslog servertl i,

4. #—T TSave, »

il B © B & B9 R ¢ B 55l B 2%

EMERER BN RIK BEMARER , FHTATERE



1. B EBIFT R R B SR RER.
2. ZBEZREETR> Mk, RSB RHERE,

A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot
be undone.

Cancel  Delete syslog server

3.3 — T Delete syslog server,

& E)A B

»

1nn
Gif

EBMBFRAETZNIQPEAERFENERNFMRE , RAFHRFEESRMERHEB I FIFE
BHE,

bl 1Q Link

System Settings Activity & Logs

Local Identity & | = Filters
Access

Email User Activi Reportin  Log Affec Acco &
Connection Management and... ty.. [ level ted... unt...

admin Local A... 2026-0.. data ac.. a7498d.. @hemor Upgrad... Default...
Activity & Logs

admin Local A... 2026-0.. data_ac.. a7498d... B info Server Default...

System admin Local A.. 20286-0.. data_ac.. a7498d.. M info Upgrad... Default...
Configuration

admin Local A... =0... data_ac.. a7498d.. @ info Upgrad... Default...
admin Local A... .. data_ac.. a7498d.. @ info Upgrad... Default...
admin Local A... .. data_ac.. a749Bd.. B info System... Default...
admin Local A... 26-0... data_ac.. a7498d.. @ info Server Default...
admin Local A... =0... data_ac.. d7c5eb5.. B info User Pr... Default...
admin Local A... 2028-0.. data_ac.. a7498d.. W@hemor Banner 04 Default...

admin Local A... .. data_ac.. d7c5e5... H info AP| Res... Default...

EREEEBM B , 5Bt System SettingsiZ E A& 1ZEActivity & Logs.



EBMBES

XEBRR. 2ENESHE , APREREANEREF
RC SR AR BB AR B Y PR B AP IR AF

AJEAER L TIBRERER

- BHBRBFIBEREEE

- BRBBEBREMBRBA (S, &

BENES

R )
EB AR IR R FUEE B BIBIR B

ERABBRSEHFERNBH A

ERANEELBERRENREHAER

AT TRE -
Connectivity B H

£ System Settings $3&#£System Configuration > IQ Connectivity, ZiFEFEEI S RIQ

IQIE#R

2. ¥ — T Connectivity settings.



“mes 1Q Link

‘ﬂ System Sattings 5 & 10 Connictivity

Connectivity Settings

&' Connection Managemaent

& pctivity & Logs @) Enabie proxy

Proxyfhostrnama [P

B o

Configuration

() Enabie authentication

Username

3. RIBZEEREMFMEET.

4. E_-F rsaVeJ )

EREE (ERRE)

Cisco IQ Link 2 AR ERINEN KR FR , EEREHENERREARATEREYE, ©BE
iBCatalyst CenterHlDirect Connectionl{ SR &, Tt T ZEBRFERFNBEBNEEZRN AR
. BEERKERARAT :

o [EEEMIBIRE Y BRFE A 15 E (5 2018 3 8% B R IEA W E(SNMP)v1/v2c/v3) LA B #E 3% &
BB, BBRRLEHRVEET TR (FlE, "SanJose-SNMPV3, ) , BELAFE— 1@
VEEHMER K EXEEDHEEIMEEBEE.

- BERHRIEF A ERERFELEELETHRIUEDUITEORRIBRE, BBEMERE

IPEEEFICERNBEENRL  RREENRENBEBRAERNSHRE. EHR
TFBBW AR , WEAREEERENERENEERFER,

~ MisE . £BBEEESNMPV2c/SNMPV3FISSH |, if H #£ &t i& Catalyst CenterZ B 4B 2 #
HTTP/HTTPS&E .

WEBE



HARFEBRS EHITERKE, EXNMEBIR , FUTUTERE:

1. ¥ System Settings$ & Connection Management, 3 #f k& Bl & & ‘RConnection
ManagementE [H
2. #— T CredentialsH .

1Q Link

dg System Settings » Connection Management

Connection Management Connections Cradentials Aszats
Activity & Logs
Cradentials

Systern
Configuration

|

Mo credentials yet

Add credentials to start collecting data from your assets,

+ Add cradentials

3.E—THEEBRE.

13 Link

Syitem Sattings + Connection Mansgement

Add Credentials
Connection Management

Activity & Logs — - Credential Name and Protocols

Nama
Systemn
Configuration

HTTPMHTTPS

4 ABH,



5.1 R P A B A RO 1 E BREN T R

6122_1:-':_&0

WERIBFAER

N HE WALE  REEL—SRETHABESNRE. NN EEEETNRENEE
e,

7T ASEREHENEAFAEN.

8?22_1:-':_50



bl |0 Link

‘ﬂ System Settings » + Connection Managemaent

Add Credentials

¥ Connection Management

-

& activi
2 Activity & Logs N il e el Prctol Specify IP Addresses

Included IPs

a Systam - Enter Login Detalls
Configuration

Q. AEENIP,

N g pEEESTARARTESNIPHL HIPEE. ©XEPRIPEENES (ERERAF
TRTNE) . AEXENKRANFEET K F2REBHRESENMICHAERE,

10.32— T Save, RFKER—FEFHE | BB EEMFICredentialsE &,

Ao Sysem Settings : Connection Management

#%  Connection Management Connections Credentials Assels
& Activin ¥ & Logs

Credentials

System

»
(] ‘Configuration 1 resuit

Hame Included IPs

BRI LUBIB R — TEditE R RERE , ARE—TDelete B RMERERE.

BREFENEEE

ERSIZEAERERIEFNTEBERBEERRNNEHNERAMLERTR. BRELE BT



BARLSERKELH ERNER,

- BRIEFHER  EZEBRRERAR-—EGKER , Cisco QERBEMEEENEBIRER
REEELBES  RNSEAUTELIEF X EECEAEERBHNITEER !
- TEFEIPERSEEXIER
- EREBAFRLE : BEBEFECRRERENRE ; EENYD K RTIEERMNTE ,
LB LB S

- BAFARARANBAFIEXEERPHUPNERF T ; XEREGIEEATEH.

XEAE

123 ( BRAFNTHNRSELIERF )
1.2.%*

1.%.*%>

X (RIRBRIERF )
« FPERENBN
BEEAFT (Hla*1.23)
NIz BEERFT ($12010.10.4.20 )
EREERNAMIFRED R

BB EERH:
TERRATEXELEZFAEEMNESR | EASIZNMEERAENERE,

& 13 : BERETRH

EEIP AANEEE FMEREE
10.10.1.5 10.10.1.5, 10.10.1, 10.10.*[10.10.1.5 ( £ FEFE )
10.10.2.15 10.10.2.. 10.10..* 10.10.2.* ( ¢4 )
10.10.5.50 10.10... 10.10.. ( EEB—1t )

N opE MREEEASEELED  AAEREELEREHRNNERE (#HBAFER , Bk
ERFR&Y ).

{# FlCatalyst Centerit 17 & Bl &

# 1B Cisco 1Q Link{l|18 & % Al E#R20/E Catalyst Center ( 3EEE ) ,



¥ fF F Catalyst Centeri 1T BHKEE -

1. ¥ System Settings$ & Connection Management, 3 #f k& Bl & & ‘RConnection
ManagementE [H

twes 1Q Link

2o systemsettings Connection Management

&% Connection Managoment Connections  Credentisls  Assets

& Activity & Logs

28  Catalyst Center +

& System
Configuration

Configured Connections

ont configured yet

Scheduling

Biscovery and Inventory Collection Timas

2. ¥ — T Catalyst Centeri&18,
i 1Q Link

2 @ System Settings 3 £ Connection Management
Add Catalyst Center

Audit Logs

Connection Management IP addrass IP address [ FQDM

System "
. : Select credential
Configuration

Select option

3. 8 AIP AddressZFQDN,
4. RTHPBRERREGRENHTTP/HTTPSEE.

5.3 —T "Submity . RIAEE TR (RZURFETSDE ), EA LFEConfigured
Connections T #2457 7 18 #9 Catalyst Center,



2 1Q Link

dg System Settings > Connection Management

&% Connection Management Connections  Credentials

e Activity & Logs
Catalyst Center
ﬁl System

Configuration

Configured Connections

Assets

|1| Direct Connection

Catalyst Center @ 1instances connected

Scheduling

Discovery and Inventory Collection Times

Discovery Weekly on Sundays

Edit

at 04:00 AM CEST

Inventory collection  Daily at 02:00 AM CEST

6. FFEWE. BEFMENR , 72

\Xt
ok

B

N WiE: Cisco IQLNkBEREBET BB ERE  KARBERADNESE, 2

HE  EEASEANERALERE.

ENMEERERNEE , FUTUTRE

?IJ\E%/U\I H‘JQE

1. #£System Settings FiE#Connection Management, % #FEEI€ & RConnection

Management& H.



‘thiale 1@ Link
Ao System Sottings

Connection Management

.‘r‘ o

isns C i Assats

£ Activity & Logs

[B€  Catalyst Center - T, Dbirect Connection
System
o] Configuration

Configured Connections

No connections configured yet

Seheduling

[Discovery and inventory Collection Times Edit

Discovery Weekly on Sundays at 04:00 AM CEST
Inventory collection  Dally a1 02:00 AM CEST

2. ¥ — T Direct Connection. #5%&

~Direct ConnectionE , HF @& (2)E AR KEE BIHIE
1,

‘Ui 1 Link

Ao system Sottings + Connactian Managemant

Direct Connection
&% Connection Management

2 Activity & Logs Choose a Method of

(®) Upioad afile () Specify indlvidual devicas
Entry

e and add your devios information. Then attach the file below,

o System
Configuration

&

Cliek of drag fila to this area to uplosd
Oty anae CSV ik can be uplosded. 10,000 arvets madmum.

3. #&#— T Choose a Method of Entryf EEEIE , RARFEAUT A EZ—RRXKE :

Uil 1Q Link

2 System Settings & Connaction Managemant

Direct Connection
&%  Connaction Mansgement
& Activity & Logs :ﬂhom a Method of (®) Upioad afle () Specily individual devices
try

Download the template snd add your device Information. Then attach the file below,
@ System

Configuration

&

Cllck or drag file to this area to upload
Cinly ana C5V fle can be uplaaded. 10,000 artets madmum,

- PEERE-TIHERESR , ARIE—TSubmit




S Systom Sottings & Connection Managemant

Direct Connection
‘f Connection Management

£ Activity & Logs Choose a Method of () Upload & fle (8) Specily individual devices
Entry

Enter hostnamos of IF addresses
Q System .
Configuratio !

- EEEEREWAEBEIHE.

IP b 31k 5% LASE 3% 4
Submit

PEH EMEE F/RIPHUEEE | REBE—T

RINERE , RS EEHRERE|Assets RS 1ERK,

4FTEWRE. FEAFHEEN , F2H

i

N Wi Cisco IQLnKEEEE T BB BRE  REMDERADRESE, BARHCHEE
ATE  EENSABNERNERRE.

BiELH

BRAFIERE

#Cisco 1Q LinkfIR#TEBEMNE. BEFFERE , FHTUTERE

1. #£ Connection ManagementE HHAIScheduling® 2/ , AEE R FHE R — TEdite, R#KEFEAD
SR "REFE.L EE.

il 1Q|LINK

Ao system Settings & Connection Management

Edit Schedule

" Connection Management

& Activity & Logs Schedule Discovery Frequency

Weekly

@ System
Configuratio

Schedule Inventory

Frequency
Collection

Daily

2. #£Schedule DiscoveryZf % , £ T HIBEFIEZE Hi&FrequencyfDay , AR AFTERN L



H%:' Faﬁ o

3. #£Schedule Inventory Collection#f % , # FHLEEFEZFL HiERN Frequency , I AFTEH
B 4R B

4. #%—T "Submity .

N W HRERR SRR B M EAEY , BiH5-102 BB BECisco IQ Link R T H
HHAEERE R AR

=i
IEFEE S THURERGHENREATA R NARRE,

- BEBARNEAZAERZH , BABBSERE.
- RRABREGELRAEREE K ERNFORIREEEAEXET.

BLERHEAENER

EREWEMERTE , FRITUTERE

1. ¥ System Settings$i##£System Configuration > Banners, Z#iFEEI S ~BannersE M,

‘0 System Settings H] Banners

Mandatory login modal © Dissbled

2. F£Mandatory login modalf & — T Configure. F#%FEEN€ & REdit Mandatory login modal &
[i:1)8



&g System Settings » € Banners

Edit Mandatory login modal

=  Local identity &
®  nceess

O Enabio modal

Connection Management Modal tithe

Activity & Logs

Modal content
a% Package Management

System
Configuration

R EI B A B EE
3. BR—T Y LI ASRE AR
4. W AENRE,
5. B AModal R &

6. E_-F rsaVeJ o F%LE:J %A*ﬁﬁaﬁ%ﬁo

Bi i B A 1R

ERERAENGEE  FUTUTRE

1. £ System Settings#i###System Configuration > Banners, ZA#fREEI & ~BannersEH,

2o System Settings > Banners
a Local Kentity & "
®  pccass % Mandatory login modal (§ Disabled

Modal title
¥  Connection Management

Activity & Logs Modal contant

e Package Management

System Application Banner & Disasied

Configuration

2. #— T Application Banner® B Configure., R#tFsEN & #/REdit Application BannerEH,



Ui 1Q Link

« Banners

Edit Application Banner

‘n System Settings
‘." Connection Management

2 Activity & Logs (P Enzble banner

Banner color

¢ System
Configuration

Banner title (optional)

Banner content

Banner location
(O Top () Bottom (O) Both

Save Cancel

3. B— TR ARERERE.
4. BEFFERE,

5. M AREEE,

6. B ABannerA &,

7. BEFRNVE,

8. #—T "Save) . BIRETREMEEBARENS.

w25 A= 1

1. #£System SettingsHi&#ESystem Configuration > Banners, RZ#FBEEN S /RBannersEHo



Evoryone is requostad to pay attention.

Ao System Sottings

»

Banners
&' Connsction Managoment

Application Banner £ Enabled
2 Activity & Logs Bannier eolor
Groen
o] System
Configuration

Bannes e

fmiE R AR IR

2. #%&—T TEdity ., R¥EFEEIEHEREdit Application BannerEH.,

dids 1Q Link

Important Info
Everyone ls requested to pay attention.

‘ﬂ System Settings & Banners

Edit Application Banner
f': Connection Managoemant

™ Activity & Logs

@) Enable banner

Bannar color
a System

¥ i Purple
Configuration

Banner tithe (optional)

Impartant Info

Bannor content

E'-'Ef!f'\'}--"-ﬂ‘ Is requasted 1o pay attantion.

Bannar lacation

® Top () Bottom ()

R R EE
3. mEEFF BN FFAET.
4. B— TR A NEARE.

5.%—T TSave, »

%S AE

BRI LA Cisco QRN EZ BT M BFESR

, W EZ & ERIISCPMAMRR. EREE[ER , o



D ELEREEERAA , URHAEEN L T XA EBETHEDR.
WSR2 BT A B EERE SR

1. B AZICisco 1Q,

Mavigation Main Menu

Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List

Search Domain
NTP List
Hostnamea

System Diagnostics
Help
About
Quit

2. #£Cisco IQEXEF |, A "3, WIREnteriEFESystem Diagnostics.



w

N

()]

N

(o]

Mavigation Maim Menu > S m Diagnostics

Please provide the following server connection details:
Enter SCP/SFTP Server Addre

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. fvar/log/support/):

[1] SCP (Seci
[2] SFTP (55H File Transfer Protocol)

Select protocol /(2] (default: SCP): 1
scp

Enter Username:
Enter Password:

Continue with System Diagnostics? ([clentinue/[Black): |

. By ASCP/SFTP{al AR 28 b ik o
. 81 ASCP/SFTP Server Port,
. By ASCP/SFTP{al Br 25 B 1%,
EBEmE.

. B AUsername,

. B APassword,

LB TC, WIREnter A ER KB



Navigation Main Menu > System Diagnostics

Checking Reachability

e s N I Y 5 Y N T e ol i e R
Collecting Kubernetes Info

LT T ) (LIRS om0 o0 00 000 00 00 0 000 0500 5 25000 0 0000 0 00000 00 010 0 00 0 000 0 0 5 0 0 01 3 0 0 6 :
Preparing System Diagnostics Bundle .....ccveeveannnnsnns

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...l

R R ETR

R R ENBREL BT T FIERME

mETEM
WERKEA

- W& Kubernetes&
WE R

S SN G (R )
LERRDEEHES

TH® , RS —REFER  ERERNBHETEE,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



