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Choose a strong password that contains the following:
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& Minimum 15-character length

& At least one uppercase character
@ At least one lowercase character
& At least one numeric character

& At least one special character

Password

New password

Confirm password
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Forgot your password?
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Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer Show
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Verify and continue Back to login
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Map identity provider roles to system roles to assign permissions.
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$relyingPartyName = “Cisco IQ - Stage”

2. EREERALEEREEANBEKREFHEEECisco 1Q.

$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”, Issuer = c.Issu
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
‘@@
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Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules
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$username = “testuser”
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$searcher = [adsisearcher]“(samaccountname=$username)”

$user = $searcher.FindOne()
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$user.Properties.memberof
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Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”
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Import-Certificate -FilePath “C:-iq-onprem-ca.cer” -CertStorelLocation “Cert:”
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Restart-Service adfssrv
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$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green
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$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }
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Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account... (%)

select option

Select option

Select option

t Add identity provider role
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints
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1. ¥ System Settings$i##£System Configuration > SCP Server, ZRFFEEIE R "SCPRIE
d EEO

SCP Server

2. ¥ — T Configure SCP Server,
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2 @O System Settings & SCP Server
Configure SCP Server

¥ Connection Management Specify the location for appliance and application files.

2%  Activity & Logs
IP address/hostname

$ Systemn
Configuration

Remote directory
Usarname

Password

Save Cancel

3. W AIPHHE/ A,
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5. B ARemote directory.
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Ao system Settings 2 SCP Server
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S Activity & Logs
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Configuration Remote directary

Passward
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2. HRFTFEMNEASCPMARSR , & — TEdit

bl 10 | ink

2 @ System Settings “ SCP Server
Edit SCP Server

&' Connection Management Specify the location for appliance and application files.

%  Activity & Logs
IP address/hostname

System
g Configuration

22

Remote directory

Username

cisco
Password
Show

Save Cancel
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1. Z£Administration 12 ##System Configuration > System Management, R#FEFEEI2HE R
System ManagementEH, LEHBERENETHRBEMRAE ; MR HAKEEES , BlUpdate
HistoryZ8 7 &%=,

System Management

System Updates

Scheduled Update

Estimated update duration
120 minutes

Update History

RiF TR

2. ¥ — T Reschedule update,

Reschedule Update

Scheduled for
May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM

() Update now () Update later

Cancel Save
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4.3 —T TSave, . RFETR—IRERES  YERKESECEFERNERRETEE,

System Management

System Updates

Current System

Current version Update mode Maintenance window

Automatic

Update History

Q, Search Status 1 result

Update Status Update Schedule Version Description

[} Apr 21, 2026, 7:49 PM CiscolQ Appliance version
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BRVREAMRGE , FATUTRE

1. #£System ManagementE [HE Y Current System&B4% , & — T Edit maintenance,

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save
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1. B AZFCisco 1Q SaaS.
2. i Home > System Settings > Software Catalog,
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L8] IQ

System Settings Software Catalog
“Q,  Account Details Systems
i 1 Identity & Access

Tags
Clsco G Link

' Data Connectors Chico |0 Link pec ridl ArANSMItE BERET Debeenatry from your on-
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Navigation Main Menu >

Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/):
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