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https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-ve-setup-vmware-esxi-13-0-0.html

I] OMNLINE [ACTIVE)
f; Wt
L -

I Hel 1] | ! Mabtwork » VLAMs : VLAN List » scxtarnal

Ii"d Statistics i - iy newardin
@ IApps
General Properties
B Wizis'ils Nama | external
Partition / Path :Gnmrrnn
6y e — .
ﬁ SSL Orchestrator Tag 4083
@ Local Traffic i Irrae
Interface: 12 ;

. Traffic Intelligence L
- Tagging: | Select.. 2|

Irtarfaoss 1.1 (untagged)
m Access

g Device Management

@ Metwork

Interfacas

_Edt | _Dolto |

Ceonfiguration: | Basic 1)
Source Chack
MTU 1500

Routes

Salf IPs

Auto Last " Default %
Packet Filters 2o 18 )

Trunks sFlow

Tunnels Palling Interval '|' Default & | Default Value: 10 seconds

Route Domains Sampling Rate [ Deofault | Default Value: 2048 packets

VLANS
Senvice Polices Update | Cancel | Delete |
Netwark Security

Class of Service

ARP

IPsac
WCCP
DMS Resolvers

Rate Shaping

[£¥] System

. £ Network -> Self IPs S &P F&E , ARIdP



Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy

Update | Cancel | Delete |

. f£Access -> Profile/Policies -> Access profiles T 2 3 fit E &5 R



General Properties

Partition / Path

Profile Type
Profile Scope

Settings

Inactivity Timeout

Access Policy Timeout
Maximurn Session Timeout
Minimum Authentication Failure
Dhelay

Maximum Authentication Failure
Delay

Max Concurrent Usars

Max Sessions Par User

Max In Progress Sessions Per
Client IP

Restrict 1o Single Client 1P

Use HTTP Status 503 for Error
Fages

Configurations

Lagout URI Include

Logout URI Timeout
Microsoft Exchange

User [dentification Methad

OAwth Profile ﬂ

Language Settings

Additional Languages

- B E R R IRER

[ Aar (aa)

Faciory Buillin Languages

English (en)

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
«_|French (fr)



General Properties

Name

Partition / Path
Description

Type

Source Address
Destination Address/Mask

Service Port

Availability
Syncookie Status

State

Notify Status to Virtual Address

Idp_Test
Common

Standard

“r

0.0.0.0/0

10.78.93.62

443 HTTPS a

[

[@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet

Off

Configuration:




Selected Avallabla
(HCamman IComman
clirtssl == dligntssl-nsecung-compatibhs
SSL Profile (Client) B | e aa
i‘ cryplo-server-default-cliantssl
splitsesslon-defaul-clientssl
Selecied Available
ICommon ICommon
s servarss| o apm-default-sarsarssl
g9t Frote _I crypto-client-default-serverss|
32| | pecip-default-serverss!
servarssl-insacure-compatible
SMTPS Prafile | Mona &
Chent LDAP Profila . Mona
Server LDAP Profile None 5
SMTP Profile | None =
VLAN and Tunnel Traffic AllVLANs and Tunnels g]
Source Address Translation "None &
Content Rewrita
Rewrite Profile 4| None ¢
HTML Profile " Nona 4]
Access Palicy
Access Profile prefileLDAP -
Connectivity Profile 4+ None &
Per-Request Policy " None &
VDI Profile Nang &
Application Tunnels (Java & Par-
App VPN Enablad
OAM Support Enabled
PingAccass Profile Nane §
Acceleration
Rate Class Mone &
OnaConnact Profile Mona &
NTLM Conn Pool hone ¢
HTTP Compression Profile None =:
Wab Acceleration Profila Nona :
HTTR/Z Profile " None &)
_Update | Delete |

. #£Access -> Authentication -> Active Directory T #1i8Active Directory(AD)F¥#H & #A




Accass » Authentication » adfs

7 -~ Properties Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Mame ICommon/pool
IP Addrass:
Haostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers
Edit | Delete |
Server Pool Monitor | none D
Admin Name Administrator
A_dmin P'H'Emd [RETTERETTY
Verify Admin Password sraseraias
Group Cache Lifetime 30 Days _Clear Cache |
Password Security Object Cache
Lifetimea 30 Days Clear Cache |
Kerberos Preauthentication |
Encryption Type Bl 'J
Timeout 15 geconds

Update | Delete |




. TEAccess -> Federation -> SAML Identity Provider ->7< 3 [dP iR 3§ T 2 3 7 #9 1dP AR 75

Edit IdP Service

¢ General Settings
& SAML Profiles

" Endpoint Settings
& Assertion Settings
4" SAML Attributes
4 Security Settings

IdP Service Name*:
/{Common/smart-86-idpservice

IdP Entity ID*:
hitps./ff5-idp.cisco.com

IdP Name Settings

Scheme : ~ Host :

https v | f5-idp.cisco.com
Description
Log Setting :

From Access Profile v Create

[ OK

|

Cancel




Edit IdP Service

- General Settings
& SAML Profiles

- Endpoint Settings
% Assertion Settings
+ SAML Attributes
4 Security Settings

SAML Profiles

|| Web Browser SSO
["] Enhanced Client or Proxy Profile (ECP)

OK

I

Cancel




Edit IdP Service

) \SENRLalSatings Assertion Subject Type :

& SAML Profiles Transient Identifier v

., Endpoint Settings

. Assertion Settings Assertion Subject Value*:

o SAML Attributes %{session.logon.last.username} A
" Security Settings

Authentication Context Class Reference :
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspori | v

Assertion Validity (in seconds) :
600

[[] Enable encryption of Subject

Encryption Strength .
AES128 b

[ oK ][ Cancel ]

s WREAEAFBF(CAC)ETENERRE , AIZELESAMLBE RIS 2 Hig AT B4

BBV uidB1E.

£ #B:uid

B : %{session.Idap.last.attr.sAMAccountName}
S EB2 7 T user_principal B 1.

#: user_principal
B : %{session.Idap.last.attr.userPrincipalName}



Edit IdP Service %

@ General Settings

Signing Key :
& SAML Profiles /{Common/default.key v
4" Endpoint Settings
& Assertion Settings Signing Certificate :
" SAML Attributes /Common/default.crt v

-, Security Settings

| ok | cance |

MIEE : Z23II1dPARFE# , £ Access -> Federation -> SAML Identity Provider -> Local IdP
Services T , E— AR THRERERNEIE , ZEE T HEXport Metadataiz i

BUYZ2HSWEE S (SAML)
SAMLEIR

. &7 Z|Access -> Federation -> SAML Resources , AEE Y —EsamIE R 2 I AT
|dP AR 7 #8 B3 Hs



Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop [ | Enable
Configuration
SSO Configuration L smart-86-idpservice ¢_)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

Webtops

. £Access -> Webtop T 2 37 Webtop



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled
Show a warning message when
the webtop window close | eselice
Show URL Entry Field « Enabled
Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |
Update | Delete |

BRI AREER

BB AR AVRE | ARE-TREERS



Access » Profiles / Policies : A

# v AccessProfiles  PerR

Per-Session Policles)

Customization

Sears Create._| import..|
[v1| +| Status | « Access Profile Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | Virtual Servers | = Partiion / Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
L Name Al Export.. ... default-log-setting Common
L Smart-86-AccessProfile LTM-APM Export... ... default-log-setting Common
m Tost $50 default-log-setting Common
- access Al (none) Common
L profile2 SSL-VPN Export.. ... default-log-setting Common
L profile3 LTM-APM Export... ... default-log-setting Common
L profileLDAP Al Export... ... defaultlog-setting Common
_Delete... | Apply |

- BT E R AR B RS
fs

Access Policy: /Common/profileLDAP EﬂtEndngsI (Endings: Allow, Deny [default])

K K
I:swt }M+—i Logon Page |[aback , _,, | [Succesl ”'+—»—| AD Query M+—»—| Advanced Resource Assign |

3

fallback

T |

fallback
-

. 72— © BRLBA e T E
5 8%1. Logon page element — REFTBE TR BFERE.

HER2. AD Auth ->E1Z KA1 2 M AYADFSHERE,




ﬁ

]'Properties]_rBranch Rules\]

Name: |AD Auth |

Active Directory

Type ( Authentication 4 |
Server [ /Common/adfs % |
Cross Domain Support Disabled %
Complexity check for Password - a

Reset Disabled

Show Extended Error Disabled %

Max Logon Attempts Allowed

Max Password Reset Attempts

Alowed &

SHR3. ADEMTE — S ELENFHRET.



|

| [[Properties | [ Branch Rules |

Name: [AD Query

| Active Directory
Type Query s
Server JCommon/adfs &
sAMAccountName=%{session.logon.|ast.username}
SearchFilter
s
Fetch Primary Group Disabled %
Cross Domain Support Disabled %
Fetch Nested Groups Disabled %
Complexity check for Password Disabled *
Max Password Reset Attempts 3a

Allowed

petore exration || o $0 ]
Add new entry | Insert Before: | 1 3
Required Attributes (optional)

1 len ] (=l
2 |displayName | o] [=][x]
3 |distinguishedName | (o] [=][x]
4 ldn | (] =[x
5 [employeelD ] [ (=1 [
6 [givenName | [a] (=]
7 [homeMDB | (] (=1 [l
8 [mail | &l [l
Cancel | save | Help|

% 84. Advanced Resource Assign

#&saml & R B2 5t 51 22 3 Ay webtop 8 B3 Hf .




meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment

Add new entry | Insi

Expressmnfmpty Chane e e

SAML: [Common/ids_pipeline, /Common/smart-86-samiresource
Webtop: /Common/Smart-86-Webtop

Add/Delete

BB 4R £4£ 7 (SP) £ B B Bl 3T L

. i System -> Certificate Management -> Traffic Management B #% |d /Y 3% E [E A Big-IP
MigE : "R S HBEGIN CERTIFICATEFEND CERTIFICATEZ® K.



General Properties

Name
Partition / Path
Certificate Subject(s)

Certificate Properties
Public Key Type
Public Key Size
Expires
Version

Serial Number

Subject

|ssuer

Email

Subject Alternative Name

Import... | Export... | Delete |

smart88crt.crt
Common

smart-88.cisco.com

RSA

2048 bits

Nov 17 2019 21:10:10 GMT
3

915349505

Common Name: smart-88.cisco.com
Organization:

Division:

Locality:

State Or Province:

Country:

Self

. fE£Access -> Federation -> SAML Identity Provider -> S\ E8BSPBR#EEER T~ fEsp. xmIB I F % B
. & SPB#E 22 B FAccess -> Federation -> SAML Identity Provider -> Local IdP Services T &

|dPBR %%

E

BRIREERARLERNBERERF.

SRR

BRAFNF(CAC)HEEK

WMRCACHEAENSSOFMHERF KR , FMEUCCX ids.log AGESAMLEB M R ERRE EF.

MEFERERE , MISBESAMLEE, flin , FikBFERBEHFERY |, IdPEXRELEuser_principal



SAMLE 1%,

YYYY-MM-DD hh:mm:SS.sss GMT(-0000)[IdSEndPoints-SAML-59] ERROR

com.cisco.cchu.ids IdISSAMLAsyncServlet.java:465 - user_principal

YYYY-MM-DD hh:mm:SS.sss GMT(-0000)[IdSEndPoints-SAML-59] ERROR

com.cisco.ccbu.ids IdISSAMLAsyncServlet.java:298 - SAMLcom.sun.identity.saml.common.SAMLEXxception:
samluser_principal

com.cisco.cbu.ids.auth.api.ldSSAMLAsyncServlet.getAttributeFromAttributesMap(IdSSAMLAsyncServlet.java:4
66)

com.cisco.chu.ids.auth.api.ldSSAMLAsyncServlet.processSamlPostResponse(IdSSAMLAsyncServlet.java:263)

com.cisco.cbu.ids.auth.api.ldSSAMLAsyncServlet.processldSEndPointRequest(IdSSAMLAsyncServlet.java:176

)
com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(IdSEndPoint.java:269)

java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1145)
java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:615)
java.lang.Thread.run(Thread.java:745)

P
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http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/zh_tw/support/index.html
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