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FARELE

- BREUBEFTEEAIREALZENETEARER

- BFEEAB B R%EServer Java Runtime Environment(JRE)A R 2 & B ERRERENPATHE
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£ F 7 B EXEfE R L #PingFederate
EM TexelR , RARATLEIR
i@ PingFederatesetup _________________________MEEK|

Welcome to the PingFederate Setup
Wizard

Ping
identity.

The Setup Wizard will install PingFederate on wour computer,
Click. Mext to continue or Cancel ko exit the Setup Wizard,

Back I Mexk I Cancel



http://www.pingidentity.com/support-and-downloads/licensing.cfm
http://www.pingidentity.com/support-and-downloads/licensing.cfm

i'él‘ PingFederate Setup

Operational Mode

Please choose which mode vou'd like PingFederate to operate in.

f* Standalone

Far a single node that will operate independently.

" Clustered Admin Node

For one of several nodes in a cluster that will host the admin consaole,
Only one node in the cluster can operate the admin console.

" Clustered Runtime Node

Far one of several nodes in a cluster that will nok hast the admin consale.

| Back. I ek | Cancel |

i'.g!,'J PingFederate Setup M =]

Administrative console and API

Enter the port For the admin console and &PI,

Admin HTTPS port (EEEE

This is the port where PingFederate admin console and APT will run.

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Engine Settings

Enter the ports that PingFederate will use,

HTTPS Port |g|:|31

This is the port where PingFederate will lisken Far encrypred traffic,

Secondary HTTPS Port | Optional

If wou need client X.509 certificate based authentication for end users or protocols,
enable this port by specifying a value,

| Back. I ek | Cancel |

i'.g!,'J PingFederate Setup M =]
Destination Folder
-
Click Mext toinstall ko the default folder or click Change to choose another, ! _“g

Install PingFederate to:

IC:'I,F‘ru:ugram FilesiPing Idenkity!,

Change... |

Back I Mexk I Zancel




fi& PingFederate Setup

Ready to install PingFederate

Chick Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel ko exit the wizard.

Bak [  mstal | cancel |

fii PingFederate Setup

Installing PingFederate

Please wait while the Setup Wizard installs PingFederate.,

Skatus: IIncompressing the installation package

]

Back Mexk | Zancel I




i!_% PingFederate Setup s 3 |

Completed the PingFederate Setup
Wizard

Click the Finish bukbon ko exit the Setup Wizard,

To finalize your setup open your browser to;
https: (PINGServer.cisco.com: 9999 /pingfederate fapp

Back I Finish I Zance|

B X BPingFederate

MEFERAEEFEBENZERERNLEPingFederate , Bl#§PingFederateit B B1E B RGBT , I
EREBEERKEBHEE.

MREH D BZIPRERELEPingFederate , FRIETIESH A F EBRE PingFederate

(Windows)<pf_install>/pingfederate/bin/run.bat
(Unix/Linux)<pf_install>/pingfederate/bin/run.sh

ERETHBEIN — BWERHREFIIEEMILRE , MEBIBRETHK
PingFederatefE <X>s:<Y>msH X &
R REEE

PingFederate EXE EMNEAENE ( EEEGHE ) BE— 1@1&#@?@5’]?’“%%%%%%1‘%@0 X
E)PingFederate B2 HIBY FAVRREBETR OB ESRENERE, LB
PingFederateiE#£Z|PingOne , LB AN AT MERELES /JU'J'ﬁo

FEFNEEXESA

R ED B B 25 3 B fin Flhttps://<FQHN>:9999/pingfederate/app (E A <FQHN>2Z % #PingFederatefy
ARFENTLEREEHSE),

FF IR BR0009THEREY E ., 1E AJiE@PingFederate B & E,



BEXFFAUHE

For more infarmation on commercial licensing or support. contact Ping Sales at sales@pingidentity.com or call toll-free 877.898.2905 (1303 468.2882 outside North America),

SOFTWARE LICENSE AGREEMENT ﬂ
THIS CLICK-THROUGH AGREEMENT (THIS "AGREEMENT") IS BY AND BETWEEN PING IDENTITY CORPORATION (PING IDENTITY] AND THE COMPANY OR ENTITY ON WHOSE BEHALF YOU ARE EXECUTING THIS
AGREEMENT "CUSTOMER']. You represent that you have the autherity to bind Custemer to the terms of this Agreement. By agreeing te the terms of this Agr of by wsing or i lling any part of the:

Produdts, Customer expressly agrees to and consents to be bound by all of the terms of this Agreement. If Customer does not agree to any of the terms of this Agreement. Customer is prohibited from downloading.
installing, activating or using the Preducts. THE EFFECTIVE DATE OF THIS AGREEMENT IS THE DATE ON WHICH CUSTOMER ACCEPTS THESE TERMS BY CLICKING "ACCEPT" OR THE SIMILARLY LABELED BUTTON
INDICATING ASSENT (THE "EFFECTIVE DATE").

For goad and valusble consideration, the receipt and sufficiency of which is hereby acknowledged, the parties agree as follows:
1. Definitions.
“Administrator” is an individual who has been granted administrative permissions by Customer to the Service in arder to set-up, modify and suspend the Service, each as applicable.

“Affiliate(s}’ means any entity that directly or incirectly controls, is cantrelled by, of is under commen control with the subject entity. “Control"for purposes of this definition, means direct or indirect ownership or control of
mare than 50% of the vating interests of the subject entity.

"API" means an application programming interface.

“Customer Data’ means all electronic data or information submitted by Customer tothe Service, Customer Data alsoindudes any data of an Identity Provider andits associsted employees, consultants, contractors and
agents transmitted through the Service in order to access Customer's services or applications.

‘Documentation" means Ping |centity's then current en-line user's manuals made generally available by Ping Identity and provided to Customer alongwith the Scftware.

“Identity Provider” means an entity that desires single sign-on capabilities into a Senvice Provider's services or applications, =l

Eaprigse 2ot
oy Basy o rpe
P —
varBanaI0

PingOnettk &

Enable Roles

nistrator Account

PisgOsa Account License

Do you want to connedt this identity provider with PingOne to enable douckbased single sign-on?

fes, Connect to PingQOne No, Set Up PingFederate Without PingOne
Te connect this PingFederate node to your PingOne account, enter your PingFederate works with or without a PingOne connection. Continue the setup below touse
activation key below BingFederate on its own

Sign on to PingOne to get your activation key.

ACTIVATION KEY

caprigse 2ot
Py Hasy CErpe g
P
varBanaI0

N

R



Ping PingFederate

License File

oy care

& AfEpingidentity. comiB B RFA R AIE , LEFFAUEER  RRMET -

EXEHA

Ping PingFederate’

E———

set up your enterprise identity bridge, let's first confirm your Base URL and Entity ID

hittps: [ fpingserver.csco.com:9031

pingserver

REEANURLAMERID , REET—5

RAAeE



p.ng PingFederate’

Please select the roles you expect PingFederate to play.

FIvi. m

o pprgue 2eEnma
i Baamy Corpema

ZEIZIDENTITY PROVIDERf % — T Next

BHRHAEARE

Ping PingFederate’

PiagOsa Account Hnmic Inormation Eanbia Roks Idantity Provider Corigsmtion Administrator Account Confirmation Complete!

f you' ngto Active Directory, start the quick connection process below. Yeou can configure any other user store

onne r the PingFederste setup |s complete

Identity Provider Configuration

Connect to Active Directory

copprgme 2omame

varEaBa20

LA o] LA 1T B Active DirectoryfiE4R , I#— T F—&



PingFederate

Eambla Roks idastity Providor Cosfigermtion Administmior Account Confirmation Com

toPi

aFederate

inistrator. You can

AME

Administrator

RM PASSWORD

sesessene

Coprgse 2o
P Hasy CErpe
P—
varenana30

EEEENEE , RBRE—TNext ( T—%)
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fesbis Reks SRTiy PEvES Chites Aemintmtor Asnt m °

erate configuration:

Hereis a summary of your Pin

https:ipings erver.cisco.com:9031
pingserver
Identity Provider

Administrator

HBvOS m

Coppige 2008200
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Ping PingFederaf

ingOne Account

Basic Information Enable Ro

Conoratulations! You have successfully set up PinaFederate.

What's Next?

IDENTITY PROVIDER

You can begin creating Service Pravider connections to your target applications. Chadse Creste New under 5P Cannections to get started.

Copprge 20T
i Basy Corporsan
an g e
varnag220

B—TE™X

Bl EPingFederate

R ARZREC &

identity Provider Configurs

Acministrator Account Confirmation m

Ping PingFederate’

MAIN

& |o® Configuration

®) Server Configuration

oppige o

D= EETY

Server Configuration

SYSTEM SETTINGS
Server Seftings

Connect to PingOne
Dets Stores

Redirect Validotion

ADMINISTRATIVE FUNCTIONS

Metadato Export
%ML File Sgnatures

Canfiguration Archive
Account Mansgement
License Management

Wirtual Hest Names

CERTIFICATE MANAGEMENT
Trusted Chs

5L Server Certficates

SEL Clont Keys & Cortficatos

Signing & Decryplion Keys & Centflicates
Cartiicate Revocotion Checking

Metadatn URLs

AUTHENTICATION
Application Authentication
Password Credantisl Valdetors

Active Directory Domains/Kerberos Realms

BUBBNTRARRES XML BEZSRNEE



#—T T"Server Configurationy > "Certificate Management, > "Signing & XML Decryption Keys
& Certificates 4

Ping PingFederate’

& i Configaration Certificate Management

Establish and meintain your server’s signing certeicates, which may be used 10 3ign cxsertions. securfy okens, requests, and responses. These certificates may abo be used for decryption.
@ Server Configuration

Serlal Subject DN Expires Key Details Status Action

Create New ¥rport

e n

#—T TCreate New,

BURE

Ping PingFederate

B <P Configuration Certificate Management | Create Certificate

Cronta Cartifioate Summary

Create a new Certficae and Private Key.

& Server Configuration

COMMON NAME I ss0

ORGANIZATION I c1sco

ORGANIZATIONAL UNIT CBABU

L Bangalore

STATE Kamataka

COUNTRY I ™

VALIDITY (DAYS) | 355

KEY ALGORITHM | RSA o

KEY SIZE(BITS) | 2048 ~ R

SIGMATURE ALGORITHM | RSA SHAZ56 ~
enppgne e
‘l:?;n:-a:p:m Cancel Next
vamBanzao



Ping PingFederate

MAIN Lioense Warning: Apprenching expiraticn date

& IdP Configuration Certificate Management | Export Certificate

Export Cartilicate Export & Summary

You have a choice of exporting the certificate and the key or just the certificate.

(®) Server Configuration

@ CERTIFICATE OMLY

CERTIFICATE AND PRIVATE KEY

BE R =

Ping PingFederate

B |c® Configuration Certificate Management [ Export Certificate

s — m

I &) Server Configuration
Click the Export button to exxport this cerificate to the file system

Export Certificate

Subgect ON CH=550, CU=CBABU, O=CISCO, L=Bangalore, ST=Karnataka, C=IN
Issuer DN CN*SS0, . OCISCO, L 5 =01
Sarial Numbar 018867 £298:8D

Expires Wed Nov 1517 37:33 IST 2017

Export

Cancel Previous Done

RS 20N

wasEag20

#—T TExport,



& — T Server Configuration > SYSTEM SETTINGS > Data Stores

Ping PingFederate

MAIN Licnnsm Wiarning: Approcching xpiration cetm

B 1P Configuration Manage Data Stores
Manage data stons definitions for use with ctiribube bokups.
I ‘& Server Configuration b —— s oo — .

JEbe it [of, server dsta cir}$ | Ihypersonc$ [Pr

Provisioner DS sa Databese
ovisonerDelautDB:hackd. bek_filefoise

Delete | Check Usage

Add Newr Data Store

Eancel m

mpyrgme oM 30
g e ey o pe e

# — T Add New Data Store

LDAPEL &

Ping PingFederate

B 1P Configuration Manage Data Stores | Data Store

Dats Stors Type LDAP Configuration Summary

®) Server Configuration
Please ssisct  type of deta store,

DATABASE
® oaP

cusToM

Lencs

WarBa8220

EELDAPI 2 — T Next



Ping PingFederate

e

= 1P Configuration Manage Data Stores | Data Store

Datn Stom Typa LDAP Coriigamtian Summary

Flense provicde the detais for cenfiguring ithis LDAF connectien.

& Server Configuration

HOSTNAME S} I 10.78.93.143:389

LDAP TYFE Active Directory 2
BIND ANONYMOUSLY

USER ON | =Administrator =y

FASSWORD I LITILT LTS

USE LDAPS

¥ | MASK VALUES IN LOG

Advanced

WMAE K RER-TT—F

BE

Ping PingFederate’

& 1@ Configuration Manage Data Stores | Data Store

e —

I ® Server Configuration
Click 0 heading ink 10 edit o configuration setting.

Data Store

Date Store Type
Type of Data Store

LDAP Configuration

Hostneme(s) 107892148389

Username

Cance! Previous Done Save

Copprge 200RI0
Pim Hasty Corportn
a2 gms s
wasBaB220

ERFERE—T "Save, o
ZHERBEREFES

& — T Server Configuration > AUTHENTICATION > Password Credential Validators



Ping PingFederate

B I6P Configuration Manage Credential Validator Instances
Credential Ve lclators are plugring used to werfy username and password pairs in various contexts throughout the system. The actuel appicetion of a Vialidator instance must be in the i rbeoct 0% == OAuth Ry Owner
I & Server Configuration Craclentials Mapsing.
Instance Name & Instance Id Type Parent Name Action
Create New instance

‘coppigre2o0azn
Piag o stny Cosparat s
P
wrEzn220

2 — T Create New Instance,

it

Ping PingFederate’

B I Configuration Manage Credential Validator Instances | Create Credential Validator Instance

I ) Server Configuration
Idkantify this Crecantisl Vslidator Instance. The Valdetor typas svsliabia ars limited 1o the pligin implemantations currently instalied on your sarver.

INSTANCE NAME I LDAP Validatar

NSTANCE ID I LDAPValidator

TYPE | LDAP Usarnama Password Crackntiel Valdetor v Vist Pingidantity.com for acdtional types
PARENT INSTANCE Nene: bl |

iCanca m

iZ#ZLDAP Username Password Credential ValidatorfE&® B, & "Nexty ( T—% ),

PIEEE



Ping PingFederate’

MAIN

Manage Credential Validator Instances ‘ Create Credential Validator Instance

= 1P Configuration
ert nce Cosfige mtion Extended Contract Summary

@) Server Configuration

Complete the configuration necessary for this Password Credential Vakdator to check i

pairs. Thi & e into, and is speciic to, the selected Credentisl Validator plugrin.

This password credential validator provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes from the directory can alsa be retumned by this PCV by adding
the desired attribute names to the Bxtended Contrad.

AUTHENTICATION ERROR OVERRIDES
[A table of LDAP aner codes
the @rmor i 0 end users)

ing will match the error code to an LDAP error message. These entries override the default individual mappings of messages to codes. Use the lcalzation festures

MATCH EXPRESSION

[The expressen maikhed against the LDAF errer messoge refurned by the server]

Add & new row to Ruthenticetion Error Overrides’

Field Name Field Value Description
LDAP DATASTORE | 1078.93148389 ~

Seiect the LDAP Datastore.

SEARCH BASE

I CN=Users,DC=cisco,DC=com The Ibcation in the cirectory from which the LDAP search begins
SEARCH ALTER | sAMAccountiame=${usermname} | You mey use §[useiname] as part of the query. Exempie (for Active Directory): sAMAscountNames$[usernome)
One Level
SCOPE OF SEARCH
®  cubires
CASE-SENSITIVE MATCHING -~

Allows cose-sensitive expression end LDAP error metching.

Manage Data Stores
cnpygme seeazon

[ ———

Al T e s s

BELDAPERREFEYMALSE,. RESBRHENES

) jﬁ rNeXtJ (-F—*JF ) o

HERER

Ping Pingfederate

B IcP Configuration Manage Credential Validator Instances | Create Credential Validator Instance

p————— ...

ou can extend the atiribute contract of this Password Credentisl Validator instance.

® Server Configuration

Core Contract
DN

grenName

mai

username

Extend the Contract Action

Cancei Previous




Ping PingFederate

B IdP Configuration Manage Credential Validator Instances | Create Credential Validator Instance

s m

Password Credential Validator configuration summary.

Create Credential Validater Instance

I @) Server Configuration

Type

Instance Neme LDAP Valciator

Instance id LDAPValidator

Tvpe LDAP Usarname Password Crecentisl Validator
Clagz Name il zam|(20.domain LDAPL

Farent Instance Name None

Instance Configuration

LDAF Datestone 107893148389

Search Base CN=Users,D Ccisco,Dweom
Search Fiter sAMAccountName=$[username)
Scope of Search Subtres

Case-Senstve Matching e

Extended Contract

Atfriute mail
Attrbute. givenName
Attrivute DN
Adiribute. username

oppigme s0mamn

iy Moy o pa s

Al g o vt

R REILIR—T "Done(FEMK)J o
AR ERE
RREE

& — T Server Configuration>SYSTEM SETTINGS>Server Settings

E,i,ﬂg PingFederate

MAIN License Warning: Approaching expiration date

[ IDP Configuration Server Settlngs

P Funtime Reportng foles & Protocol
® Server Configuration . e
System Options Metadata Signing Metadata Lifetime Summary

Select the style of application management practiced in your organization.

System Administration Style SINGLE-USER ADMINISTRATION ® MULTI-USER ADMINISTRATION
Cancel Next Save

# "Nextsy (T—%),

RiRER



Ping PingFederate
ety

[ 1oP Configuration Server Settlngs

R — —— e flokes & Protocols

® server Configuration
System Opf ata Signing Metadata

This Is general information that identifies your server. This information is included whenever you export connection metadata.

COMPANY
CONTACT NAME
CONTACT NUMBER

CONTACT EMAIL

& "Nexty (T—%),
ETRBEA

ing PingFederate

derbity’

Cancel Previous Next E

= IDP Configuration Server Settings

®) server Configuration

System Options Metadata Signing Metadata Lifetime Summary

Select which server events result in notifications sent via email.
NOTIFICATION FOR SERVER LICENSING EVENTS
NOTIFICATION FOR CERTIFICATE EVENTS

NOTIFICATION FOR SAML METADATA UPDATE EVENTS

# "Nexts (T—2),

BITHRRE

System Info Runtime Notifications Runtime Reporting Account Management Roles & Protocols

Cancel Previous Next Save



Ping PingFederate
ety

[ 1oP Configuration Server Settlngs

E—t— e flokes & Protocols

® server Configuration
System Options Metadata Signing Metadata

If your organization uses SNMP to monitor infrastructure, you can integrate this server with your existing network-management console.

RESPOND TO GET REQUESTS

GENERATE TRAPS

Cancel Previous Next E

EHI rNeXtJ (-F_ﬂ;_ ) o

REEE

Ping PingFederate
Kbty

= IDP Configuration Server Settings

System Info Runtime Notifications ‘ Runtime Reporting Account Management Roles & Protocols
@ server Co nfiguration
System Op M ta Signing Metadata Lifetime Summary

Manage administrative-console or APl users and their role assignments.

Username User Admin Admin Crypto Admin Action
Administrator AUDITOR ® ADMIN ol ol b Deactivate | Change Password
Create User

NOTIFY USER OF PASSWORD CHANGE

Cancel Previous Next E
E rNeXtJ ( _F_i ) o
AE BN ERSsPHEERAEIEREAENER.

ABME



Ping Pingfederate

MAIN License Waming: Approaching expiration date

[ IDP Configuration Server Settmgs

funtime Reperting SRR
® server Configuration
System Options Metadata

Select the role(s) and protocolis) that you intend to use with your federation partners.

ENABLE OAUTH 2.0 AUTHORIZATION SERVER (AS) ROLE
¥ | ENABLE IDENTITY PROVIDER (IDP) ROLE AND SUPPORT THE FOLLOWING:
¥ SAML 2.0
AUTO-CONNECT PROFILE
SAML 11
SAML 10
WS-FEDERATION
OUTBOUND PROVISIONING
WS-TRUST
ENABLE SERVICE PROVIDER (SP) ROLE AND SUPPORT THE FOLLOWING:

ENAELE IDP DISCOVERY ROLE (SAML 2.0 ONLY)

Cancel Previous Next E
Copyright € 2003-206

Ping ksentity Cerporation

EEFEENAGNBE. B "Nextay (T—% ),
BEEA

Ping PingFederate’

B 1gP Configuration Server Settings

Systam Admiskstratios m Runtime Notications Runtina Reporting Accosst Massgemast ‘ Roles & Protocols mtam Options Matadats 5igeing Matadats Liatime

| @ Server Cenfiguration

“You must create o unique dentiler for your server for use with your federaton pariners. A unique identiier s required for each protocol enabled. You will need to communicate this with your pariners aut-of-band or through metedata exchange. The Bose
URL is used to construct oher URLS in the system and may be used as part of your system ID.

BASE URL [ hittps: /fpingserver . dsco.com:3031

saw 20 vty 0 | rosener

Cance Previous et

#E rNeXt_] (-F_’i ) o



ﬂﬂg PingFederate’

MAIN License Warning: Approaching expiration date

= 1pp Configuration Server Settlngs

el i s feariio oles & Protocols

®) Server Configuration

Configure global server options. Please click Help for more information

DISABLE AUTOMATIC CONNECTION VALIDATION

DATA-STORE VALIDATION
INTERVAL (SECS) ] 300

Incoming Proxy Settings

HTTP HEADER FOR CLIENT IP Use Last Val
v
ADDRESSES —

HTTP HEADER FOR Use Last Val
v
HOSTNAME B

CLIENT CERTIFICATE HEADER
NAME

CLIENT CERTIFICATE CHAIN
HEADER NAME

INCOMING PROXY TERMINATES HTTPS CONNECTIONS

Cancel Previous Next E
# "Nexts (T—%)
BREBERESR

Ping PingFederate’

B 1aP Configuration Server Settings

Salect 3 cartificate for sgning the matacsts which wil be published. If no cartficate i skected. the pubished matadats will not be sgned.

Syston Adnkitmiion ‘ Systam Inio

| & Server Configuration

Sammary

SIGNING CERTIFICATE 015867 E298:8D (cn=55C) w
SIGNING ALGORITHM RSA SHAZS6 v
Manage C

Cance! Previous et

BECHBRINBEERENERREZFELAREREN D, & "Nexts (T—F ).
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Ping PingFederate
Ientity

= 1oP Configuration Server Settlngs

S i s feariio oles & Protocols

®) Server Configuration

System Options Metadata Si Metadata Lifetime | Summary

Specify validity period for published metadata and refresh delay for automated metadata reloading.

CACHE DURATION (MINUTES) ] 1440

RELOAD DELAY (MINUTES) ] 1440

Cancel Previous Next Save

# "Nextsy (T—%),

BE

Ping PingFederate
MAIN Lieense Warning: Approaching expiration date

B 1P Configuration Server Settings

Systam Adwmisstmtion Systam b Restina Notifcatioss Rustime Reporiing Accoust Wassgement Roles & Frotocols Systam Opticss Matadats 5
(] Server Configuration
Matadata Litting

Senver Setfings Summary Information

Summary

Server Settings

System Administration

Mutipie Administretors true
System Info
Runtime Notifications
Certiicote Events false
License Events false
Matedate Events false
Email Notification You must provide & 'From® Address. You must provide an Email Server.
From Ackdress
Emai Servar
EMTP Port -]
SMTPS Port 465
Connection Timeout 30
Encryption Mathod Mone
Enobie SMTF Debugging Messages false

=pyrgmesemac:

Pirg biarty Carparain s Username

Allrig s s rved

remmnaze Retry Astompt 2

BB EREIW IR — T Save,

sHREEN(P)EE



Ping PingFederate’

| ¥ 1P Configuration IdP Configuration
@ Server Configuration APPLICATION INTEGRATION SP CONNECTIONS (o)
ACSpUS
Defauk URL Manage Al Create New Import

Application Endlpoints

AUTHENTICATION POLICIES
Policies

Selectors

Policy Centracts

Sestons

FEDERATION INFO

Protocol Endpoints

SP AFFILIATIONS ()

Manege A1 Create New

NEF

& — T IdP Configuration > APPLICATION INTEGRATION > Adapters

Ping PingFederate
eniity’

 IDP Configuration Manage IdP Adapter Instances

PingFederate uses adapters to authenticate users to your partners’ applications, Here you can manage "instances” of adapters that SP connections may use to fulfill Attribute Contracts
rtners.
® Server Configuration senttopartners

Instance Name = Instance Id Type Parent Name Action

HTML Form IdP Adapter HtmlIFormldpValidator HTML Form IdP Adapter Delete | Check Usage

Create New Instance

Cancel Save

% — T Create New Instance.

it



Eiqg PingFederate’

MAIN
| [# 14P Configuration

@ Server Configuration

Manage |dP Adapter Instances | Create Adapter Instance

pp—

Enter an Acapter Instance Nome snd ld, select the Adapter Type, and o parent # appicable. The Adapter Type is limied to the sdapters currently instalie on your server

Adapter Attributes

tract Mapping Summary

INSTANCE NAME ] HTML Form 1dP Adapter

NSTANCE 1D ] HTMLFormidPAdapter

TYPE ] HTML Form |dP Adapter ~ Visit Pingldantitycom for addtional types
PARENT INSTANCE None ~

Cancel “

BEEHTMLREIDP/TEF. & "Nexts (T—%).

[P E+

Ping PingFederate

MAIN
l B9 1gP Configuration

@ Server Configuration

copprgme 3o0maon
Firg ey corparatn
Alrgs msmren
VambREa20

Manage IdP Adapter Instances | Create Adapter Instance

e gy e e [e—

Camplote igurati v to ook up user cts in your anv This configuration was detigned into the sdapter for use at your site.
JENTIAL VALIDATORS
[ list of Passward Credentiol Validators to be used for outhentication )
PASSWORD CREDENTIAL VALIDATOR INSTANCE Acton
Add & new row o 'Credentis] Validators'
Field Name Field Value Description
CHALLENGE RETRIES 3 Max value of User Challenge Refries.
Globally
SESSION STATE ®  Per Adapler 1 how state is mointoi ithin one odepter or between different adapter instances.
None
SESSION TIMEOUT 60 Session Idie Timecut [in minutes). If left blank the timecut will be the Session Max Timeout. Ignored i ‘None' is selected for Session State.
SESSION MAX TIMEOUT 280 Session Max Timeout (in minutes). Laave biank for indefinte sessions. Ignored i None' is seiscted for Session State.
ALLOW PASSWORD CHANGES Allows users to chengs their password using this adapior,
A fuly-cualfied UR sword sysem whare h - i ) hanges
PASSWORD MANAGEMENT SYSTEM ul Ll URL to your pas: manegamant w usars can chengs their password. If keft blank, password che ara
handied by this aclapter.
ENABLE REMEMEER MY USERNAME" Allows wsars fo store thoir usareme es & cookie whan suthenticsting with this sdepter. Once stared, the usarmame is pre-populated in the

login form's username fiekdon subsecuent fransoctions.

CHANGE PASSWORD EMAIL
NOTICATION

Sand usars an emell notfication upon a password change. This feature relas on the undarking POV returning 'mall and ighenName'
attributes containing the user's first name and e-mai address. Additionaly, moi seftings should be configured within Server Settings.

# — T Add a new row to 'Credential Validators' ( [0 "RIFEFBIEN FIEH1T ) , RBBELH
#EAPASSWORD CREDENTIAL VALIDATOR INSTANCEZ I WLDAPERFERER , ARK—T
Update ( %7 ) o #—TNext( T—% ),

HREK



Ping PingFederate’

MaIN
I & 18P Configuration

@ Server Configuration

Manage IdP Adapter Instances | Create Adapter Instance

P Adaplar Extanded Contrct Acie ptar Attribebes Ada ptar Costmct Mappisg m

This aciaper type supports the crextion of an Exiended Adepter Contract ofter inkial deplayment of the adapler instence. This Adapter Cantroct may be uzed to fufill the Attribute Contract, look up cckfional tiributes from ¢ lbzel deta siore, or create @
parsistent nama identilier which uniqualy centiios the user pessed 1o your SP pertnars:

Core Contract

usemame
Extend the Contract Action

amail Edit | Dalete
firsiname: Edit | Deiete
Instname: Ecit | Delete
] Edit | Deiste
updatetimestamp Edit | Deiete
user_principal Ecit | Delete

Cancel

Hed

ﬁigé$q , puﬁﬁ-/j__\o #E rNeXtJ (_F_E ) o

NEFBE

Ping PingFederate

MAIN

= 1dP Configuration

@ Server Configuration

Manage IdP Adapter Instances | Create Adapter Instance

=

As an |dP, some of your SP pariners mey choose to recehe 8 pseudonym 1 uniquely idently & user. From the attributes in this authentication sclapter, please select the values that you would ke 1o use in constructing this unique dentifier. Optionaly, speciy
here any stiributes that must be mosked in iog fils.

i Contract | Acapior Altribstos Adaptar Costret Mappieg | Sammary

Attribute Pseudonym Mask Log Values
emeil Ed

firstname v

lastneme v

("] v

updatetimestamp v

ume_principal -

ussnome "

| mMasK Al VALUES

Cancel Previous Next

E rNeXtJ (_F_E ) o

NEFEHHBR



ﬂ!_'!g PingFederate

MAIN License Warning: Approaching expiration date

& IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance

Type ‘ IdP Adapter Extended Contract Adapter Attributes Adapter Contract Mapping

An Adapter Contract may be used to fulfill the Attribute Contract passed to your SP partners. By default, the adapter contract is fulfilled by the adapter itself. Optionally, additional
attributes from local data stores can be used to fulfill the contract.

®) Server Configuration

Configure Adapter Contract

Cancel Previous Next m

#—T TConfigure Adapter Contract,
BHRNERAEES

E_.i.ﬂg PingFederate

MAIN License Warning: Approaching expiration date

i IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Atiribute Sources & User Lookup |  Adapter Contract Fulfilment

You can choose to fulfill the Adapter Contract with the adapter's default values, or you can use these values plus additional attributes retrieved from local data stores.

® Server Configuration

Description Type Action

LdapQA LDAP Delete

Add Atftribute Source

Cancel Next m

FigBMRYRIZE BB WLDAPETE. | "Nexts (T—%),

TEFEHNET



Ping PingFederate

I & 1¢P Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

e et

Fullil your Adogher Contract with volues from the authenticotion adapier or wih dynamic text values.

® Server Configuration

Contract Source Value Actions

email LDAR {LelapGA) g mail v None ovalable
firstname: LDAR {Lclap@A) &7 ghentome w Mone ovaiable
lastnome LDAP (LelapGR) ~ sn v None svaisble
uid LDAR {LedapQA) e sAMAccounth ame v Nene svadable
updatetimestamp LDAP (LdapQ@A) ~ whenChanged w Hone ovaisble
user_principal LDAF (LdopG@A) ~ userPrincipalName v None svaiabie
username LDAP (LenpCA) ~ sAMAccountName v None ovaiable

B, 2 "Nexty (T—F ),

BiReE

Ping PingFederate
Gerbty

& IDP Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Attribute Sources & User Lookup Adapter Contract Fulfillment

PingFederate can evaluate various criteria to determine whether users are authorized to access SP resources. Use this optional screen to configure the criteria for use with this
conditional authorization.

® server Configuration

Source Attribute Name Condition Value Error Result Action

- SELECT - ~ - SELECT - ~ - SELECT - ~ Add

Cancel Previous Next m

E rNeXtJ (-F_ﬁ ) o

BE



Deta Store 107893148289

MAIN

LDAP Directory Search

B 1dPConfiguration T S
Search scope SUBTREE_SCOPE

@) Senver Configuration
Atiribute Subect ON
Atribute genName
Attribute meil
Atiribute sAMAccountiNome
Atribute =0
Attribute usarPrincipeiName:
Attribute whenChanged
LDAP Fiter
Fitter sAMAccountNome=$jusernome]
Adopter Contract Fulfillment
uid sAMAccountNeme (LDAR
firstname: ghvenName (LDAF)
updatetimestamp whenthanged (LDAR
user_principal userPrincipaiName (LDAF)
email mail (LOAF)
lestname 3n (LDAP)
usernome: sAMAccountNome (LDAR)

Issuance Criteria

Critarion (Mone)

Coppigme 2omama

ERFEEREIN IR —T "Done(ERK). o
SPiE#R

B FHYSPIELR

EFRE B

Ping PingFederate’

SP Connection

Consaction Typa Consaction Optiosn I port Matndatn General Info Browser SS0  Cracentia Activation & Summary

Salact the type of connection neaded for ihis SP: Browser S50 Profiles (for Browsar S50), WS-Trust 75 [for access o identty-anabled Web Services), Outbound (o sigroups to an S or all

4 1dP Configuration

@ Server Configuration

CONNECTION TEMPLATE Mo Tamplate

BR

Feneet

& "Nexts (T—%).

EIRERER



Plng PingFederate’

= 1dP Configuration SP Cennection

@ Server Configuration

Pisose select opiians thet apaly to this cannection.

B—TF—%

#Cisco Identity Service Admin > Settings > IdS Trust > Download Metadata T E iR #5122 X #Y

BERERMIER

laln ; ;
cleco Identity Service Management

Settings

Nodes

1

Settings

&

Clients

AR REREXRR

IdS Trust

Kg\\w
\/
Download SAML SP Metadata

Begin configuring the trust relationship between the Identity Provider(ldP) and the Identity
Server (IdS) by obtaining a SAML SP metadata file from the IdS Server. Use this metadata file

to configure trust relationship in Identity Provider (IdP).

Download Metadata File

& BxmlfE = £ & F|PingFederate,



Ping PingFederate
. BB @@ ]

i 14P Configuration SP Connection

Cansactios Typa | Consoction Dptiosn | Import Motndatn [P T S P 1o S SR (S S S

To populate many connection settings automatically, you con upled the partner's metadato fike, or specify o URL where PingRederote can downlood it. To periodically reloed the connection settings from the URL, select Enabie Autom ol Reloading.

® Server Configuration

METADATA NonwE @ FALE URL

spaenl Choose file

Cance!

BETERmIER , RER—T "T—H,
BEENHE

Ping PingFederate
- e ]

¥ 1aP Configuration SP Connecticn

& Server Cenfiguration
Use the below of the imperted metadota
Entity i UCEX-8A1 ciso.com
Metacato Sgnsture Stotus unsigned

Cancel

B—TT—%
—Em

Ping PingFederate

SP Connection

e e N ) ==

This information ientifies your partner's uniqu entifier 10). Nome the eentfier for
communiating with fhis pertner. If set, these viruel server |03 wil be used in plece of the

MAIN

jon & Summary

[ 1dP Configuration

Optionall, you can specify mulipie vittua| server 1Ds for your own SErver 1o u se when
ique b | idantfiar confi your sarver in Server Setlings. The Bose URL may be used o simpify configureton of pertner endpaints,

@ Server Cenfiguration
PARTNER'S ENTITY 1D

{CONMECTION D) " UCCX-5A1.dsco.com

TION NAME " UCCX-5A1.dsco.com

VIRTUAL SERVER IDS

B

ICCX-5A1.cisco.com:8353
COMPANY

CONTACT NAME

CONTACT NUMBER

CONTACT EMAIL

APPLICATION NAME

APPLICATION ICON URL

NENE
@ STANDARD
LOGGING MODE
ENHANCED
FULL

Copyrghte 2008308
Pl g iy Corpo

S cance m
B-TFTT—%




BIE2:SSO

Ping PingFederate

I B P Configuration SP Connection

Convmcton Ty | Conmctio Gptiom | mprt Metmn | Metin Sammary  Gomeri s | B350 | i ([

This task provides connecton-endpoint and cther configuration infarmation enabling secure browser-tased S50, fo resources ot your partner's ste. Clck the bution below fo create or revise this configuration.

@ Server Configuration

CONFIGURATION

Configure Browser S50

Cancel

SV

¥ — T Configure Browser SSO

ZEeHERBESSAMLEEER

Ping PingFederate

I B kP Configurstion SP Connection | Browser SS0O

S ——

A SAML Profike defines what kind of messages mey be exchanged between an identity Frovider and o Service Provider, and how the messages are trensported (bindings). As an IP, you configure this information for your 5P connection.

® Server Configuration

Single Sign-On (SSC) Profiles Single Logout (SLO) Profiles

v | DR

DPINITIAT 0

b SPANITIAT

SPINITIATED SLO

B—TF—%
HEE © BRI S HIRI(I0S)E11 65 R X EE —EB(SLO) , I AAEEIIEE,

e

E.-i.ﬂg PingFederate

MAIN License Warmning: Approaching expiration date

& IDP Configuration SP Connection | Browser SSO

SAMLProfies | Assertion Lifetine Protocol Settings |  Summary

When an assertion is issued to the SP. there is a timeframe of validity before and after issuance. Please specify these parameters below.

® Server Configuration

MINUTES BEFORE 5
MINUTES AFTER 5

Cancel Previous Next Done E

B—TF—%



Ping PingFederate

MAIN

= 1pp Configuration

@ server Configuration

License Warning: Approaching expiration date

SP Connection | Browser SSO

SAML Profiles Assertion Lifetime Protocol Settings ‘ Summary

This task provides the configuration for creating SAML assertions to enable S50 access to resources at your SP partner’s site.

Assertion Configuration

IDENTITY MAPPING Standard
ATTRIBUTE CONTRACT SAML_SUBJECT, email, lastname, uid. upc +]
ADAPTER INSTANCES 1

AUTHENTICATION POLICY
MAPPINGS

Configure Assertion Creation

Cancel Previous Next Done E

Ej.ﬂg PingFederate

MAIN

[+ IDP Configuration

® Server Configuration

B—TF—%

BHAH

License Warning: Approaching expiration date

SP Connection | Browser SSO | Assertion Creation

SRS Authentication Source Mapping

Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local to the SP. Select the type of name identifier that you will send to the SP.
Your selection may affect the way that the SP will look up and associate the user to a specific local account.

STANDARD: Send the SP a known attribute value as the name identifier. The SP will often use account mapping to identify the user locally.

PSEUDONYM: Send the 5P a unique, opaque name identifier that preserves user privacy. The identifier cannot be traced back to the user's identity at this |dP and may be
used by the SP to make a persistent association between the user and a specific local account. The SP will often use account linking to identify the user locally.

TRANSIENT: Send the SP an opague, temporary value as the name identifier.



= C & NotSecure hips://pingserver.cisco.com:9999/pingfederate/app

B! ng PingFederate’

& 14P Configuration SP Connection | Browser SSO | Assertion Creation

Identity Mapping Authentication Source Mapping

An Attribute Contract is a set of user attributes that this server will send in the assertion.

® server Configuration

Attribute Contract Subject Name Format

SAML_SUBJECT urm:oasis:names:tc:SAML:2 O:nameid-format:transient ~

Extend the Contract Attribute Name Format Action

SAML_AUTHN_CTX urn:oasis:names:tc:SAML:2 O:attrname-format:basic Ediit | Delete

SAML_NAME_FORMAT urn:oasis:names:tc:SAML:2 O:attrname-format: Edit | Delete

uid urn:easis:names:tc:SAML:2 O:attrname-formatiur Edit | Delete

user_principal urn:oasis:names:tc:SAML:2.0:attrname-formatiuri Edit | Delete
urm:oasis:names:tc:SAML:2.0:attrname-format:basic ~

Add

ancel Previous e one
Conyright © 20032016 Cane revious Next Done m
Ping Identity Carporaton

BE  EEBMRERSHRIE(JS)EPingFederate B @M FTAEM

BHEH =R

SAML_SUBJECT ||PingFederate®# &BREFANRER S M EHWRE

SAML_AUTHN_CTX||#ESAMLEZ FEF Fi A8~ "PasswordProtectedTransporty B 3BREARR
SAMLE B1& = FARASAMLE FE L35 RSAML 2.0FRBF & FBIDIE

uid M Cisco IdSAREBIK B FHRRFNFERAE

user_principal HiCisco IISAHRH BB S MREFANEAENTESRRE ( Blid +15 )

B ST LUEIBM R LT B #&F Mcustom-name-formats xmE ERERBEEEZBENER X ;
<pf_install>/pingfederate/server/default/data/config-store,

EFEAREEAS BRI RRASSORE | F8TEsaml2-subject-name-formatsEh 2 T #H8xmlE

: <con:item name="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient">urn:oasis:names:tc:SAML:2.0:nameid-format:transient</con:item>

B—TFTF—



Ping PingFederate

& 14P Configuration SP Connection | Browser SSO | Assertion Creation

@ Server Configuration
PingFederate uses IdP odopters, portner kdPs o Authentication Policies o outhenticate users fo your SP. Lsers may be e by aneof odapters o palicy 30 Map on odapter instonce for eoch IDM system
o o authentiation policy contract for each poliey.
Adapter Instance Name Virtual Server IDs Action
Authentication Policy Contract Name Virtual Server IDs Action

Map New Adapter hstance Map Newr Authentics

Cancel

Pravious

£ — T Map New Adapter Instance

Ping PingFederate

B 1P Configuration SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

P e | S

Salect en IdP sdapler instance that mey be used to suthanticete usars for this partnar. Atiributes returned by the edepter instance you choose (tha Adaptar Contract) may ba used to fulll the Atiribute Contract with your parner.

@ Server Configuration

ADAPTER INSTANCE HTML Form IdP Adapber w

Adapter Contract
email

firstname

lastname

uid

updatatimastamp
user_principel

username

OVERRIDE INSTANCE SETTINGS

Ianage Adapter Instances

Cancel

HRHBEYWHTMLREIIPPHEF. B—TTF—%

BRI

Ping PingFederate’

B 1P Configuration SP Connection | Browser SSO | Assertion Creation | |dP Adapter Mapping

S P S —

@ Server Configuration

“fou can choose with your pertner the valses provided by the "HTML Form I Adapier adapter. or you can use these volues plus ackitional ottributes retrieved from local data stores.
Adapter Controct

email

firstname

lastneme

uid

updntetimestamp

user_principal

username

ATTRIBUTES FROX

NCLUDES

5T

S AND/OR A FAILSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSER




B-TF—%

BHEEWET

Lo C A NotSecure https://pingserver.cisco.com:9999/pingfederate/app h* 4 rﬂ oA

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

= 1dP Configuration

@ Server Configuration

Attribute Contract Source Value Actions

SAML_AUTHN_CTX Text e urn:oasis:names:tc:SAl None available
SAML_NAME_FORMAT Text S urn:oasis:names:tc:SAl None available
SAML_SUBJECT Adapter L username ~ None available
uid Adapter ~ uid W None available
user_principal Adapter ~ user_principal ~ Mone available

Copyright © 2003.2016

Ping Icontity Carparation —
Al rights reserved Cance Previous Next Done

Version 82.2.0

BHEEK ; BE

EREER

FEEEME : ARILRENELEELDAPIRBERERTE £ A EAE T

SAML_SUBJECT e ( 5#3.1.3.2, BIERE )

)

BiEE : LLEEBEA T Tusername. , RALEMSEAT
sAMAccountName=%${username}

SAML_AUTHN_CTX urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

urn:oasis:names:tc:SAML:2.0:nameid-format:transient

SAMLEZ B

uid uid

user_principal user_principal

EERIEERIEREIERE




B-—TF—%

BMmRE

Ping PingFederate

| & 1P Configuration SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping
@ Server Configuration
ngf avaluste i ina whathar users are authorzed to sccass SP resources. Use fionel screan U tha criaria for use with
Source Attribute Name Condition Value Error Result Action
- SELECT - A4 - SELECT - v - SELECT - v

Caneel Previous. Hext Done

BE

Ping PingFederate

MAIN SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

1dP Configuration Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria m

Click a heading link to edit a configuration setting.
® server Configuration

Adapter Instance

Selected adapter HTML Form IdP Adapter 1

Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping

Attribute Contract Fulfillment

uid uid (Adapter)

SAML_AUTHN_CTX urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport (Text)
user_principal user_principal (Adapter)

SAML_SUBJECT username (Adapter)

SAML_NAME_FORMAT urn:oasis:names:tc:SAML:2.0:nameid-format-transient (Text)

Issuance Criteria

Criterion (None)

Copyright © 2003-20%
Ping ldentity Corporaticn

x::‘s g‘::;’“u Cancel Previous Done E
BT E A — T Done

W ERRE



Ping PingFederate
eniity’
“ e

& IDP Configuration SP Connection | Browser SSO

SAML Profiles Assertion Lifetime | Assertion Creation Protocol Settings

® Server Configuration

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the butten below to create of revise this configuration.

Protocol Settings

OUTBOUND S50 BINDINGS POST

OUTBOUND SLO BINDINGS Redirect

INBOUND BINDINGS POST. Redirect, SOAP

SIGNATURE POLICY SAML-standard, SAML Assertion, Authn requests over POST & Redirect
ENCRYPTION POLICY No Encryption

Configure Protocol Settings

Cancel Previous Next Done Save

# — T Configure Protocol Settings

i = £ A & RIURL

Ping PingFederate’

MAIN License Waming: Approaching expiration date

& I4P Cenfiguration SP Connection | Browser SSO | Protocol Settings

Assartios Conss nar Sarvics URL Aliowabia SAML Bindings =i Palicy Encryption Policy Summary

As the IdP, you send SAML essertions to the S Assertion Consumer Servica, The S8 may recuest thet the SAML assertion be sant to one of sevaral URLS, vis diferent bindings. Plaesa provida the possitia assertion consumer URLS baiow and select one.

@ Server Configuration

o be the defaul,
Default Index Binding Endpoint LURL Action
default ] POST fidstsamiresponse Ecit | Delte
- SELECT . b | I Add
Cancel Next Done

FTIBPOSTEESSOKREH, B—TT—F
REFHISAMLER R

Ping PingFederate

| B 14P Configuration SP Connection | Browser SSO | Protocol Settings

——— " —

When the SP sends messages, what SAML bindings do you want to allow?

® Server Configuration

ARTIFACT
POST
REDIRECT

SOAP

B—TF—%



B R

Ping PingFederate

SP Connection | Browser SSO | Protocol Settings

= 1dPConfiguration

Amsertios Cosssmer Service URL Allowa bia SAML Bindisgs Sigantsra Policy Eaeryption Policy Summary

@) Server Configuration
Ackltional quarantees of authenticity may be sgreed upan between you and your partner. For SPinitisted S50, you cen choose bo require signed authenticafion requests sent via the POST or recirect bindings. You cen ako chooss 1o sign assertons sent to
this portner, regardiess of the binding used,

| REQUIRE AUTHN REQUESTS TO BE SIGNED WHEN RECEIVED V1A THE POST OR REDIRECT BINDINGS

ALWAYS SIGN THE SAML ASSERTION

JEE Cisco IdS RESAMLUER A "#%5, |, HEEFEEE "THREHESAMLEIS #4., . ER=
R A&PingFederate@%# ¥ "SAMLEIS . =X "SAMLEE, K MARREFHEE.

B—TF—%

h%R SR g

Ping PingFederate

| 5 14P Configuration SP Connection | Browser SSO | Protocol Settings

Ammrtios Cosssner Servics URL Alowabln SAML Bindisgs Sigaatam Policy Encryption Policy Summary

Adcdonsl guaranteas of privecy may ba used batwean you and your partnar. Specéy an ancryption poliy for the axchangs of SAML messages.

& server Configuration

® nNonE
THE ENTIRE ASSERTION

ONE OR MORE ATTRIBUTES

#F:Cisco IdST X EBMZEWSAMLIR , Btk A "Encryption Policy s :%Ei#E#E "NONE. .

B—TF—%

BE



Ping PingFederate’

MAIN

] 1dP Configuration

@ Server Configuration

SP Connection | Browser SSO | Protocol Settings

Summary infarmation fior your Protocel Settings canfiguration. Cick o heading link to ecit o configuration setting.

Protocol Settings

Assertion Consumer Service URL

Endpaint URL: /efs/semiiesponse (POST)

Allowable SAML Bindings

Artfact false:
POST true
Redwect trise
S0AP False

Signature Policy

Require digitelly signed AuthN requests tre
Abwys sign the SAML Assertion fatse
Encryption Policy

Status Incthe

Cancel Previous Done

ERFEEREIN R — T Done

B

Ping PingFederate’

MAIN
I = 1P Configuration

& Server Configuration

SP Connection

Consnction Typa Connnction Optiosn Matncatn URL Goseml Il Browsar S50 | Cradestink | Acthmtion & Semmury

For each credential shown here, configure the necessary seftings.
Credential Requirement
DIGITAL SIGNATURE CNeSSO

SIGNATURE VERIFICATION SETTINGS Unanchored Cartificate (Primary CN=UCCX-SA1.cisco.com, Secondary Mot Configured)

Cancel Previous Next

¥ — T Configure Credentials

BT EER



Ping PingFederate
s e

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

‘You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use from the list below.

IdP Configuration

® server Configuration

SIGNING CERTIFICATE II 02:1E:14:B4 (cn=pingservercisco.com) ~

+| INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT,

+| INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT.

SIGNING ALGORITHM RSA SHA1 w

Manage Certificates

Cancel Next Done

J#ESIGNING CERTIFICATE CREATED Early, MRZHE , &7 L&k — T Manage Certificates A2
IEE,

A E Cisco ST X HFSAMLE B E HRSA SHA256 , FIttEA T "RSA SHA1, o
B-TFT—%
BERER

Ping PingFederate
Bentity
- = ]

SP Connection | Credentials

Back-Channel Authentication Digital Signature Settings Signature Verification Settings m

Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

I = 1ppP Configuration

® Server Configuration

Manage Signature Verification Seftings

Cancel Previous Next Done Save

B-TEEHRRERTE

EEER



E,i:';.'g PingFederate

& IDP Configuration SP Connection | Credentials | Signature Verification

Trust Model Signature Verification Certificate

Select the Trust Model to be used for verifying digital signatures received from this partner,

® Server Configuration

AMNCHORED The verification certificate must be signed by a Trusted CA and included in the incoming message.

® UNANCHORED The verification certificate is self-signed, or you wish to trust a specific certificate.

Cancel Next Done E

B-TF—%
HERIRE

Pi“.g PingFederate’

B 1dP Configuration SP Connection | Credentials | Signature Verification

e [T ...... |

Fisose select the certificate{) 1o use when verfying these digtal signatures. When mulipke cerificates are chosen, each certificate is tried from the top of the list down until the signature is verified.

@ Server Configuration

PRIMARY I 2A78 5D:ES (ensl COX-SA1 cisco.com) ~

SECOMNDARY - SELECT - w

Manage Cartificates

¥ — T Manage Certificates A SPEEAFEE,

Ping PingFederate

I @ 1P Canfiguration SP Connection | Credentials | Signature Verification | Certificate Management

g Digital Visrkemt it

& Server Configuration
Uze fhis screen be monnge the certficates PingFeder e needs 1o verify dgital signatures from cennection pariners or other sources. These certficales may olsa be used for encrypten.

Serial Subject DN Expires Key Details Status Active  Action

Activete - Certiicate sheedy actie
2A78:5DER CN=UCCX-8A1 cisco.com Sun Mow 24 17:0242 IET 2019 RSA 2048 Valid v Export

Deiete - Certficate in use

Import

Cancel

#—T Tlmporty LAE AR



Ping PingFederate

I & WP Canfiguration SP Connection | Credentials | Signature Verification

Trant Mol Sigeatura Vorliction Cartilcatn m

Summeary Information for your Signature Verfication configuration. Cick a heeding link 1o edi a configuration seting.

@ Server Configuration

Signature Verification

Cancel Previous Done

Trust Model

Trust Mods! Unenchored

Signature Verification Certificate

Selocted Cortiicete CN=UCCX-8A) cisco.com

Ping PingFederate’

MAIN License Warning: ADDrOBChing @xpieation date
I & 1P Configuration SP Connection | Credentials
L ———
& Server Configuration
Summary for yeur i o Cick o hesding link to dit o configuration setting.

Credentials

Digital Signature Settings

Selected Cartificote CN=550, OU=CBABU, O=CISCO, L=Bangokre, ST=Karnotaka, C=IN

Inclugie Cartilicate in Keyinto

rue
Inclsce Raw Key in KeyVilue true
Selected Sgning Algorithm REA SHAZEE

Signature Verification

Trust Model
Trust Modal Unanchared
Signature Verification Certificate

Seiected Certiicste CEN=UCCX-SA1 cisca.com

EBREREIN IR —TDone

RAFREE



Ping PingFederate

SP Connection

Metadata URL General Info Browser 550 Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

MAIN

[+ 1dP Configuration

@ server Configuration Connection Status @ ACTIVE INACTIVE

SSO Application Endpoint https://pingserver.cisco.com:9031/idp/startSSO.ping?PartnerSpld=UCCX-SAl.cisco.com
Summary
Connection Type
Connection Role SP
Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false
Caonnection Options
Browser S5O true
IdP Discovery false

Exra g Attribute Query false

Ping kentity Corporation

Ping PingFederate

General Info
MAIN Partner's Entity ID (Connection ID) UCCX-SA1.cisco.com
Base URL https://UCCX-5A1.cisco.com:B553
IdP Configuration
@ Server Configuration SAML Profiles
IdP-Initiated SSO true
IdP-Initiated SLO false
SP-Initiated SSO true
SP-Initiated SLO false
Assertion Lifetime
Valid Minutes Before 5
Valid Minutes After 5
Identity Mapping
Enable Transient Identifier true
Include additional attributes false

Authentication Source Mapping

Adapter instance name HTML Form IdP Adapter 1
Copyright © 2003-2016 Adapter Instance
Ping Identity Corporation
Al rights reserved Selected adapter HTML Form IdP Adapter 1

Version 8.2.2.0



Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping
IdP Configuration

Attribute Contract Fulfillment

@ server Configuration Issuance Criteria

Criterion (None)

Protocol Settings

Assertion Consumer Service URL

Endpoint URL: /ids/saml/response (POST)

Allowable SAML Bindings

Artifact false
POST true
Redirect true
SOAP false
Signature Policy

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

Encryption Policy

Copyright © 2003-2016 Status Inactive

Credentials

Digital Signature Settings

Selected Certificate CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN
Include Certificate in Keyinfo true

Include Raw Key in KeyValue true

Selected Signing Algorithm RSA SHA1

Signature Verification

Trust Model

Trust Model Unanchored

Signature Verification Certificate

Selected Certificate CN=UCCX-SA1.cisco.com

EBEMEIIZ— T Save,
[ HPingFederate & 3% & %l



Ping PingFederate

B 6P Configuration Server Configuration
I @ Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT

Server Settings Trusted CAs

Connect 1o PingOne S50 Server Cerificates

Dats Stores SSL Cliont Keys & Cortificates

Redvact Valdaton Signing & Decryption Keys & Certficates
Cartificate Revocation Checking

ADMINISTRATIVE FUNCTIONS Metodata URLs

Maetadats Export

XML Fils Sgnatures AUTHENTICATION

Configuration Aschive Applcation Authentiation

Account Management Pessword Credential Vaidstors

License Manogement Actve Directory Domains/Kerberos Reaims

Wirtusl Host Nemes

opyrgme 2000
Py the ey Corpo e
An g o
vasEAE220

BRERERERN

& — T Server Configuration > ADMINISTRATIVE FUNCTIONS > Metadata Export

Ping PingFederate’

B 1P Configuration Export Metadata
[P  Cosrection Metaata aSgnirg  Export & Summary
@ Server Configuration
¥ou can generate metedata specific 1o a8 connaction, including the Attribute Contract and pubic key. Of you can provide a new contrect and seisct 8 kiey manually. The retuting metadata may be YOur partner to i pify creation.

USE A CONMECTION FOR METADATA GENERA

E IN METADATA MANUALLY

CHANNEL

Concet “

B—TF—%
ERBRER



Export Metadata

a Mode Connection Metadata Metadata Signing Export & Summary

Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.

Met:

H UCCX-SAl.cisco.com v

Attribute Contract
SAML_AUTHN_CTX
SAML_NAME_FORMAT
uid

user_principal

DIGITAL SIGNATURE KEY
CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalcre, ST=Karnataka, C=IN

XML ENCRYPTION KEY
No XML key available for this connection

Cancel Previous m

BRIFODEUMNSPER , ARE-TT—%
BERERES

Ping PingFederate’

B P Configuration Export Metadata

Matncats Moda Coasaction Matadatn Motndatn Sigaisg Export & Summary

From this list of cartficatas, choose which one to use for sgning the selacied fike,

& Server Configuration

SIGNING CERTIFICATE O158ACABIAFE [cn=550) ~

5 PUBLIC KEY CERTIFICATE IN THE <KE

E RAW KEY IN THE SIGNATURE <KEYWALUE" ELEMENT.

SIBNING ALGORITHM REA SHAZSS ~

Manage Ce

cates

BECERUYNERRENIZELAMSIGNING ALGORITHMERRSA SHA256, B8 "TT—%

PE h BR 4 2



ﬂﬂg PingFederate

f# I1dP Configuration

I ®) Server Configuration

Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Click the Export button to export this metadata to the file system.

e ——

Metadata Mode

Metadata mode

Use the secondary port for SOAP channel

Connection Metadata
Selected connection
Attribute

Attribute

Attribute

Attribute

Digital Signature Key
Metadata Signing
Signing Certificate

Include Certificate in Keylnfo

Use connection

false

UCCX-5A1.cisco.com
uid
SAML_AUTHN_CTX
user_principal
SAML_NAME_FORMAT

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

true

Copyright & 2003-2016
Ping kdenity Corporation
A rlghts resenved

Include Raw Key in KeyValue true
Selected Signing Algerithm RSA SHA256
Export

& — T Export¥f FE At Rk P HEFEE R,

 RETHNERREEXMLESR | LMK "'md) EBTEEEBEXEREE
- RE, BRENEBRENEZRRidsadminE LHEIdSLLE I IDPEE

BREER B

A 3

il

IE AlgERE A

EIISEEEHH
t=
PingFederatef%
RERKHK

BN
RimiE |MARBIERXMLERRKZE "'md) BBZEKRE,

SAML 5k By

SAMLER| k& "StatusCodes & KT MSuccess. , Bl<samlp :StatusCode
=] Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
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IdSH&
"Responder ERZEIIPREIE — RALtHERE
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B urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport
SAML
B
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Fulfilment) 5E , WERCERESZMEMRENBMY
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MEBRERR |, FFHEIdFPingFederate 2 B E B M & R ERMEE
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n SAMLER " . ..
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