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The most common SAML flow is shown below:

SAML 2.0 Flow

Resource Server Client Authorization Server / 1dP
ety Browrser)

User accesses URL in app
¢ 0

App penerates
HTTF POST te AS w' Auth Reguest

auth request

M _ Auth request is
o ¥ passed, verified

User is sent to login page ai AS

User lags in

Redirect to app w/ SAML token
SAML teken
is genarated

F 9

User is logged in 1o refource Server

>

SSO Message Flow

Application Identity
&
éo- Rc?le UCCE, 4 [ADFS,
ased ¢ VIELERENS P Pingldentity,
access = Corporat
e. etc) < Oracle, etc
contl TH: -
~oF Directory
p=
New
addition

required for
SSO

8. Issue Tokens

6. Present Assertion to

1. Idp cookies
T;Jken and Cache

e, All rights reserved.  Cisco
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ADFS

SSL Certificate SSO
< > Client
M
SSL Centificate (IDS)
SAML Request  Signed by IDS J'
L3
SAML Token Signed by IDP
*
IDS
Encrypting/Decrypling Cenificate
(Not Enabled By Default)

IDPRE &

Draw by Donnie Yan
30 May 2017

. SSLE#(SS0)

- THREARE
- T — BE

1 File Action View Window Help

vop| [

1 ADFS

1 [ Service
] Endpoints
|| Certificates

[ Claim Descriptions

1 ] Trust Relationships

Certificates
Subject Issuer Effective Date Expiration Date  Status  Primary
Service communications

[EICN=col115dc col115.0r au, OU=TAC, O=Cisco... CN=col115COL115CA, .. 12/30/2016 12/30/2017
Token-decrypting

[ ] Claims Provider Trusts [EICN=ADFS Encryption - col115dz.col115.0rg.au CN=ADFS Encryption -co...  12/30/2016 12/30/207 Primary
[ Relying Party Trusts Token-signing

] Attribute Stores

I [ Authentication Policies
1 “| Per Relvina Partv Trust

IDS B

. SAMLEZ
- KR
. nERER

[EICN=ADFS Signing - col115dc.col115.0ng.au CMN=ADFS Signing -col11...  12/30/2016 1273072017 Primary




Keys and Certificates

= rade Keva- e Encryption/Signature key

SettmgS dS Trust Security Troubleshooting
Tokens :
Set Token Expiry o Generate Keys and SAML Certificate

Regenerate key for token encryption and signng

Regenerate
SAML Certificate
Regenerate certificate for signing SAML request
Once certificate 1s re-generated, perform the metadata exchange and ensure the S50 Test s
successful.
Regenerate
m

CH#B% : HMIRIDPRERMEE

SSLB(SSO)

- WREHEIDPHNEFRZBER, FFIR4AFESSORSE
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i

Edit Claim Rules for col115idspub.col115.0rg.au

T

Edit Rule - col115idspub.col115.org.au

You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

col115idspub col115.0m.3u

Fule template: Send Claims Using a Custom Rule

Custom rule:

name" ]

=> issue(Iype =

"http://schemas.xml socap.orqg/ws/2005/05/identity/claims/nameidentifier™,
Izsuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
ValueIype = c.ValueIype, Properties
["http://schemas.xmlscap.ocrg/wa/2005/05/1dentity/claimproperties/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties,/namequ
alifier™] = "http://colll5dec.colll5.org.au/adfs/services/trust”™,
Properties
[“Thttp://schemas.xmlscap.org/ws/2005/05/identity/claimproperties,/spname
gqualifier”™] = "colllSidspub.colllS.org.au™);
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2
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E&—T "TITER,,

=T Tinternet&FARIE(I1S)EERE.
OBEAR A ARES.

EERRBEFRS.

BT TERESL (BREER) .

. ¥ —T Tcreate certificate request o
BMERERMENREAERE,

. #Bit Length® 3 %2048,

10.#& "Nexts ( F—% ),

1

1. BEREFARERNNE,

12. % —T "Finishy (#®X ).




Manage Tools
Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

P (B)w (R w

ibility Last Update Windows Activa

Active Directory Sites and Services
Derformance counters not started  1/10/2017 12:59:07 PM Mot activated Active Dirmul’)’ Users and Computers

AD FS Management

ADSI Edit

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Group Policy Management

Internet Information Services (1IS) 6.0 Manager

Internet Information Services (IIS) Manager

oy Intemet Information Services (IS) Manager -8 x
® [ % » Fs01 » E=8e-
File
‘ur;::: li Cryptographic Service Provider Properties

n .
2 93 F501 8

-

b - Select 2 cryptographed sennice provider and 2 bet length, The bit length of the encryption key determnes the
certificate’s encryption strength. The grester the bit length, the stronger the securty. However, 3 grester bt
length mury decrease performance.

Cryptographic service provider
'Microsoft RSA SChannel Cryptographic Provider

Bt length:
2048

<] " > | |[-—Fm‘\r‘|m:.—;‘_ Conbent View

Ready 9
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1. BABXCARIBR 25 LA F BLCSR http:<CA Server ip address>/certsrv/,
2. #—T TRequest a certificate

3. #&—T Tadvanced certificate request, o

4. ¥ CSRER ZIBased-64{mIBEBEEXK,

5 #X,

6. THREHEZENES,

Microsoft Active Directory Certfficate Services — col115-COL115-CA

Welcome

Use this Web sile to request a ceificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verify your ide
communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request, perform other securit

You can also use this Web site to download a ceriificate authority (CA) cerfificaie, ceriificaie chain, or certificate revocation list (CRL), ortov
pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cerlificate, certfificate chain, or CRL

Submit a Certificate Request or Renewal Request

lo submut a saved request to the CA, paste a base-B4-encoded CMC ar PKCS 810 cemficate request or PKICS &7 renewal request generatied by an external
source (such ac a Web sanved) in the Saved Request box

Saved Request:

Base-bd-encoded
certicate request
[CMIC &t

PHICS #10 or
PHCS #T)

Additional Anribubes:

Agtnkmites

Suibaniit =

SR H B R ELEOADFSHIPRES I 4 BL4SADFSIH AL,

1. BB REREBADFSHIAREE. ALk , 55X Server manager>Tools># — T Internet
Information Services(lIS)Manager>,

Local Server>Server Certificate>Open Feature ( #4EHE4R ) -
2B—T "TERFERE, .
SEBATHRYKRE=FBEREATHNTECSRERNER.
4. RABEBNREER,

5,81 TEAL ERBERT.

6.4 — THE,
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Start Page
COLTS (COLT1 50\Admin
L} Application Pools
(@] Sites

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority’s response

l =]
Friendly name:

[.a.ms | ]

Select a certificate store for the new certificate:

|Pmonal v|

TR, FETAERSE. RE , LEDESSLES.

8. R B AR 75 88> R BA UL M > B B TR US> 1 — T RS (IRMEEH ) o
9.#—TAdd,

10. B BB R A/HTTPS,

MR THREFERENES,

12 —TOKo

o) | @ » COLITS » Sites » Defoult Web Site » N

View H:Ii

o |2 |8
| Stast Page
| COL11S (COLY

o Applicatiof
& Sites

4 @ Defau
b -2
"

b (P Ceq

[ Require Server Name Indication

550 certificate:
| Not sebected

B#E , EXBEADFSAMRIRMISSLESE.
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THESER
ADFSHTHERRELEXNBEHRBRESE. BARERLT , CE—FRAEN

IDPZEFRHYSAML T 2 RADFSHAS ( T BERENEISD ) BE. Ak, IDSEMADFSLRILE
TRE. LERESFESTETERIER.

BECAEFERINGEE A EAENX(Cisco IDS)WAHRIFFAEK , MEEATHERRSE

S AD F5
!ﬁ! File Action View Window Help bt Certificate -
= B T."'l H = General | Detaiks | Certfication Path |
4 [ Service Subject lasuer W Certificate Information
Endpoints :jr\.'i: & Conmrunications Bh

. Certificates

=1 CN=col115de.col115.0n OU=TAC O=Clisee CN=eal1 1500111 This CA Root certificate is not trusted. To enable trust,
Claim Descriptions - A S = install this certificate in the Trusted Root Certification
4 Trust Relationships Toeken-decrypting Authorities store,
Clairms Provider Trusts [EICN=ADFS Encryption - col115dc.col 115 .0rg.au CN=ADFS Encrypti
Rebying Party Trusts Teken-signing
Attribute Stores [EEICN=ADFS Sigring - col115dz col 115 oeg.au CN=ADFS Sgring
4 Authentication Policies

Per Rebying Party Trust
Tssued bo:  ADPS Sgning - ool | 1500l 115 0rg. 8u

F

Issued by: ADFS Sgning - coll 154,00l 115 0rg.au
A

Valid from 12/30/2018 bo 12/30/2017

Install Certificate...| = lssue

Cisco IDS{a i #& AT EL S M BUR 1B B L2 7

ERBEIBASADFS# R ﬂ&tﬁiﬂmsﬂﬁﬁ%ﬁ , REHEADFSH N8 EER|IDSHERESREERMN, E
B , IDSHE AT LAESADFSH AR A

IREERADFSTHIDPERER ., ETRIDPERER , F2 B Ehttps:// <ADFSHY
FQDN>/federationmetadata/2007-06/federationmetadata.xml.

—<EeyDescriptor uss="Signing”:>
e

<HeyInfo mmins="hitp:/ www.wd.ocg/2000/09/xmldsigh™s

-<is03batax

I;Huumm -GT XDTE MTT :'-[N\.x}"E‘M-C Lu‘-'Dx.
c‘.Hhx.l"'r"T pp"r.-u.:r“*i:u! hG+hlz+rohjwE49Js7 FXMUPE

HADFSHIER




.||I.I||.
CisCo

|dentity Service Management

| ]‘:UJLI IdP Metadata

#SADFS# & ¥ EHEIIDS
L Lt

L EBHADFSHAIRR ( BEE ) BBER. MRTEFTENE , ADFSHERIDSNRY HETHRE
o BR , EXEIADFSTHEMER , Y FREWRESEENE,

\ﬁ ADFS
\@ File Action View Window Help
s 2w HE
4 Sm:c: » Subyect lesuer Effective Date  Eprstion Date St Pamary | | Cortificates
1 Endpoints PR
Certificates Service communications Add Taken-
a _— =t CN=col115dc.col115.0g au, OU=TAC, O=Cisco... CH=col115COL11SCA, .. 1273072006 12/30/2017 _
| Claim Descriptions Add Token-
4[| Trust Relationships ’ T Set Service
Clairme Provider Trusts E‘QCN-HDFB Encryption - col115dc ol 115.0rg 2 CH=ADFS Encrypbion - co 1273072016 123052007 Prmary 1
| Rekying Party Trusts == View
| Attribute Stores EACN=ADFS Sigring - col115dc col 115 org au CH=ADFS Sgring -coll1.  12730/2016 1243072017 Primary Mew Windo
4 Authentication Palicies 2 Refresh
. Per Relying Party Trust G res
E Help
CN=coll 15d]
L View Certifi

NMRERBERBHRBEFBEAEARAMATTENE  AFERERECHEAEARNX LA T

,-'&.-\J Eﬁo

TEET , REATENE.



» | 2|

] ADFS

1 ] Service
[ 7] Endpoints
|7 Certificates
[ Claim Descriptions

1 [ Trust Relationships
[ Claims Provider Trusts
[7] Relying Party Trusts
[ Attribute Stores

. [7] Authentication Policies

KRN

Relying Party Trusts

Monitoring | Identiiers | Enciyption | Signature | Accepted Claims
Specify the encryption certficate for this relying party trust.
Encryption cerfficate:

lssuer:
Subject:

Effective date:
Expiration date:

| Browse. .. l View... Remove

D&%, Cisco IDSH= &

. SAMLEZ
- IR E8
- B8

SAMLE &

kR EHIDSHARER (BESR ) £K. FRIFEAT , BRHARIFE,

i vat]u TR
CISCO |denllt'\,f service

Management

administ,..

Status SAML Cenrntificate Expiry

® |In Sarvice ® 12-14-2019 18:58 (930 days left)

1 ADFS

[x]

col115idspub.col115.0rg.au Properties

o L Service

] Endpoints
[ Certificates
[ Claim Descripticns

~| Trust Relationships
] Claims Provider Trusts
|1 Relying Party Trusts
[Z] Attribube Stores

1 || Authentication Policies

[] Per Relying Party Trust

- — : - General | Details | Certification Path
Organizaton | Endoorts | Proxy Endports | Notes | Advanced
Montoing | Kentfies | Encoption | Sinatwe | Accepted Claims
Spacfy the signature verfication certficates for requests from this reling m Certificate Information
party.
= This CA Root certificate is not trusted. To enable trust,
Subject kesuer Effective Date install this certificate in the Trusted Root Certification
EEICN=col115ds. .. CN-colli5dspu.. 12/1420166:5.. 1271 Atisnrtties mhore.
Issued to:  coli15dspub.col115.0rg.au
Issued by: col115Sdspub.col115.0rg.au
Valid from 12/14/2016 to 12/14/2019
< il | S
[ A | [ Vew. | [Femowe.. | instal Gertcate..| | 1ssue Statenent




LB ERARBEBSAMLE R AL FIXEIIDP(ADFS), LLAREIDSHEIFRERF , HEEAFADFSHAR
o

1.#EIDSTABRES T BSAML SP#EERE K,
2.3E Bnttps://<ids server FQDN>:8553/idsadmin/.

IBEFEREY THSAML SPEFRER LM

{- =1 solihorgau ﬁ [ %] + K @

il

) load SAML SP Me
= 4 E}'l,ﬁ\ N
3R B IDS{A] AR 88 Y & 5 & R
<?xml version="1.0" encoding="UTF-8"7=
<EntityDescriptor entitylD="col115idspub.col115.0rg.au” xmins="urn:oasis:names:tc:SAML: 2.0:metadata” >
- =5PS50Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocel” WantAssartionsSigned="true" AuthnRequestsSigned="true" >
<HKeyDescriptor use="signing" > -
<ds:KeyInfo xmins:ds="http:f fwww.w3.0rg/ 2000/ 09/ xmidsige" >

<ds: X509Data:
cds:509Certificate> MITC+ TCCAeGQAWIBAGIEWDAKIDANBgkghkiGOWOBAQUFADAIMSMWIQYDVOQDExpjb2wxMTVpIHNW
AdWIuY29sMTELILmMOYZyShdTAeFwOXNJEYyMTOwWNzUIMiVaFwixOTEYMTQwNzUAMjVaMCUxIzAhBgNV
BAMTGMNvDDEXNWIkc2BLYISjb2wxMTUubIInLmFIMIIBIjANBgkghkiGOwWIBAQEFAADCADBAMITE

PR Al Wa TS FTE A iy Dkl bl i L e Ll L O S D e L D L L Ll 0l




lEA;’éUADFSﬁHE%E

] File Action View Window

» | n(m| B

Select an option that thes wizard will use to cbtan data sbout thes relyang pasty

) impon data ahout the nelying party published onine or on 2 local netwodk

Lz thes: opbon to mpot the necessary dats and cenficaies from 2 rehang pasty organizenon that publshes
its federstion metadats online or on a local retwork

Federation metadsta address |host name o URL)E

Bxample: {5 contoso com or bitps ./ wwew corfoso com/app

® Impon data about the relying pary from a file

Ligs this aption 1o impo the data and camtfcates from a rebing party that has
epoded its federation meladata o a fle. Ersure that Fus fie = fom 2 rusted souce. Thes wigand will not
waldate tha sounce of the file.

Faderation metadets file Goaton.
| I Erowse. . |

") Erder data about the rehying party manualy
Lisa this option to manualy input the necessary date shout thes rehing party organization

ADFs

1 ADFS

1 [ Service
=] Endpoints
] Centificates
] Claim Descriptions

1 [ ] Trust Relationships
[ Claime Provider Trusts
[ Relying Party Trusts
(] Attribute Stores

1 [7] Authentication Policies
[ Per Relying Party Trust

#EADF S Bt 3%

coll15idspub.coll 15.0rg.au Properties | X |

General | Details | Certification Path

Orgonization | Endpoints | Proxy Endpos Notes | Advanced
Marikorng | Mentfies | Encyption | Signature | Accepted Claims | -
pary.

. — This CA Root certificate is not trusted. To enable trust,
Subject lssues Effective Date Expiratic install this certificate in the Trusted Root Certification
EECN=col115ds... CHecolliSdspu... 1214201665, 12414/ Authorities store.

Issued to: col11Sdspub.col115.0rg.au
Issued by: col115dspub.col115.0rg.au
Valid from 12/14/2016 ta 12/14/2019
¢ | i | »
| At || Mew. || Remove.. | Instal Certifeate...| | 1ouer Statement
[ ok | caeed || men

EIDSEMEMRSAMLEER ( ZESANRYSAMLBERETES ) , ERHITRREBRIER,

kb Sk A |

BRERATABANE. WRBANE , AIEESE EFIIADFS,




COoITbidspub.coll13.0rg.au Froperties L=

. Organizaton | Endpoints | Prooy Endpoints | Notes I Advanced [

Montoring | Identfiers | Encryption | Signature | Accepted Ciaims
Specify the encryplion certficate for this relying party tust. AD FS
Encryption cedificate:
Issuer: Select an Encryption Certificate
Subject: Wind ADFS C D =]
Effective date: T [ =« Tindow= ¥ ' i . !
Bxpiration date: Organize Mew folder - [
= A M = Date dHad —_
Browse. ., ¥ Favorites lame Date modified Type
Bl Desktop ar 2 - File folde
& Downloads bg A e folde
= Recent places cs 2 - e je
da e folde
& This PC = de A = £
i Desktop el de
Documents en e folde
@ Downloads en-US F
& Music 5 A =
QK C = Pictures et Al ie
B Videos fi de
g Local Disk (C3) fr A olde
B8 DVD Drive (D1 IR Y| € — ’
File name: |] w| | Certificate Files (*.cer*.sst;".p7k v
. Open | | Cancel
8Z .

http://www.cisco.com/c/en/us/td/docs/voice ip comm/cust contact/contact center/icm enterprise/i

cm_enterprise 11 5 1/Configuration/Guide/UCCE_BK U882D859 00 ucce-features-

quide/UCCE_BK U882D859 00 ucce-features-quide chapter 0110.pdf



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
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