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AYENBT B EELZSEBASA) LW TRERFTPHMTFTPAAIAR | BN TASA FTP/TFTPAR A
B B A E AT FEHERR

AR EFRBIRU T KM E R
- E179.1(5)EXBE R AIASA 55005ASA 5500-X R FIASA
- EAFTPRARES
- EAFTPEAE R

AXHFHNEARBBREERERREANKENREL. XHEAZNMAERERRCER (R
) BVAAREREAE), MRENEREET , FRACEBEMESAURERNTZE,

BRE

ZEREBBAERZSEREEANREIERARA.
BRZESREEEANRERARR T2 RESRRFEN BN SEER , WERERTM
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| TET T | C L st >0 -l 1OZE 1027
Drimi i Cecl Call | e
Z0 ZL 10z Loz 20z
fel Y el Tl (o 4% —— 1 i
e —
= -
—%_\_ 1T _——I - ]___ — g ———— —_'_'_t]
T ol
Active FTP Passive FTP
Active FTP .

command @ client 1023 -> server 21
data ; client =>1022 <- server 20

Fassive FTF .
command @ client >1023 -2 server 21
data . client 1022 -=> server =1023

EHAFTP

EEBAFTPERT |, £AERIEEEIESEERE(N>1023)EKEFTPRARERNIETERE
(21), ABRERAERFABEFEREN>1023 , WAFTPI TEMREN>1023FXBIFTPRA KRR A
% , ARSRMHEAMERHR ( BE20 ) EROE FikAviEEE LR,

WEFTP

EHBAFTPERT , FF ik 35 2 A MR8 M ERESR , EHR T By ARB IR 1 A AR EE 2 & F im e
BABRBRERNBE. ARFTPERE , FHZ RS EAEFERMERMISEERE, F—&8
ER21 FNRRZBREE. B , BEFRIASETports T A ARIFERDAERHE , MBH T
PASVEE &, M —3R , {ABRER S 5 A — B R Y R RAEE AR (P>1023) , A& port PEn 5 EIXE
ERAER, REEFRZBEHIEN>10232ARF[EPHERUERER. IRZLRELARERE
inspection®i s , AIRASEAESEHBHNFTPEERBERX T I, A ABEREEA
FTPRIRZRE , SEFEBFL

TFTP

WIRFC 1350FiR , TFTPR—EETFTPRRFIMNFEAE R EENMNBEAERNEEBAGE,
TFTP{EAUDPE69,

ERBEABERE
BAEEEFTPRAA ?


https://www.ietf.org/rfc/rfc1350.txt?number=1350

RERARERNZERERAMERETEREE, ELENERAEAEBEECAEERT
FERAIPIRILERA , EBED B E CFRRESEIEE, ERARATERER b ERNATIES
ER , TEBEB AU EARNE.

BRTEBIARMULERIN  EAMENREERSHE  URETHYBENER. FZHESHA
BB TCPRUDPEIE S MEE, LFRERE LNABFERERARSBED BV ERERR,

FERREDRESERELERE. APDEESEIERESFERB A TELER LETER T,
ZHREBNFTPEASKRBEHEETR.

MREHARERZLEKE LRAFTPRA , AIEARLFER , YAFTPEREIEERIMHERNER,

WMREASALRUA TFTPIRA | RIASAS B2 iBE I B A B F B REENFER, FTPHE
HERBEERSRAZFBERE ERZLEERERHBEENEREEL,

ASARIRIFERE  EASRYBNERBERERIEY —@ERO, B , FIPREIhEERZES
WE , B ERESE  YAFERREELXBREFRRENER,

FERXER T , ASAiEiBglobal-inspection class-mapEFTPREMNE21ER, T EEE LR
FEHNEBFTPEFEZENES,

MBFTPEFEXEWBFTPELHER , BIASAEBinspect ftpin FEEBIRBAFERAENERIBER |, ¥
B — B AR 10230 ERHE,

inspect fip I TR EGREFTPEFE L HITHIEBEFK
- EfERBEHBIERLHER
- IRMEFTPIIT — BEFS

o HRIERIRKE
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520 o o o | 1
I Step1: Control
FTP Server in Outside I Connection
Hetwork 1
Outside Network :
192.168.1.0/24
oo e e e e e o o o= o=
Inside Network 172.16.1.5
....... 5 172.16.1.0/24 Mapped IP - 192.168.1.5
I 2 y
]
Step? : Data 1 N 2B .12 ﬁ |
Connection f =k T
1
---------------- =
FTP Client in Inside
Hetwork
Active Moide

N B WEREBESERNIPEL S EE Internet £ FEEA EB .

WAEMR , FANERREEREIPA172.16.1.50ABMER P FERTFIHIASA. RARFLRA
IP%192.168.1. 15 S\ ERMARE . Fim S\ ERAREE Fh A — ¥ ARAYIP 192.168.1.5,

RAFTPRESHMBBEEE , AAAES ARSI E LNEFHREBE,
AR REHEPI:

<{froot>

ASA Version 9.1(5)
|
hostname ASA
domain-name corp. com
enabTle password WwXYvtKrnjXqGbul encrypted
names
|
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif Inside
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level



no ip address

|

interface Management0/0
management-only
shutdown

no nameif

no security-level

no ip address

I--- Qutput is suppressed.

I--- Object groups is created to define the host.

obj ect network obj-172.16.1.5
subnet 172.16.1.0 255.255.255.0

I--- Object NAT is created to map Inside Client to Outside subnet IP.

obj ect network obj-172.16.1.5
nat (Inside, Qutside) dynamc 192.168.1.5

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp



I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.
service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

<ffroot>

Client in Inside Network running ACTI VE FTP:

Ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192.168.1.15:20 inside 172.16.1.5:61855

, idle 0:00:00, bytes 145096704, flags UIB

<--- Dynam ¢ Connection Opened

TCP Qutside
192.168.1.15:21 inside 172.16.1.5:61854

, idle 0:00:00, bytes 434, flags UIO

LB |, Inside P & Fim BN ERIRE61854 % B RE21MWER. RREAEREFEASETHEN
Portén &5, fAIARERRIBRRENBEBY/ERHER |, REAR20 , BNRAZERELHERRINS BRE
TR &

Capture Inside Interface ( HERZNE ) , W TEFTR.



Na. Tirne Source Dastinstion

61854-21 [ACK] Seq=1052038302 Ack=1737976541 Win=131100 Len=0

FTP 96 Response: 220-File2illa Server version 0.9.33 beta

FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmsx.de)

FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/

TCP 54 61854-21 [ACK] Seg=1052038302 Ack=1737976628 win=131012 Len=0

FTP 66 Reguest: USER cisco

FTP B7 Response: 331 Password reguired for cisco

FTP 569 Request: PASS ciscolld

FTP 69 Response: 230 Logged on

ETP 61 Request: Cwo /f

FTP 101 Response: 250 OwWD successful. /" is current directory.

16.1. TP 54 61854-21 [ACK] Seq=1052038336 Ack=17379767B4 Win=130B56 Len=0

172.16.1.5 FTP 62 Reguest: TYPE I

FTP Response:

.168.1.15 200 Type set ta I
5 = - 2516 7]

FTP Response: 200 Port comnand successtu
FTP B4 Request: RETR n7000-52-dk9.6.2.12.bin

36 13. Razpo

.168.1.15 T : Op nel transfer.
37 13. .168.1.15 72160105 TP 54 20+61855 [AcK] Seqs2835235613 Mk:ZSG?!SSOS Win=131100 Len=0
38 13. 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

3913. 192.168.1.15 172.16.1.5 FTP-DATA 14234 FTP Data: 1380 bytes
@ Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
@ Ethernet IT, Src: Vmware_ad:24:77 (00:50:56:ad:24:77), Dst: Cisco_c9:92:89 (00:19:08:c9:92:89)
@ Internet Protocol Versien 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.168.1.15 (192.168.1.15)
@ Transmission Control Protocal, Src Port: 61854 (81854), Dst Port: 21 (21), Seq: 1052038344, Ack: 1737976803, Len: 25
= File Transfer Protocel (FTP)
= PORT 172,16,1, 5,241,159 r\n

Bequest command: PORT

Request arg: 172,16,1.5,241,15%9

Active IP address: 172.16.1.5 (172.16.1.5)

Active port: 61655
0010 00 41 4F 22 40 00
0020 0L Of f1 9e 00 15
0030 7F c5 4e 16 OO0 0O
0040 36 2c 31 2c¢ 35 2¢

006 3c cB ac 10 01 05 <0 ad .AO"@... S
e bd 24 cB 67 97 &b 23 50 18 9.k
ggi 52 54 20 31 37 32 2c 31 ..N‘..FO RT 172 1

8
:
3 31 2c 31 35 39 0d 0a 6,1.5,24 1,159..

WEARNE , WTFERR.

61854-21 [ACK] Seqs=lB50474368 Ack=213433642 Win=131100 Len=0
Response: 220-File2illa Server wversion 0.9.33 beta

FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
20 12.104273 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
21 12.104334 TCP 54 61854+21 [ACK] Seq=1859474368 =213433729 win=131012 Len=0
22 12.108591 FTP 66 PRequest: USER cisco
23 12,.109323 FTP 87 Response: 331 Password required for cisco
24 12.112604 ETP 69 Request: PASS ciscol?l
25 12.113489 FTP 69 Response: 230 Logged on
26 12.115518 FTP 61 Request: CWD /
FTP 101 Response: 250 <wD successful. "/ is current directory.

61854n21 [,ACI(] SeqelB59474402 Ack=213433885 Win=130856 Len=0

150 Opening data channel for File sfe
192.168.1.5 TP 54 20481855 [Ack] Seq-1406112685 Ack=7E5612050 win=131100 Len=0
. 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
. FG9680 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: 80 bytes on wire (640 bits), B0 bytes captured (640 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
@ Internet Protocol Version 4, Src: 182.168.1.5 (182.168.1.5), Dst: 1%2.168.1.15 (152.168.1.15)
@ Transmission Contrel Protocel, Src Port: 61854 (61854}, Ost Port: 21 (21), Seq: 1850474410, Ack: 213433904, Len: 26
= File Transfer Protocel (FTP)
2 PORT 192,168,1,5,241,15%\r\n
Request command: PORT
Request arg: 192,168,1,5,241,159
Active IP address: 192.168.1.5 (192.168.1.5)
Active port: 61E55
0010 00 42 4F 22 40 00 B0 05 28 2f 0 a8 01 05 c0 af .80"@... (/......
Q020 Q1 OF fL 9e 0Q 15 6e d5 53 ea Oc bB be 30 5018  ...... 0. S....0P.
0030 7f <5 a7 7d 00 00 S0 4f 52 '5"1 20 31 39 32 2c 11 ... ¥..FO RT 192,1
0040 36 38 2c 31 2c 35 2¢ 32 34 31 2c 31 35 32 Od 0a  68.1,5.2 41,159..

BEEAKERE (HAAE) ORAETHE. FMR4ETHARIPHELL , 2ETEARNE. WEMRR
IP# 31 25192.168.1.581241*256 + 159 = 61855,

Capture ( ¥ ) BE R , MAFTPAAIE , B THEERLEFE R, Inside Interface Capture R
IPHYERR{E , mClient for ServerfEiX YR Al AR EREIE Fim EREIE , Outside Interface
Capture A B R ¥ AR tth 31k

26 2. A EERE ENFTPE Fik

ASAREBHEEE B B i A SN EBHE G Y R AR 2R o

Rk B =
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I Step1: Control
FTP Server in Outside I Connection

Network 1

]

Outside Hetwork |

192.168.1.0/24 5 ) e 6 A
Inside Network 172.16.1.5
172.16.1.0/24 Mapped IP - 192.168.1.5
b e B et O ~
1 .2
Step2: Data ' WD 12 q
Connection I T
I
1
FTP Client in Inside
Network
Passive Mode
EAR
<#root>

Client in Inside Network running Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Outside

192

.168. 1. 15: 60142 inside 172.16.1.5: 61839

, idle 0:00:00, bytes 184844288, flags UI

<--- Dynam ¢ Connection Opened.

TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61838

, idle 0:00:00, bytes 451, flags UIO

B, AEEFIRREEFENE 6183821 ER. HREBMBAFTP , £RAE RS RE W EE
o BElt , AR FIREEPASVSR TR , ARFEEAHTABEETEE  YAFFHEERIZK
EEFUHETERER,

Capture Inside Interface ( BRI NE ) , M TEFIR.



He. Time Source Destination Protocal Length Info

£1838-21 [ACK] 5eq=1456310601 Ack=700898683 Win=131100 Len=0

(657717

51 35.659701 192.168.1.15 Response: 220-File2illa Server version 0.9.33 beta

52 35.659853 192.168.1.15 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

53 35.660036 172.16.1.5 5183821 [ACK] Seqeld456310601 Ack=70085E770 Win=131012 Lena(
54 35.660677 192.168.1.15 Response: 220 Please visit http://sourceforge.net/projects/Filezilla/
55 35.661837 172.16.1.5 Request: USER cisco

56 35. 664904 192.168.1.15 Response: 331 Password required for cisco

57 35.665621 172.16.1.5 Request: PASS ciscol23

58 35.666521 192.168.1.15 Response: 230 Logged on

59 35.568825 172.16.1.5 Request: Cwh [/

B0 35669496 192.168.1.15 Response: 250 CwD successful. "/" iz current directory.

61 35.670351 172.16.1.5 Request: PwD

62 35.871022 192.168.1.15 Response: 257 '"/" is current directory.

63 35.873908 172.16.1.5 £1838-21 [ACK] Seq=1455310640 Ack=7O0BIBI57 Win=130824 Len=0
B4 37,549675 172.16.1.5 Request: TYPE I

65 37.550789 .168.1.15 Response: 200 Type set to I

S5139% RegUesT: PASV

71 37.559791 172.16.1.5 192.168.1.15  TCP 54 61839-60142 [ACK] Seq=597547300 Ack=2027855231 Win=262140 Len=0

72 37.560524 192.168.1.15% 172.16.1. 5 FTP 79 Response: 150 Connection accepted
73 37.578223 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
74 37.578238 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvites

@ Internet Protocol Version 4, Sre: 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 61B38 (51B38), Seq: 700898976, Ack: 1456310854, Len: 50
= File Transfer Protogel (FTP)
= 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passiwve Mode (192,168,1,15,234,238)
Passive I address: 192.168.1.15 (192.166.1.15)
Passive port: 60142
0030 01 ff d0 fb 00 00 32 32 37 20 45 6& ?4 65 7 69 ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 65 20 E% Passi we Made

0050 28 31 39 32 2¢ 31 36 38 2¢ 31 2c 3 35 2: 32 13 92 158 ,1,15,23
0060 34 2c 32 33 38 29 0d Da

WEARNE , WTFEFR.

o Time Seurce Destiration Prototal  Lerg

Infa

S0 35.657580 192.168.1.

54 6183821 [ACK] Seq=2543303556 Ack=599740451 Win=131100 Len=0

nk 1 TCP
51 35.659533 192.166.1.15 192.168.1.5 FTP 96 Response: 220-Filezilla Server wersion 0.9.33 beta
52 35.659686 192.168.1.15 192.168.1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@ome.del)
53 35.6598B4 192.168.1.5 192.168.1.15 TCP 54 61838421 [ACK] Seq=2543303556 Ack=599740533 Win=131012 Len=0
54 35.660510 192.168.1.15 192.168.1.5 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
55 35. 661700 192.168.1.5 192.168.1.15 FTP 66 Request: USER cisco
56 35. 664736 192 _168.1.15 192.168.1.5 FTP 87 Response: 331 Password required for cisco
57 35.665484 192.168.1.5 192.168.1.15 FTP 69 Request: PASS ciscolld
58 35.B666369 192.168.1.15 192.168.1.5 FTP 69 Response: 230 Logged on
59 35.668673 192.168.1.5 192.168.1.15 FTP 6l Request: CwD [
60 35.669344 192.168.1.15 192.168.1.5 FTP 101 Response: 250 WD successful. /" iz current directory.
61 35.670199 192.168.1.5 192.168.1.15 FTP 59 Request: PWD
62 35. 670870 192.166.1.15 192.168.1.5 FTP 85 Response: 257 "/" is current directory.
63 35.873786 192.168.1.5 192.168.1.15 TCP 54 B1838+21 [ACK] S5eq=2543303595 Ack=593740725 Win=130824 Len=0
64 37. 549569 192.168.1.5 192.168.1.15 FTP 62 Request: TYPE I
65 37.550622 192.168.1.15 192.168.1.5 FTP 73 Response: 200 Type set to I
1.5 192.168.1

37.551262 152.168.1. <15 FTP 60 Request: PASY
67 =TP

71 37.559654 192.1868. S15 1'CP 6183960142 [ACK] Seq=737544149 Ack=42E1507305 Win=262140 Len=0

T 192.168.1.1!
72 37.560356 192.168.1.15 192.168.1.5 79 Response: 150 Connection accepted
73 37.578071 192.168.1.15 192.168.1.5 FTP DATA 1434 FTP Data: 13850 bytes
74 37.573086 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Internet Protocol Version 4, Src: 192.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protoco] Src Port: 21 (21), Dst Port: 61838 (61638), Seq: 599740744, Ack: 254330360%, Len: 50
= File Transfer Protocel (FTP)
= 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Mode (192,168,1,15,234,238)
Passive IP address: 192.168.1.1% (192.168.1.15)
Passive port: 60142

0030 01 ff dc bd Q0 00 32 32 37 20 45 6e 74 65 72 60  ...... 27 Enter‘1
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 6f 64 65 20 % Fassi we

0050 28 31 39 32 2c 31 36 38 2c 31 2¢ 31 35 2c 32 13 ( 9 168 1 15 23
Q050 34 2¢ 32 33 38 29 Od Oa

ERENFTEANRETE,
WMETATR , MR TFTPEA , ASAKEBBANIPE, It/ , EESAENERFAMBEER

Eo
LTRERFMER , R FTPRASEA

Connection:

<tfroot>

ciscoasa(config)# sh conn
2 1in use, 3 most used



TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61878

, idle 0:00:09, bytes 433, flags UIO
TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61875

, idle 0:00:29, bytes 259, flags UIO

MRRZEFTPRE , ERBERREEZports T , ERREES , RANSBBEKNWPORTEERA
IPERENATHE, IR\ EHHEBE TREEHER,

FEH ELWER T 7 Ano fixup protocol ftp 2185 T EAFTPRE,

MBRBFTPRE , AIREPASVaI S EFFwmMAInside AN , AAR Bportth TR B
Inside , EEMAZG T , ¥ EMEEZEZEInside2H,

25| 3. BEDEARENFTPE S 1
ASASNERHBES ) B AIDMZABES Y AR ES.
B Bk

1
1
1 Step1: Control
[l , Connection
il : 1
FTP Client in Outside Outside Network I
PlEtyecs 192.168.1.0/24
Active Mode .168.1. PP P e ) S >
DM?Z Hetwork 172.16.1.5
172.16.1.0024 Mapped IP - 192.168.1.5
e = — - ——— - -
1
Step2 : Data ' gD 12 q
Connection 1 ]
1
1 -
___________________ FTP Server in ppzZ
Hetwork
R
<#root>

ASA(config)#



show runni ng-config

ASA Version 9.1(5)
1
hostname ASA
domain-name corp .com
enabTle password WwXYvtKrnjXqGbul encrypted
names
1
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
management-only
shutdown
no nameif
no security-level
no ip address

I--- Qutput is suppressed.

l--- Permit inbound FTP control traffic.

access-1ist 100 extended pernit tcp any host 192.168.1.5 eq ftp

I-—-- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

I-—- Object NAT is created to map FTP server with IP of Outside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5



access-group 100 in interface outside

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
|

I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

L

Connection:

<ffroot>

Client in Qutside Network running in Active Mdde FTP:



ciscoasa(config)# sh conn
3 in use, 3 most used
TCP outside 192.168.1.15:55836 DWZ 172.16.1.5: 21,

idle 0:00:00, bytes 470, flags UIOB

TCP outside 192.168.1.15:55837 DWZ 172. 16. 1. 5: 20,

idle 0:00:00, bytes 225595694, flags UI

<--- Dynanic Port channel

WEWDMZSTE , T BT R

e Time Tource Destinetion Frotocol Length Infa

$5836-21 [ACK] Seq=1317358683 Ack=3073360303 Win=131100 Len=0

18 12.038297

ETE 96 Response: 220-FileZilla Server wersion 0.9.33 beta
19 12.038434 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
2012.038511 FTR 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
21 12.038770 TCP 54 55836-21 [ACK] Seqmiil7358683 Ack=3073360390 winsl13101Z Lens0
22 12.039228 ETP 66 Requect: USER cisco
23 12.040677 FTP 87 Response: 331 Password required for cisco
24 12.044767 FTP 69 Request: PASS cizcol2l
25 12. 045575 FTP E% Response: 230 Logged on
26 12.049313 FTP Bl Request: CwWD /
27 12.049938 FTe 101 Response: 250 CWD successful, "/" is current directory,
28 12.053038 FTP 59 Request: PWD
29 12.053677 FTP 85 Respense: 257 "/ is current directo
30 12. 274888 TCP 54 55836+21 [ACK] Seq=3317358722 Mka30?33605?? Win=130824 Len=0

Request: TYPE I
Respmse 200 Type set to i

Response 200 Port ::omrnan SUCCess
172.16.1.5 84 P.eq,uest S'FDR n?ﬂoo-sz-:l(g 6212, bin

3.802540
35 13.803959 192.

150 openi ng data channe1 ; For f'i i e . trans ﬁe o

Response:
39 13.806049 172.16.1.5 192.168.1.15  TCP 54 20455827 [ACK] Seq-1812810162 Ack-177574186 Win=131100 Lan=0
4013.820221 19201681015 172.16.1.5 FTP-DATA1434 FTP Data: 1380 bytss
4113.620321 192.168.1.15  172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Srci 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocol, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 3317358730, Ack: 3073360596, Len: 26
= File Transfer Protocol (FTP)
= PORT 192,168,1,15,21B,29\r\n
Request command: PORT
Peguest arg: 192,168,1,15,21B,29
Active IP address: 192.168.1.15 (192.168.1.1%)
Active port: 55837
0010 00 42 7a 10 40 00 80 06 11 d% cD a8 OL OF ac 10 BZ.f... .vvvenss
0020 01 05 da lc 00 15 c5 ba Ba b7 2F €2 d4 SO 1B ...iveesien fo.R
0030 7 bd 31 Od 00 00 50 4f 52 S4 20 31 39 32 2c 31 ..1..,PO RT 182,1
0040 36 38 2c 31 2c 31 35 2c 32 31 38 Zc 32 39 0d Oa  6E,1,15%, 216,29..

WENSTE , WTEAR.



N

Lource Destimation Protocol Length Info

L 049803

2 s 55836-21 [ACK] Seq=24660%6899 Ack=y26281312 Win=131100 Len=0
24 12.050316 s o Bl FTP Response: 220-FileZilla Server wersion 0.9,33 beta
25 12, 051054 ks L 1S FTP Response: 220-written by Tim Kosse (Tim.Kosse@gm:,de)
26 12.051115 SR i o B FTP Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
27 12.051359 i e B b Fr TCP 55836+21 [AcK] Seq=2466096899 Ack=726281399 wWin=131012 Len=0
28 12. 051817 Zianl iy o bt FTP Request: USER cisco
29 12.053281 o Loy SLLS: FTP Response: 331 Password required for cisco
30 12, 057355 115 1.5 FTP Request: PASS ciscol2d
31 12.05819%4 LIRS =TS1S. FTP Recponse: 230 Logged on
32 12. 061902 i 5 4 .15 ETP Request: CwD /
33 12. 062558 e SL=1S FTP Response: 250 WD successful. "/" is current directory.
34 12. 065640 .1.15 i I FTP Request: PWD
35 12. 066281 = T SLSEE, FTP Response: 257 /" is current directory.
36 12. 287476 2o i b 5 e TCP 55836-21 [ACK] Seq=245660%5938 Ack=726281586 Win=130824 Len=0
37 13.812275 1,15 e LS FTR Request: TVPE I
B13145 i 1 : 200 Type set to I

3.814 .1.15 F 1, 15721

.B15159 S 200 Port command successfu

L B16548 s TOR n7000-52-dkd. 6 2.bi

.B18058 3 Response: 150 Opening data channel for file transfer.
45 13.B18653 192 168.1.5 192.168.1.15 ‘l‘i: 2055837 [ACK] Seq=3719615816 Ack=2377334291 win=131100 Len=0
46 13, 832910 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
47 13.832925 192.168.1.15 192.168.1.5 FTP=DATS 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Src: 152.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protocol, Src Port: 55836 (5SE36), Dst Port: 21 (21), Seq: 2466096346, Ack: 726281605, Len: 26
= File Transfer Protoce]l (FTP)
= PORT 192,168,1,15,218,2%\r\n
Request command: PORT
Request arg: 192,168,1,15,218,29
Active IP address: 192.168.1.15 (192.168.1.1%)
Active port: $5837

0010 00 42 7a 10 40 00 B0 06 fd 40 o0 a8 01 Of c0 a8  .Bz.@... .@......
0020 01 05 da 1c 00 15 92 fd a7 32 2b 4a 2d 85 50 16  ........ L 24)-.P.
0030 7f bd a? bf 00 00 S0 4f 52 54 20 31 39 32 2c 31 ...... PO RT 192,1
0040 36 38 2c ¥ 2c 31 3% 2c 32 31 38 2c 32 39 Od Oa  68,1,15, 218,29..

FIER , BEFREMESEXNEF%192.168.1.15 , W EE21 LB BIDMZH [ FREFAELR, A
EREmS SR ETEENportan 1-:EﬁiﬂﬁHE%EQE?@EU%%EEJ%E%EO A&, AR
BFURR20M ERHER

=B 4 FTPEFIRETHEIEN

ASAZNERHE 5 R B9 B F i MDMZ i 5 = 1Y Rl BR 23 o

Mg E &

192.168.1.15 ] e ] I R
1
]
i Step1: Control
: Connection
A il 1 T ]
FTP Client in Outside Outside Network %
S 102.168.1.0/24
Passive Mode i i L Ui i
DMZ Network 172.16.1.5
e i e L o o 172.16.1.0:24 Mapped IP - 192.168.1.5
1
1 2
! 12
|
Step? : Data I
Connection ;
. FTP Server in DMZ

- P

Hetwork

R

<#root>

Client in Qutside Network running in Passive Mde FTP:



ciscoasa(config)# sh conn
3 in use, 3 most used

TCP
Cut si de 192.168.1.15:60071 DWZ 172.16.1.5:61781
, idle 0:00:00, bytes 184718032, flags UOB

Open

<--- Dynami c channe

TCP

CQut si de 192.168.1.15: 60070 DVZ 172.16.1.5:21

, idle 0:00:00, bytes 413,
flags UIOB

HEWDMZSTE , T BT

Ho. Source Destination

. 517527 192.168.1.15 54 6007021

172.16.1.
1B 23.521479 172.16.1.5 192.168.1.15 FTP 95 Response:
1% 23, 521708 172.16.1.5 192.168.1.15 FTP 99 Response:
20 23.521967 172.16.1.5 1972.168.1.15 FTP 115 Response:
21 23.522196 192.168.1.15 172.16.1.5 TCP 54 60070+21
22 23.523737 192.168.1.15 172.16.1.5 FTP 65 Request:
23.23.5245486 172.16.1.5 192.168.1.15 FTe B7 Response:
24 23.526468 192.168.1.15 172.16.1.5 FTP B9 Request:
25 23.528284 172.16.1.5 192.168.1.15 FTe 69 Response:
26 23.531885 192.168.1.15 172.16.1.5 FTP 61 Request:
27 23.532602 172.16.1. 192.168.1.15 FTP 101 Response:
28 23.536661 192.166.1.15 172.16.1. FTP 62 Request:
29 23.537378 172.16.1 192.168.1.15 FTP 73 Response:
- 53B842 1592.16B8.1.15 172.16.1.5 FTP Reques

35 23. .16.1.5

6007161781 [ACK] 521?41881932 M:It:ttlSdeSl? wWin

[ACK] Seqe3728695689 Ack=397133844 win=131100 Len=(]

220-Filezilla Server version 0.9.33 beta

220-written by Tim Kosse (Tim.Kosse@gme.de)

220 Please visit http://sourceforge.net/projects/filezillas
[AcK] Seq=3728695689 Ack=397133931 win=131012 Len=0

USER cisco

331 Password required for cisce

PASS ciscol?3

230 Logged on
WD/

250 owD successful.
TYPENT

200 Type set to I
PASY

"/" is current directory.

=262140 Len=0

544518 192.188.1.15 172 TCR
36 23. 546029 172.16.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted
37 23.549172 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
38 23. 549187 172.16.1.5 192.168.1.1% FTP-DATA 1434 FTP Data: 1380 bytes
39 23.549569 192.168.1.15 172.16.1.5 TCP 54 6S0071+51781 [ACK] Seq=4174881932 Ack=4136547577 Win=262140 Len=0
40 23.549813 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
41 23.549828 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

% Internet Protocol Version 4, Src: 172.16.1.5 (172.
@ Transmission Control Protocol, Src Port: 21 (21),
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (172,16,1,5,241,85)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Wede (172,16,1,5,241,85)
Passiwve IP address: 172.16.1.5 (172.16.1.5)
Passive port: 61781

Q030 OL FF di 3F 00 00 32 32 37 20 45 6e 74 65 72 69 ...7.. 22 7 Enteri
0040 fe 67 20 50 61 73 73 89 ?6 65 20 4d 6F 64 65 20 ng Passi wve Mode
0050 2% 31 37 32 2c 31 36 2c 7,16, 1,5,241,

31 2c 35 2¢ 32 34 31 2¢ é7
0060 3§ 35 29 Od Oa 5)

e

BEARNE , WTFBEFRR.

16.1.5), Dst: 192.168.1.15 (192.168.1.15)
Dst Port: 60070 (60070), Seq: 397134106, Ack:

3728695737, Len: 47



Destanation Protocol

48

T P 070+21 [ACK] Seq=2627142458 Ac

L 5 FTP 96 Response: 220-FileZilla Server wversion 0.9.33 beta

b 5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Sl 5 FTP 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
.1.15 TCP 54 007021 [ACK] SeqeZ627142456 Ack=14936461895 win=131012 Len=(
b FTP 66 Request: USER cisco

1. FTP 87 Response: 331 Password regquired for cisco

Sl FTP B9 Request: PASS ciscol23

Sk FTP £9 Response: 230 Logged on

e FTP 61 Request: CWD /

2Bk FTP 101 Response: 250 CwD successful. "/" is current directory.

el FTP 62 Request: TYPE I

ks FTP ¢ 200 Type set to I

1. FTP

0105 FTP

s FTP

6007161781 [ACK] Seqe3735016103 Ack=10473I60619 Win=262140 Len=0

. 556740 1.1 2 .1
50 23.558281 192.168.1.5 192.168.1 Response: 150 Connection accepted
51 23,561409 192.168.1.5 192.168.1.15 FTF-DATA 1434 FTP Data: 1380 bytes
52 23.561424 152.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
53 23. 561806 192.168.1.15% 192.168.1.5 TCP 54 BOOT1+61781 [ACK] Seq=3795016103 Ack=1047363379 Win=262140 Len=0
54 23,562065 192.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
55 23.562081 152.188.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

% Frame 45: 102 bytes on wire (816 bits), 102 bytes captured (616 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
& Internet Protocol version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.1%)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 60070 (60070}, Seq: 1495462070, Ack: 2627142506, Len: 48
= File Transfer Protocol (FTR)
5 227 Entering Passive Mode (192,168,1,5,241,85M\r\n
Response code: Entering Passiwve Mode (227)
Response arg: Entering Passive Mode (192,168,1,5,241,8%5)

0030 01 fF 2 £5 00 0D 32 32 37 20 45 6e 74 65 72 69  ...... 22 7 Entery
0040 &e 67 20 50 61 73 73 69 76 65 20 4d 6f 64 €5 20 g Passi we Mode
0050 28 31 39 32 2c 31 36 38 2c 31 2¢ 35 2c 312 4 31 (‘32 ].58 \1,5,241
0060 2c 3§ 3% 29 0d Oa

FlE EAFTPE B8

ARIERT | EE%@AEEFJ?E_?EEQEJ%ﬁﬁﬂiﬁiEﬁﬂﬁﬂgﬁﬁﬂ@ﬁﬁéﬁﬁﬁﬁﬁtﬂﬁﬁtiﬂ’ﬂ%ﬁ% (&
HHRE ), AREARARESEISEBENRENRE.

BREEEA—E2EMRR , Rt , MREFRWMUR (HlW , SlERARIERER | S
BERERTRBANER )  AFSEREAREBAZAZRBILEAFTHRE. BRAMEER
BHEE Ea%‘ﬂﬂﬁﬁiﬁjmo

1. i 4Tpolicy-map global_policy@ o

<#root>
ASA(config)#

policy-map gl obal _policy

2. i{Tclass inspection_defaultdi v o
<#root>

ASA(config-pmap)#

cl ass inspection_default

3. #fTinspect FTP %,


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

<#root>
ASA(config-pmap-c)#

i nspect FTP

4. 5 —{E:#1E 7] A Binspect FTP strictin %o Wi @B LEWeb BB EFTPHE R A EX
BRARXDS , EaTSREABNLS,

ENHE LA strictZBIE#E |, FIPRESRBIBITUTITAR
c RAEREREAFHTD T ZAIEERFTPH T

- RERBEGEREERAXBTHER
&

BE227TFIPORTEG T , MERECMHIAEE R EHIRFER

AH BE - FAstichBEARESEREKRTEFTP RFCHFTPEFimHEBEHE, ZF2BEH
stricti#18 | A7 E BEF A strictiB A FEMAE A

EIEEETCPIE LB EFTP % E 8
WA LERAU TRETAIELTCPERBFTPIG EMRA ( AFEEEIRXXXX ) :

<{froot>

access-1list ftp-list extended permit tcp any any eq XXXX
!

class-map ftp-class

match access-Tlist ftp-Tist
|

policy-map global_policy
class ftp-class

i nspect ftp

B

ERKREECRIIBIT , FHETTshow service-policy@ w5, tbFh , BEiBi&E{Tshow service-policy
inspect ftp F S A H HREAFTPRE,

<#root>

ASA#


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html

show service-policy inspect ftp
Global PoTlicy:
Service-policy: global_policy
Class-map: inspection_default

Inspect: ftp, packet 0, drop 0, reste-drop O
ASA#

TFTP

TSR TR TFTPAR A

ZEEBERETFTPHE , YEXERBREEILEENER  UATETFTPEFHMNFAKES 2 [
EhER, EERER , RESIZRETFTPEINGER(RRQ), BARERWRQ)HMIEREA
(ERROR),

ZZD%%E EEWAMRRQIWRQHE 7 B BN EHBNEEMPATE ., TFTPRER S AL EHENEE
ETERBHNEREA,

HETFTPRIRESETLARBHBEERERE LK MATFTPEFKNARES2ERZ REFE—EFR
EENEHBIEE, KRB ARSENERENGEAHBIEE,

R fE Afstatic PATEFHEMTFTPHE , QISR ERATFTPRZE,
g B LA TFTPFE A #2381

EEREBERLT , m.%@ HEEEREARRECR LR RERARFENE L REN R (=
MR ) . AREARIRESEINESEHENRENRE.

Reele A —E2EM R, it , MREERSHMERE |, S ARIFREERE  LHER
REATABANRR , AIFEREIZEARRKBIL RAMO KK, BRMARRCENEE , F
SR TFERRAIKEE,

1. iE4Tpolicy-map global_policy# -
<#root>

ASA(config)#

policy-map gl obal _policy

2. i{Tclass inspection_default T

<#root>

ASA(config-pmap)#


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

cl ass inspection_default

3. #HfTinspect TFTPE T,

<#root>
ASA(config-pmap-c)#

i nspect TFTP

8B B &

192.168.1.15
M, = - \
1
: TFTP Connection
Client in Qutside Outside Network 1
Metwork 192.168.1.0024 1
1
1 DMZ Hetwork 172.16.1.5
1 172.16.1.0024 Mapped IP - 192.168.1.5
____________ = ;

TFTP Server in DMZ
Hetwork

EERENSRRPEENEFin, TFTPAMRSFAADMZEBE S, fAR:THREAINEE @+
MIIP 192.168.1.5,

HEREEEHI:

<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)

!

hostname ASA

domain-name corp. com

enable password WwXYvtKrnjXqGbul encrypted



names

|

interface GigabitEthernet0/0
nameif Outside

security-level 0

ip address 192.168.1.2 255.255.255.0
|

interface GigabitEthernet0/1
nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

security-level 100

ip address 10.1.1.1 255.255.255.0
|
interface GigabitEthernet0/3
shutdown

no nameif

no security-Tlevel

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-Tlevel

no ip address

I--- Qutput is suppressed.

l-—— Permit inbound TFTP traffic.

access-list 100 extended pernit udp any host 192.168.1.5 eq tftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

!--- Object NAT to map TFTP server to IP in QOutside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default

match default-inspection-traffic



!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy
class 1inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip
inspect xdmcp
!

l--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global_policy global

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

L

ERREECSRIIEIT , FBiE1Tshow service-policydn ©o L\ |, FEEEIBIETshow service-policy
inspect tfitp I HRAGE LR ATFTPRE,

<#root>
ASA#
show service-policy inspect tftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: tftp, packet 0, drop 0, reste-drop O
ASA#

5E SRR



REFRHWEFA TR R B ARET SRR,

Packet Tracer

R ERAERE BV B F i

<#froot>

FTP client Inside - Packet Tracer for Control Connection : Sane Flow for Active and Passive

# packet-tracer input inside tcp 172.16.1.5 12345 192.168.1.15 21 det

Phase: 5
Type: INSPECT

Subt ype: inspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x76d9a120, priority=70, domain=inspect-ftp, deny=false
hits=2, user_data=0x76d99a30, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
translate 172.16.1.5/21 to 192.168.1.5/21



Phase: 7
Type: NAT

Subt ype: rpf-check

Resul t:

ALLOW

Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
Forward Flow based Tookup yields rule:

out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=15, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0

input_ifc=inside, output_ifc=outside
----Omitted----

Result:
input-interface:

i nsi de
input-status: up

input-line-status: up
output-interface:

Qut si de

output-status: up
output-Tine-status: up
Action: allow

NI PR E PR

<tfroot>

FTP client Qutside - Packet Tracer for Contro

Connection :

Sane Flow for Active and Passive



# packet-tracer input outside tcp 192.168.1.15 12345 192.168.1.5 21 det

Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW

Confi g:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
Untranslate 192.168.1.5/21 to 172.16.1.5/21

Phase: 4
Type: INSPECT
Subtype:

i nspect-ftp

Result: ALLOW

Config:

class-map inspection_default

match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect ftp

service-policy global_policy global

Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d84700, priority=70, domain=inspect-ftp, deny=false
hits=17, user_data=0x76d84550, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 5
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Confi g:

obj ect network obj-172.16.1.5



nat (DMZ, outside) static 192.168.1.5

Additional Information:
Forward Flow based lookup yields rule:
out id=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=17, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=outside, output_ifc=DMZ

----Omitted-----

Result:
input-interface:

Qut si de

input-status: up
input-Tine-status: up
output-interface:

DvZ

output-status: up
output-Tine-status: up
Action: allow
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