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1. R A EEEXERARSP/EEETHRA ( cXRFeXRAVARA )
B4 TR AR (eXR), &H —EIRFIFCIEE K/ -

RP/0/RSP1/CPUO: XR#show version

Wed Jul 26 21:10:16.761 IST

Cisco I0S XR Software, Version 7.1.3
Copyright (c) 2013-2020 by Cisco Systems, Inc.

Build Information:

Built By : gopalk?2

Built On : Thu Nov 26 10:51:48 PST 2020

Built Host : iox-ucs-027

Workspace : /auto/srcarchivel?/prod/7.1.3/asr9k-x64/ws
Version : 7.1.3

Location : /opt/cisco/XR/packages/

Label : 7.1.3

cisco ASRI9K () processor
System uptime is 2 weeks 17 hours 22 minutes

RP/0/RSP1/CPUO:XR# configuration
RP/0/RSP1/CPUO:XR(config)#xml agent throttle ?
memory Memory usage
process-rate Process rate
RP/0/RSP1/CPUO:XR(config)#xml agent throttle memory ?
<100-1024> Size of the memory usage in Mbytes per session (default 300 Mbytes)

32fL TTIRAS(cXR), LEB S —ERS :

RP/0/RSP0O/CPUO: XR#show version
Cisco IOS XR Software, Version 6.4.2[Default]
Copyright (c) 2020 by Cisco Systems, Inc.

ROM: System Bootstrap, Version 10.59(c) 1994-2014 by Cisco Systems, Inc.
<snip>



Configuration register on node 0/RSPO/CPUO 1is 0x102
Boot device on node 0/RSPO/CPUO 1is diskO:

RP/0/RSPO/CPUO:XR# configuration
RP/0/RSPO/CPUO:XR(config)#xml agent throttle memory ?
<100-600> Size of the memory usage in Mbytes per session (default 300 Mbytes)

AE  F—RAWTEREA300 MB

2. BEZEHETUUHREXMLETE :
- ERET

REERRE , CEUREREADERXMLELCE, REEFERSF RN, Sl , WREE
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A EFEBREN (ERIERBRAD ) GetNextiRE ( BEEE ) REXEE,



—BEHERS AR 10MEERER.
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toREEREXMLEXEANTLER, MREEEBRKER , ceRBEHERER : "The

throttle on the memory usage has been reached. .
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et REEAEMRNERMEREREFNENASTERENR,

RESPONSE ERROR: 0xa367a600 'XML Service Library' detected the 'fatal' condition 'The throttle on the me

MBEBEEET TRELERRNMERNER, | BTN EARRSEREBREXVL AP, BiHE
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http://%20https://github.com/fooelisa/pyiosxr/

ERE : pylOSXREFAHFEMEEREA TITENEAXMLER S HAAEFREH

<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">
<Operation>

</Operation>
</Request>

BRMNERB[DEEEHPHIEEHE, BREMASERID , UHBRREILTENEE, EAFHEN
GET_NextFfliE 25D,
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route bgptrF , MAEMAEAshow route i85, LEFERARXMLERMNEE, ORKFRLXE
AREEELCERNEERE,

ITRRBIE  ERALEM :

<?xml version="1.0" encoding="UTF-8"?>
<Request MajorVersion="1" MinorVersion="0">
<Get>
<Operational>
<BGP MajorVersion="36" MinorVersion="1">
<InstanceTable>
<Instance>
<Naming>
<InstanceName>
DEFAULT
</InstanceName>
</Naming>
<InstanceActive>
<VRFTable>
<VRF>
<Naming>
<VRFName>
VRF_NAME
</VRFName>
</Naming>
<AFTable>
<AF>
<Naming>



<AFName>
NAME
</AFName>
</Naming>
<NetworkTable>

</NetworkTable>
</AF>
</AFTable>
</VRF>
</VRFTable>
</InstanceActive>
</Instance>
</InstanceTable>
</BGP>>
</Operational>

</Get>
</Request>

HEANTENBCGPRABEF. HRILERERR , ERETH2.2Gb , At B EFIRERHIR
o

EET K FTEREEN  ERRRIREEREHLEDE.
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AE  WFE-SEF. ARFGHEMG T  FE-T T —EEE "XMLEXRFM : XR
XMLEZ K ERETF

XMLEEMABETMNEEBER, ER—EI/NEKERANIE NGB, EELLEANSR.
XMLEETH#ERE -

<init>
" <body>
<message>This is an example</message>
</body>
</init>
FIERBHAEMI D , BIRRERER(<init>) MERER(</init>), MRKREMLAER | XML E LR E

BRERNMLE.


https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
https://www.cisco.com/c/en/us/td/docs/ios_xr_sw/iosxr_r4-1/xml/programming/guide/xl41apidoc/xl41over.html
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HREBCERN —EREEREXMLEREARETHER., RRE—EsX , 8EL XBEME. K
BN  RETESEMHLER,

flgn , T-RENRERE  RRELE , KREZER,

config
A 2 L 2 L 2 Y L 4
hostname wrf ip interface banner
Loopback
¥ i ¥
name description wrf

I

EEZAE/ERAXMLAPI , ZEAEENRESN,
1. EHEREH :

fEFAXML API

<?xml version="1.0" encoding="UTF-8"?7>



 ERE—TRERERBNER.

B &

2. BEERFBREMER, EFRHP , BFEBEEERS,

<Request MajorVersion="1" MinorVersion="0">

3. BAKRME, BREMAK , TRSREAPIEFNEM T FIXMLIESE :

<Operation>
<Operation_1>
<Operation_2>

<Operation_n>



MIEE

iR AREESEEATESTRNER. TLHBBREXRIITER.

T—ERFIER—EFR , HPIEMALENEN

<?xml version="1.0" encoding="UTF-8"7>

<Request MajorVersion="1" MinorVersion="0">
<Operation></Operation>
<Operation_1></Operation_1>
<Operation_2></Operation_2>

<Operation_n></0Operation_n>
</Request>

XML APIZ B2
Cisco 10S XRZ E5EIRIE , AXFEAERXMLEEEENETRITES



1. REERMEE .

- <Get></Get> : WEITHERE (KETESHNER ).

« <Set></Set>: BlE., EXAHIGMERIE,

+ <Delete></Delete> : JEER—ERZEERIIE,

« <GetVersionInfo></GetVersionInfo> : # R FTFE R T4 F EF]IRX B AR AV R E,
 <GetDataSpacelnfo></GetDataSpacelnfo> : IR FIEBBETREHMBIBTEBNERR,

2. CLIR1E :

« <CLI><CLI/> : AFEMBEEEBRIEACLIGTHESR,
« <GetNext><GetNext/> : MMRER KA K/ |, BIEZERAZENE T —EoREIEH,

BHAXMLEE RS

XML APIBAET I E B2

AE  NREEMBRER , 5555M ; Cisco IOS-XR XMLEKEE,



http://%20https://www.yumpu.com/en/document/read/39389280/cisco-ios-xr-xml-network-management-objective-index-of
http://%20https://www.yumpu.com/en/document/read/39389280/cisco-ios-xr-xml-network-management-objective-index-of
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- BEARE  FREERERER.

BUEH
BRMETENRITER. ENEANBBEFH 2R  CEBEREEREE
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MEME LU

BHEEHBERASFVIRENTEXMLE ., HRXE , B —TCRS XML Schema,



https://www.cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-3/xml/schemas/XR_XML_Schemas_CRS_430.html#object_ip_tcp_services_cfg_IP
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Cisco Carrier Routing System

XML Schema Documentation forthe Cisco CRS Router, Cisco IOS XR Release
4.3.0

HOME

SUPPORT XML Schema Object Documentation for root_objects, version 1. 0.
PRODUCT SUPPORT P

ROUTERS Objects

CISCO CARRIER ROUTING <Configuration>

SYSTEM

Programming Guides

Description: Root object for configuration
Child objects:
<AAA> - Authentication, Authorization and Accounting
<AIB> - AIB configuration data
<APS> - SONET Automatic Protection Switching (APS) configuration
<ARP> - ARP configuration
=ATM> - Global ATM configuration
<ActiveNodeTable> - Per-node configuration for active nodes
<BFD> - BFD Configuration
<BGP> - BGP configuration commands
<CDP> - Global CDP configuration data
<CEF> - Establish CEF configuration
=CallHome= - Set CallHome parameters
=Clock> - Configure time-of-day clock
> - Configure control Plane
<Crypto> - Crypto configuration
<DHCPVED= - IPV6 DHCP config data
<DHCPv4> — DHCP IPv4 configuration
<DynamicTemplate= - ALl dynamic template configurations
<EIGRP= - Configure Neighbor
<ERP> - Ethernet Ring Protection
<ES_ACL> - Layer 2 ACL configuration data
<ErrorDisable> - Error Disable Configuration
<EthernetFeatures> - Ethernet Features Configuration
<EventManager> - Event manager configuration
<Exception> - Core dump configuration commands
<FTP> - FTP configuration
<GenericInterfacel istTable> — Generic Interface List configuration
=GlobalAF> - Default VRF configuratien
<GlobalInterfaceConfiguration> - Global scoped configuration for interfaces
<HSRP> - HSRP configuratien
<HSRPCfg= - HSRP configuration

-

E

LEEERYG. BENTH. SEVHEHES—E7FI4. ARTFOHETESEMEMLER , B
ERERAT R

BULE—TFH, YERRARBLIEANEH. FlHIPv4 :



=IPV4=

Description: IPV4 related services
Task IDs required: ipvd
Parent objects:
=Services>
Child objects:
<SmallServers= - Describing IPY4 and IPV6 small servers
Available Paths:

- <Configuration> <IP> <Cinetd> <Services> <IPV4>

ELE—REH , HAEMAIPV4ER , HLLUETEHAEEIP. B83Cinetd, B83ServicesHHELE
BE , RBEREIPVAFIELT,



M EAREERA/DETRIATEANER,

EHRET—@ :

<?xml version="1.0" encoding="UTF-8"?7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configurations>
<IP>
<Cinetd>
<Services>
<IPv4/>
</Services>
</Cinetd>
</IP>
</Configurations>
</Get>

</Request>



2. XML API

XML APIHR ATE ERHOS XRIF, ZEMBXMLE |, 55 Ashow xml schemafi S, EBZHBD
. AT ATE U LinuxBI CLIF & B B EXMLEEE,

FELCLIF , BEAT#HRE
7 ME— EE
LS : 30 X EAEPNBR/EE,
<operation> : EB#H ? , BUURERBHTRE , REALUFHUTHS :
REREDRE
-EXTE
- adminconfig
- cd

= oo
B

~N4s

- oper

-EpfE
CD : ¥ B /B
EHWRT—@ :

RP/0/RP0O/CPUO:XR#show xm1 schema
Username:admin
Password:

xml-schema[config]:> ?

config oper action
adminconfig adminoper adminaction
cd pwd classinfo
Tist 1s datalist
walk walkdata get
hierarchy quit exit

help

xml-schema[config]:> Ts

[container] RIP

[container] TCL

[container] LawfulIntercept

[container] ErrorDisable

[container] PerfMgmt

[container] RCC

[container] FrequencySynchronization
[container] HwModuleProfileConfig
[container] MPLSStatic

[container] XML



[container]

Tpa
[container] MLD
[Teaf] RPIsolationEnabled
[Teaf] RPIsoTlationMultiple
[container] AMT
[container] PriorityFlowControlWatchdog
[container] SSH
[container] BNG_PBR
<snip>

B2 BEE O BEANLEZERE, ELREREEMNAMEBE , EEroot-Is/adminBl E1E
2=
<o

T—EfFHERINAERAXML APIZIEH, i, EFSEREXMLRERSERA -

xml-schema[config]:> 1s
[container] RIP
[container] TCL



[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[Teaf]

[Teaf]

[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]
[container]

xml-schema[config]

xml-schema[config]
[container]

xml-schema[config]

xml-schema[config]
[container]
[container]
[container]

xml-schema[config]:

xml-schema[config]
[Teaf]

[Teaf]

[Teaf]

[container]
[container]

i

xml-schema[config]

LawfulIntercept
ErrorDisable

PerfMgmt

RCC
FrequencySynchronization
HwModuleProfileConfig
MPLSStatic

XML >>> Here

Tpa

MLD
RPIsolationEnabled
RPIsolationMultiple
AMT
PriorityFlowControlWatchdog
SSH

BNG_PBR

L2TP

Exception

IP_RAW

MSTAG

FpdXRConfig

:> cd XML

IXML> Ts
Agent

:XML> cd Agent

:XML.Agent> 1s
Default
SSL
TTY

XML .Agent> cd TTY

:XML.Agent.TTY> Ts
Enable >>> Leaf of interest.
IterationSize
StreamingSize
Throttle
Session

AERT—ERT :

:XML.Agent.TTY>

E—ERTEE XML REE, ERLERAR K B85 :

<?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">

<Get>

<Configuration>



<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>

</Configuration>
</Get>
</Request>

AEXMLES

BUBE#HE , T—ITRIBARESH. ERERETE , WLAECLIAE Bxml echo formatin &, LLEIET
ENAEREES,

=\

Ry FAR, BALRG TR  FREUUER/A EEHTEEnterft, KERTRHEN



RP/0/RPO/CPUO:XR#xm1 echo format

XML>

XML> <?xml version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">

<Get>
<Configuration>
<XML>
<Agent>
<TTY></TTY>
</Agent>
</XML>
</Configuration>
</Get>

</Request> >>> Hit enter here. Immediately getting the reply.

! Reply:
<?xml version="1.0" encoding="UTF-8"?>
<Response MajorVersion="1" MinorVersion="0">
<Get>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<TTY>
<Enable>
true >>> This is the requested value.
</Enable>
</TTY>
</Agent>
</XML>
</Configuration>
</Get>
<ResultSummary ErrorCount="0"/>
</Response>
XML> exit

3% BR FE R & FE MResultSummary.



AE  MXMLEERETR , WA EREETMREFEER, ARKREREMRSSHTTY , H
WESREANNA  HEEEE, —FEKXMLEFIE , B —@A2HARXML echo@$ |, 1T
ATREERE,

B RHOS XRAMXMLIR AR
Cisco I0OS XREEEXRFHEEHF 8 THENBELRFE. XMLEBEABYABSBELEFREKEH,
EXREER , EWMES ET LB FFIAXML ;

1. CORBARIE ( SEASSL )
2. SSHIVE,



EE : CORBATE3.7Thxz & E#HEMK.

CORBAEAERIBEMEMASSL , IERLBHKE, 5 —FHEH , SSHF EFEEFEAManageability

Package.

EMEEUTHER DM
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SNMP CLlI XML

Static Interface Vi Alarm
Commit
DB
=

fEE—RET , LR BB A RN IR MEIEER (RSP)FIXMLEERE, ELERR —EER
APl , ARERKREREPHECERNMABEN , ELERSHE

o RERF
- RErERIKRERE
- MRETRIARES
- ERRHRRIEIESR
- MRETEESR.
- SysDB,
- TCP (AAAXML APIFSTCP 38751)
- NetlO




AR ERBRBELBENFMEES , FFMECisco I0S XRFRY "XMLEER L 7

A

BFERME  FBRR-—NZERE, ARABCITER , IREEANEA/) , RIEREEKI,
WROBBEFERKREE , AIWsE4EKEDM B, BERRTERS

BHEFimAPIEE

T—REBERED :



Network

. / . . W
CWI  XWMLRegResp| cg:EA "
Client  (CORBA) Agent
\— U XML ., Backend Data
Perl  XMLReqResp| SSH/Telnet MITARE Apps Store
Scripting‘ (SSH/Telnet) XML Y
Client Agent

~

/

Cisco 10S-XR Router

ExKE LEE/RAXMLAE , FEMH

RP/0/RP0O/CPUO: XR#config
RP/0/RPO/CPUO:XR(config)#xml agent tty
RP/0/RP0O/CPUO:XR(config-xml-tty)#commit

AREEREFEUT I EHER - :

1. hRZ&
2. SRR

WS °] LA RE =12 28 [E i A
. ERES :

<Request Major Version=“1" MinorVersion="0">

- TETHER
B —IRBEAREE T

<BGP MajorVersion=“1"” MinorVersion="0">



AR Bt BuBEERZEAEEMNGetVersioninfotE ¥ 2 I E R A,

o RERAERH  EAFEEXMLAZNER |, fINFTEERER,
- TERAEN  EREE. BMEAEITHE,

B ABERRA, T — B HIEE R AT -



BYEE : XML{ESRBHEGET, SET,

<?xml version="1.0" encoding="“UTF-8"7>
<Request Major Version=“1" MinorVersion="0">
<GetVersionInfo>

<Operation/>

</GetVersionInfo>

</Request>

£ Axml echo formalfi$ , REIEEBGetVersionIinfol@ iR ZEHF , UEHKHES HEITH M
[ ZZD-FFﬁ'ZI_‘ .

RP/0/RSP0O/CPUO: XR#xm1 echo format

Mon Jul 31 13:53:50.993 UTC

XML> <?xm1 version="1.0" encoding="UTF-8"7>
<Request MajorVersion="1" MinorVersion="0">



<GetVersionInfo>

<Configuration>

<XML>
<Agent>
</Agent>

</XML>
</Configuration>

</GetVersionInfo>

</Request> >>> This is the request

<?xml version="1.0" encoding="UTF-8"?7>
<Response MajorVersion="1" MinorVersion="0">

<GetVersionInfo>
<Configuration>
<XML MajorVersion="1" MinorVersion="4">
<Agent>
<Default>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</Default>
<SSL>
<VRFTable>
<VRF>
<ApplyGroup MajorVersion="2" MinorVersion="3"/>
<ExcTludeGroup MajorVersion="2" MinorVersion="3"/>
<ApplyGroupAppend MajorVersion="2" MinorVersion="3"/>
<ApplyGroupRemove MajorVersion="2" MinorVersion="3"/>
</VRF>
</VRFTable>
</SSL>
</Agent>
</XML>
</Configuration>
</GetVersionInfo>
<ResultSummary ErrorCount="0"/>
</Response>

XML>
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Cisco I0S XRAEHIXMLEEEE

;&III

MRREIER , AIEEXML APIERBERRFRNE
B ERR AT
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« ¥ FFlitemNotFound
BIXRGETEFEZHOER , B RILAR
* ItemNotFoundBelow

GETREEXMLEEBHR R I EUIRE,
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1. 8% EAPWERTSEXMLAE/FFimBA B E[ER, EEREEH TS RER
fISSHEBHAEE. Fit , KT REEHREE , BB RESSHELY , eEFMenRE. BEFH
EEO

2. XMLEI#r2R : BREFENEAREE, EENEEHEMTHREE, ERLHRE  SLEBER
FEEEXRMER,

BHIRER

ERROR: 0xa367a600 'XML Service Library' detected the 'fatal' condition 'The throttle on the memory usag

3.XMLHE : HEHBEETEANME, EFRRELHBE , FRECLIFRMRA,
BHIRER

ErrorCode="0x43688400" ErrorMsg="&apos;XMLMDA&apos; detected the &apos;warning&apos; condition &apos;An

4 EERE  RELER , TeeSRLEELRE, EEMRALREE , £BFEYHER ( fHlWcommit,
sysdbZ ) EITHEHERR,



G5t SERET DI EEXEEERZRE N, ERLUErmorCode ( 32futint ) MErrormsgB %
MR EITRI.

EZER
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1. BRAF  WBAKBEEN,
2. MEE EE-BRIPESSERMIER (BHEX ) .
3. BRI ERNE : MREERFT , AiHENKEFHERI,
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