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æœ¬æ–‡æª”ä¸çš„è³‡è¨ŠåŸºæ–¼æ”¯æ�´SBDçš„CUCMç‰ˆæœ¬ï¼Œå�³CUCM 
8.0(1)å�Šæ›´é«˜ç‰ˆæœ¬ã€‚

è¨»ï¼šå®ƒå�ªé�©ç”¨æ–¼é �è¨æƒ…æ³�ä¸‹æ”¯æ�´å®‰å…¨(SBD)çš„é›»è©±ã€‚ä¾‹å¦‚ï¼Œ7940å’Œ7960é›»è©±ä¸�æ”¯æ�´SBDï¼Œ7935ã€�7936å’Œ7937æœƒè°é›»è©±ä¹Ÿä¸�æ”¯æ�´ã€‚æœ‰é—œæ‚¨çš„CUCMç‰ˆæœ¬ä¸æ”¯æ�´SBDçš„è£�ç½®æ¸…å–®ï¼Œè«‹å°Žèˆªè‡³Cisco
Unified Reporting > System Reports > Unified CM Phone Feature 



Listï¼Œç„¶å¾Œé�‹è¡ŒåŠŸèƒ½å ±å‘Šï¼šé �è¨å®‰å…¨æ€§ã€‚

æœ¬æ–‡ä¸çš„è³‡è¨Šæ˜¯æ ¹æ“šç‰¹å®šå¯¦é©—å®¤ç’°å¢ƒå…§çš„è£�ç½®æ‰€å»ºç«‹ã€‚æ–‡ä¸ä½¿ç”¨åˆ°çš„æ‰€æœ‰è£�ç½®çš†å¾žå·²æ¸…é™¤ï¼ˆé �è¨ï¼‰çš„çµ„æ…‹ä¾†å•Ÿå‹•ã€‚å¦‚æžœæ‚¨çš„ç¶²è·¯é�‹ä½œä¸ï¼Œè«‹ç¢ºä¿�æ‚¨çžè§£ä»»ä½•æŒ‡ä»¤å�¯èƒ½é€ æˆ�çš„å½±éŸ¿ã€‚

èƒŒæ™¯è³‡è¨Š

MICèˆ‡LSC

å¦‚æžœæ‚¨å°�802.1Xæˆ–Anyconnecté›»è©±VPNä½¿ç”¨åŸºæ–¼è‰æ›¸çš„èº«ä»½é©—è‰ï¼Œçžè§£MICå’ŒLSCä¹‹é–“çš„å�€åˆ¥é�žå¸¸é‡�è¦�ã€‚

æ¯�éƒ¨æ€�ç§‘é›»è©±å‡ºå» æ™‚éƒ½é �è£�äº†MICã€‚æ¤æ†‘è‰ç”±å…¶ä¸ä¸€å€‹Ciscoè£½é€ CAæ†‘è‰ç°½ç½²ï¼ŒåŒ…æ‹¬Ciscoè£½é€ CAã€�Ciscoè£½é€ CA
SHA2ã€�CAP-RTP-001æˆ–CAP-RTP-
002æ†‘è‰ã€‚ç•¶é›»è©±æ��ä¾›æ¤è‰æ›¸æ™‚ï¼Œæœƒè‰æ˜Žå®ƒæ˜¯æœ‰æ•ˆçš„æ€�ç§‘é›»è©±ï¼Œä½†ä¸�æœƒé©—è‰é›»è©±æ˜¯å�¦å±¬æ–¼ç‰¹å®šå®¢æˆ¶æˆ–CUCMé›†ç¾¤ã€‚å®ƒå�¯èƒ½æ˜¯åœ¨å…¬é–‹å¸‚å ´ä¸Šè³¼è²·æˆ–å¾žå…¶ä»–ç«™é»žå¸¶ä¾†çš„æµ�æ°“é›»è©±ã€‚

å�¦ä¸€æ–¹é�¢ï¼ŒLSCç”±ç®¡ç�†å“¡æœ‰æ„�å®‰è£�åœ¨é›»è©±ä¸Šï¼Œä¸¦ç”±CUCMç™¼ä½ˆè€…çš„CAPFè‰æ›¸ç°½å��ã€‚æ‚¨å�¯ä»¥å°‡802.1Xæˆ–Anyconnect
VPNé…�ç½®ç‚ºåƒ…ä¿¡ä»»ç”±å·²çŸ¥CAPFè‰æ›¸é ’ç™¼æ©Ÿæ§‹é ’ç™¼çš„LSCã€‚åŸºæ–¼LSCè€Œä¸�æ˜¯MICé€²è¡Œè‰æ›¸èº«ä»½é©—è‰å�¯ä»¥æ›´ç²¾ç´°åœ°æŽ§åˆ¶å“ªäº›é›»è©±è£�ç½®å�—ä¿¡ä»»ã€‚

è¨å®š

ç¶²è·¯æ‹“æ’²

æœ¬æ–‡æª”ä½¿ç”¨äº†ä»¥ä¸‹CUCMå¯¦é©—ä¼ºæœ�å™¨ï¼š

ao115pub - 10.122.138.102 - CUCM Publisherå’ŒTFTPä¼ºæœ�å™¨•
ao115sub - 10.122.138.103 - CUCMä½¿ç”¨è€…å’ŒTFTPä¼ºæœ�å™¨ •

ç¢ºèª�CAPFè‰æ›¸å°šæœªé�ŽæœŸï¼Œä¸¦ä¸”åœ¨è¿‘æœŸå…§ä¸�æœƒé�ŽæœŸã€‚å°Žè¦½è‡³Cisco
Unified OS Administration > Security > Certificate Managementï¼Œç„¶å¾Œå°Žè¦½è‡³Find 
Certificate Listï¼Œå…¶ä¸Certificateæ£å¥½æ˜¯CAPFï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºã€‚



æŒ‰ä¸€ä¸‹ã€ŒCommon Nameã€�ä»¥é–‹å•Ÿã€ŒCertificate 
Detailsã€�é �é�¢ã€‚æª¢æŸ¥Certificate File Dataçª—æ ¼ä¸çš„Validity 
Fromï¼šå’ŒToï¼šæ—¥æœŸï¼Œä»¥ç¢ºå®šè‰æ›¸åˆ°æœŸæ™‚é–“ï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºã€‚



å¦‚æžœCAPFè‰æ›¸å·²é�ŽæœŸæˆ–å�³å°‡é�ŽæœŸï¼Œè«‹é‡�æ–°ç”Ÿæˆ�è©²è‰æ›¸ã€‚è«‹å‹¿ä½¿ç”¨å·²é�ŽæœŸæˆ–å�³å°‡é�ŽæœŸCAPFè‰æ›¸çš„LSCå®‰è£�é�Žç¨‹ç¹¼çºŒæ“�ä½œã€‚é€™é�¿å…�äº†ç”±æ–¼CAPFè‰æ›¸åˆ°æœŸè€Œéœ€è¦�åœ¨è¿‘æœŸé‡�æ–°é ’ç™¼LSCã€‚æœ‰é—œå¦‚ä½•é‡�æ–°ç”Ÿæˆ�CAPFè‰æ›¸çš„è³‡è¨Šï¼Œè«‹å�ƒé–±CUCMè‰æ›¸é‡�æ–°ç”Ÿæˆ�/çºŒè¨‚æµ�ç¨‹æ–‡ç« ã€‚

å�Œæ¨£ï¼Œå¦‚æžœæ‚¨éœ€è¦�ç”±ç¬¬ä¸‰æ–¹è‰æ›¸é ’ç™¼æ©Ÿæ§‹ç°½ç½²æ‚¨çš„CAPFè‰æ›¸ï¼Œå‰‡å�¯ä»¥åœ¨æ¤éšŽæ®µé€²è¡Œé�¸æ“‡ã€‚è«‹ç«‹å�³å®Œæˆ�è‰æ›¸ç°½å��è«‹æ±‚(CSR)æª”æ¡ˆçš„ç”Ÿæˆ�å’Œå·²ç°½å��CAPFè‰æ›¸çš„åŒ¯å…¥ï¼Œæˆ–è€…ä½¿ç”¨è‡ªç°½å��LSCç¹¼çºŒé…�ç½®ä»¥é€²è¡Œåˆ�æ¥æ¸¬è©¦ã€‚ å¦‚æžœæ‚¨éœ€è¦�ç¬¬ä¸‰æ–¹ç°½å��çš„CAPFè‰æ›¸ï¼Œé€šå¸¸æœ€å¥½å…ˆä½¿ç”¨è‡ªç°½å��çš„CAPFè‰æ›¸é…�ç½®æ¤åŠŸèƒ½ï¼Œæ¸¬è©¦å’Œé©—è‰ï¼Œç„¶å¾Œé‡�æ–°éƒ¨ç½²ç”±ç¬¬ä¸‰æ–¹ç°½å��çš„CAPFè‰æ›¸ç°½å��çš„LSCã€‚é€™å�¯ä»¥ç°¡åŒ–å¾ŒçºŒçš„æ•…éšœæŽ’é™¤ï¼Œå¦‚æžœå°�ç¬¬ä¸‰æ–¹ç°½å��çš„CAPFè‰æ›¸é€²è¡Œçš„æ¸¬è©¦å¤±æ•—ã€‚

è¦å‘Šï¼šå¦‚æžœåœ¨CAPFæœ�å‹™å•Ÿç”¨å’Œå•Ÿå‹•æ™‚é‡�æ–°ç”Ÿæˆ�CAPFè‰æ›¸æˆ–åŒ¯å…¥ç¬¬ä¸‰æ–¹ç°½å��çš„CAPFè‰æ›¸ï¼ŒCUCMæœƒè‡ªå‹•é‡�ç½®é›»è©±ã€‚ç•¶é›»è©±å�¯ä»¥é‡�ç½®æ™‚ï¼Œè«‹åœ¨ç¶è·è¦–çª—ä¸å®Œæˆ�é€™äº›æ¥é©Ÿã€‚æœ‰é—œå�ƒè€ƒï¼Œè«‹å�ƒé–±CiscoéŒ¯èª¤ID
CSCue55353 â€” 
åœ¨é‡�æ–°ç”Ÿæˆ�é›»è©±é‡�ç½®çš„TVS/CCM/CAPFè‰æ›¸æ™‚æ–°å¢žè¦å‘Š

https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353


æ³¨æ„�ï¼šå¦‚æžœæ‚¨çš„CUCMç‰ˆæœ¬æ”¯æ�´SBDï¼Œå‰‡ç„¡è«–æ‚¨çš„CUCMç¾¤é›†æ˜¯å�¦è¨å®šç‚ºæ··å�ˆæ¨¡å¼�ï¼Œæ¤LSCå®‰è£�é�Žç¨‹å�‡é�©ç”¨ã€‚SBDæ˜¯CUCM
8.0(1)å�Šæ›´é«˜ç‰ˆæœ¬çš„ä¸€éƒ¨åˆ†ã€‚åœ¨é€™äº›ç‰ˆæœ¬çš„CUCMä¸ï¼ŒITLæª”æ¡ˆåŒ…å�«CUCMç™¼ä½ˆå™¨ä¸ŠCAPFæœ�å‹™çš„è‰æ›¸ã€‚é€™å…�è¨±é›»è©±é€£ç·šåˆ°CAPFæœ�å‹™ä»¥æ”¯æ�´è‰æ›¸æ“�ä½œï¼Œå¦‚å®‰è£�/å�‡ç´šå’Œæ•…éšœæŽ’é™¤ã€‚

åœ¨CUCMçš„æ—©æœŸç‰ˆæœ¬ä¸ï¼Œéœ€è¦�é…�ç½®æ··å�ˆæ¨¡å¼�çš„ç¾¤é›†ä»¥æ”¯æ�´è‰æ›¸æ“�ä½œã€‚ç”±æ–¼ä¸�å†�éœ€è¦�æ¤åŠŸèƒ½ï¼Œé€™æ¸›å°‘äº†å°‡LSCç”¨ä½œ802.1Xèº«ä»½é©—è‰æˆ–AnyConnect
VPNå®¢æˆ¶ç«¯èº«ä»½é©—è‰çš„é›»è©±èº«ä»½è‰æ›¸çš„éšœç¤™ã€‚

åœ¨CUCMç¾¤é›†ä¸çš„æ‰€æœ‰TFTPä¼ºæœ�å™¨ä¸Šé�‹è¡Œshow 
itlå‘½ä»¤ã€‚è«‹æ³¨æ„�ï¼ŒITLæª”æ¡ˆç¢ºå¯¦åŒ…å�«CAPFè‰æ›¸ã€‚

ä¾‹å¦‚ï¼Œä¸‹é�¢æ˜¯å¯¦é©—CUCM Subscriber ao115subçš„show itlè¼¸å‡ºçš„æ‘˜è¦�ã€‚

è¨»ï¼šæ¤æª”æ¡ˆæœ‰ä¸€å€‹ITLè¨˜éŒ„æ¢�ç›®ï¼Œå…¶åŠŸèƒ½ç‚ºCAPFã€‚

è¨»ï¼šå¦‚æžœITLæª”æ¡ˆæ²’æœ‰CAPFæ¢�ç›®ï¼Œè«‹ç™»å…¥åˆ°CUCMç™¼ä½ˆè€…ä¸¦ç¢ºèª�å·²å•Ÿç”¨CAPFæœ�å‹™ã€‚è‹¥è¦�ç¢ºèª�é€™ä¸€é»žï¼Œè«‹å°Žè¦½è‡³Cisco
Unified Serviceability > Tools > Service Activation > CUCM Publisher > 
Securityï¼Œç„¶å¾Œå•Ÿç”¨Cisco Certificate Authority Proxy Function 
Serviceã€‚å¦‚æžœæœ�å‹™å·²å�œç”¨ï¼Œè€Œæ‚¨å‰›å‰›å•Ÿç”¨äº†è©²æœ�å‹™ï¼Œè«‹å°Žèˆªåˆ°Cisco
Unified Serviceability > Tools > Control Center - Feature Services > Server > CM 
Servicesï¼Œç„¶å¾Œåœ¨CUCMé›†ç¾¤ä¸çš„æ‰€æœ‰TFTPä¼ºæœ�å™¨ä¸Šé‡�æ–°å•Ÿå‹•Cisco
TFTPæœ�å‹™ä»¥é‡�æ–°ç”Ÿæˆ�ITLæª”æ¡ˆã€‚æ¤å¤–ï¼Œè«‹ç¢ºä¿�æœªå‘½ä¸CiscoéŒ¯èª¤ID
CSCuj78330ã€‚

è¨»ï¼šå®Œæˆ�å¾Œï¼Œåœ¨CUCMé›†ç¾¤ä¸çš„æ‰€æœ‰TFTPä¼ºæœ�å™¨ä¸Šé�‹è¡Œshow
itlå‘½ä»¤ï¼Œä»¥é©—è‰ç•¶å‰�CUCMç™¼ä½ˆè€…CAPFè‰æ›¸ç�¾åœ¨æ˜¯å�¦åŒ…å�«åœ¨æª”æ¡ˆä¸ã€‚

 
<#root>

 ITL Record #:1

 

 ----

 

BYTEPOS TAG LENGTH VALUE

 

------- --- ------ -----

 

1 RECORDLENGTH 2 727

 

2 DNSNAME 2

 

3 SUBJECTNAME 64 CN=CAPF-7f0ae8d7;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj78330


 

4 FUNCTION 2 CAPF

 

5 ISSUERNAME 64 CN=CAPF-7f0ae8d7;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US

 

6 SERIALNUMBER 16 64:F2:FE:61:3B:79:C5:D3:62:E2:6D:AB:4A:8B:76:1B

 

7 PUBLICKEY 270

 

8 SIGNATURE 256

 

11 CERTHASH 20 C3 E6 97 D0 8A E1 0B F2 31 EC ED 20 EC C5 BC 0F 83 BC BC 5E

 

12 HASH ALGORITHM 1 null

 
 
 ITL Record #:2 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 717 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TVS 
5 ISSUERNAME 59 CN=ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8 
7 PUBLICKEY 270 
8 SIGNATURE 256 
11 CERTHASH 20 05 9A DE 20 14 55 23 2D 08 20 31 4E B5 9C E9 FE BD 2D 55 87 
12 HASH ALGORITHM 1 null 
 
 ITL Record #:3 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1680 
2 DNSNAME 2 
3 SUBJECTNAME 71 CN=ITLRECOVERY_ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 System Administrator Security Token 
5 ISSUERNAME 71 CN=ITLRECOVERY_ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 963 DF 98 C1 DB E0 61 02 1C 10 18 D8 BA F7 1B 2C AB 4C F8 C9 D5 (SHA1 Hash HEX) 
This etoken was not used to sign the ITL file. 
 
 ITL Record #:4 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 717 
2 DNSNAME 2 



3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TVS 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41 
7 PUBLICKEY 270 
8 SIGNATURE 256 
11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D 0E 5F B0 8B 79 3B BF 
12 HASH ALGORITHM 1 null 
 
 ITL Record #:5 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1652 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 System Administrator Security Token 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 959 20 BD 40 75 51 C0 61 5C 14 0D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX) 
This etoken was used to sign the ITL file. 
 
 ITL Record #:6 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1652 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TFTP 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 959 20 BD 40 75 51 C0 61 5C 14 0D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX) 
 
 ITL Record #:7 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1031 
2 DNSNAME 9 ao115sub 
3 SUBJECTNAME 62 CN=ao115sub-EC;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TFTP 
5 ISSUERNAME 62 CN=ao115sub-EC;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C 
7 PUBLICKEY 97 
8 SIGNATURE 103 
9 CERTIFICATE 651 E0 CF 8A B3 4F 79 CE 93 03 72 C3 7A 3F CF AE C3 3E DE 64 C5 (SHA1 Hash HEX) 
 
The ITL file was verified successfully.

 

åœ¨CAPFæ¢�ç›®è¢«ç¢ºèª�ç‚ºITLæ¢�ç›®çš„æƒ…æ³�ä¸‹ï¼Œæ‚¨å�¯ä»¥åœ¨é›»è©±ä¸Šå®Œæˆ�è‰æ›¸æ“�ä½œã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œä½¿ç”¨Null
Stringèº«ä»½é©—è‰å®‰è£�2048ä½�RSAè‰æ›¸ã€‚

åœ¨é›»è©±ä¸Šï¼Œç¢ºèª�å°šæœªå®‰è£�LSCï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºã€‚ä¾‹å¦‚ï¼Œåœ¨79XXç³»åˆ—é›»è©±ä¸Šï¼Œå°Žèˆªåˆ°è¨å®š>
4 â€” å®‰å…¨é…�ç½®> 4 - LSCã€‚



é–‹å•Ÿé›»è©±çš„é›»è©±é…�ç½®é �ã€‚å°Žèˆªåˆ°Cisco Unified 
CMç®¡ç�†>è£�ç½®>é›»è©±ã€‚

åœ¨é›»è©±é…�ç½®çš„CAPFè³‡è¨Šéƒ¨åˆ†è¼¸å…¥ä»¥ä¸‹è©³ç´°è³‡è¨Šï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºï¼š

å°�æ–¼è‰æ›¸æ“�ä½œï¼Œè«‹é�¸æ“‡å®‰è£�/å�‡ç´š•
å°�æ–¼èº«ä»½é©—è‰æ¨¡å¼�ï¼Œé�¸æ“‡By Null String•
åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œå°‡Key Orderã€�RSA Key Size(Bits)å’ŒEC Key 
Size(Bits)è¨å®šç‚ºç³»çµ±é �è¨å€¼ã€‚

•

å°�æ–¼ã€Œå·¥åº�å®Œæˆ�æ™‚é–“ã€�ï¼Œè¼¸å…¥è‡³å°‘æ˜¯ä»¥å¾Œä¸€å°�æ™‚çš„æ—¥æœŸå’Œæ™‚é–“ã€‚•
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0475 INF Mar 12 15:07:53.686410 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
0476 INF Mar 12 15:07:53.686450 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
0477 INF Mar 12 15:07:53.694909 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
0478 INF Mar 12 15:07:53.695263 dnsmasq[12864]: reply PUB11.brianw2.lab is NXDOMAIN-IPv4 
0479 INF Mar 12 15:07:53.695833 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
0480 INF Mar 12 15:07:53.695865 dnsmasq[12864]: cached PUB11.brianw2.lab is NXDOMAIN-IPv4 
0481 WRN Mar 12 15:07:53.697091 (12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DNS unknown IPv4 host PUB11.brianw2.lab 
 
++ However, we see that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because we need to configure the DNS entry for PUB11 on our DNS server. 
 
0482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to resolve Tvs Ipv4 Address with hostname PUB11.brianw2.lab 
 
++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping for PUB11. 
 
0632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - CertificateProperty.setCertificate() authMode=CAPF_AUTH_MODE_NULL_STR authorizationString=null theReason=CAPF_REASON_AUTO 
0633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]), reason:[1]([AUTO]) no auth-str 
0634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized 
0635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0> 
0636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter. 
0637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed 
0638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7 
0639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$1:? - LSC: Connection failed 
 
++ What we would expect to see is something similar to the following where DNS replies with the IP address that is associated with the FQDN of CUCM. After configuring a AAAA record in DNS for PUB11, we now see the below result in the console logs. 
 
4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUB11.brianw2.lab is X.X.X.X 
4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve Tvs Ipv4 Address to X.X.X.X from hostname PUB11.brianw2.lab
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