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Finesse User IdP . -
SAML & OAuth flow for achieving SSO
éy in Finesse with |dS
1
I
I_1 : (1) Agent/Supervisor accesses the Finesse desktop URL
: : (2) Finesse detects that authentication mode is SSO and redirects
€ i the browser to IDS
I 1
I 3 1 (3) Browser sends the redirect authorize request to IDS.
I ]
: : (4a) IdS detects user has invalid access token
:( : (4b) 1dS redirects the browser to Identity Provider (IdP)
A = (4c) Browser sends SAML GET to IdP
: 5a ': (5a) IdP provides login page for authenticating the user
:‘l' .' (5b) User enters their credential
: 5b )E (6a) IdP sends SAML assertion back to browser which has UID, IdP Cookie
i & 1 (6b) Browser sends SAML assertion to the IdS
I 1
1€ 1 (6c) IdS validates SAML assertion, creates the access token &
LSb : authcode and sends back to the Browser
: : (7) Browser issues GET of the Finesse desktop with access token
[rd
1Y = - (8) Finesse gets the access token and validates it with 1dS
| 7 1
I 1
f 1 (9) IdS sends back that token is valid
I 1
1 1 (10) Finesse checks user role and provides user access to resource
L ——— 1
1

LA £5 45 BB R A& U5 455 Fl B Web BIE 25 [MAD FS(IdP)YEX M EB4c HTTPEREHE,

Request URL: https://dc0l.omozol.lab/adfs/1ls/?SAM.Request =t ZTBj t owEl bv9@2BxSR. . .

Accept: text/htm ,application/xhtm +xm , application/xnm ; g=0.9, i mage/ webp, i mage/ apng, */*; q=0. 8
Accept - Encodi ng: gzip, deflate, br

Accept - Language: en-US, en; g=0.9

Cache-Control : no-cache

Connecti on: keep-alive

Cookie: cc_username=agentl%40omozol.lab

Host: dcOl. onozol .| ab

Pragma: no-cache

Referer: https://fnsO0lp. onpzol .| ab/ deskt op/ cont ai ner/ | andi ng. j sp?l ocal e=en_US

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (Wndows NT 6.3; Wn64; x64) AppleWebKit/537.36 (KHTM., |ike Gecko)
Chrone/ 69. 0. 3497. 100 Safari/537.36
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f£FAD FS 3.0/ &IdP , BiB{&thonload.jsiEREREE , AD FSERZEERBARBZFERAEN
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$B1.EEENonload.jsiEE , FFFiBPowerShell cmdleti$E REHIIERRF -
PS C:\> Export-AdfsWebTheme -Name default -DirectoryPath c:\temp\adfs\
onload.jstE RN T B 8 :

C:\temp\adfs\script
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/1 Get cc_usernanme as login ID from HTTP Cooki e header
if (document.cookie) {

/1 If the position of cc_usernanme in the cookie is the first position, 0... if
(docunent . cooki e. i ndexOf (' cc_usernanme') == 0) {
/1 Split the cookie into an array with the delinmtor being '=" var cookies =

docurnent . cookie.split('=");

/1 If the first element of the array is cc_usernane then...

if (cookies[0] == "'cc_usernane') {

/1l ...the second elenment will be the actual usernane and we should save that. var cc_| ogi n_nane
= cookies[1]; } // Custonize Login page: add domain if needed as AD FS by default require | ogin
IDin UPN form

/1 If the parsed login is not null, do the following logic if (cc_login_name != null) {

/1 If %0 (encoded '=') does not exist in the login nane... if (cc_login_nane.indexCF(' %0') ==
-1) {

/1 ...then add ' @omain.com to ensure a UPN format is input var userNanmeVal ue = cc_| ogi n_nanme +

'@ + 'dommin.com;

/1 Populate the UPN into the userNanel nput of the page, and put the focus

/1 on the password. document. get El ement Byl d( " user Nanel nput"). val ue = user NaneVal ue;
docunent . get El ement Byl d( " passwor dl nput").focus(); } else {

/1 Otherwise, if %0 does exist in the username, replace it with the @sign

/1 and popul ate the UPN into the userNanel nput of the page, and put the

/1l focus on the password. var userNaneVal ue = cc_l ogi n_nane.replace(' %0', '@);
docunent . get El erent Byl d( " user Nanel nput ") . val ue = user NaneVal ue;

docunent . get El ement Byl d( " passwordl nput").focus(); } } } }

FETH | MRAGUPNEEZAUID |, Bl24E1E domain.com A FLELUCCER EE /Y35,

var userNaneValue = cc_login_name + '@ + 'domain.com' ;

EE  BRERT , AD FSEAUPNEA, EEMMAISAD FSEARREBER AT
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Windows Server 2012 R27 H EE#AD FSB A E %

MEEAD FSE A H L A TsAMAccountName ( REHMNUID ) FRERE , BEALARBER


https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid
https://www.cisco.com/c/zh_tw/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html

/1 Get cc_usernanme as login ID from HTTP Cooki e header
if (document.cookie) {

/1 If the position of cc_usernanme in the cookie is the first position, 0... if
(docunent . cooki e. i ndexOf (' cc_usernanme') == 0) {
/1 Split the cookie into an array with the delinmtor being '=" var cookies =

docurnent . cookie.split('=");

/1 If the first element of the array is cc_usernane then...

if (cookies[0] == "'cc_usernane') {

/1l ...the second elenment will be the actual usernane and we should save that. var cc_| ogi n_nane
= cookies[1]; } // Custonize Login page: renove domain if needed to use login ID in sAMAccount
form

/1 If the parsed login is not null, do the following logic if (cc_login_name != null) {

/1 If %0 (encoded '=') DOES exist in the login nane... if (cc_login_nane.indexOF('%0') = -1)
{

/1 ...then split the login into an array about the @sign and only keep the usernane.

var domai nLogin = cc_| ogi n_nane.repl ace(' %40', ' @)

var noDomai nLogi n = domai nLogin.split(' @); var userNaneVal ue = noDonai nLogi n[ 0] ;

/1 Popul ate the sAMAccount Name into the userNanel nput of the page, and put the focus
/1 on the password. document. get El ement Byl d( " user Nanel nput"). val ue = user NaneVal ue;
docunent . get El ement Byl d( " passwor dl nput").focus(); } else {

// Oherwise, if %0 does not exist in the usernane, there is no " @onain",

/1l so popul ate the sAMAccount Nanme into the userNanel nput of the page,

/1 and put the focus on the password. document. get El ement Byl d("user Nanel nput"). val ue =
cc_l ogi n_name; docurent . get El ement Byl d(" passwordl nput").focus(); } } } }
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S ER3. fFonload.js , ABRFEALTHEHEEEFRMAFTHAD FS WebxE :
ERAEREEMNEREY B ERAD FSERE :

PS C:\> New-AdfsWebTheme -Name custom -SourceName default
HEERAD FSEERTERTE !

PS C:\> Set-AdfsWebConfig -ActiveThemeName custom

# & onload.jsiERBAFIBEEREE -

PS C:\> Set-AdfsWebTheme -TargetName custom -AdditionalFileResource
@{Uri="/adfs/portal/script/onload.js';path="c:\temp\adfs\script\onload.js"}
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@ 2013 Microsoft

[® (0] | ©ements Comsole Sources  Network Memary i Security  Audits
Page Filesystem i [ ?5AMLReguest=tZ..r1olTug%3D%3D *
=13 2 <rdivs
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4 1 77 Copyright (c) Microsoft Corporation. ALL rights reserved.

279
B 7SAMLRequest=ZTBItOWE 300,/ This Fite contoins severol workorounds on inconsistent browser behoviors thot odeinistrotors moy customize.
v B portal 281 "use strict";

282

v s 283 /7 Get cc_usernome os Login I from HITP Cookie header

* [ illustration 284 if (document.cookie} {
265 if (docusment.cookie. indexDf( cc_username’) == @) {
266 var cookies = document.cookle.split('=');
267 if (cockies[@] == 'cc_username’) {
268 var cc_login_name = cookies[1];
259 ¥
290 77 Custosize Login poge, odd domoin if needed os AP FS by defoult require Login ID in UPN form
291 if (cc_login_name != null) {
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Sign in with your organizational account

Sign in using your operating system account
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https://developer.mozilla.org/en-US/docs/Tools
https://developers.google.com/web/tools/chrome-devtools/
https://msdn.microsoft.com/en-us/library/hh968260%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-samaccountname
https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid
https://www.cisco.com/c/zh_tw/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	在UCCE SSO的AD FS登入頁面上配置自動填充使用者ID
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	設定
	驗證
	疑難排解
	相關資訊


