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KHGERY., HEBRMELSFEFERAUREN, BEFER<nginx-install-
directory>/conf/conf.d/maps.confi& & H,

## These two constants indicate five auth failures from a client can be allowed in thirty seconds.
## if the threshold 1is crossed,client ip will be blocked.
map $host $auth_failure_threshold_for_lock {
## Must-change Replace below two parameters as per requirement
default 5 ;
}

map $host $auth_failure_counting_window_secs {
## Must-change Replace below two parameters as per requirement
default 30;

}

## This indicates duration of blocking a client to avoid brute force attack
map $host $ip_blocking_duration {

## Must-change Replace below parameter as per requirement

default 1800;

AOE%

EEHFAIEMIPHLE | 55 B #&<nginx-install-directory>/logsi&{T LA F &3 o

grep "will be blocked for" blocking.Tlog
grep "IP is already blocked." error.log

2021/10/29 17:30:59 [emerg] 1181750#1181750: *19 [Tua] block_unauthorized_users.lua:153:
_redirectAndSendError(): 10.68.218.190 will be blocked for 30 minutes for exceeding retry limit.,
client: 10.68.218.190, server: saproxy.cisco.com, request:

"GET /finesse/api/SystemInfo?nocache=1636456574482 HTTP/2.0", host: "saproxy.cisco.com:8445",
referrer: "https://saproxy.cisco.com:8445/desktop/container/?locale=en_US&"

2021/10/29 19:21:00 [error] 943068#943068: *43 [lua] block_unauthorized_users.lua:53: 10.70.235.30 ::

IP is already blocked..., client: 10.70.235.30, server: saproxy.cisco.com, request:
"GET /finesse/api/SystemInfo?nocache=1635591686497 HTTP/2.0", host: "saproxy.cisco.com:8445",
referrer: "https://saproxy.cisco.com:8445/desktop/container/?locale=en US"

BEEFFHEFa2banREBELUERES , LESZXE S INZEIPtable/Bh A f& R Al F,
ZH B EFail2ban
FailbaniZif BFERY BB RESEBNIP -BBAMESZ, SRINARIE, B8F

, Fail2Ban AR EFH P ABRA |, LEEERERERZIPHL B JUREEEMAECEE (Hl
BEEETHMN ) . AREFMEENR , FEHBhtips://www.fail2ban.org/.
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Fail2ban 7] LAf & A& B #2blocking.log , SAS B E AR B & 0 W E R NginxPE LE B IP# st | Y672 A
EENSEREARNZILEL I, £CentOS reverseproxy L &% & 5k Efail2ban S BT -

1. £ AyumZ #Fail2ban,

yum update && yum install epel-release
yum install fail2ban

2. B B

EEENMNUERERMREESERM , HlU{E T4 IEAYIPH Ut 2 EFARAAVIR, (P45 FE IF B 3548
. ARASEEN AR DESFE NP B RERES, BNEESRHBURILH
FH 154 R £ A ARES AV IP b uE AV S BR AN T

2.1. B EFail2ban& % B #& ( E4<f+ A/etc/fail2ban )

cd /etc/fail2ban

2.2 #&jail.conf BIANE & Bljust.local |, LRSS 28 #h PR A9 B ko

cp jail.conf jail.local

2.3. #8418 L Jail L B 18 N 2 8 Fjail.localI KRB , YA BKESRERPHIE, REFEENRLRK
FEﬁEEIEo

# Jail configurations for HTTP connections.

[finesse-http-auth]

enabled = true

# The ports to be blocked. Add any additional ports.

port = http,https,<finesse-ports>,<cuic-ports>,<any-other-ports-to-be-blocked>
# Path to nginx blocking logs.

Togpath = /usr/local/openresty/nginx/Togs/blocking.log

# The filter configuration.

filter = finesseban

# Block the IP from accessing the port, once the IP is blocked by Tua.
maxretry= 1

# Duration for retry set to 3 mins. Doesn't count as the maxretry is 1
findtime= 180

# Lock time is set to 3 mins. Change as per requirements.

bantime = 180



3. BREBBIRM -
BIR AR & fFFail2bantt A HEMTEABBER LN TH, BEYBREINSRUT .

3.1.3 i filter.d/finesseban.conf,

touch filter.d/finesseban.conf

3.2 4§18 Lo 1718 N Z 4% Zfilter.d/finesseban.confH,

[Definition]
# The regex match that would cause blocking of the host.
failregex = <HOST> will be blocked for

4. By &Fail2ban,

BT AR B fail2ban,

fail2ban-client start

{7 Bfail2ban BB R BFB R BEEMEER. BERFERT |, fail2bant) BFFESEA
Ivar/log/fail2ban.logiE =X,

BEFEERURL
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EE—EEEFRADE , SEREERIEEZEHaccess-control-allow-headers, access-
control-allow-origin, access-control-allow-methods, access-control-expose-headersfllaccess-

control-allow-credentials , ¥ & #5798, ELXEZESMMESEL EMN LiEARES.
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N 1B FAKINGInKER B AT LA Finesse A 12.6(1)ES38K B T EE T #.

Bo & VPN B R IR 5 R

BERER A FHRLEMAFTERNEHENIPEERRIRS 2T (Finesse/CUIC/IAS) , LAEZEIR
VPNEEAE 75 B #RS R

utils system reverse-proxy allowed-hosts add
utils system reverse-proxy config-uri <uri> add

FEELHTHFMEN , F2RUCCE 12.6ThEE1ER , EEAAXE 2 s ESRZIERE,

EDMZ A Z # OpenResty{E A Iz [a L8

AEFMANEEROpenResty WREZE SR, RAKEREREAMEEREEEDOMZ)FHERE
B, WHIEREE N EE ' R

1. ZREEMBENEERR  URAEMENERRSE. ROMIPVASIBFRRERERRZRENEER
MME  WRBENEERRREATE , BEECAEENRIBEL S A,

2. BEMEMRNE. EinternetBEFIHETAHRFBEFTE—BANE , BERIPBE P FRRESE
AFE—EMNE,

3. Z#OpenResty,

FEAEXBINGinxEB T AARLLEH , RETMEMNginx 1.19+3 X ElLua :

* Nginx Plus

« NginxFABUR ( NginxBI R EEEHE M OpenRestyf Luati il —RRimZETBEMFER )
* OpenResty

« GetPageSpeed#E/E R

N srE . W REBEEEBOpenResty 119815 | B RASEBLBEY (NEG ) FAHM
78,
OpenResty & %

1. % OpenResty, 552 B 0penResty LinuxiE2X 8. ¥EHOpenRestyZ&EH —EF% , Nginxi§
RRENME , WiEBIE N~/ bashrciE RA&OpenResty i R B MEIPATHE &,

export PATH=/usr/local/openresty/bin:$PATH
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2. R /= IENginx.

* EE&ENQMX ) BT Aopenrestyo
o BHEE1ENginx , 5% Aopenresty -sstopo

Bl ENginx

It B B 2R A E A OpenResty#INginxZ 8, OpenRestyRITEER B &4 :

1.

<nginx-install-directory> = /usr/local/openresty/nginx
<Openresty-install-directory> = /usr/local/openresty

# B ENginx# = [ Proxy Bt & B FinessefiR 45 12.6(1)ES03#X 88 T & 5 (12.6-ES03-reverse-
proxy-config.zip) T 2 I ff BR A 18 2R

. #&nginx.conf, nginx/conf.d/Fnginx/html/#EREXNH & @ IEEE B #% 2 Bl & 2 <nginx-

install-directory>/conf, <nginx-install-directory>/conf/conf.d/#l<nginx-install-
directory>/html/,

. #<nginx-install-directory>/ iy 2 f# B = [a] I EL & B #% 8 Rnginx/lua B #.
. #lualib By R B R F<Openresty-install-directory>/lualib/resty,
. EiB A& nginx/logrotate/saproxy g R4 & 2| <nginx-install-directory>/logrotate/#& ¥} 3t 2R & &

nginx B EEE . MRAKRMEANGINXTERRIE , FIERXERAB IS0 ERNVECHEE 8.

.Nginx» B RAEAEFRRBIIRFET , RRFAAHEL EGEMAIshell ( ZEARFIE
ﬂE%%\NL ) o

. EBAhtmiFlconf.dNEBEER R TWIERPEH "Must-changey F& , X HAEENKRE
BiRETRNE,

ERMELENERHEEN , £REERD , EEEH A Must-change FFEET TR,

. FER B CUICHIFinesselit & #Y tREX B #% 5215 L i B B &% — #2 2 3 1£ <nginx-install-

directory>/cache .
+ <nginx-install-directory>/cache/client_temp
» <nginx-install-directory>/cache/proxy_temp

N e BUNRBEAR000BE R, KEHHBANDEETESER.

BB Nginx R EX

RFARR

AR REME | SRR R
1. FE/home T BT RN IEREGE K B &,

Fltn , ABEREFinesse BT IELE B 8, HBIFinesseMCUICHPRESEKEVAEE MY 5 B8,

mkdir -p /home/primaryFinesse/rest

mkdir -p /home/primaryFinesse/desktop
mkdir -p /home/primaryFinesse/shindig
mkdir -p /home/primaryFinesse/openfire

, RERIBRERFERRRKT. RMAEBIEmMpfsFRURNLE , KEHBEALRRE


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
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mkdir -p /home/primaryCUIC/cuic
mkdir -p /home/primaryCUIC/cuicdoc
mkdir -p /home/client_temp

mkdir -p /home/proxy_temp

echo "tmpfs /home/primaryFinesse/rest tmpfs size=1510M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0" >>
/etc/fstab echo "tmpfs /home/primaryFinesse/desktop tmpfs size=20M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryFinesse/shindig tmpfs size=500M,rw,auto,noexec,nodev,nosui d,gi d=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryFinesse/openfire tmpfs size=10M,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0"
>>

[etc/fstab echo "tmpfs /home/primaryCUI C/cuic tmpfs size=100M ,rw,auto,noexec,nodev,nosuid,gid=root,ui d=root,mode=1700 0 0" >>
[etc/fstab echo "tmpfs /home/primaryCUI C/cuicdoc tmpfs size=100M ,rw,auto,noexec,nodev,nosuid,gid=root, uid=root,mode=1700 0 0"
>>

/etc/fstab echo "tmpfs /home/client_temp tmpfs size=2048M ,rw,auto,noexec,nodev,nosuid,gid=root,uid=root,mode=1700 0 0" >>
/etc/fstab echo "tmpfs /home/proxy_temp tmpfs size=2048M ,rw,auto,noexec,nodev,hosuid,gid=root,uid=root,mode=1700 0 0" >>

[etc/fstab

~ EE  AENIEENS@EFHFinesse A E N1 GBHYE Fifi Mproxy_tempfREL,

2. FBmount e DRI EEE,
FR- T T REERRRESCESE TN ESHE,
4. EFinesseFfCUICIRENEL E 18 =R F Bproxy_cache_pathfi &,

w

f5lan , EE K Finessex B #RMVEER | FE E<nginx-install-
directory>conf/conf.d/finesse/cache , M i§H A REU B
Jusr/local/openresty/nginx/cache/finesse25/E N A MBI N ERRKNVE
/home/primaryFinesse,

##Must-change /usr/l ocal/openresty/nginx/cache/finesse25 location would change depending on folder extraction proxy_cache _path
/home/primaryFinesse/desktop levels=1:2 use_temp_path=on keys zone=desktop_cache fin25:10m max_size=15m inactive=3y
use_temp_path=off; proxy_cache path /home/primaryFinesse/shindig levels=1:2 use_temp_path=on

keys zone=shindig_cache fin25:10m max_size=500m inactive=3y use_temp_path=off; proxy_cache path
/home/primaryFinesse/openfire levels=1:2 use_temp_path=on keys zone=openfire_cache fin25:10m max_size=10m inactive=3y
use_temp_path=off; proxy_cache_path /home/primaryFinesse/rest levels=1:2 use_temp_path=on keys_zone=rest_cache fin25:10m

max_size=1500m inactive=40m use_temp_path=o0ff;

5. ¥iFinesse# B A AR ES MCUICRIBR S 1TAHEI M BB,

N orm BRENEMESZERPEIN A BtmpfsEEE) 2R X/ NBN 2 - MBI KLV ELCIER
K RAELESREREARLUNEAEXNNHMRIEE RS EIREEBNCRER,

BLESSLESE
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RAERkaREERFHEINEEREZN  TREABRERE. TLEENET , EEARER
BHB(CAREBRS,

1. RSSLERRRABERNGINXEE, EREFEE 28] , FE1E/usr/local/openresty/nginx N3 —
E&RssINERR, CREEFBELETHHBEEMERE—RBAR
<reverseproxy_primary_fqdn> , 5 —{E AR <reverseproxy_secondary_fqdn>),

a. sudo openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /usr/local/openr esty/nginx/ssl/nginx.key -out
Just llocallopenr esty/nginx/ssinginx.crt ( A§ EMEBREIRS : <reverseproxy_primary_fgdn> )

b. sudo openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /usr/local/openr esty/nginx/ssl/nginxnode2.key -out
Jusr/local/openr esty/nginx/ssl/nginxnode2.crt ( H%i%% %ﬁ;ﬁl

. <reverseproxy_secondary_fqdn> )

c. HER B E & B/usr/local/openresty/nginx/ssl/nginx.crt
lusr/local/openresty/nginx/ssl/nginxnode2.crt , A& L& 2 EFinesse NginxEL E1E
ZHEE,

2. EFL 88400 (r-------- VRYEF AT

3. ER M LELE RS K iR /iptables , 83K B B A i HY @8 FA BEENginx Al AR 2% E B B A EEFE RV IR

4. ER @R E R BRERHY /etc/hostsiR B T MFinesse. IdSFICUICH IPtbit FE#E

5. EREEHRARSEBLHTHNEE , F2H (BRERDERERE) , UBNgnxEREERR
E R,

N oE BHNREAR000BERE , XAHEBRANBELTELRE.

ERACARENEE-LENE

BBEUATSER , lERENRE LRECAKEZNEE !
1. EEBEEFFR(CSR),

%EEECSR*H%A’E‘@&@ ) %Ei&?’é)&Proxyfﬁﬁlopenw reg -new -newkey rsa:4096 -keyout nginx.key -out
nginxcsr Ao IRBRREITIRE , YIRMUFHEF. EEELREI096LTHCSR ( EHIFH
nginx.csr ) MIRSAFAE &8 ( EHIHHInginx.key ) »

BHIRER

[root@reverseproxyhost.companyname.com ssl]# openssl req -new -newkey rsa:4096 -keyout nginx.key -out nginx.csr Generating a
RSA PIIVAIE KEY ...t ittt et b et h e bt b e e bt b e R b e e e bt b e R e eb e e e bt eb e e e b e e b e bt et e e et e et enenbe e ene s +++++ writing
new private key to 'nginx.key' Enter PEM pass phrase:passphrase Verifying - Enter PEM pass phrase:passphrase ----- Y ou are about to
be asked to enter information that will be incorporated into your certificate request. What you are about to enter iswhat iscalled a
Distinguished Name or aDN. There are quite afew fields but you can leave some blank For some fields there will be adefault value, If
you enter "', the field will be left blank. ----- Country Name (2 letter code) [XX]:US State or Province Name (full name) []:CA Locality
Name (eg, city) [Default City]:Orange County Organization Name (eg, company) [Default Company Ltd]:CompanyName
Organizational Unit Name (eg, section) []:BusinessUnit Common Name (eg, your name or your server's hostname)

[1:reverseproxyhostname.companydomain.com Email Address []:john.doe@comapnydomain.com Please enter the following 'extral


https://www.digitalocean.com/community/tutorials/iptables-essentials-common-firewall-rules-and-commands

attributes to be sent with your certificate request A challenge password []:challengePWD An optional company name []:CompanyName

AL TPEMED , R AL RHE AN EZHNEHERAR,

2. RCAHVEEEN B,
HCSREZIFEMBMBIBMBREFE.

AE  NRRCAKINBETSCEMEMHERENRENE  BFEMEHRREEH—ER
EEER,

3. MEEENEH,
@Fﬁopenssl rsa-in nginx.key -out nginx_decrypted.keyﬁ"'%ﬁg@.‘z-ﬁﬁiﬁiE’gﬁﬁ% ) ERE—(ETBRHN—IF
Do BCARENRENRZNERRNERONREEHPHER K
Just/local/openresty/nginx/sslf, TEEBRER

Jusr/local/openresty/nginx/conf/conf.d/ssl/ssl.confB Nginx B¢ & H 5 #7/18 hnEd 3% S AHRA Y
SSLELE,

sdl_certificate /usr/local/openresty/nginx/ssl/ca_signed_cert.crt; s3l_certificate key /usr/local/openresty/nginx/ssl/nginx_decrypted.key;
4. BEERENFFAIE,

chmod 400 /usr/local/openr esty/nginx/ssl/ca_si gned_cert.crtﬁlj' A chmod 400

Jusr/local/openr esty/nginx/ssl/nginx_decrypted.key , EZ%%F—\EDEE?FEHE ) E.EFER\%E%(:
5. EFE ANginx,

£ FH B 5T Diffie-Hellman5|
FRALUT SR A ESEDIffie-Hellmans| & :

openss dhparam -out /ust/local/openresty/nginx/ssl/dhparam.pem 2048 chmod 400 /usr/local/openresty/nginx/ssl/dhparam.pem

EmRFEE , LA #E = /usr/local/openresty/nginx/conf/conf.d/ssl/ssl.confd BI#T 5| £ -
ssl_dhparam /usr/local/openresty/nginx/ssl/dhparam.pem;
HARMAOCSPEIT-RERERE

AR ERAL YR ARSBEEABHCAKENES YA ARFREEEIBHESHERNCA,

Efile/usr/local/openresty/nginx/conf/conf.d/ssl/ssl.confr 38 1N/ E # LB & :

ssl_stapling on; sdl_stapling_verify on;



Nginx&i &

A ZE T E&Nginx i i& £ %= (/usr/local/openresty/nginx/conf/nginx.conf) A2 EiE LR B KRB L 2
MMM EE, HWABREZARMEENgInXZER I WHEREBEER,

# Increasing number of worker processes will not increase the processing the request. The number of wor
# in system CPU. Nginx provides "auto" option to automate this, which will spawn one worker for each CP
worker_processes auto;

# Process id file location
pid /usr/local/openresty/nginx/logs/nginx.pid;

# Binds each worker process to a separate CPU
worker_cpu_affinity auto;

#Defines the scheduling priority for worker processes. This should be calculated by "nice" command. In
worker_priority 0;

error_log /usr/local/openresty/nginx/logs/error.log info;

#user root root;

# current Timit on the maximum number of open files by worker processes, keeping 10 times of worker_con
worker_r1limit_nofile 102400;

events {

multi_accept on;

# Sets the maximum number of simultaneous connections that can be opened by a worker process.

# This should not be more the current 1limit on the maximum number of open files i.e. hard 1limit of
# The appropriate setting depends on the size of the server and the nature of the traffic, and can
worker_connections 10240;

#debug_connection 10.78.95.21

http {
include mime.types;
default_type text/plain;

## Must-change Change with DNS resolver ip in deployment
resolver 192.168.1.3;

## Must-change change Tua package path to load lua libraries
Tua_package_path "/usr/local/openresty/Tualib/resty/?.lua;/usr/local/openresty/nginx/Tua/?.Tlua;;"



## Must-change change proxy_temp folder as per cache directory configurations

proxy_temp_path

/usr/local/openresty/nginx/cache/proxy_temp 1 2 ;

## Must-change change client_temp folder as per cache directory configurations
client_body_temp_path /usr/Tocal/openresty/nginx/cache/client_temp 1 2 ;

Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict
Tua_shared_dict

userlist 50m;
credentialsstore 100m;
userscount 100k;
clientstorage 100m;
blockingresources 100m;
tokencache_saproxy 10M;
tokencache_saproxyl25 10M;
ipstore 10m;

desktopurlTlist 10m;
desktopurlcount 100k;
thirdpartygadgeturllist 10m;
thirdpartygadgeturlcount 100k;
corsheadersstore 100k;

init_worker_by_Tlua_block {
Tocal UsersListManager = require('users_Tlist_manager')
Tocal UnauthenticatedDesktopResourcesManager = require("unauthenticated_desktopresources_manage
Tocal UnauthenticatedResourcesManager = require("unauthenticated_thirdpartyresources_manager')
Must-change Replace saproxy.cisco.com with reverseproxy fqdn

if ngx.worker.id() == 0 then

UsersListManager.getUserList("saproxy.cisco.com", "https://saproxy.cisco.com:8445/finesse/a
UnauthenticatedDesktopResourcesManager.getDesktopResources("saproxy.cisco.com", "https://sa

UnauthenticatedResourcesManager.getThirdPartyGadgetResources("saproxy.cisco.com", "https://
end

}

include conf.d/*.conf;
sendfile on;
tcp_nopush on;

server_names_hash_bucket_size 512;

BB R m IR

FEERIERT , NginxBL B1E188445 L {HEFinessefmR. —XRREERRERERA —BERZE
Finessef&K , #lin8445, MRFBE X TWIE443 | FHiREE<nginx-install-
directory>conf/conf.d/finesse.confi& % , LAEE443 ERUAEREIhEE , 18445 L5 AEEINAE,
BEERMOAEMNEFETHZENEOmTLSERF

A[ECCBU L st CUIC/Finesse/ldS/Livedata £ iEiB & #ICVOS CLIZEIE (B

utils system reverse-proxy client-auth enable/disable/status.


https://saproxy.cisco.com:8445/finesse/api/Users
https://saproxy.cisco.com:8445/desktop/api/urls?type=desktop
https://saproxy.cisco.com:8445/desktop/api/urls?type=3rdParty

EERERT , EREAN , EEEXEAESHE LFFARSE LEBHITCLIRARMA LI, AL
BIE® £ LT EETHCisco WebRERESEHFECLIEARXFEIINZEERAKEE
BUERNTLSEFPHNEFIRRELTEMERE. utils system reverse-proxy allowed-hosts add
<proxy-host>,

LUT 2RER B =Essl.conffllss|2.confi fY it B 35

#Must-change /usr/local/openresty/nginx/ssl/nginx.crt change this location accordingly proxy_ssl_certificate
/usr/local/openresty/nginx/ssl/nginx.crt; #Must-change /usr/local/openresty/nginx/ssl/nginx.key change this location accordingly
proxy_sd_certificate_key /usr/local/openresty/nginx/ssl/nginx.key;

ARHIRENSSLES (RER L) TUEAALRERENSSIES ( AR THRARSIRE
SSLE#EES ) HHE., MR BESHE B Eproxy_ssl_certificate , RISESE FEHE LT h
(Finesse/ldS/CUIC/Livedata) tomcat trust store = BEFX ¥ 1T S 17 5& 3 o

FAROAERE DFERARSIFERTEN  ARBEATEEH. IREHFEEREONREN LiEE
HeBERTENTLSHMES MR , BAIEEssl.conffllssl2.conflERPEUHEBUTEE.,

#Enforce upstream server certificate validation at proxy -> #thisis not mandated as per CIS buit definitely adds to security. #It requires the
administrator to upload all upstream server certificates to the proxy certificate store #Must-Change Uncomment below lines IF need to enforce
upstream server certificate validation at proxy #proxy_ssl_verify on; #proxy_sd_trusted certificate /usr/local/openresty/nginx/ssl/finesse25.crt;
proxy_ss_trusted_certificate: This file should contain the all upstream certificate enteries concatenated together

BELQTLSEMRENES

- HCCBURLH LRI IEER A HETLSEFHE , i ALANEFRFREFHES. URE
FREl 2R TEMAEFK/BEARE  BAERTRSEREORREAEREREHED B
RAFFREMBEREBEENES. BERREAEZETEZRSNEELFR LEBRIUEL
TEE , BE/iY , BALANEFRASMFETEFnES S NRE , BERREFMEL.
=2 B CDET CSCwa26057



https://tools.cisco.com/bugsearch/bug/CSCwa26057

DEMEZFMAES.
© WRASRIE E I I EEEBHWeb BRI AETEY S
EARE), BAEEBDNSERE LT 4T 8 mE

FERE | Bl LT WebR IR 4
RE

2 S E AR E

i
Sk

TR BRIREN
R AR E R LUEB

/clear Cache.sh

T RFRR.
BREEL
REHEENERENgInRERNEMRBF T RZE/NVRERER,



ELEERBInternetZ 20, FESEEENESHE  F2HEER—ER,

. BERBIR A REFTBEN OpenResty Ml OpenSSLAR A

2. BB ENgInXZ R EEBNHBRER P,

. Nginxi(FZ DA EHrootfE AEHE ( NEARFMEEERSL ) , YEKEEHF644 (rw-—----

) B B AR A ET AT

4. Nginx4ZBRRIER A EMNGER. RESERRSERB I EHBERNserver_namelgH,
ETRE |, 5518 Znginx.confflnginx/conf.d B #& I FTE R REFEE , I ERFE P A A IRES R &0
‘@& server_name,

5. Nginx LAEE B IR I8, # Enginx.conflnginx/conf.dB T FMEARBER K IRELER
BlisteniET , MERBRECRENEFETUMBREEE,

6. AR Cisco Finesse N X EHTTP , Eth 2 E RFFE LR IERBRSEHTTPIR,

7. Nginx SSLIESHERTLS 1.2, X EBRBERSSLBAMEN B, EXLEEFEAB/HISSLE
-3

8. BEASNginxEE R F 56 B B #E X BB Is R 4% B 55 A RS,

9. BELTHEHIEWebERARERP K EBHImod_securityt®#l, BERIFFMEN , F2E

ModSecurityFfft, FEEE , NginxE A 5 kR FEmod_security#8 A AETERFE

Bie I ¥ AR AR 3R

Finesse REN RO ENBEEE—BAHMERREENIBA BT HB/IBEEHSEELUREMEE
Finesse, |dFMICUICRIfRESEA N ERR AR B BAENEM, ERIPAKRES EENLEHRER
= AT EBInternetERNFFIREE @I EInternet EFERANFAIBEETHRAENTERE,

HRERLBEHEBETHRARBF[TABNWebAARR L , W EFEREHURIMERSEFIERE T4,
BRERAEETTRANERAWebARFEEHRER, MRTEREALERRE , TUAEAREA
B, ERERNERBRANFE  TEESCEEARBRRABEFin , EENBEFiRAGEE R
REREFHRBDMZ, T —EHFETEOIERL B &,

REAEMAB T4 ARES LR EHMRERURINESRUR TR HRERENNFHESA &
ZENREER,

—

w

EAREREESERIERARR

EEROREHAFEREHRERIHE  ITFEHTELSR.

1. #EFinesse/CUICTIS E#E AW IFEFIZRPERER RIEEHE , UETUHETEIPHL,

2. BB HE R BINginxZE & B E L EScmplatformfitomcat-trust TR EE B £, AR EFE AR
2o

3. EF<NGINX_HOME>/html/proxymap.txt# # Must-changef&.

4. {8 Fnginx -sreloadip 5 EFTE ANgGInxEL &

5. FAurniiTHMERERERSE At HMMAR T HHARA,

CentOS 8#%/Ui&1t

MREENIEERMKECentOS 8 , BREFAEAMAMRBIREProxyLEF |, F£HELsysctiiHAE
R5ER LRI/,


https://www.cisecurity.org/benchmark/nginx/
https://www.cisecurity.org/benchmark/nginx/
https://github.com/SpiderLabs/ModSecurity/wiki/Reference-Manual
https://github.com/SpiderLabs/ModSecurity/wiki/Reference-Manual

## Configurations for kernel hardening - Cent0S8. The file path is /etc/sysctl.conf
## Note that the commented configurations denote that CentOS 8's default value matches
## the recommended/tested value, and are not security related configurations.

# Avoid a smurf attack
net.ipv4.icmp_echo_ignore_broadcasts = 1

# Turn on protection for bad icmp error messages
net.ipv4.icmp_ignore_bogus_error_responses = 1

# Turn on syncookies for SYN flood attack protection
net.ipv4.tcp_syncookies = 1

# Turn on and Tog spoofed, source routed, and redirect packets
net.ipv4.conf.all.log_martians = 1
net.ipv4.conf.default.log_martians = 1

# Turn off routing
net.ipv4.ip_forward = 0

net.ipv4.conf.all.forwarding = 0
net.ipv6.conf.all.forwarding = 0
net.ipv4.conf.all.mc_forwarding = 0
net.ipv6.conf.all.mc_forwarding = 0

# Block routed packets
net.ipv4.conf.all.accept_source_route = 0

net.ipv4.conf.default.accept_source_route = 0
net.ipv6.conf.all.accept_source_route = 0
net.ipv6.conf.default.accept_source_route = 0

# Block ICMP redirects
net.ipv4.conf.all.accept_redirects = 0

net.ipv4.conf.default.accept_redirects = 0
net.ipv6.conf.all.accept_redirects = 0
net.ipv6.conf.default.accept_redirects = 0
net.ipv4.conf.all.secure_redirects = 0
net.ipv4.conf.default.secure_redirects = 0

net.ipv4.conf.all.send_redirects = 0
net.ipv4.conf.default.send_redirects = 0

# Filter routing packets with inward-outward path mismatch(reverse path filtering)
net.ipvd.conf.all.rp_filter = 1
net.ipv4.conf.default.rp_filter = 1

# Router solicitations & advertisements related.
net.ipv6.conf.default.router_solicitations = 0
net.ipv6.conf.default.accept_ra_rtr_pref = 0
net.ipv6.conf.default.accept_ra_pinfo = 0
net.ipv6.conf.default.accept_ra_defrtr = 0
net.ipv6.conf.default.autoconf = 0
net.ipv6.conf.default.dad_transmits
net.ipv6.conf.default.max_addresses
net.ipv6.conf.all.accept_ra = 0
net.ipv6.conf.default.accept_ra = 0

0
1

# Backlog - increased from default 1000 to 5000.
net.core.netdev_max_backlog = 5000

# Setting syn/syn-ack retries to zero, so that they don't stay in the queue.
net.ipv4.tcp_syn_retries = 0



net.ipv4.tcp_synack_retries = 0

# Max tcp Tisten backlog. Setting it to 511 to match nginx config
net.core.somaxconn = 511

# Reduce the duration of connections held in TIME_WAIT(seconds)
net.ipv4.tcp_fin_timeout = 6

Maximum resources allotted

fs.file-max = 2019273

kernel.pid_max = 4194304
net.ipv4.ip_local_port_range = 32768 60999

H* H H W

TCP window size tuning
net.ipv4.tcp_window_scaling = 1
net.core.rmem_default = 212992
net.core.rmem_max = 212992
net.ipv4.tcp_rmem = 4096 87380 6291456
net.ipv4.udp_rmem_min = 4096
net.core.wmem_default = 212992
net.core.wmem_max = 212992
net.ipv4.tcp_wmem = 4096 16384 4194304
net.ipv4.udp_wmem_min = 4096

vm. Towmem_reserve_ratio = 256 256 32 0 O
net.ipv4.tcp_mem = 236373 315167 472746

FHOoH OH W K H K W OH KR KR H

# Randomize virtual address space
kernel.randomize_va_space = 2

# Congestion control
# net.core.default_qdisc = fg_codel

# net.ipv4.tcp_congestion_control = cubic

# Disable SysReq
kernel.sysrq = 0

# Controls the maximum size of a message, in bytes
kernel.msgmnb = 65536

# Controls the default maximum size of a message queue
kernel.msgmax = 65536

# Controls the eagerness of the kernel to swap.
vm.swappiness = 1

HEITEBNWEER K BEEHRAK,
IPtables5&{t

IPtables2 —BEARN , AFRKEESRELinuxZ OB KB RARIPV4ARIPveR, SRR AL,
IEL|Ptables# AIEL B A EBRBILinuxB O KN F R RFEAEZERARARZIRNRE,
BLE PRV RIS R E A AR RIS IR L PR B E 1T IR R BR

EE NREREGEATRNE REEAARANEREYSAARSENTH  USERESE



N myTiEE RS R AN,

## Configuration for iptables service

## The file path 1is /etc/sysconfig/iptables

## Make a note for must-change values to be replaced.

## Restart of the iptable service is required after applying following rules

*filter

:INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

# Ensure Toopback traffic is configured
-A INPUT -i To -j ACCEPT

-A OUTPUT -o To -j ACCEPT

-A INPUT -s 127.0.0.0/8 -j DROP

# Ensure ping openeded only for the particular source and blocked for rest
# Must-Change: Replace the x.x.x.x with valid ip address
-A INPUT -p ICMP --icmp-type 8 -s x.x.x.Xx -j ACCEPT

# Ensure outbound and established connections are configured
-A INPUT -p tcp -m state --state RELATED,ESTABLISHED -j ACCEPT
-A OUTPUT -p tcp -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

# Block ssh for external interface

# Must-Change: Replace the ens224 with valid ethernet interface
-A INPUT -p tcp -i ens224 --dport 22 -3j DROP

# Open 1inbound ssh(tcp port 22) connections

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

# Configuration for finesse 8445 port

-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connlimit-m
-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connlimit-m
-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 6/sec --hashTimi
-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -m Timit --Timit 1/min --Timit-burst 1 -j LOG -
-A INPUT -p tcp -m tcp --dport 8445 --tcp-flags SYN SYN -j DROP

# Configuration for IdS 8553 port

-A INPUT -p tcp -m tcp --dport 8553 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8553 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8553 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 2/sec --hashTlimit
-A INPUT -p tcp -m tcp --dport 8553 --tcp-flags SYN SYN -m Timit --Timit 1/min --Timit-burst 1 -j LOG -
-A INPUT -p tcp -m tcp --dport 8553 --tcp-flags SYN SYN -j DROP

# Configuration for IdP 443 port

-A INPUT -p tcp -m tcp --dport 443 --tcp-flags SYN SYN -m connlimit --connlimit-above 8 --connlimit-mas
-A INPUT -p tcp -m tcp --dport 443 --tcp-flags SYN SYN -m connlimit --connlimit-above 8 --connlimit-mas
-A INPUT -p tcp -m tcp --dport 443 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 4/sec --hashTlimit-
-A INPUT -p tcp -m tcp --dport 443 --tcp-flags SYN SYN -m Timit --Timit 1/min --Tlimit-burst 1 -j LOG --
-A INPUT -p tcp -m tcp --dport 443 --tcp-flags SYN SYN -j DROP

# Must-Change: A2A file transfer has not been considered for below IMNP configuration.
# For A2A for support, these configuration must be recalculated to cater different file transfer scenar

# Configuration for IMNP 5280 port
-A INPUT -p tcp -m tcp --dport 5280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connlimit-m



-A INPUT -p tcp -m tcp --dport 5280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connlimit-m
-A INPUT -p tcp -m tcp --dport 5280 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 20/sec --hashTimi
-A INPUT -p tcp -m tcp --dport 5280 --tcp-flags SYN SYN -m Timit --T1imit 1/min --Timit-burst 1 -j LOG -
-A INPUT -p tcp -m tcp --dport 5280 --tcp-flags SYN SYN -j DROP

# Configuration for IMNP 15280 port

-A INPUT -p tcp -m tcp --dport 15280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connTlimit-
-A INPUT -p tcp -m tcp --dport 15280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connTlimit-
-A INPUT -p tcp -m tcp --dport 15280 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 20/sec --hashlim
-A INPUT -p tcp -m tcp --dport 15280 --tcp-flags SYN SYN -m Timit --Timit 1/min --Tlimit-burst 1 -j LOG
-A INPUT -p tcp -m tcp --dport 15280 --tcp-flags SYN SYN -j DROP

# Configuration for IMNP 25280 port

-A INPUT -p tcp -m tcp --dport 25280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connTlimit-
-A INPUT -p tcp -m tcp --dport 25280 --tcp-flags SYN SYN -m connlimit --connlimit-above 30 --connTlimit-
-A INPUT -p tcp -m tcp --dport 25280 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 20/sec --hashlim
-A INPUT -p tcp -m tcp --dport 25280 --tcp-flags SYN SYN -m Timit --Timit 1/min --Tlimit-burst 1 -j LOG
-A INPUT -p tcp -m tcp --dport 25280 --tcp-flags SYN SYN -j DROP

# Configuration for CUIC 8444 port

-A INPUT -p tcp -m tcp --dport 8444 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8444 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8444 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 2/sec --hashTlimit
-A INPUT -p tcp -m tcp --dport 8444 --tcp-flags SYN SYN -m Timit --T1imit 1/min --Timit-burst 1 -j LOG -
-A INPUT -p tcp -m tcp --dport 8444 --tcp-flags SYN SYN -j DROP

# Configuration for CUIC 8447 port

-A INPUT -p tcp -m tcp --dport 8447 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8447 --tcp-flags SYN SYN -m connlimit --connlimit-above 6 --connlimit-ma
-A INPUT -p tcp -m tcp --dport 8447 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 2/sec --hashTlimit
-A INPUT -p tcp -m tcp --dport 8447 --tcp-flags SYN SYN -m Timit --Timit 1/min --Timit-burst 1 -j LOG -
-A INPUT -p tcp -m tcp --dport 8447 --tcp-flags SYN SYN -j DROP

# Configuration for LiveData 12005 port

-A INPUT -p tcp -m tcp --dport 12005 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connTlimit-
-A INPUT -p tcp -m tcp --dport 12005 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connTlimit-
-A INPUT -p tcp -m tcp --dport 12005 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 6/sec --hashTimi
-A INPUT -p tcp -m tcp --dport 12005 --tcp-flags SYN SYN -m Timit --Timit 1/min --Tlimit-burst 1 -j LOG
-A INPUT -p tcp -m tcp --dport 12005 --tcp-flags SYN SYN -j DROP

# Configuration for LiveData 12008 port

-A INPUT -p tcp -m tcp --dport 12008 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connTlimit-
-A INPUT -p tcp -m tcp --dport 12008 --tcp-flags SYN SYN -m connlimit --connlimit-above 10 --connTlimit-
-A INPUT -p tcp -m tcp --dport 12008 --tcp-flags SYN SYN -m hashlimit --hashlimit-upto 6/sec --hashTimi
-A INPUT -p tcp -m tcp --dport 12008 --tcp-flags SYN SYN -m Timit --Timit 1/min --Tlimit-burst 1 -j LOG
-A INPUT -p tcp -m tcp --dport 12008 --tcp-flags SYN SYN -j DROP

# Block all other ports
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

A] LUEIR F B #R 8 /etc/sysconfig/iptables B EAE LR A , ESEERFRERBIW
iptables.conf) R 3 #1 1T cat iptables.conf >>/etc/sysconfig/iptables 3k FE F & L 17 Al ,

FERFAE K EEFHEEIPtables R, I A systemctl restart iptablestd B #7 B B IPtables IR %5 o



R 1 & /5 U & AR

BT LLETMIPtablesTB 2 4%, BB AL AProxyEF iR R M SENE SR , UERMAL
MBREProxyHERA, ESRUTEMBENERMBERENER  ETURREANER , Bk
TEERERESENPEUHEERNEY  MELERERLRLAEANRARATER. At , @

RETHEER | BIRBS P EE RS RER/MRERISPHIPEE,

BEL L& = im i AR

ERENEREIPHutsfIPibut SER | MEWARIESERUEEHBRER. FELERT , 7
LA Riptable#i RIBE 1E 2K BiE L IP# it Y EE KR o

RE LE S [E] 8y IP st 31k

ERIEZETFENIPHEHE | EFESEIPH U IPTablestit B F B IN—1T.
fltn , EFEIE#HE192.0.2.351192.0.2.4 , SE#@ A :

<#root>
iptables -A INPUT -s

192.0.2.3

-j DROP iptables -A INPUT -s

192.0.2.4

- J DROP.

BELZ£ | P ith 31t &5 B

RH IF —{E &5 E R Y ZEIP#baE | A IPEEZEIPTablesHl B 1% = 18 11— 175
Blan , EFEIE1£192.0.2.3%1192.0.2.35/ b3t |, FEEA

iptables -A INPUT -m iprange --src-range 192.0.2.3-192.0.2.35 -j DROP.

BRIk F PRI FT A IPHE 1t

A BB AR R R R ES P S E 1 INFIPTablesEE B R T |, PRI EE FHETHFAEIPH
ik, Hlan , FFRIEFIRCEMLL , FEA

iptables -A INPUT -s 192.0.0.0/16 -j DROP.



SELlinux

SELinux2—EFXAZEEE , CESELnuEERRYT |, EFAEMEIIsE, ZHEIWIFIMSELInUXEK
B& LLUE1TOpenRestyViBTE ( T REMRENRE ),

1. {5 B openresty -sstop R B 1= LEEFE
2. {8 Fsystemcti 5 T B & S B B /stop nginxfal BRES , LAE1E R EN HA R B B) R B OpenResty i
2. UlrootEAE S MR AELET D,
a. H3/usr/lib/systemd/system,
b. $TBH & Bopenresty.service I iE =R,
c. BIEPIDFile EEFHERNAR,
[Unit]
Description=The OpenResty Application Platform

After=syslog.target network-online.target remote-fs.target nss-Tookup.target
Wants=network-online.target

[Service]

Type=forking
PIDFile=/usr/local/openresty/nginx/logs/nginx.pid
ExecStartPre=/usr/local/openresty/nginx/sbin/nginx -t
ExecStart=/usr/local/openresty/nginx/sbin/nginx
ExecReload=/bin/ki1l -s HUP $MAINPID
ExecStop=/bin/ki1l -s QUIT $MAINPID

PrivateTmp=true

[Install]
WantedBy=multi-user.target

d. Brootfi A & Y 5 178 A sudo systemctl enable openrestyo
e. i F systemctl start openresty / systemctl stop openresty i 3 BX B/4% LE OpenResty R 7 , IR
R rootfE & 5 R E/= 1L,

1. Z#Selinux
. {KFEER , REHOSELinuxERHEBELE ECentOsH,

- FEZR%Epolicycoreutils-develyERBEEEH R KRR |, 884 ASELInuxR R,

o B AL T oS A Z#policycoreutils-devel

yum install policycoreutils-devel

- BREZEBBEHZR | sooig@ TREM.

usage: sepolicy [-h] [-P POLICY]

{booTleans,communicate,generate,gui,interface,manpage,network,transition}

SELinux Policy Inspection Tool



2. BB Linux 8 F & 3t f5F F SElinuxfsE F & #E 1T ¥ BR
a. B A semanage login - AR 4R Linux s F & FISELinuxfE Fl & = B A EBR,

[root@loadproxy-cisco-com ~]# semanage login -1

Login Name SELinux User MLS/MCS Range Service
__default__ unconfined_u s0-s0:c0.c1023
root unconfined_u s0-s0:c0.c1023

b. LAroot& 13 , B ¥R ZSELinux user_uff A &M FHLinuxEH & (nginxfEA &),

useradd -Z user_u nginxuser

[root@loadproxy-cisco-com ~]# passwd nginxuser
Changing password for user nginxuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

c. EMfRnginxuserfuser_uz FHVEER | FBroot B HBBMALUTHS

[root@loadproxy-cisco-com ~]# semanage login -1

Login Name SELinux User MLS/MCS Range Service
__default__ unconfined_u s0-s0:c0.c1023 *
nginxuser user_u sO *
root unconfined_u s0-s0:c0.c1023 *

d. #ik¥85% , SELinux _ default__ login¥fBR ZSELinux uncontained_uff &, EEFEAM

TS EEREL T Wuser uZEIFRA

semanage login -m -s user_u -r s0 __default__

g*ﬁﬁﬁ“%%ﬁlﬁEﬁ ) %ﬁllsemanagelogin-lo E@%géibﬂtiﬁﬁtﬂ :



Login Name SELinux User MLS/MCS Range Service

_default__ user_u s0
ginxuser user_u s@
unconfined_u sB-s@:c@.c1023

e. f&8nginx.confi & tinginxuserf FT & .
i. FE<Openresty-install-directory> B #& 5 ¥ A chown -R nginxuser :nginxuser *o

ii. {¥nginx.confiE3 | LLE&nginxuserfE B IEEETHN THEERERSE,

A Nginx#m & SELinux 3k B

1. ¥ FA 5 A sepolicy generate —-init /usr bininginx @ 5 BNgIinX E KT FER B EEREE , RPIEERA
HREERBHELR,

2. RERMHURLT EMInginx fclE R ( MR LT XHER ) Mnginx.te ( RBIBHEER ) BR2B XK
AEEREOREEA,

3. WEHENWRATAEZEZ  RACCHE B EFERRGET T EE

4. {18 =88 T & 5 T |4 Eselinux-nginx-rhel-master-modified.tar.


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3

v [ selinux-nginx-rhel-master-modified

AUTHORS
COPYING
v B8 nginx
Makefile
nginx.fc
nginx.if
nginx.pp
nginx.te
¥ README.md

5. B tariE R , WEMBIZERPHInginx B .

6. TR fclBRIFBFBnginxZEREN, REFMpidiERFTENERER,
7. Amaeti SR E,

8. £ nginx.ppE =R,

9. {8 A semodule®n ¥ H A K B o

semodule -i nginx.pp

10. EE|/rootd 2 37 —{E & Atouch /.autorelabel I ZEHE R,
1. EFRER#K.
12. WALTCTURBFRERSERIEA,

semodule --Tist-modules=full



[rootPloadproxy-cisco-com ~]# semodule --list-modules=full
nginx pp
container pp
flatpak pp
abrt o]}
accountsd pp

acct pp
afs pp
aiccu pp
aide pp
ajaxterm pp
alsa pp

13. NginxFEE1T M EAEMER . (BB AL /var/log/messagesH/var/log/audit/audit.logH ).
14. B AL T a3 B AR ENginx AR RE

ps -aefZ | grep nginx

[root@loadproxy-cisco-com ~1# ps —aefZ |grep nginx

system_u:system_r: _t:s@ root 1686 1 @ 16:14 7 @e:00:00 : master process /fusr/bin/

system_u:system_r: _t:s8 us+ 1687 1686 @ 16:14 ? f0:00:00 : worker process
u:system_r us+ 1688 1686 @ 16:14 ? 00:00:00 : worker process
u:system_r: t:s0 us+ 1689 1686 @ 16:14 ? 00:00:00 : worker process

t:s@ us+ p 1686 @ 16:14 ? 00:00:00 : worker process

us+ 1691 1686 @ 16:14 ? 00:00:00 : worker process

us+ 1692 1686 @ 16:14 7 00:00:00 : worker process

us+ 1693 1686 @ 16:14 ? 00:00:00 : worker process
u:system_r: us+ 1694 1686 @ 16:14 ? 00:00:00 : worker process

system_u:system_r: us+ 1695 1686 @ 16:14 ? 00:00:00 : cache manager process

unconfined_u:unconfined_r:unconfined_t:s@-s@:c8.c1823 root 2543 2252 @ 16:17 pts/@ 00:00:80 grep —-color=auto

+
w
L=~

u:system_r
u:system
u:system_r
u:system_r

I:

LI I I I I I I

ot ottt
www W W
oD

15. W , BT LS EFinessefCE/SupervisorR ¥,
En s
FERAAERE , BRENERRE EREERE,
Finse

1. ##DMZEE R https://<reverseproxy : port>/finesse/api/Systeminfo. M EE IR E A5,
2. & <primaryNode>Hl<secondaryNode>H i <host>EH R ERNREREBEZHEE, ©TE
REFinesseEX#E,

CUICFIEPBE&E %

1. MREEEFEFEIFinesseFWEM TR EAEEHE |, AlIRR (Finesse 12.6 UCCEINEE
EE) "EVPNEHEIFinesseRE, W TEFXRMRERER, FomR , RBARELHREEF
AFFH EMIEREIE INEIFinessefm fRES.

2. iR LiveData’» T B fEFinesse Desktop':F'IEﬁEﬁl RlCUICHILiveDatafR X2 it B IE7E.

3. B TBRFCUICHLiveDataft & , FEHDMZMEELURLEHHTTPER , YRR EMEE TN
R



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_1/configuration/guide/ucce_b_features-guide-1261.html

* https://<reverseproxy : cuic_port>/cuic/rest/about
* https://<reverseproxy : |[dweb_port>/livedata/security
 https://<reverseproxy : ldsocketio_port>/security

IDS

EERFEIISEE , BHITUTESE -

1. RRLANZE A B IdSAdmInsTH , ik Ahttps://<ids_LAN_host : ids_port> : 8553/idsadmin , &
AEENEABBRORELRH.

2. iE$ESettings > 1dS Trust,

. MENEHERMARB[EARRBIE "THSPERRERL BEL , ARE-TT—&F,

4. BEBFRBCEHE "LEIDPREER) HLREENBERAT EHETRIDPRE , ARE—TT—F

5.1 TRIFSSO., EHEBMENEREHMERAESSO , YREMBHIHEETAN. EF
EEFinERER R BRI,

£ Anmon T EE MK TR E MR EH E R 2 47 AT ¢ Finessehk4<12.6(1) ESO3HE THE
(load_result.zip) 5, ERRREASSOEARNCUIC LDHFHEHI RHI2000 UCCEERE LR REF
Supervisori@ fERIProxyHIiREE , BB EETERRMH AP /2000 FEAELRE 78/ . EHARKES
ERELUER EFERANgInXETREMETE, BIFENMERER,

5E S 5F AR
SSO

1. REEE [0 FiEBproxy
1. RIBFEEE ( Mproxymap.txt, server filteriE X% ) PN BRvMEMEE K BEFTHS
BRERBIER,
2. BRECCEFEHREMINERNEME , RAMRCCE WebEXE EFMSSOK , HEE
AEHIET T,
2. RETSSOE A
1. BREAREEHE T 1dS-IDPEE.

SELlinux

1. MRFEFE R T REAEINginxs & E A2 B Finesse EfERE |, BEA LG SAESELInUERES
permissivef@ 3 :

setenforce 0

2. B A ysemctl restart nginx @ S E HTEXEINginx.
3. BB A& Ivar/log/imessagesFl/var/log/audit/audit.log¥


https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3
https://software.cisco.com/download/home/283613135/type/284259728/release/12.6(1)ES3

N

10.
11.

BEEFEL MR, WERANRA  UESETHE—Es REELER -

cat /var/log/audit/audit.log | audit2allow -m nginxl > nginxl.te. # this will create nginxl.te fil
or
ausearch -c 'nginx' --raw | audit2allow -M my-nginx # this will create my-nginx.te file

. {5 B 3 A R S 8 Bl E #selinux-nginx-rhel-master-modified/nginx B $& # 89 R #nginx.te &

Z=

AFE A maketn B ETHRFE
B EHFEBnginx.pplEXR,
. BEiBsemodulefi T E A KB,

semodule -i nginx.pp

ERALU TS SELInUXEE E Benforcetg =

setenforce

E%ﬁjﬁn&@?ﬁ: Lo
ERMER , ERBEMEMNERAL,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



