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RHER,

N WiE BAESSO%R , EAWLDAPE BRBETEAMA.



POST fauth/ssotokenRequest with ‘'username’ in payload

WebApp SSO Login

_, Webbridge3 match S5O config and responds with 200 OK contains SAML address
<

Authentication POST is sent to IdP with SAML Request

Authentication token response after user authenticates

POST /auth/ssofidpResponse with token in body

Webbndged sends JWT m header (cookie) and refresh URL o 7

Check if user exists and match authenticationid 2|
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Lt ER ] 5 R F A Microsoft Active Directory Bt & & 17 58 58 IR B (ADFS)E A B 1R E X (1dP) , Eit
, BETEUEE A ZEINIEITADFS (RBEIdP ) ,

AFCMSHE A & HIRE| & 3R HEN(IdP)

ATEFEREESERNSORE Y EATIIPRENEBECNEARISREINEAP)PEEY
R, ARAPIHIdapMapping #yauthenticationldMappingi# &,

1.7£CMS Web Admin GUI L Efii Z Configuration > API

Co



Status W

« return to u.

'apifvl,.l"ld;

telated object

——
Configuration &

General
Active Directory
Call settings
Outbound calls
Incoming calls

CDR settings
Spaces

2.1fapi/v1/ldapMappings/<GUID-of-Ldap-Mapping>T % Z|384E ( RFE ) LDAPHL,



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. 151 B E W IdapMapping¥f &/ , #FauthenticationldMappingE #7 2 # IdPEHERILDAPB ., A4
i iBIE$sAMAccountName B/E¥ BRI LDAP B 14,

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping [ [$sAMAccountName$@brhuff com [[] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAcc0untName$.space | - present
coSpaceSecondaryUriMapping [ | |
coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ BtEE : authenticationldMappingH callbridge/& ¥} B FA 1A B8 3% fE SAMLResponse F # IdPEix
WESL  XAFEAERME—EISON WebTHE(IWT),

4 1£ BA &R & 2k Y IdapMapping B8t Y IdapSource L #{TLDAPRE S :

RPIZRER
/apifv1/ldapSyncs
tenant [ 1| || Choose |
|dapSource |UdeeBcd—ccce4ccb—BEaB—ﬂﬂbaﬁﬁe%ec? || Choose |
remove\WhenFinished | || <unset> v
[ Create |

5.5E B LDAP[E£# , 1£Configuration > api/vi/usersfFBICMS APIFEfR |, WiRECEANFERE
, BT authenticationld2 B EMEIEZR,



userJid jdoe@brhuff.com

jdoe,=.sAMAccountName name John Doe

b --ﬁ-)l--"-ﬂ“' ) ) -
authenh:at:on!d jdoe

userProfile  docdoled-ed)3-4bab-bd17-7492b

A1dPE 3 Webbridge® 5% & BIXML

Microsoft ADFS A FFH$ E R ERXMLEREREREESEA | UEREEERANRBRHEES,
At , BEYRRERXMLERNSEZARS  ERERTLAFTE—LBMN

BB K4 EEMN Webbridge® & B R A

<?xml version="1.0"%
- <md: Ent|tyDescr|pto entitylD="https: I/meet brhuff.local:443" ID="https://meet.brhuff_local:443" I
xmins:md="urn:oasis:names:tc: :2.0:metadata” >
- «=md:SPSS0Descriptor prctocolSupportEnumeratlon 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc: : =
<md: AssertlchonsumerSerwce index="0"|Location=" https //meet brhuff.local: 443/ap|/authlsso/|dpResponse I
Binding="urn:oasis:names:tc:SAML:2.0:bindings: Ve
</md:5PS50Descriptor>
=< /md:EntityDescriptor>

1. entitylD — JE2F A& BIE S 0] 35 BRI Webbridge3{a iRES #tz 1t ( FQDN/E# S ) FAHRFE,



MEE : MRBZEFEAEBURLAWebERE | EXARE &I i,

2. Location — & Webbridgettt it WHTTP-POST AssertionConsumerServiceFTERE. &
EETIIPEERARERBEENBRBENEAEEEQINMNE., Y EAFHERE AidpResponse
URL:https://<WebedgeFQDN>:<port>/api/auth/sso/idpResponse,  #ii0
, https://join.example.com:443/api/auth/sso/idpResponse,

3. WiE — AREZENLNE —SRANEENLE (BE ) |, IPKERAZRLBRE
Webbridge#JAuthRequest, LhID#4ZEEEFEWebbridge & EEEISSOMAP T LA FASR T
sso_sign.key1 EE , AMEIPAIAEA LR (BE ) RESE., BUUEARNETINRER
B, FRXAERFHNESE , AR BERTWebbridgeZFRERMERF, #
SSO_XXxX.ziptE R AN R EN H 88 A Esso_sign.keyE R,

4. i — ARNBHAE — S 2IdPAR B E T WebbridgelISAMLE A )48 ( BE
) o LEEREFAZEEEWebbridge LESSOMM AT LAIFAS "sso_encrypt.keys PLilic , LAE
Webbridge AT A Z HIIPEEINAR. SAUEARBETINRERE. FRXEERTH
FE , UABREREIWebbridgeBFRERMERP. Asso_xxxx.ziplERPEANESHTE


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://join.example.com:443/api/auth/sso/idpResponse

£ 88 F¥Esso_encrypt.keyfE %R,

FRATENR (BE ) EREAIIPHIWebbridge & 5% & R R4

= Taoml version="1.0"7
<md: EntityDescriptor entity [D="https: [ /meet.brhuif.local: 443" [D="https: Hmeel 'hrhull'lncal 443 umins:md="urn:oasisnames:ic:SAML: 2.0:metadata™ >
ARtASS rr| onsSigned="true" AuthnRequestsSigned="true® >

SCortfcat r,bmmmam..qmm. r—

< s XS0ICartificates
<fds:x5090atax
< fdaiKeylnfas
< fmd:KeyDescriptors
<md: KeyDescriptor use s ancryption®»
<% Keylnla “http: fwweeae Doarg f 2000009 omldsige s

e e __| !

<fd5:x509Cartificatas
wbdltl..alu

rrzoasis names e SAML 2 naomekid-f ket et oo Haome IO E

ACONSU MBS enice irldut:'ﬂ"ILvLJL ion="https: f fmeal.brhull.local: 44:lfbp-,luulllfsm,hdpResponse‘Ia pling ="urnieasisinames ICSAML 2 Ebindings MTTR-POST/
riptor

< fmid:EntityDescriptors

Webbridge iy & 2 E £ E A & H iR HEE N (1dP)

FRERNBMEITBIRERXMLE |, ATLLUSHE RE A EIMicrosoft ADFSRIREFLLE I EBETS

1 H18 im REE AR 2 FEE ADFSIR I I Windows {7l iR 88
2.FARKAD FSEE#ZFIE K BERLEBMRRIZEEESHHE.



Manage | Tools View Help

Actree Directory Administrative Center
Active Lirectory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Senices

AD F5 Management

'j |t

omputers

Component Services
Computer Management
Defragment and Optimize Drrves
DS

Event Viewer

Group Policy Management
15CSI Initsator

Local Secunty Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
QDBC Data Sources (b4-bit)

Performance Monitor

nn.l-.l-ll.lr.l-l-l .--'J-.'II'J'I.'

3.EAADFSERZHIER , EEERPEMEADFS >EEBER>EREEE.



G File Action View Window Help

*‘ ifll_d‘ aE

--.
[ l Service

4 || Trust Relationshig

K [ | [ 1 = L

K= T ST e
'

|| Authentication Policies

AFEADFSEERGENAERS , BEMEEHELEE..... BE,



Add Nen-Claims-Aware Relying Party Trust...

View

Mew ‘Window fram Here

EH Hep

5ETIRIER | AR EERESGEEEE, EEStartBE,

Welcoma:
Steps Welcome Io the Add Relying Party Trust Wizard
. T wiard willl e you Sded & e rlgng party trust bs e AD F3 corfguraton datsbase. Flaling pates
@ Sdect Duts Sovene consuma claims in secrty tokerm that aen issusd by this Feslaration Servicas bo make suthertication ard
@ Corfigurn ulsipsor
Pugherieption hew? Thas rebyirsg oty ol thad this wizend creates defreg how thp Fecration Servics recogbes e g
- piety el s e bo £, Vi San defre msusras o rades for Beporsg clams 16 The miping pary
DI#I m““ after pou complele the witerd
i@ Readyto Add Trst
@ Finish

:‘-T.Pl'!"r'-:hﬂ Sean Cancal




6.7 NEEERREF, HL | EEREREAGEAIENNERRIE  ARBEIE K ARERT
Webbridge ;2 ERHE RN E.

Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Emmple: fs.contoso oom or hitps 2 fewr.contoso comapp

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
Lksa Hris cplion Lo manually input The necessary dals abaout this relving pary arganization.

THEEEEREBEL  FADFSHREZEETRNERER (B REBTANRADFSERR A AR=R A
B, ARRAREHRESA ) .



Erter the dieplay name and amy optional notes for this rebang party.

| !MCHSE&G !

This b5 the nelng tnest part for CM5 550 with Webfpp|

8.7 MConfigure Multi-factor Authentication Now ? ( MEIEREZESMBRE? )1 LEE , ®REAE
ERELEET—Z,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the
atomriiutice: Fokicins o For e ok e . s ;

OEERERBRERIEE L RE/NFTEEAEHBELEES.



Choose Issuance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Solect Data Source - il Ltera 10 ACreas s rebre party |

@ Spechy Daplyy Mass =Thoe ripaaracn sutharzaton e wil be corfaured (o e ol users Lo Bocess ths ebimg paty. The rehng
& Corf Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

Reshortication Now? ) Derry all users access o this nelying party

- mhmmmmmh Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.

@ Readyio Add Trmd
@ Firish
Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e

e chcking Edit Qam Rules in the Actions pane.

10.7£Ready to Add TrustEE Lt , A BB EBRHE WebbridgefSRBETHHWEAFHEN. BES
BRI , BAEWebbridge RIGIREEXNNVURLEFMEN.



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL hides | Brdng  Defsut | Resporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

MEZTKEAEL , BEEMREURAEEYRERES SR,



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

A1dP E#IWebbridge fR#5 2 3 & & 35 A

BE , E&£AEWebbridge B TEEAHEE , TUERIEERAILUSSELDAPB HEESAMLEE
IR 4EWebbridge V& H E & B BIE1TITHEL,

1. ZEADFSEEZHIEF , EHRWebbridgelVER A EHE  RRELGAERPREFBEESHRA.



Add Redying Party Trast...
Audd Mon-Claims-Aware ..




lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

| Ede Fute... | | Remove Rue.

3.7 "Add Transform Claim Rule Wizardy Bt , & "Claim rule template #I5iZ##Send LDAP
Attributes as Claims , A% iZENext,



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4.7 "BEESHRAL B, FAUATEREFEAGENESRA

1. EERAEB=-LEBUEARADFSHAZRAEEN SR (EH/RAAUBE )

2. B #1F= Active Directory

3. LDAPEB M=t 2 E82Callbridge APIA fyauthenticationldMappingt. ( {50
$sAMAccountName$, )

4. BHE S EB=7 5| 4B EWebbridge SSO config.json™ B authenticationldMapping 48 PL &t

o (fluid, )



You can configures this nie 1o sand the vahses of LDAP astivhobes a5 dlsimes . Select an attrbute stone from

which 10 et LOAD atinbutes Specky how the asfirbutes wil map 20 the cutgong claim bypsea thae v be
saund from the nis

Rude tarrplate: Send LOAP Atirbotes & (e

— ~,

Mapping of LOAP altrbules bo oulpoing claim types:

ey Claim Type [Sedect o tvpe bo add mone)

AWebbridge 2 SSOFEZIPER :

Webbridge5| AltE ERBEZ X ENE., SHRBEMENSSORE, HEZELIBPEEA
THRA :

« ZIPRERMZE B sso_prefixedFiE , Wi HEBRE B (HlWsso_cmstest.zip)o
- FEIIERE , Webbridgei S ZAER S EE , I H Rt iER | EIFIWebbridgefE A
SSO,

- MREATZESHREHES , AIXEAERATENGERE LREBNZIPER sso_EH
FH)o



o BIMzipBERE,

ZipERNARBA2F4EEREAR , ERFURREREERAMNE.

ABMREBREBRBERAR , TESMENERRABER DI REZ

¥

=8
B R ER PVE
?
ER AL HIIPINEN R ERMER, EADFSH |, JBBAEZE
idp_config.xml  |https://<ADFSFQDN>/FederationMetadata/2007- =
06/FederationMetadata.xml¥x BV & .

- IERJSONIER , WebbridgeF A ERREBF X EMNI , BISSON S8 |-
config.json St mn *E
sso_sign.key |[(ERESIEAERILEENLLEZSBNIR, EXEERBCEZER |E

ERERIIRHEN LEENARLAENEZESBRNIE, EARREBENEE
sso_encrypt.key )

FEH I B iEidp_config.xml

1. EADFSAARRR ( S ATLAGHEIADFSHIVE ) £ , MR WebBIE 2R,

2.7EWebZIE s+ |, # AURL:https://<ADFSFQDN>/FederationMetadata/2007-
06/FederationMetadata.xml(#1 R EREADFSRARES £ A< , th A LAfE Alocalhost ~2FQDN), i&

# T # X fFFederationMetadata.xml,



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

=, Federationhetada...xm

S TENERERINEREERIZipERWME , WiEHFEH oA Kidp_config.xml,
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‘Mol
- [ThE

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ =
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previcus versaons
Send to

Cut
Copy

Create shortcut
Delete

Propertses




Local Disk (D) » brentssoconfig » 550config

o
Mame

ﬂf cenfig.son
E" idp_config.xml

5 % B

F

B 8ERBENconfig.jsonfE R
config.jsonZ@EEIEEBY , B4 ESEEATFMF |, {k

1. supportedDomains — iE 2 RIFIIPMESSO SN RENEEE. JLUAER s RZEE

2. authenticationldMapping — EREAEHE SR AN —EB2 1EADFS/IdPEER 5| 8, 1t
EXEHEIIPHELEEEREINEBERE., HEFFRIA.

3. ssoServiceProviderAddress — i R EZ# IR HE XA SAMLEEEIXFIFFQDN URL, Lt
{E 2478 £ Webbridge FQDN,

Clam nde name:
[rrr——

Rubs template: Send LDAP Atrbutes as Caemg

Configured as ==
iuid»to, match
outgoing claimon |

ADES
[H conig jpan B /
= mauthenticationTdMapping™ @ "uid"

1 .
: *https://meet.brhuff. local:443%,
ff.com®]

\ responsejto
supported domain of

‘I:_)[huffcm' fQ_f §A§@ Sign in to web app AP
authentication = sed|in ADRSfomthe Elaim

jrin




FXEsso_sign.key ( TJE )

LERLNATEANEAEARIIPHIWebbridge % 52 E RN B EHFAM. EADFSHEA
Webbridge & 52 &R , 7] LAfE F 7£ <KeyDescriptor use=signing>f2 TR EEER
X509Certificate , {EMBXEARBEZNES . AT LAEWebbridgeFREEFHBMH>EET |, &
ADFS E&&(FEA),

ET—RERHIs | &7 LLE Bcallbridge certificate(CN=cmscb3.brhuff.local) , Z&E S EAZ
ADFS2 #I B #7118 E|Webbridge % 58 &Rl ., i Asso_sign.keyHI .88 2 E2cmscb3.brhuff.local’R
HETFHFASR

ERERER  REEEMBESAMLE ER &

sign.key - Notepad <2 :ml version="1.0"%
tityD

*https:/ /meet.brhuff.local: 443" 1D="https:// meet.brhuff.local:443" xmins:md="urn:0asis:names:tc:SAML:2.0:metadata’>

; \
File Edit Format View Help colSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true" AuthnRequestsSigned="true">

----- BEGIN RSA PRIVATE KEY----- - ning
MIIEogIBAAKCAQEASKRS jasviPqhwfpwupou93dYipVsnzYgsrMtrimB0zW3YADh Y ds="http:/ /www.w3.0rg/2000/09/xmidsig#">

I
R be, -J-"b" Webbridge3 Properties -

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
S4GInsncFVMIFeoyBBlakcf2CkHp] doTpkoll72rUfwkbl LX4br@x46Kulan3z8i Moritoing | Idertfiers | Encryption | [ Soneture ] Accepied Gaims

+m3MZ1EyFSNCmRt7980Kq2bKPHMWTQ1160pFZxjNV1rppm/ LKOFVDhFXsUbty O+ Specify the signature verfication certificates for requests from this rebing
ity

Issuer Effective Date Expiratic

Subject
E=]CN=cmscb3b... CN=brhuf-AD20... | 8/9/2020 7:42:1... 8/9/20,

X Esso_encrypt.key ( A[iE )

ERXETEEAZIIPHIWebbridge B ER P AR MENEBEENFAR. EADFSHEA
Webbridge# 52 & #IHAR , n&iB7E<KeyDescriptor use=encryption>Z 9 N EAEESEAEFR
X509Certificate REZEARINBHFE S . th A LFEWebbridge Reliing Trust Party#JADFS £
Properties > Encryption #2458 ( FIEA ) .

ET—ERFIH | &9 LLUE Fcallbridge certificate(CN=cmscb3.brhuff.local) , & S EEAZ
ADFS2Z 8l 2 #1#8 E/Webbridge& & E &l H, #A "sso_encrypt.keys HIFAIRZEE
cmscb3.brhuff.local & & LB I FASR

ERERERE , REELITEMESAMLEERFEEE,

. ey s
] sso_encrypt ey - Notepad - <md:KeyDescriptor u
File Edit Format View Help - <ds: Kfylngz:;ll'ni IS="http:/ Jwww.w3.0rg/2000/09/xmldsig#">
- <d

d kds: xsoac:ertnfcate>Mm:wrccBngAwmAgrwunAcemc;vcmswmncn.unz:magkqhkucgwngaﬁumnnkmnumn
27 TRSUOCE

</ds:X509Data>

Webbridge3 Properties oo ]
ce\tﬂcate *orknmyp ion on\\df—’ | Organization | Endports | Proxy Endoairts | MNotes | Advanced |
Relyingplrust/Meta \mponcd into [ Hontomg | gerthers Sgnatse_| hecepted Cams

el

Specdy the enceyption cerficate for this reling party trust

Encryption certficate
+m3MZ 1€y F SNCMRT 7980Kq2bKPHMW/Q1 160pF 2xJNVLrppm/ LKOFVDRFXSUDTYO+E lssuer: Chebrhusi-AD2012.CA, DC=behuff, DCocal
7Lud3/hoot FZYEhRS FVKCEVCO67ns IF +d21KOgUECQYPVHTULGCKKAS Jomqutin Subject: Ch=cmsch3 betwifJocal
...................................................................... Chective dete: 8/9/2020 74213 PM

Expiration date: 8/9/2022 7:42:13 PM

| Bowse.. || Vew.. || Remove
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AR B7BREESERNERR , RAEEEHSSORMEILEE T,
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Mame
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L config.json

| .‘f idp_configxml

ade —
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

Cut i Compressed (zipped) folder I
Copy B Desktop (create shortcut)

5 Docurmnents

Create chorteut

IEBEERE  BHENGEAFMENER , W EMAsso_ prefix:
Mame

H' config.son
& idp_configxml

| | sso_encrypt.key

4SSO Ziphs = L EZIWebbridge



BFRISFTP/SCPEF % ( UL RHIFFEARRZWInSCP ) , ARBIEEZFFEE Webbridge3H Al BRES -

1 HEEERT , EfEISSO ZipERAEMNNE , ARE-—TARERE LEFHREESR.

Mame

Prapestus
e oy

2.—BRERTL L&EIWebbridge3 k25 , FRKSSHEFE X E1Twebbridge3 restartin o

BERMKBFRS , LT HEE RSSORMMARKI :

BRAFEE(CAC)

BRBEFRCAC)R—BEREF , AMFRKRESZAR. B XBABNSKACTEHASNRER
o

LT REMCACFHNEAENEEZABRE !

BRAPC , W ACACF

BA(BREERSE ) , ARB APIn

B R B E 8BS

BEIMAURLEREMA SRS Z AEIE

BA . BAREAjidMappingtyEF &AM , Active Directory % EBIBCACE AT
EREER

EZA

ADFSEHEEBRETRERIBAEIER

8. HERELKEEA

a bk wbd -~
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TI08E 1340 S

fELdapmapping¥ Et&jidMapping ( ERFEAEEALE ) , EBADFSAHRCACFHARHERE.,
$userPrincipalName$fHlan ( B2 KDE )

IE AauthenticationldMappingz% EH B HILDAPB M , LACEADFSHME SR AP EAN B M,

£EER , EE R BETRE B SuserPrincipalName$#E B UIDEX EICMS,
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IE7ERIE @ 1B WebAppHYSSOE A
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3%, FAEHEEMIIADFSE (BWAEAEFHEENR )  ERELAWALRE S Y
IdPEETT B EREE .

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

4fEREERIPPBALRERRR , FATHEERNUSBWeb AppEE :

meat brha bocalfen -5 \ports

I
\ &

E| Guest/Host Space

'GUES[JHﬂﬁiﬁﬂmeuﬂiﬂﬂﬂ. J{jhﬂ DDE.S HDIT'IE

Last login 2021-05-04 at 18:08. See details
' GuestiHostUniquelRland

in a i
John Doe’s Space



5 HE AR

EARHEHERR

HWIRMEISSOMBER E AN IEHER !

1. R C EFEE B AR EIdPF4EBReling TrustfE ABYWebbridge3W EBERZRER , AR
iB Y URLEZconfig.json ¥ BYssoServiceProviderAddress 58 £ PL it

2. TBRIIPIR M B R E B B BHE E|Webbridge3d , HItIAPHH B RERRRFTHNERRER
, REBARFEHRE, REFEEXANER—& , FESHEFELIREIREERD,

. MRFAEAMMEFBMEER , FREAREENTE £ L EFIwebbridgey
SSO_XXxX.ZIpHE RN —Zp0 . WRTEE , EREAEATENBNER TETRE , SARKR
SSORABERBLMFRENE R T EE I,

4. F4R Bconfig.jsonfL & 7SSO, Webbridge3 URLFITERR & 17 5a 3% LT AR MY IEFEREME A |, 1A
B SAMLResponselEHL

ERRARAEETHEL R BRER

1. BfnElWebbridge URLEF , #§?trace=true MIIEURLKE , MEECMSRKRK HFE LRUAFMA
F5EC8%. (40 : https://join.example.com/en-US/home?trace=true),

2. £ Webbridge3al AR 88 LiE 1Tsyslog follow , SATE BRI HA B MHEENRER |, SFEAMMEIURLEY
IR iR EETRE |, W Webbridge3F1CMS Callbridgefd AR 85 ¥ Elogbundle.tar.gz. %R
webbridgeFcallbridgefz AR — @ AREF L , BI R FE —@logbundle.tar.gzE 2.,

Microsoft ADFSH[E X 15

B, SSOERHRMESERIIPEREES HEIIPHBEAKLK. WREAADFS , RHFRET —@E
T A DARRE R Hh 3R B R I BRENA SR AF

Microsoftik BE{X 1%

fHlan -

client_backend:#552 : SamlManager:SAML & 1782 % 55K _e135ca12-4b87-4443-abe1-
30d396590d58 %k 81 , JRA : urn:oasis : B : tc:SAML:2.0 : ARRE : EHES

SRR R RRIBUBTNXAE | MR R HIIPHADFSEIER , At EERADFSHEESRE S RE
R o


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

5= ¥ HlauthenticationID

EREEERAT , ERIIPRESAMLREEHAR , Webbridge AT ATE HEF R B RILIEREE | EEB
SSOFE AL :

client_backend: & & : SamlManager:[57dff9e3-862e-4002-b4fa-683e4aa6922c)E HY & 17 B 7%
|d &k BX

ERRERE S PRB XM B{IIPEE I SAMLResponse & #1# | Webbridge31E £+ % 3
Edauthenticationld# config.jsontd LL B 8 3% T EL B % o

MRBAREAEZFINZFLRINE | ,JJ_IJ«XJEJﬂWeb:%' B 25 Developer Tools Network
Logging#REXSAMLEFE | I fbaseb4E TR, MREEEINE , BIFARIdPIRFER EMREN
SAMLEFE,

ROEHEEE BASHs | BBARETRT "REBRG. BRSO, LMEEEEEIKAISEERR.

Y O Bl Pressrve log Dis cache Mo throtiing

f£developer tools network logging#ii i ( BB AHARE ¥ ) & , f£name%l F &£ #idpResponse , &
#iEEPayload MR SAMLEE, WMBIFTAR , 7 LA Fbase64 i 525 ¥ b #E 1T AR TS

Form Data ViEV UFE wiew URL-encoded
nN1TELEPSIFYTEWY§1iYm SBBMD Ty LWFmNT ctNjdic Y TYwY 2E4N2 T1 T4 §WZ

1NjVaIiBE:

IFZhbHY1P
COzYW1 s cDpTAGFBM+PEVUY3IScHR1ZEF

= cinn in Innnonnn

1cmlhbESIbWI1c 4

E#EIWSAMLResponse E RIBF | FEME<AttributeStatement>Sf D L EH R EW BB |, EULLSP
o, B EARIPEENEENES A, BHIRER -

<AttributeStatement>
<Attribute Name="<CommonnamefJURL">
<AttributeValue>testuser1</AttributeValue>



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName

</Attribute>

<Attribute Name="<NamelDAJURL">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

<Attribute Name="uid">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

</AttributeStatement>

BELENEE , oL EAttribute StatementZf 2 T B <AttributeName> |, Y A$ S EEESSO
config.json#authenticationldmapping2B % 58 E W EE T,

£ E—@RFIH , &7 LLE ElauthenticationldMappingV Bl B EEN R BT T2 ILH , #MEH
¥ E i fauthenticationld:

authenticationld¥t#2 : http://example.com/claims/NamelD

RTHERILEE , TUEEREL X

1. AILEHIIPELEESRA , FEHEFEWebbridge3_Lconfig.jsoniy
authenticationldMappinghP Bt BN ET£ ERNE L. (£
http://example.com/claims/NamelD#JIdP L #7318 & & 15 8l)
=

2. A] LLFE Webbridge3 £ E #iconfig.json , f# "authenticationldMapping. E2IdP LB E Y&
HESHRAZ—F2TE, (B MauthenticationldMapping, EEHACEBMHRE 2 —
, BHEBALR Tuida . "<URL>/NamelD. 5 "<URL>/CommonName, . REE
B ( 554 ) BiBFECallbridge API EEl B TR HA B ITEL)

R REE/ AL S

A ERIAPZ#SAMLRresponsef{ifl , Webbridge S B RILEEES | S5 RITE IS K< B, BB
EfEARSREET CERAVES

client_backend:$§52 : SamlManager: R BiBERFENE S
client_backend: & : SamIiManager: £ RN Z R BBES

LSRR R R ERIIPRIZSAMLREERF | Webbridge B AR FMEMITAE T , RUtBkiB 7 3ETA &
M, RREHKMEISSOE A,

ATRELLEE , RFRKEIIPEIASAMLRERE, MR RZEEARE MBI BEBALETINEG
, BI AT LLEIB Web 2| B 25 # Developer Tools Network Loggingi2 ERSAMLEEFE | 3t fF Fibase643 1T
RIS, MREEDME , BT LAEIdPIRE R EMRENSAMLEFE,

MR SAMLResponse & $IBF | iR EFEAY<AudienceRestriction>3f % , AT LA Ttk EFE Z BR 4
WATESR


http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://example.com/claims/NameID
http://example.com/claims/NameID

<{&FNotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T719:36:37.071Z>
<ZRRFI>

<Audience>https://cisco.example.com</Audience>

</AudienceRestriction>

</Condition>

{# A <Audience>B 4 (https://cisco.example.com) ) FHY{E , AT LS H EBWebbridge i & #Y
config.json iyssoServiceProviderAddressiETLLE , WEHR BT TE, EAFF , B
BIAMMNERR S REREFHRERMEE U RIER , RATCHIT 443

ssoServiceProviderAddress:https://cisco.example.com:443

BEERMECETEEE , LEEFULERE, XG4, SEREZUURNTMER EZFHNE—
=

1.7] LA #¢config.jsonfyssoServiceProviderAddressEB 7 #9 it it FH il BR:443 , LAME T ERIPHY
SAMLResponse 2 it # Audience @iz L .
()

2. A LAE#FIdPH Webbridge3tV & R E R REBETS , UE 443 MEIURL, (MEEH T E
#, AIXEBXRSEEERADFSENEEEESEA, B2 , MREZERIIPEELSHERETH
, IRFEEBXREAT, )

B9, FBIEEFENotBefore FINotONOrAfter: < 4-NotBefore=2021-03-30T19:35:37.071Z
NotOnOrAfter=2021-03-30T19:36:37.071Z2>

MRFRFFEETIERE , ATWEEZEEBHEEGTERNER ., BiGEMFEAntp server list @
SEBCLIMENTPHRES , UBECEEMNNTPHERES , M Entp status AR ECEEBHINTPAE
IRESHIARAE, EA S dateBn @ ARESIFRA,

RN MRFERAERM/ASENTPRRRE , FEREELHANTPAARSS , fliitime.google.com ( FER
b2 AT B 2N L DNSRIARES ) o

EWebFER E& A KB :


https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0
https://cisco.example.com)%C2%A0
https://cisco.example.com:443
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https://%3cjoinurl%3e?trace=true

WB3Cmgr:[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa5 registration=40a4026¢c-0272-
42a1-b125-136fdf5612a5(user=steve@brhuff.com)

3H18H14:58:48.092 user.info cmscb3-1 host:server: EFl : XAFXNAREENFEHE

3318 H14:58:48.092 user.info cmscb3-1 host:server: & : 3K Hsteve@brhuff.comfy &
ERAH

=41 2:

EREEWebEAF@MAT ERNEAES , WHESSOREF @A T EREMNBRIFIAGLDAPEIT S 1
BRE , BEEEA , REREEZAMNEREEH,
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WB3Cmgr:[d626bbaf-80c3-4286-8284-fac6f71eb140] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa55F fll=40a4026¢c-0272-42a1-
b125-136fdf5612a5(f A & =darmckin@brhuff.com)

3 A18H15:08:52.399 user.warning cmscb3-1 host:server: 4% : E@EFEHE
'darmckin@brhuff.com'#y & A E & — authenticationld  IE 7

3H18H15:08:52.412 user.info cmscb3-1 host:server: & : KB
darmckin@brhuff.comfy & A 55K %k 8

CMS Idapmapping# Y AuthenticationldMapping 2 2ADFSH AR E &R A 2B ELDAPB R T
MSuccessfully obtained authenticationID:darmckin@brhuff.coms —1T&R RADFSEEREE &R
Bl | HE M #®Active DirectoryF ¥ Eldarmckin@brhuff.com , {ECMS API > UsersH Y
AuthenticationIDEE R B ADarmckin, FECMS IdapMappings® , AuthenticationIDEL & £
$sAMAccountName$ , {EADFSH I E & # BIEL & A& 1% E-mail-Addresses , E bR TEL,

QAR SR L FE R
YATIE—RIR LR

1. EBXCMS Idapmapping® BJAuthenticationIDIAPLEIADFS W E SR AP FEAN RS , W H
THNES
2. ERADFSEFH AP FEANLDAPE M , LALECMS Idapmapping # &t & /Y & 1%

Related objects: faplivl/dapMappings

XML view

jidMapping SsAMaccountMName$@brhuff.com

nameMapping  Scns

cdrTagMapping
coSpaceMameMapping  $cn$'s Space

coSpacelriMapping SsAMAccountMNames.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§

coSpaceCallldMapping
authenticationldMapping SsAMAccountMames

API LDAPMapping



Object configuration
userdid darmckin@brhuff.com
name Darren McKinnon

authenticationld darmckin
userProfile dScd30ed-e423-4ba6-0d17-7402b0baseb

APIfE & R 6l

- o —_—

Edit Rube - Webbndge3 x
Yiou can ‘thits rule to send the valses of LODAF attibules a9 cdaims. Sdec an atirbube sions from wiich
1o extract atirbutes Specy how the sttrbutes wil map to the cutgong clar types that wil be ssued
froom toe nuie.

Claim ol mame;

¥ ebbndze ]

Fude templabe: Send LDAP Amsbutes i Claim

Aitrbule shore;

Actren Deestony =

Klapping of LOAF sttrbubes 10 oulgoing daim types:

add rom) ke Ceagang Clam Type (Seled of hype 1o add mons)

S [T — < | i "

L] £ £

Vi Fiuida Language... oK Cancal

READFSHESRA

FRITEZEATRHIBIWebbridge HF$. EBHEURLHFER ? trace=true B Y =1 :



3H18H14:24:01.096 user.info cmscb3-1 client_backend: &
: SamIManager:[7979f13c-d490-4f8b-899c- 0c82853369ba]lLELSAML T hEFE K F iy
SSO_2024.zip

3H18H14:24:01.096 user.info cmscb3-1 client_backend: &EH
: SamIManager:[7979f1 3C-d490-4f8b-8990-0082853369ba]'§EEW:T:SAIVIL IDPEEHER
SSO

3H18H14:24:01.101 user.info cmscb3-1 client_backend: &#A
: SamIManager:[7979f13c-d490-4f8b-899¢-0c82853369ba] B M ThEEL & 17 ER 5%
ID:darmckin@brhuff.com

3H18H14:24:01.102 user.info cmscb3-1 host:server: &&A : WB3Cmgr:[7979f13c-d490-
4f8b-899¢c-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢-0272-42a1-b125-
136fdf5612a5(user=darmckin@brhuff.com)

3H18H14:24:01.130 user.info cmscb3-1 host:server: &l : KB
darmckin@brhuff.comfy R Ih & A 55

3H18H14:24:01.130 user.info cmscb3-1 host:server: &&A : WB3Cmgr:[7979f13c-d490-
4f8b-899¢-0c82853369ba] 2 i JWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89balf

3H18H14:24:01.132 user.info cmscb3-1 host:server: &&A : WB3Cmgr:[7979f13c-d490-
4f8b-899¢-0¢82853369ba]fFix & 17 52 3% £ FE (jwt length=1064,connection=64004556-faea-
479f-aabe-691e17783aab)

3A18H14:24:01.133 local7.info cmscb3-1 56496041063b
wb3_frontend:[Auth:darmckin@brhuff.com, Tracing:7979f13c-d490-4f8b-899c-
0c82853369ba] 10.10.10.8 — [18/Mar/2024:18:24:01 +000] status 200 "POST
/api/auth/sso/idpResponse HTTP/1.1" bytes_sent 0 http_referrer "https://adfs.brhuff.com/"
http_user_agent "Mozilla/5 (Windows NT

10.0;Win64;x64)AppleWebKit/537.36 ( KHTML , FH{LE & ) Chrome/122.0.0,
Safari/537.361 %l Lj%192.0.2.2:9000:upstream_response_time 0.038 request_time 0.039
msec 1710786241.133 upstream_response_length 24 200

# R (FAQ)

AHEHNBERSHMAIREE LEWebApp SSOEBMNE REESREE,

Webapp SSO JIWTR BT LIERE ?

JSON Web k& (JWT)Z B Callbridge iR 45 2 B IR FEHIWebAppZE Fi ( ERIHEREAIIP ) BE
, BT I EWebApp RIS EHRF AT, EIWTRAE —BIHFEEE , CERIWTHAERE

B, —BEIIWTEIHERE , WebAppEAEASEE R EWebbridgeBE AEH , EESFHBMI[ S8
ENESHEHFTE,

AILAEA Tcallbridge we3jwt expiry <1-24> (FE3.8RESMA T HiE — FZFHMEA TECMS


https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7

3.8%{TSRAASCMS MMPIER S K E)REBIWTEH , HhHER RERTEREIBWebAppE Fin
WIWTEIH BN/ NRE, B2 , ISR , RRETUREA24/NE , EERFIWTHURE
BN HEREBURWebAppEA B AR AN KER24/ 0, RMEJWTEIHRBER — BEHREE
REEEITHE , WebAppfE A& #4158 HIR B ElWebAppE A EHH,

EREEREFR | BBIIPHIRERTE , ATUEIIPLERIZFESSOMRIERNZ AIIAE | XIhEeg A3
BERRERIIPETHIFEEA | BFEFEMABIER | 2R B cookie ( BRIEBBHMSGEFRR ) . &
F#WSSO/IdPHL & 1A — BJIWTIB I BF (5 %24/ ), WebAppfi F & #S#54 H13R B E/WebAppE A B
— B2, ZFEEERT , FEIIP LA AFESSOFEAE S REWM AHEI fT<user@domain> , B&E
EHEBEHIP,

B HE I 575 R B A B R S WebApp i B RE (Y 18348 Th AL E IR — B RI$E52I1D CSCwm28758,
MRRERMBESR  REFEEETH O WebApp T E PR ?
LIEBHRENT

1. EAZEEAEIWebApp ( EASSOGMERFES L) o
2. AR ERHRERRNZIEE,
3. EAEBXRFERRERS Y EfM T WebAppth B, ( MEIHREMHE ) .

HEEBRERT K SREMFE?

ZZEGRIA 1 5ER L EURACallbridgei2 St JWTE S B WebApp EE B 2 A BH. REIWTHASE
B BFERRBEP , BRI EREIWebAppEE ( BIFEEEEEA T BIER ) . HaeE , IWTH
W RREEA24/NE,

- MBIWTHRERCRIBH)BEFE , AIEAETUFERARZEEEMEIWebAppEHE , MESE
ENETEORE.

- MRJIWTAINVALID(EXPIRED) , EAEKHEE B EIWebAppBE AEH , EEEHEAE
WebApp, EAEARESERBREIIPEODREFSZEFAHIIPEITSHRE (il , MR
|dPfE A& 5ESSOHIFESSO ) -

WebApp SSONAI X 2 & @i ?

WebApp SSOREAXZEERZEEMNRE  EERAEREFRGEDFRES HRERX(dP)H
RiIE, FERBRNESRARSFDBEFIBEINTACENRRERZERNXE,

HEAEEA
. BNEHEERTE


https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://tools.cisco.com/bugsearch/bug/CSCwm28758
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



