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Skype for Business Expressway-E Expressway-C Meeting Server
[]
= . -
Internet = L”‘
Fmmt ~\
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'] Inwite
=mapplicationsharing 31577 TCR/RTR/AVE 127 SDP from Skype contains remote ICE candidates. Note the
;_ﬂnd da L 11 ToP- M S 2120613887 192.168.251.128 18027 typ host me=applicationsharing that indicates this is a call for sharing
an 1 2 TCP-PASS 2120613374 192.168.251_128 18027 typ host presentation. It will have a different SIP call-id than the

12 1 TCR-ACT 2121006531 132.168.351.128 13490 typ hoat initial audiofvides call
euz 2 TCP- n-:r 2121006078 192.168.251,128 13490 typ ho i
ite:d 1 TCF-PASS 174455807 192.168.1.252 53577 typ relay raddr 10.149.4.201 rport 635417
€11 2 TCP- PJuSB 174455254 132.168.1.252 53577 typ relay raddr 10.145.4.201 rport 65417
@14 1 TCP-ACT 174848511 192.169.1.252 53577 typ re lay raddr 10.149.4.201 rport 65417
taid 2 TCP-ACT 174047998 192168, W 31577 typ ralay :.ud.— 10.349.4.208 rport 65417
te:S 1 TCP-ACT 1684737433 10.143.4.201 65417 typ scflx raddr 192.168.251.128 rport 17676
@S 2 TCP-ACT 1684796926 10.14%.4.201 65417 typ xr{]x raudr 192.168.251.128 rport 17676
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100 Trying

100 Trying

After CMS receives the call, it will reach out to its TURN
server (Expressway-E) to get its own TURN relay
candidates.

100 Trying
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Skype for Business Expressway-E Meeting Server

192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230

Allocate Reguest (no authentication)
TURN TCP 3478 ———— - - -| TeP33347

Allocate Error Response (401 Unautharized)

Allocate Request (with username)

Allocate Success Response
= e e
ROR-MAPPED-ADDRESS: 10.48.54. 230:33347
XOR-RELAYED-ADDRESS: 192.168. 1. 229: 24000

SIP
200 0K

200 OK

200 OK

meapplicationsharing 38547 TCP/RTP/SAVE 127

a=candidare:l ¥ TCP-PASS 2130706431 10.48.54.230 38547 typ hoat

a=candidatesd 1 TCP-PASS 352321535 192.168.1.229 24000 typ relay raddr 10.48.54.230 rport 23347
a=candidates] I TCP-PASS 152321515 192.168.1.229 24000 typ relay raddr 10.48.54.210 rport 13347
a=x-applicationshar ing-role:viewer

applicationsharing-media=-typerdp

spplicationaharing-desaion-id:l

amx-capabilitiesirequest=control="sendrecv™

a=setupipassive

Skype for Business Meeting Server
=
[ Internet -
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48,54.230
SIP
Ack
Ack
Ack
TURN
Binding Request
TEP5IST] memmmemmmsmmm=m=== TP 24000
Remate party creates a TCP ConnectionAttempt Indication
connection and sends Binding TTCE 3 T ) o e e e e = e = e T R 3547
request te TURM relay port. The KOR-PEER-ADDRESS: 152.168.1,252:53577
source |P is actually TURN relay
server (Skype Edge) and the port el
was found in the remate SDP +___-_________C:n_n_e:‘tlo_ngl_m_iEu_q_ufs_t _____________ TCP 44342
earlier. al
XOR-FEER-ADDRESS: 192.168.1.252:53577
ConnectionBind Success Response
S S ———
Binding Request

TCOP connections are bridged e o e e e

CMS make TCP connection to TURN server for TURN relay
candidate allocation.

TURN server sends Allocate Success Respanse which contains
the TURN relay candidate,

CMS adds TURN relay candidate to SDP in its 200 QK SIP
response,

SIP dialog finishes with the ACK

TURM server notifies the TURN client about a connection made
to the relay candidate address (XOR-PEER-ADDRESS attribute).
This is done over the same TCP connection where Allocate
Request was sent,

TURN client (CMS) creates a new TCP connection to TURN
server to request the remote XOR-PEER-ADDRESS connection
to be bridged to this new TCP connection.

TURN server confirms. From now on the traffic from remate

peer 192.168.1.252:53577 hitting port 24000 on TURN server
will be forwarded owver this TCP connection to ChS.

Binding request from Skype is sent to CMS.
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192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.330

TURN

Binding Success Response Soie = T
rTrrry | o | . Bidirectional Binding Reguests and Binding Success Responses

are required for this candidate pair to be considered valid.
Binding Success Response
110 5 Ly T —— TCP 24000

After Binding Success Response was received in both
directions, there will be SIP relNVITE dialog betwesn CMS and
Skype to establish the new media route.

SIP relNVITE triggered to renegotiate the new media IP addresses.

Media Media
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2394 Z817-988=17 98:93:51.966175 18.48.54.238 18.48.54.229 S5TIN 98 Allocate Reguest TCP lifetime: GOR
2307 201T-88-17 08:03:51.968443 10.48.54.129 18.48. 54,239 STUN 228 Allocate Error Response with nonce realm: TANDBERG Lifetime: 604 -
2399 2017-88-17 28:83:51. 9658047 18.48.54.238 10.48.54.229 STIM 282 Allocate Request user: turn realm: TANDBERG with nonmce TCP
2427 2017-88-17 B8:83:52.084888 18.4B.54.229 18.48.54.238 ST 166 Allocate Success Response Lifetime: G8@ XNOR-HAPPED-ADDRESS: 18.4B_
2478 Z817-88-17 98:83:52.885424 18.48.54.238 18.48.54.229 5TIN 198 Refresh Request user: turn realm: TANDBERG with nonce Lifetime: 6o
2447 2017-88-1T7 08:03:52.172733 10.48.54.229 18.48.54.230 S5TUN 142 Refresh Success Response lifetime: 608
2526 2017-08-17 08:03:52.568007 10.48.34.279  10.48.54.230 STUN 154 ConnectionAttempt Indication XORA-PEER-ADDRESS: 192.188.1.252:53577
2548 2017-88-17 98:93:52.618046 18.48.54.23 10.48.54.24 STLM 198 ComnectionBind Request user: turn reals: TANDBERG with nonce

2552 2017-88-17 88:983:52.6738508 18.48.54.229 18.48.54.238 STLN 142 ConnectionBind Success Response
7 Binding Indication
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2566 20017-08-17 @8:83:52.829644 19.46.54.229  18.48.54.230  TOP 144 34TH-44342 [P5H, ACK] Seqe3fl Ack=528 Win=3l368 Len=99

2587 2917-88-17 9B:83:52.820005 19.48.54.239 la.48.54.229  TOP 164 44342-3478 [PSH, ACK] Seq=529 Ack=481 Win=29312 Len=118
2688 1017-98-17 08:83:52.865301 19.48.54.229 1@.48.54.230 TCP 54 347844342 [ACK] SequdBl Acke=639 Win=31368 Lensd
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» Frame 2597: 164 bytes on wire (1312 bits), 164 bytes captured (1312 2000 88 @c 29 4B 9¢ 5f 2B 5@ 56 58 98 08 A8 8@ 45 8 .. JH._.P V.....E.
» Ethernet II, Src: Vmware_98:98:08 (@9:50:56:98:98:98), Dst: Veware_ 0 gg :g gg ;; ;: g«g :-g gg ;5 ;; gg gg ig Eﬁf E,: Eg 6"&@'@' ”.N.;B
» Internat Protocol Version 4, Src: 10.48.54.2308, Dst: 10.48.54.220 BA3B BB e5 c7 B 00 88 BB Gc 80 B1 08 58 21 12 ad 42 1. I'-E
¢ Transmission Comtrol Protocol, Src Port: 44347, DSt Port: 3478, S5&q 2p40 a7 d4 24 51 9& 4d TE ¢S5 93 B1 95 21 @B 25 00 @0 T
v Data (118 bytes) BOSE BB 24 09 B4 Ge TF £F ff 82 25 00 &4 88 b2 &7 4a sSaMean adenand
Data: BAGCRAA1BD582112a442a7d42d519e4d78C5038105210025. . . B850 Bb ee cd BB 00 06 BB Bc Bc 30 4d 52 32 41 6F 56 suells oo LEMR:AQY
[Length: 11@) Ba7E 7O 0@ 90 P8 80 54 0@ 84 33 00 90 99 B0 7O B8 M4 y....T.. 3....p
2052 BB 0D B0 B2 00 BB BB 14 1d ad B4 25 2057 5B 3B ..ieuees eas %IW[E
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