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EAREIF , AFRARLZENREFRAG, HE , BEr—ECRRRERENS 0 RE MRS
HE =

SUPPLICANT AUTHENTICATOR AUTHENTICATION SERVER

GIG unme I
ISE 3.2 with
WINDOWS ENDPOINT ISR 1100 NAD
WITH SECURE CLIENT NAM PSN Persona Enabled Node

—
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1. TEEZELZ L EFHNAM ( BRFHEEER ).

. THYZEZSEFHNAME B ERFESS.

 ERFEREE

R 1B EFAMRPEAP(MS-CHAPV2)ER & BB EN L2 F FIRNAMER S,
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1. TRHEZELZLEFFIHNAM ( BRFBEEESS)
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EERBHEIE S L8 ASecure Client 5,

T & Home > Security > VPN and Endpoint Security Clients > Secure Client ( ‘@3&AnyConnect ) >
Secure Client 5 > AnyConnect VPN Client Software,

EMEERAIF , ERANZES5.1.2.420

#%Secure ClientZEf 2 ZIWindowsZR BN H2E % & ; #£SCCM, {5 IR 5IZBFMVPNHEIR, B2
,EAN S FRANZESERERES

AZEEL  #EENREEFiKERRSE Z(Windows)E R

Cisco Secure Client Pre-Deployment 06-Feb-2024 108.30 MBE v ‘~._.-'
Package (Windows) - includes individual MSI

files@

CIsCo-secure-chen 1.2.42-predeploy-kY9.21p

Advisories _’,'


http://%20https://software.cisco.com/download/home

Msi zip*?i? ES

THEIEBEBEE |, #HF—T "Setup, »

Profiles

Setup
#2 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k3
## cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9
## cisco-secure-client-win-5.1.2.42-da rt-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-iseposture-predeploy-k9
#¥ cisco-secure-client-win-5.1.2.42-nam-predeploy-k9
ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9
ﬂ cisco-secure-chient-win-5.1.2.42- posture-predeploy-k9
#2 cisco-secure-client-win-5.1.2.42-sbl-predeploy-k9
#2 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k9
## cisco-secure-client-win-5.1.2.5191-zta-predeploy-k9
{5} Setup
|| setup
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(5 Cisce Secure Client Install Selector - 0O X
Select the Cisco Secure Client 5.1.2.42 modules you wish to
mstall:

Core & AnyConnect VPN

Start Before Login

Metwork Access Manager

Secure Firewall Posture

Network Visibility Module

Umbrella

ISE Posture

ThousandEyes

Zero Trust Access

Select All
Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

REBRER

B—T "&EMBAR. -

BZEULA,



|| Cisco Secure Client EULA "

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By clicking accept of uging the Cisco Technology, you agree thal such use is govemed by the
Cisco End User License Agreement and the applicable Product Specific Tarms (collectivaly,
the "EULAT. You also acknowledge and agree that you have read the Cisco Privacy
Staternent

It wou do Aol have authority o Dind your company and is affiliates. or if you do not agree with
e termis of the ELILA, @6 not lick "accepl and do nol use the Ciscd Technology. M you are 3
Cisco channel pariner accapling on behall of an end customer Ccustomer), you must infsrm

the cusiomer that the ELLA apphes ta customers use of the Cisco Tﬂﬂlr‘lﬂ-l-ﬂlm and provide
the customer with access 1o all relevant lerms.

The lateslversion of documeants can be found at the fellowing locations.
» Cisco End User License Agreament

«  Applicable Product Specific Terms.
il i -lgrmg.him

»  Cigco Privacy Statement I

EFULARE
ZENAMBEEEFH/E .
Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.

m:]

Reboot RequirementiR &

Z&R® , JEWindowsiE S MR A FRME
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2 THALZELZLEFIRNAME BERIFEESR.

B EDotIXxHIBIEEER RS EEERE EERRERR
£ T & Secure ClienttyE—HE L , #FIProfile Editori#1&,
ARBIERS.1.2.425R P HYEE,

Prafile Editor (Windows )& 06-Fab- 2024 15,71 M Ny
tegls=cisco-spcung=client-win-5, 1.3 4 3- prohleeditcer- kS msi
Advisorias O]

BERERRESR

THEZ A BERE

EﬁmSiﬁﬁo

E Cisco Secure Client Profile Editor Setup >
~ __1‘

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Chent Profile Editor
on your computer, Chdk Text™ to continue or "Cancel” to
exit the Setup Wizard.

TN mem WG

EEERRERRERE



A Typical3% EiRE,

4 Cisco Secure Client Profile Editor Setup

Choose Setup Type

Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
mast users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
USers.

Complete
All program features will be installed. (Requires most disk
space)

< Back Next > | Cancel




# Cisco Secure Client Profile Editor Setup

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install® to begin the installation. If you want to review or change any of your
installation settings, dick Back". Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

RERE

#—T TFinishy (#&® ),




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file
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- .'.||||
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Opien
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2 Bumn as aaminstralor
' network access control Open fille location
network access control products
} network access point 2 = Pin to taskbar
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L network access device
network access control list

network access control garkmer
magic quadrant
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network acc i
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File Help

|, Hetwork AccessManager | Client Policy
M ey Profile: Untitled
Hetworks
- Conmection Settings -
twork Gr
% Metwork Srouge Default Connection Timeout (sec.) 0
Connaction Attempt:
(O Before user logon
Time to wait before allowing user to logon (sec.) [a0
(®) After user logon
-Meda

[l Manage Wi-Fi (wirehess) Media

[ Enable validation of WPAMWPAZWPAS handshake

[[] Enable Randomized MAC Address

Default Assodation Tameout (sec.)

-] Manage Wired (502.3) Media

[] Manage Mobde Broadband {3G) Media

| Enalle Diata Roaming
- End-user Control

Alow end-user oz

[] Disable Chent [] Select machine connection type

[] Display user groups [ Enable by defaut
] Spedify a script or application to run when connected .
B Auto-connect
Adminstrative Status
Service Operation FIPS Made Captive Portal Detection
@ Enable (O Disable CEnable (@) Disable CiEnable (@) Disable

NAMEC B 18 SRR e 38 & P im R



File Help

! Authentication Policy
Profile: Untitled
Mow Assocstion Modes - Aowed Authentication Modes
[] Sedect Al (Personal) [ seect All Quter
|1 Open (o encryption) EAEap-FasT
[ EAP-GTC
| Eei [ EAP-MsCHARY2
[ Shared (WEP) [ ewns
[ WP Parsanal TP [Flearms
[ WA Personal AES FlearaTis
= [ easos FAEApMscHAR2
EA oA ot i P4 fegacy) [ AP egacy)
[l WPAz2 Personal AES [ mscHap egacy)
[l WRA3 Open (OWE) = 2 4
] wras Personal AES (SAE) Bese
[ rERP
[ Sedect All [Enterprise) S Es-sTe
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
=] WA Enterprise THIP bage S
Alowed Wired Security
[~ WPA Enterprise AES ] sekect Al
[ WrA2 Enterprise TWIP ] Open (oo )
EweAz Enterprise AES [ 802, 1x arly
L CaE S [ 802, 1x with MacSec
[ M Enterprise AES [] AE5-Gem-128
[ WPAS3 Enterprice AES = o

NAMEL BAE SRR EE 25 5 10 B 78 SR G




File Help
ks Eéw Access Manager Network Groups
Clent Policy -
? Authentication Pokcy Profile: Untitled
wﬂ!’t‘ﬂﬂl‘h Group:
" Metwork Groups Local netwarks o Delete Few
Allow end-user to: e
A See scan kst
Metwork Order
Global Networks
‘Wired:
wired
Lip
Down
‘Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame Current Group
Up
Down
Wreless : T Weekss
Hame Current Group
Up
Dawn

r@ma, BR

4.RH1: BPEAP(MS-CHAPV2)EAE S BB R BE L LT FIHNAMGER A
BE = NetworksZB 4 »

Al LA R FE ZR A Network BL EHE 2R
B—T "#Hig,,



Networks
Profile: Untitled

Network

Name Media Type Group™

= A network in group 'Global' is a member of af groups.

BB R
RBEEEERTR.

iZ#ZGlobal#E &Group Membership, ##ZWired Network /&,

Delate



Networks
Profile: Untitled

e
Group Membership
() In group: :l.u:dmhnrl:

Choose Your Metwork Media

(®) Wired (802. 3) Network

Selact a wired network if the endstations will be connecting to the network
with a traditional ethernet cable.

) WiF (wireless) Nebwork
Select & WiF network if the endstations will be connecting to the network

Vil & wirsless radho connection to an Access Point.,
S5I0 (max 32 chars):

Hidden Mebaork
Corporate Metwork

Azzodation Teneout 5 SECONGS
Common Settings
Script or apphcation on each user's machine to run when connectied,

Ercwse Local Madhine

Network Profile Media Type=B 4%
& "Nexts (T—%).

i##2Authenticating Network , 3 ZSecurity Level B4 /b #9 H &4i% 18 F F FE R (E.



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
. Hetwork Access Manager || Nietworks
Chent Pebiey -
ko Profile; Untitled
[T Security Level acks Tyow
L Network Groups (O O etk
Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type
® uthentcang Network
Authenticating netwaorks provide the highest kevel of seourity and are perfect for
enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,
r80%. 1x Settings
suthPeriod (eec.) |30 startPuriod (pec.) 3
heddPericd (e} _ISI!I mAxGAT 2
Pert Authenscation Exceplion Policy
[] Enable pert excepbons
Seaurity Allow data traffic before authentication
F!!'l"ﬂwﬂ ) Alcre data raffic after authenbcation even If
Ly ] w | AP Fale
Encrypition )
EAP succeeds but key management fals
AES GLM 128 - S
AES GCM 255
Hext Cancel
PR EERZ 2R

% — T NextLL & Connection TypeZh 4,



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
j.%wtmmw | Networks
Chérit Polcy &
ericalion Pl Profile: Untitled
Hetworks MNetwork Conmecton Type
= Network Groups () Machine ©
This should be used if the end station should log onto the network before the
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and
The user connection should be used when a machine connection i nott needed,
A user connaction will make the netwodk svalable after the user has logged on.
() Maching and User Connection
This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.
Pt Cancsl
MR A EERERE

1#12User ConnectioniE#Z& 7,

B—T Nexty, LA## "User Authy —8 , 2EFBBIT A,
EEPEAPEAEREAPH X,




B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
J.E'Ejm AccessManager | Metworks
2 Chent Poboy -
Ruthentication Pokcy Profile: Untitled
Networks EAP Methods
T Metwork Groups () EAP DS ) EAP-TLS
() EAP-MECHAP [} EAP-TT]
O EsP-GTC C=2
[} EAPFAST

[T Exctend uer connaction beyond log off
EAPPEAP Settings
[ vabdate Senver Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

A EaPMECHAPYZ

[CJearatC
() EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

BRRERERERE
E I E REAP-PEAPER E P Y TESRE.
BEBFERENRBBRNAZ S EDLD

REAP PEAPEEEMN Z BRI AT |, iBiF Authenticate using a Password , A& IZEEAP-
MSCHAPvV2,

B—T "Nexty LA##EHIE "Certificates s



Bzt : A$BERCertificate®f 2 , R A&i#H T Validate Server Identity in EAP-PEAP
Settingsi#H, ¥REAP PEAP , Bt A RERE FHEITHE,

TECertificates¥f 4 , TECertificate Trusted Server Rules® , fF LAc.com#s /I3 BICommon
Name,

&R 5 BB R 15 A ARAREEAP PEAPREIBFEANEE.
MREENFRIZPER SO RIBEIZ(SE) , RITTAEA KK ARBFEHEAPEEN AR



[BF Cisco Secure Client Profile Editer - Metwork Access Manages -_ O

File Help
|| Metwork Access Manager o Networks
- mm?m Profile: Untitled
;:-.:mwm Certificate Trusted Server fiudes ﬁrl":;

Conmection Type
Mame ands with ¢.com
- Flie

Cragentisge

Certificate Fisld el bk Value
Subject Alt. Hame - exnctly matches w
Add Save
Certificate Trusted Authority

() Inchude Root Certificate Authonity (CA) Certificates

B
(%

Ry

MELEEREEND

AEXREZEEEZMEPREMMERE, HRLAR , F£HEETrust any Root Certificate
Authority(CA) , A 2# B2 BRADIUS EAPEEN I ECARE,

ERILIEE | Windows# B S 1FH 2 & EManage User Certs#2 R Certificates — Current User >
Trusted Root Certification Authorities > Certificates H I ¥ 2 & WIEMEAPEE,

H‘i rNeXt_] (-F_’f ) o



E Cisco Secure Client Profile Editor - Metwork Access Manager = O

File Help
| Metwork Access Monsger || Networks
§8% Chent Policy 2 .
A ication Polcr Profile: Untitled

3 Metworks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected Idenbty Pattern: [uzername] User Auth

Certificates

i — Credentals

Use Single Sign On Credentials
C for Credentals

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

T R

Network Profile Credentials&p 4>

TECredentialsEp o # , EFE K User CredentialsZp 7 -

EBETRAAARB-RTCEEE , QtESBES0REY  ETHORENEAELFRALR
%o

E_-F r;T-'BEEJ o

{FFFile > Save As i218 , #Secure Client Network Access ManagerBit ERE R B 175
configuration.xml,

E #Secure Client Network Access Manageff ARIMIZ I MWEERESRE  FHE T —BB HPW
configuration. xmiiE RE B AFER -

C:\ProgramData\Cisco\CiscoZ £ & Fim\f g i B B EE\RK



izt | ERMAD B Bceonfiguration.xml , FHIEEERE T4,



"4 Replace or Skip Files

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

B RE

5.RPI2: REAP-FASTRIZ EREMEBM S HRJFEEREEFIRNAMBE RS
7 BINAMEL & 18 SRR 88 2% I B = Networks B 2o

B—T THEL



Networks
Profile: Untitled

Network

Name Media Type Group™

Edit...

Delete

* A network in group 'Global' is a member of afgroups.

NAME B RimER "Mk, B8

EEBEEEERTRASE,

iZ1ZGlobalfE & Group Membership. #iZWiredNetwork Medias



& Cisco Secure Client Profile Editor - Mebwork Access Manager

- 0
File Help
Ju Hetwork Access Manager 1 Metworks

Chent Pokcy .

- . Profile: Untitled

Natworks. . Meka Type:

= | = 3
) I group: Local retwvarks

THERE L, B

o

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

HE rNeXt_] (-F_’i ) o

iEZ#EAuthenticating Network , T EE ARG HeMBIENTERE.



ﬁ Cisco Secure Client Profile Editer - Network Access Manager

File Help
| Network AccessManager | Networks
Chent Polcy rofile:
Authentication Polcy _ Shna
il Metworks Security Level Media Type
L Network Groups () Open betwoek Seauity Level
Connection Type

Open netwarks have no seority, and ane opan to anybody within range. This iz

Authenbeabing networks provide the highest level of securnity and are perfect for

enterprise bevel networks.  Authentication networks require radies servers, and
other network infrastruchure.

suthPeriod (sec.) El startPericd (s£c.) 3
heldPeriod sec.) 0 | maxStart 2
- Pert Authenftication Excepbion Policy
[C] Enabie port exceptions
Security Alow data trafhc before aul e
Key Management Alow data trafhc after even if
: = EAP fals
EAP sureads but key management fads
AES GCM 128 =t
AFES GCM 256

REMBIREERRERT D

& — T NextLA# & Connection TypeZB% o



ﬂ Cisco Secure Chent Profile Editor - Network Access Manager

File Help
Hgmmmh“’:mmm“
Chent Polcy -
. Pokcy Profile: Untitled

A Networks Hetwork Connecbon Type Media Type

FE Network Groups () Machine Connection Security Level
This should be used if the end station should log onto the network before the %

user logs in. This i typecally uged for connecting o domaing, 1o get GPO's and Cradentials

other updates from the: network before the user has access. User Auth

Crdential

EARERIE S

() User Conmection
The user connection should be used when a machine connection i not needed.

A uer connection will make the nebwork avalable after the user has logoed on,

) Mad
This type of connecton will be made automaticaly when the machine boots.

1t will then be brought down, and bad: up again with different credenbals
when the uer logs in.

BRREF=—EZRERFEECRAENERS DRE.

EHI rNeXtJ (-F_ﬂ;_ ) o




ﬁ Cisgo Sequre Client Profile Editor - Metwork Access Manager

- O x
File Helg
| Netwark Access Mansger | Networks
Chent Polcy Vet
Authencation Pokcy Profile: Untitled
Hetworks EAF Methods Madia Type
T4 Network Groups () EAP-MDS O EAP-TLS Seauity Level
() EAP-MSCHARPYZ () EaPTTS Corneciion Type
Machine Auth
() EAP-GTC FEAF e
() EAP-FAST =
User Auth
Credentals

[ Validaze Server Identity
[ Enabils Fast Recornect

ext Cancsd

B S HERBES
EMachine AuthZ 9 F | iBIBEAP-FASTEBEAPE %, B ENEAP FASTEREERE.

¥ Inner methods based on Credentials SourceZf % , i##FAuthenticate using a Password , A&
ZIEEAP-MSCHAPV2ER %,

REBBEZFEAPACEIE,

# "Nexts (T—% ),

f£ Certificates#B 43 B9 Certificate Trusted Server Rules® , # B2 & Blc.com#E E.

LbEF 9 RIERAREREEAP PEAPTR AR EFMEE,
MREENRBPER S DR SIZ(SE) , RITLAMERA KK A RBRBHEAPREN 2 RAEE.



Networks
Profile: Untitled

Certificate Trusted Server Rules

Subject Alternative Mame ends with ¢.com

Certificate Field Match Value
Subject Alt. Mame e exacty matches e
Add Save
Certificate Trusted Authority

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Aol Remove

Mext Cancel

Machine Auth Server Certificate TrustEB %"

Media Type
Security Lewvel
Connection Type
Machine Auth
Certificates
Credentials
User Auth
Certificates
Credentials

AERETEEERMEPEERMEEREE, ¥R F R, F£HEETrust any Root Certificate
Authority(CA)Installed on the OS , T 2#EHEFERADIUS EAPEEMHFECAEE.

ERALLIEE | Windows{S{EH @& £Manage User Certs#2 =\ (Current User > Trusted Root

Certification Authorities > Certificates) F I R EH B WEMEAPR E,

# "Nexts (T—% ),



H Cisco Secure Client Profile Editer - Netwedk Access Manager

file Help
|, Metwork AccessManager | Networks
Chenit Podcy .
: e s Profile: Untitled
Networks Mnchine Tdentity Meadia Type
I Hetwork Groups Urproteched Iden sty Pattern: host/anonymous Sacurity Level
Comnechon Ty
Protected Edenlity Patbem: host/fusername] Machine Auth
Certificates
Credentials
User Auth
Credentisis
() Use Stabc Credentials
Password:
Cancel
HESH R ERE RIS

fEMachine CredentialsZB 4 Fi#1# Use Machine Credentials,

122 rNeXt_] (-F_’i ) o



& Cisco Secure Clent Profile Editor - Netwark Access Manager - [m] *

File Help
 Network AccessManager | Networks
8% Chent Policy -
Aufenbication Pellcy Profile: Untitled
Metworks EAP Methods Medis Type
L Metwork Groups O EAPMDS O EAPILS Security Level
() EAP MSCHAPY2 () EAP-TTLS Comecton Type
() EAP-GTC PEAP SEeh s
Certificates
Cradentials
[] Estend user connection beyond log off User Auth
Certificates
Credentials

[E~] validate Server Identity

[r] Enable Fast Reconnect
[[] Disable when using a Smart Card

Inner Methods based on Credentials Source

() Authenticate using & Password

‘When reguested send the dient certificate in the dear
Only send dient certificates inside the tunns
Send dient cerbificate using EAP-TLS in the tunned

() Authenticate using a Token and EAP-GTC

B usePaCs

Next Cancel

User AuthenticationEB 4

¥ User Auth , iIBIBEAP-FASTYEABEAP S o
BN E REAP-FASTER ESB 0 R FEER B,

HR TERBBNRZI AL RE2 |, iBZAuthenticate using a Password lIEAP-MSCHAPV2/E %
F it

EEFEAPAC,
122 rNeXtJ ( _F_i ) o

1E Certificates &} %3 B9 Certificate Trusted Server Rules¥ , # Bl ZACommon Name ends with
C.COMo

BLEIEEMANARREEAP PEAPRIIBEMANES. MRELRIREFERISE , o AEMH K
fRIRBREFMEAPEEN N AE R,



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

ERESNREARFRESENS

AERETEEEZRHEBPEERMEEREE, HYRIF R, FAEETrust any Root Certificate
Authority(CA) , M A2 #iE#BRADIUS EAPEEMNSECARE.,

# "Nexty (T—%),



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: AnOnymous Security Level
Connection Type
Certificates
User Credentials Credeniisls
User Auth
{7) Use Single Sign On Credentials Cortificates
(@) Prompt for Credentials Credeniiss
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel
FRESTRERE

T "BHEH,, B EEXFERAESHEHIBD
BRFPETAARE>KTFRERE, Fit , EESES RIS K FAESHRBLEWMAELTE,
#— T Donei&kél,

i#1ZFile > Save as , ¥ #%Secure Client Network Access ManagerBii ERERZFEA
configuration.xml,

E{#Secure Client Network Access ManagerfE ARl F BV WEEER , FHE T —EEHPH
configuration xmiE REMAFER -

C:\ProgramData\Cisco\CiscoZ £ & F in\{B iE 55 B B 2R\ R



izt | ERMAD B Bceonfiguration.xml , FHIEEERE T4,

6.5 PI3: REAP TLSEAEREFRERELZ 2 EFIRNAMER A

BHRNAME ERERIFEERS , AR EMZENetworksZB % -

B—T THHEL



MNetworks
Profile: Untitled

Network

Mamie Media Type Group™

= A network in group "Global’ & a member of alflgroups.

BB D
ARBEBEERDS , EXMHR , ZXEBERARARL S RNEAPHE.
iZ#ZGlobal#E BGroup Membership, MEMRBENE.,

Et...

Delete



E Cisco Secure Client Profile Editor - Metwork Access Manager

File Help

Ju Metwork Access Manager
{8} Chent Policy
Authentica tion Pobicy
Metworks
7 Hetwork Groups

| Networks

Profile: Untitled

' the endstations will be connecting o the network
with & traditional athermat cable.

() WiFi (wireless) Netwark

Select & WiFi network if the endstations wall be connecting to the network
via a wireless radic connection to an Access Point.
551D (max 32 chars):

Hidden Mebwork
Corporake Network

Association Timeout -1 seconds

Coemmon Settings
Soript of apphcation on each user's madhine o run when connected.

THERE L, B

# "Next, (-F_’i ) o

EiFAuthenticating Network , T E 8 tiSecurity LevelZf 7 P HERBIBNFERE,



ﬁ Cisco Secure Client Profile Editer - Metwork Access Manager = ]
File Help

. tetwork Access Mansger | Networks
Chent Pobcy .
P " Profile: Untitled
iy Mebwerks Searity Level Media Type
*j:mm—k&m ) Opan Network Security Lewed

Open networks have no seaurity, and are open to anybody within range. Thisis Conneston Type

(s et aer) e B o -t

(@) pusthenbcating Hetwork
AuthenBcating networks provide the highest level of seaurity and are perfect for

enberprise level networks.  Authenbication networks require radius servers, and
ather network nfrastructure.

802, X Settings
suthPeriod (eec.) 0 stariPericd (sae) 3
heldPeriod (sec.) &0 mancStart 2
Port Autheniication Exceplion Policy
[C] Enable port exceptions
- Seauity Allow data traffic before authentication
Ky Managemernt Allcrw data traffic afier suthenboation even if
_H:ﬂ! = EAF fads
EAP muds bauit ey management fals
AES GOM 128 Sy Sl
AES GOM 155

Z2R5

WREBEAAERAERIRNEAERR, ELt , FRHUser Connectioni®I8,

B Cisco Secure Client Profile Editor - Network Access Manager

File Help
Lgrﬂmmﬂhme ! Networks
Chant Policy )
il M Profile: Untitled
Blebveorks Hetvark Connection Type Madia Type
22 Metwork Groups: () Machine C son Seqrity Level
Connechion Type
This should be used if the end station should log onto the network before the Usér Auth
user logs in, This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when & maching connection is not nesded,
A e connection vill make the network avalabls after the user has logged on.

() Madhine and User Connection
This type of connection will be made sutomatically when the machine boots.

It will then be browght down, and back up again with different credentials
when the user logs in.




EARE R
AEEAP-TLSELB AEAPT £, B EREAP-TLSERE# 2 PRI RRIE.

ﬁ Cisco Secure Client Prafile Editor - Network Access Manager

File Help
L
b Ehwk Access Manager | Networks
{8} Chent Policy .
Profile: Untitled
Authentication Pobey | :
Netwarks EAP Methads Media Type
Fi Network Groups () EAP-MDS Sedurity Level
() EAPMSCHARY2 () EAP-TTLS C“"'“‘Tj;""
Ly
EAP-GTC PEAP
o S EAP-FAST cottan
O Credentials
[] Extend user connection beyond log off
EAF-TLS Settings
[ vabdate Server Certficate
[] Enable Fast Reconnect
[] Disable when using & Smart Card
FERESHRFSS

R TEEL B, BEUEAAAEAP-TLSEELENKR A, MREFANRISE , B
Administration > System > Certificates®ZB 0 P& LR Al

£ Certificate Trusted AuthorityZf2# , i#1ETrust any Root Certificate Authority(CA)Z 2 7E0S £,



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager
File Help

| Metwork Access Marager || Networks

{8 Chent Polcy .
Authencation Pokcy Profile: Untitled
Metworks Meda Type
<2 Network Groups Certificate Trusted Server Rules Secity Level
F
Cerbificates
derbals
Cartificate Fald Match Vil
Subrject Alt. Name " exactly matches W
Add Save
Certificate Trusted Authority

{®) frust any Root Certificats Authority (CA] Installed on the 0F

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

FRESNRBERARSBBSEERTE
122 rNeXt_] (-F_’i ) o
HR TERERE) B0, BOVEXE o PHFERE.



Networks

Profile: Untitled
Uisar Identity Media Type
Unprotected Identity Pattern: [username] &[domain] Security Level
Connection Type
User Auth
Certificates
e e Credentials

() Use Single Sign On Credentials

(") Prompt for Credentials
Remember Forever
Remember while Uiser is Logged On
MNewver Remember

[ Certificate Source Remember Smart Card Pin
Smart Card or OS5 certificates Remamber Forever
Smart Card certificates only Remember while User is Logged On

MNever Remember
Smart Card Removal Policy
[[] Disconnect from Network
Rule logic (®OR (DAND
Field Operator Value

|| o

Done Cancel

User Auth Credentials&R %"

HEAGBRFEAEREEAP TLSBREFEEN SRS CEMAA, EHTIEME  FHiRUse
Certificate Machining Rule(Max 10)3%3i2 #9 BREXU 5 2 .

B—T "##. .



|/ Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

o R

HEEMy InternalRE =5 CA.comFRERAFAEBENCN,

HECERANEE




a Cisco Secure Client Profile Editor - Metwork Access Manager

File Help
| Network Access Manager | Networks
{8} Chent Pokcy : i
uavacanca Pl Profile: Untitled

| Metwerks User Identty Medin Type

L Network Groups Unprotected Identity Pattern: [usernams] §{domain] e
Connection Type

User Auth

Certificates

User Credentials cedentels

(%) Use Single Sign On Credentials (Requires Smart Card)

Certificate Source

Smart Cand Remaval Pobcy
[] Disconnect from Metwork

(] use Certificate Matching Rule (Max: 10)

Rulelogic (@OR (DAND

Freld Operator Valse
|Issuer CN [Equais My Internal OR 3rd Party C... | &

1w

User Auth Certificate Credentials&B %
#—T "Dones HAEREEE.
i#1ZFile > Save as , #&Secure Client Network Access Managerfi i& #& % 2 17 B configuration.xml,

E{#Secure Client Network Access ManagerfE Al F B WEEER , BT —EE &K
configuration xmIEREBRBHER :

C:\ProgramData\Cisco\CiscoZ £ & F in\{B i 55 B B 2R\ R



izt | ERMAD B Bceonfiguration.xml , FHIEEERE T4,

7.BEISR 1100FISER A FFE R 551 PEAP MSCHAPV2RY & 17 Bt 8

ELEISR 110088 H 28,

REIMBENADEdotIx TES B ERIWERE B,



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

Mt : TR SERISERE , EMBA T R ARBDHACHEMESH R, AEIBE
Administration > System > Deployment & & 81 2| ISEXR B E It B,

new-model
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1
|
interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

e & & 17 B 3% 51 2#3.2,
BB EE,
#%ISR NAD#T H Z|ISEE 2> ER>-MBEE,

E_-F r%ﬁi‘gJ o

Network Devices

IP/IMask Profile Name Location

REEEVHNADIEERT, FMIBRRELEIP,



Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100
Description

IP Address

Device Prafile
Model Name

Software Varsion

ER - ANEMTACERBLERET EANRASR,

M ~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

E] LUse Second Shared Secret

Second Shared
Secret

CoA Port

R E B RadiusFEE
BEEXR.
LB AR inETE O REBANES.




ERISEAR# 5 M ERE, ANIAREEINISES BERE,

i E|Administration > Identity Management > Groups B , AR BN FREFMBE. BILETR
B 5 174H RiseUsers,

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

MNew Uzer ntity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User Identity Groups Description

S HEE L
#E—T "Submity
B IEE>-5HEE>-50BEF,
B—T T#E. .
Administration - Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users
P ———— Network Access Users
zted O Total O

Status Username - Description First Name Last Name Email Address User Identity Groups  Adr

Mo data avallable

TR aEERE, 32

FEALERUN -y , UAERENEBHAE, &M EARNRERE L Biseiscool,



> MNew MNetwork Access Usear

~ Network Access User

* Username iseiscool

Status B Enabled

Account Name Alias

Email

MR EhREEAE R

AEREPEZE. FMAVainillalISEQ7,

~ Passwords

Password Type: Internal Users

Password Lifetime

With Expiration

Passwand will

hﬁ Meser Expires

Hassword He-Enter Passwond

* Login Password

Enable Password

User Creation PasswordaB

75 & 9 Bt BlliseUsers#l.

v User Groups

iselUsers

EREEDE




[ S
B 2ISEZE >R > RBE R,
A LAE TR RIS, BRAHEHRILTEA "HiR, NRAK.

BEE : BRMEETOENES BBRETHER |



BiEE . MRBADFHERMRER , AATUE-TEARKENERER , REBEEL
E A AT

Default policy set

Insert new row above

EANRERE#R8021x. BT , REIE—TUse,



Conditions Studio

Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

RfR#F THE=E

1EAllowed ProtocolsZB 4 Fi&1ZEDefault Network Access,

Policy - Policy Sets

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View

2 Wired Wired_B02.1X Default Network Access

] Dafauly Dafault policy se1

2.4d.BESDRENREXRK,
E_-F>*%o

Wired_802.1X




\

B BiAuthentication PolicyZB %o

B—T+B&.

Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

* Options

EENRBEEIEERE., WRAAEARTE BRI
ELE L B D BRRB R B RES LN +BIR.
{55 A 78 £ 3R ERIWired Dot x &4,

R, EEASIPRERBEASE

~ Authentication Policy (1)

Status Rule Name Conditions i Hits Actions

Internal Usars

~  Options

If Auth fail

& Internal Authantication

If User not found

RIEREE,

Authorization PolicyZ8 0 YR EEKS. BEELE—T+EF.



Policy - Policy Sets A Evoluation Mode 29 Days Q)

UpLuns

» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

« Authorization Policy (1)

Results

Status Rule Name Conditions Profilas Security Groups

R

ABREBRVHNRERKGE, EHEETRSF , FAANIMISEEREER,
EANBERMEILGRY  FiE—THREIPH+ETR.

{5 FlIseUsers#l.

& — T Attribute 38 %,

i#1Z|dentityGroup B &,

e = s R R 1Z R I dentityGroup B 1R B InternalUser 7 B4,

Hits Actions




Library

InternalUser-ldentityGroup

BYOD_is_Registared Dictionary Attribute

Catalyst_Switch_Local_Wab_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices - CWA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup
EAP-MSCHAPVZ2

Internallser IdentityGroup
EAP-TLS
Passivall PaszivelD_Groups

fR#FE L

BIEEqualsiEE R,
EERAEZESMAYF |, EEHIseUsers,

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPW2

EAP-TLS

PRAFE L




E—-F rUSeJ o
TEGERREREER,

{55 F FE B B 1Y B B #E 2= Permit Accesso

MEE : 3R EARISEN B REHZBLLERDOtIXKEE (TEBRAEAESHE
ISEUsers ) , BEFERIREREE(HE R BDenyAccess).



-« Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

) Internal ISE Usars = ar ParmitAccess

] Default

RER B
#—T TSave, o
Ty

BETKE K Z2EFRGRTEABRE , YIEEPEAP MSCHAPV2EL B 18RI A%,
LoD AR VARt

&

i i 2
Sakcais Cisco Secure Client | PEAP M5SCHAPvZ X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPv2

e

Password: | VainllalSES7] |
3 O o ] show Password

PEAP MSCHAPv2

[ o ]| conce

ZEEFIwmNAM

MRKIRERFER , AINAMBREEER.



€9 Cisco Secure Client — 4

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

BEEFiRNAM
BBZE-TEAEBRYEREEESELEHID , SETNAMBITHE RS BHNFHEER.

9 Cisco Secure Client - )4

NIr :

asco Oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

ZEEFinE S B

7:06:01PM PEAP MSCHAPv2 ; Authenticating
7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM  PEAP MSCHAPv2 : Connected

REFFinE S B

RISEE M F#R¥E> Radius LiveLogs AR 1R D RRFBHIFMEA. WTEATR , SERFIERANE
REAE,

HApFF &R

- KEE.

« MAC #b3it.

- BEAREE,
- BBMERE,
- REXREE



- HitEEER.

Miseenfigured Supplicants Miseanfigured Netwerk Devices RADN Cllant Stopped Responding Repest Counter

Endpaint IO Endpaint—  Authentication Palicy Autharization Palley

Last Updated: Tue Apr 23 2024 13:02:14 GMT-0600 (Central Standard Time)

ISE RADIUSENBE B 56

RALBTUERTED T ERNERE  YEEREXNN S ORERE , Rk ERE R EHR
HYo

¢ 2 D AR
MERE B RREANAMEBER,

MBEHBEEFESPTEINTREEEZRENAMER | FHLZ2EFF i ANetwork RepairiZ18

o

BBEME/Windows#>R—THENRFER>E-TARLLEFRE > K- TRKREE , TUK
B IEE,



Open Cisco Secure Client

; v  Show Motifications
YPE

MNetwork

Disable Wireless

About

&17PM

A MmO D) BP0

RO
BE2:FEWE BEETE L5,
1.ANAMEER B &%

FRINAM , REZ—TEWETR.

| sillwila.
i EIECD

NAMAE

Bin3 B R EER. EPEnable Extended Logging BB 75 .

#&Packet Capture File Size 5E%&100 MB,



@ Cisco Secure Client —

tlrat]r,

asco oecure Client

Network Access Manager Diagnostics

Configuration Log 5etlings Statistics Message History

Use extended logging to coliect additional nformation about product operations.

[]Enable Extended Logging
Fitter Driver: off "t

[ credential Provider

7] Packet Capture

Maodmum Packet Capture File Size (MB): | 100|

ZEEFFimNAM B 35 E

2. ERBE,

RMAEREBFLHE  FSAERZMBE , URREKBFLHERE,
IMERLEFimDARTEA S,

EWindowsH |, Efin Z#E S8 & A Cisco Secure Client Diagnostics and Reporting Tool,



Cisco Secure Chent Diagnostics
and Reporting Tool

App

DART#4H

HREBRED , LERETHER, ZTEEBWEBHFNBREdIXSFERATHEIRBREFIR
HE.

EE—ERE P E— T Nexto
Cisco Secure Client - DART

Tinir
CISCO

DART#E4R




BIRE—TNext , ERFERBTAURBFEREL,

Cisco Secure Client - DART i

(@) Default - Bundle will be saved to Desktop

() Custom

 Back W tet W Cancel

DART##

MAEXE , FARMA RSN RNT R,



Cisco Secure Client - DART oy

[ ] Enable Bundle Encryption

| Mask Passwiord

Encryption Password

Canfirm Password

DART#E4R

DART B SR ERE .



Cisco Secure Client - DART W

DARTHZES

TERZIBEARER10DENEREE,



Cisco Secure Client - DART >

DARTHMBENER

DART#E RIER AT LAESRE B SRFHHE,

Name Date modified Type
| DARTBundle_0423_1538 4/24/2024 1:14 PM Compressed (zipped) Folder
DARTH#ERIER

.
EH R N

0N
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