4

FEF10xClientEfZI0xEAE
B &%

BE

BEHEHS
ERATH

B8
HEREIOX?
L EERioxclient?
EREARERN
Pythonf Z T
EFEDockerfE E
=2

Cisco DevNet IOxtE 1z fz YAML =4

HEE
g
=%

LM
AN RioxclientIf B AR
B 1=
RIS E AR B Aioxclientt AR EE,
ANHEHFEER  Eit, MIRECEEETSHMMAL , RESRELANUE,
B

« Cisco I0S XEHICisco IOSYEXERRH E /A

« RABfEDockerM B e EMmIBH,

o EARMLinuxiRE,
BRENEERE X Biox , BULMBHEETER  LTAEXER
A, BRBENPCRE T HioxEFiR : TR


https://developer.cisco.com/docs/iox/platform-support-matrix/#platform-support-matrix
https://developer.cisco.com/docs/iox/iox-resource-downloads/#downloads

BRA T4
AERTHEARRBATERMBERRAE

- ioxclienthx74%1.17.0.0

« BRHE3C8000v , xAx17.12.3a

« Ubuntut#gshik 7~20.04

- Z#Docker Engine 24.0.9kR = E & A,

ANFHEARBBRBEERETREANEEMEL. XPEAZNAMBEERERRERER (HER
) BAAREREE . MREHEEEFT , FEARECERAEAESTRERNTE,

BLE
E=I10x?
IOxEERIEEWERIRE | I8 RHFEFMERioxclientE TEKERITEREIOXHEAHNIER.,

1+ BERioxclient?

ioxclient2 — B S H T E , ©2Cisco IOx SDKH—24% ., ©RAREE. BRI Cisco IOx%E
IEJ:E’}”OX@%O

EREREN

LR BI TR BIBIES000E M EAHTTPEARES ; © 7t E DockeriR 48 2 ML (Dockerfile) K9 £
L INEE,



Mzt : REERZEEITEINEN B ERREGE | X EEDockerfile, AR TLARAS
fEEERRE | BEHI AEioxclientt B,

PythonfFERE

import http.server
import socketserver

PORT = 8000
Handler = http.server.SimpleHTTPRequestHandler

with socketserver.TCPServer(("", PORT), Handler) as httpd:
print(f"Serving at port {PORT}")
httpd.serve_forever()



EZDockerfg &

FROM python:alpine3.20
WORKDIR /apps

CopPY . .

EXPOSE 8000

ENTRYPOINT [ "python" ]
CMD [ "main.py" 1]

EALL AR |, B LERE —Ehttp Al fR 27 EIBIEB000E1TEEE , WigEAREXITEEIDockerfE R+

o

=

ATETBEARER K FSEFHRRERNERERE MEFpackage. YAMLIER

YAMLERR -EHERX , EERAHRBENEZMMAERS N , EERPEMATUEERRAN S
BEm , MRELH, B, KBRS,

B B Cisco DevNet IOxtE R f#FEHYAMLR B

descriptor-schema-version: "2.2"

info:
name: iox_docker_python
description: "IOx Docker Python Sample Application"
version: "1.0"
author-T1ink: "http://www.cisco.com"
author-name: "Cisco Systems"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small

# Specify runtime and startup
startup:

rootfs: rootfs.tar

target: ["python3 main.py"]

nl‘.H.

ASENE  ERREBEERTHENE

« DevnetX1g : IOxBIHRF
« Githubff1EE : CiscoDevNet/iox-app-template

HREXE  YAMLEERERIEUTER :



https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://github.com/CiscoDevNet/iox-app-template

descriptor-schema-version: "2.2"

info:
name: "tac_app"
description: "tac_app"
version: "1.0"
author-name: "TAC-TEST"

app:
cpuarch: x86_64
type: docker

resources:
profile: "custom"
cpu: 100 # CPU en MHz assigned to the application.
disk: 50 # Storage in MB for the disk
memory: 128 # Memory en MB assigned to the application.
network:

interface-name: ethO

ports:
tcp:
- 8000
startup:
rootfs: "rootfs.tar" # Container file system
target: "python main.py" # Command to start the application

F R Docker Enginefx 4~25.0Mioxclientz B RHA , #BAY 5 %R £ A X EDocker Enginehix 4
24.0.9H ERMAKILinuxZ1ThR , B £24.0.95k 2 X & Eioxclienti] B H & FTAR Ao

EARREIFR | ARERIOXE FimIhBERI DockerBR & 2 1EIE1THRA<20.04H EAUbuntufy (E #E 825 +
BEN , 2FLLBEZE MG | RFE ADocker Engine .deb = 48 = o] A AL 5 B /AR AN,



MiEE : REBERRDockerfyIfi— T ERBBbINERZ R, EEZENFIERECRKEMRES
EERRT L EEETHREREBRA.

B RE

EFEALRREERVM , FEERERANDockerZ g —HEMNFIER -

wget https://download.docker.
wget https://download.docker.
wget https://download.docker.
wget https://download.docker.
wget https://download.docker.

And installed them:

sudo dpkg -i ./containerd.io_

com/Tinux/ubuntu/dists/focal/pool/stable/amd64/docker-ce-c1i_24.0.9-1~ubun
com/Tinux/ubuntu/dists/focal/pool/stable/amd64/docker-ce_24.0.9-1~ubuntu.?2
com/Tinux/ubuntu/dists/focal/pool/stable/amd64/docker-buildx-plugin_0.11.2
com/Tinux/ubuntu/dists/focal/pool/stable/amd64/docker-compose-plugin_2.21.
com/Tinux/ubuntu/dists/focal/pool/stable/amd64/containerd.io_1.7.19-1_amd6

1.7.19-1_amd64.deb \

./docker-ce_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-ce-c1i_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-buildx-pTugin_0.11.2-1~ubuntu.20.04~focal_amd64.deb \



./docker-compose-plugin_2.21.0-1~ubuntu.20.04~focal_amd64.deb

RESTHEERE  BREHBTLUT Ko BARRT.
BREN

#pythonfUEEFDockerfileBHM B EHEHES K BREBEMERREENVRARE —EE &+ , REREEEE
DockerfR & :

sudo docker build -t tac_app .

B A EREFEFET AT A Dockeril & |, FBETUTSHS

ubuntu@ip-172-31-30-249:~% sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
tac_app latest 94alc2ba4b08 19 seconds ago 1.78GB
EEB2EEE

1 — {8 FADockerBR & F iR £F 48 Rpackage.yamliT B AE
2 — BREEHARERRS , LKETSABRTYAMLESR
#1581 — $T@DockerB R FYAMLIER
BEBIEITIEXRANYAMLERN BEE #.

ubuntu@ip-172-31-30-249:~/tes0$ 1s
package.yam]l

A&, BBETUTHSITIRER !

ioxcTlient docker package tac_app package.yaml

Example:

ubuntu@ip-172-31-30-249:~/tese$ sudo /home/ubuntu/ioxclient_1.17.0.0_1inux_amd64/ioxcTlient docker packa
Currently active profile: default

Secure client authentication: no

Command Name: docker-package



Timestamp at DockerPackage start: 1748211382584

Using the package descriptor file in the project dir

Validating descriptor file package.yaml with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File package.yaml is valid under schema version 2.7

Generating 10x package of type docker with layers as rootfs

Replacing symbolically linked Tayers in docker rootfs, if any

No symbolically linked layers found in rootfs. No changes made in rootfs
Removing emulation layers in docker rootfs, if any

The docker image is better left in it's pristine state

Updated package metadata file :/home/ubuntu/tesO/.package.metadata

No rsa key and/or certificate files provided to sign the package

Checking if package descriptor file is present..

Skipping descriptor schema validation..

Created Staging directory at : /tmp/1093485025

Copying contents to staging directory

Timestamp before CopyTree: 1748211503878

Timestamp after CopyTree: 1748211575671

Creating artifacts manifest file

Creating an inner envelope for application artifacts

Including rootfs.tar

Generated /tmp/1093485025/artifacts.tar.gz

Parsing Package Metadata file /tmp/1093485025/.package.metadata

Updated package metadata file /tmp/1093485025/.package.metadata

Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748211630718

Timestamp after SHA256: 1748211630718

Path:.package.metadata

SHA256: 50c922f103ddc0la5dc7a98d6cacefbl167f4a2c692dfc521231bb42f0c3dcf55 Timestamp before
Timestamp after SHA256: 1748211630719

Path: artifacts.mf

SHA256: 511008aa2d1418daf1770768fb79c90f16814ff7789d03beb4f4ealbf4fae8f2 Timestamp before
Timestamp after SHA256: 1748211634941

Path: artifacts.tar.gz

SHA256: 0cc3f69af50cf0a01lec9al1400c440f60a0dff55369bd309b6dfc69715302425+ Timestamp before
Timestamp after SHA256: 1748211634952

Path: envelope_package.tar.gz

SHA256: d492de09441a241f879cd268cd1lb3424ee79a58a9495aa77ae5bllcab2fd55da Timestamp before
Timestamp after SHA256: 1748211634963

Path: package.yaml

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc80245f62 Generated package manifest at

Generating I0x Package..
Package docker image tac_app at /home/ubuntu/tesO/package.tar
ubuntu@ip-172-31-30-249:~/tes0$ |

IHERFEFEERER StarflifE. ATREEXNCZRE , JUERtarEAEE HETHEGE

ubuntu@ip-172-31-30-249:~/tes0$ tar -tf package.tar
package.yaml

artifacts.mf

.package.metadata

package.mf



envelope_package.tar.gz
artifacts.tar.gz

BIH2 — #&DockerfRRE L ARERRM , ARET I R/ERFYAMLIESR.
HERVREGHEFFETHT

ubuntu@ip-172-31-30-249:~/tac_app$ sudo docker save tac_app -o rootfs.tar

Lt aF F A DockerREH A B S RBER R L/ BRANBRERRRVBHRE,

#package. YAMLERBBEIEEMNE. TKE , BEHEBLENTAR

ubuntu@ip-172-31-30-249:~/tac_app$ 1s
package.yaml rootfs.tar

R&—HRBEBHITUT 85T HRIT BDockerBR £ :

ioxclient docker package tac_app package.yaml

ubuntu@ip-172-31-30-249:~/tac_app$ ioxclient package .

Currently active profile : default

Secure client authentication: no

Command Name: package

No rsa key and/or certificate files provided to sign the package
Checking if package descriptor file is present..

Validating descriptor file /home/ubuntu/tac_app/package.yam]l with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File /home/ubuntu/tac_app/package.yaml is valid under schema version 2.7
Created Staging directory at : /tmp/2119895371

Copying contents to staging directory

Timestamp before CopyTree: 1748374177879

Timestamp after CopyTree: 1748374357306
Creating artifacts manifest file
Creating an inner envelope for application artifacts

Generated /tmp/2119895371/artifacts.tar.gz

Updated package metadata file : /tmp/2119895371/.package.metadata
Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566796

Path: .package.metadata



SHA256 : 4fad07c3ac4d817dbl7bacc8563b4c632bc408d2a9chdcb5e7a526clc5c6e04e
Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566809

Path: artifacts.mf

SHA256 : d448a678ae952f9fe74dc19172abal7e283a5e268aca8l7fefc78b585f02b492
Timestamp before SHA256: 1748374566809

Timestamp after SHA256: 1748374575477

Path: artifacts.tar.gz

SHA256 : 64d70f43be692e3cee61d906036efef45ba29e945437237e1870628ce64d5147
Timestamp before SHA256: 1748374575477

Timestamp after SHA256: 1748374575489

Path: package.yaml

SHA256 : d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc8024562
Generated package manifest at package.mf

Generating I0x Package..

Package generated at /home/ubuntu/tac_app/package.tar

PITIELRER | BEKERpackage. tardt MEMT R, EREXBINAE , FETHTH

DA,
AR T

ubuntu@ip-172-31-30-249:~/tac_app$ tar -tf tac_app.tar
package.yaml

artifacts.mf

.package.metadata

package.mf

artifacts.tar.gz

o

ERFEARIE K BB IREREEXECEXTETHS , SEARIZERIEEREL W
TR :

app-hosting install appid tacapp package bootflash:package.tar

FEN17E , YRREAEAREERIET !

Router# show app-hosting Tist
App id State

tacapp RUNNING
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