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[root@fndblr23 bin]# ./cmu list
BREBELARER (6427 ) v7.3.0-165, WRHEEFTE(c) 2018 SafeNet, WREFTH,

RGBTSR |

handle=2000001 label=NMS_SOUTHBOUND_KEY
handle=2000002 label=NMS_SOUTHBOUND_KEY - cert0
[root@fndblr23 bin]#

MIEE -
MREERBHE , EFEZRHEcgms.propertiestE RPN ZREE , MMTFIR :

[root@fndblr23 ~J# cat /opt/cgms/server/cgms/conf/cgms.properties | grep hsm
hsm-keystore-password=qnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4=
hsm-keystore-name=TEST2Group

[root@fndblr23 ~J#

[root@fndblr23 ~J# /opt/cgms/bin/encryption_util.sh decrypt
gnBC7WGvZB5iux4BnnDDpITWzcmAxhulSQLMVRXtHBeBWF4=

RUE R

[root@fndblr23 ~J#
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=F : fELinux® | netstatE2&#i A "ss, wd
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BRRE

[root@fndblr23 ~J# ss -natp | grep 1792

ESTAB 00 10.106.13.158 : 46336 172.27.126.15:1792fE A& : (( "javas , pid=11943 , fd=317))
MREFRAREREEIGRE | AIRFEARNTLSEAFEBE,

EEERBAT , BEREFEATHEHSMEE |, XA Mntls information show. #HERENTLSIR
REEHEET.

A, BREANTLSEENE. SaLMERA Tntls information resety EEHEEE , REFXRBYH

Fshow, %,
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yaml
BRAT
[hsmlatest] lunash : >ntls& AR R
NTLSEHA :
EATAREE @ 1 (up)
BRI ER &R : 1
g 1
I B FumiE#R © 20095
RMEVF FiumiEsR : 20150
WRER 0 (KI)
[hsmlatest] lunash : >

1. Luna Safenet® Fin iR

HSMZ F i (238 &Luna Safenet® F i) A[IE@ " /usr/safenet/lunaclient/biny fZEfEA ",
Nlunacm) T HETER. EaFTEEIHIREGEFIHRPHSM EIBNEMEEEN S At
(HA)#H,

BRAE

[root@fndblr23 bin]# ./lunacm

lunacm ( 641 ) v7.3.0-165, KR#EFTA(c) 2018 SafeNet, RIERATH.
IERERERNLUNaT FIRIRAE ( EAPIF RT3 ) -

B HER R AT AHSMEVAEEIERA , SRS EANHSM D BB MHAEE E.
BEEH

BRAT

#FEld > 0

BRE&,-> TEST2

Fr%l8%-> 1358678309716

RgE_> LunaSA 7.4.0



HBRRA->7.4.2
E->fEHASO (PED)&REHMLunaEAE D EE ( RAREER )
THAE N>R T
f@iEld -> 4
HSMZE-> TEST2Group
HSM /= 5l5%-> 11358678309716
HSMZ5%-> LunaVirtual
HSME BB A-> 7.4.2
HSM#&L &-> Luna Virtual HSM (PED) &8 8 | % EER
HSMAREE-> N/A - HAKE
BREBEAHSMEFRELSEE—ESEE  IBRFESTAMSR TREHAEMEBNEE
d.E5|HERluna® FinE EMWHSMfAARSR , F54EA/usr/safenet/lunaclient/binfiZ & # #Y./vtl

listServers

[root@fndb1r23 bin]# ./vt]l TistServers
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. ATl rights reserved.

Server: 172.27.126.15

You have new mail in /var/spool/mail/root
[root@fndb1r23 bin]#

e MRIRMEBA I, REBIEIE/usr/safenet/lunaclient/bind Henterig , BB RVlts S A F
Egiglﬁlﬁﬁo

vtl verify 5 T Luna% Fim 7] R WHSMYIE 75 EIHE,
il listSlots 5| LT B YRR FE R ARE (HAME ) (MREEE{EFEAHAGroup ) -
MREHEELMAHAGroup , Bl RERERMERIHAGroupE A,

[root@fndb1r23 binl# ./vtl verify
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. All rights reserved.

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

- 1358678309716 TEST2

[root@fndb1r23 binl#



[root@fndbT1r23 bin]# ./vtl TistSlots

vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. A1l rights reserved.
Number of slots: 1

The following slots were found:

Slot Description Label Serial # Status

0 HA Virtual Card Slot TEST2Group 11358678309716 Present
[root@fndb1r23 binl#

f EEHHAGroupEREE A , RIS /vt listSlots, INRE RERHAGroup , M A RYE
g | RIFRMEEHAGroup B R

EMBHAGroupRABERA , 3—EFHER  f&/usr/safenet/lunaclient/binZ i ./lunacm , A% H

ha Ifp 5

ARNEBRBRYESARBNER, FHIEFETD  E—ETINHARERR, ERXRTHARREE
R,

MREE Tno , AI#ARE THA , BEEXFTEREEIRE,

FlunacmiEX T , AJLAfEAha ha-only enableds T RUAHA.

Tunacm:>ha 1

If you would 1like to see synchronization data for group TEST2Group,
please enter the password for the group members. Sync info
not available in HA Only mode.

Teddehfdk

Enter the password:

HA auto recovery: disabled

HA recovery mode: activeBasic

Maximum auto recovery retry: 0

Auto recovery poll interval: 60 seconds
HA Togging: disabled

Only Show HA STots: yes

HA Group Label: TEST2Group

HA Group Number: 11358678309716
HA Group Slot ID: 4
Synchronization: enabled

Group Members: 1358678309716
Needs sync: no

Standby Members: <none>

Slot # Member S/N MemberLabel Status

—————— 1358678309716 TEST2 alive

Command Result : No Error



9. & FAFFMHSMAMRES. BEHSMARBZFAEEDCT , It AH RS HPEDETT,

PEDRGRERZE P BENN NEBRE ERARRESZE2UNZRESHEE , RIECEAER
REARBNGHE , §ITAFIEEHB (Wadminkconfig)&h .

5| P A R fR 25 & SAHY EE {E dp 5 & hsm show
EitEES | RATLLEDhsmEBRN BB Bhsmlatest, lunash B REFEFEM©2HSMARSE

o

BMTUEBHSMERBRAR7.4.0-226, RAIATUAEIEMER , SIMKRENFIIHR. FHRES
ERAME (EWEPEDERER ) , YERMEWAUFTIZHSMEN D EIERR, FXE , WHIA
&, HSM% FimE 218§ iY 20 FI B AH BA B

[hsmlatest] lunash:>
[hsmlatest] lunash:>hsm show

Appliance Details:

Software Version: 7.4.0-226

HSM Details:

HSM Label: HSMLatest

Serial #: 583548

Firmware: 7.4.2

HSM Model: Luna K7

HSM Part Number: 808-000066-001
Authentication Method: PED keys

HSM Admin login status: Not Logged In
HSM Admin login attempts left: 3 before HSM zeroization!
RPV Initialized: No

Audit Role Initialized: No

Remote Login Initialized: No

Manually Zeroized: No

Secure Transport Mode: No

HSM Tamper State: No tamper(s)

Partitions created on HSM:

Partition: 1358678309715, Name: Testl
Partition: 1358678309716, Name: TEST2

Number of partitions allowed: 5
Number of partitions created: 2

FIPS 140-2 Operation:

The HSM is NOT in FIPS 140-2 approved operation mode.

HSM Storage Information:

Maximum HSM Storage Space (Bytes): 16252928
Space In Use (Bytes): 6501170
Free Space Left (Bytes): 9751758

Environmental Information on HSM:



Battery Voltage: 3.115 V

Battery Warning Threshold Voltage: 2.750 V
System Temp: 39 deg. C

System Temp Warning Threshold: 75 deg. C

Functionality Module HW: Non-FM

Command Result : 0 (Success)
[hsmlatest] lunash:>

HSM{A Bk 28 LMY H B A @ & B fEpartition showdi &
BV ESBOBURIEERE. Fif. 2EEYHHE. HEND EBEHRTEA2,
HHMER K REEHEPN—EAHRECSMPHEENZNLEY K mE —ERENHRECSMPE

=

client listfs % :
BMEERENE FimiEclient listth TH registered client listy 51,

client show -c <client name>E3 HZEFIRNEF. A, PR ARESEXEF RN 5 Z
&, RIhivE E I TR

Eilit , BATLURRSEEERE. FHELRPartitionBiR, EEBERLT , PEEYHR=2, W@
HRELBAMCSMPREE,

[hsmlatest] Tunash:>partition show

Partition Name: Testl

Partition SN: 1358678309715

Partition Label: Testl

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10
Crypto Officer is activated: yes

Crypto User is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Partition Name: TEST2

Partition SN: 1358678309716

Partition Label: TEST2

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10



Crypto Officer PIN To Be Changed: no

Crypto Officer Challenge To Be Changed: no

Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10

Crypto Officer is activated: yes

Crypto User 1is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client Tist

ELKSrv.cisco.com
172.27.171.16
10.104.188.188
10.104.188.195
172.27.126.209
fndbT1r23

registered client
registered client
registered client
registered client
registered client
registered client

v A WN B

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client show -c fndbl1r23

ClientID: fndblr23
IPAddress: 10.106.13.158
Partitions: "TEST2"

Command Result : 0 (Success)
[hsmlatest] lunash:>


http://elksrv.cisco.com/
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