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Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3341,
error Message: SSL Server |ID check failed after cert-install
Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3337,
error Message: Cant get PnP Hello Response after cert-install
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EBFMER , F5HR : https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-
Play/solution/quidexml/b pnp-solution-quide.html#id 70663

BRRTTR



/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663
/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663

FNDHY K &R iEm M B H R IR R SANRILE EE R
EEVYEHARPNPHERBELKEMEINERE  BHTUATSR.

fE HWindows CAfl AR 8% £ BIFND/NMSHE AR 4= 57 37 8

BiE "B, > TETTL > Tmmes > THR) > THM/MREERT......o > TRE, > THH>8
RS, > TR BES, > THRE,  ARFREBEEMMCEEER,

/& BCertificates(Local Computer)> Personal > Certificates
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Requesk Mew Certificate. ..

#—T "Next, , A%i%1Z "Active Directory Enroliment Policy, , I~ EIFfRo

I Certificate Enrollment [_ O]

_J Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates, Certificate
entollment palicy may already be configured For wou,

Configured by your administrator

active Direckory Enraliment Policy

Configured by you Add Mew
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B Certificate Enrollment O =

| Certificate Enrollment

Request Certificates

You can request the Following tvpes of certificates, Seleck the certificates you want bo request, and then click Enrall,

Active Directory Enrollment Policy

[ Directory Ernail Replication 1) STATUS: Available Dietails ()
[ Domain Controller 1) STATUS: Available Dietails ()
[ Domain Controller Bukhentication 1) STATUS: Available Dietails ()

Details ()
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Certificate Properties Ed l

/¥ Subject |General | Exkensions I Private Key | Certification autharity I Signature |

The subject of a certificate is the user or computer ko which the certificate is issued, %¥ou can

enter information about the bypes of subject name and alkernative name values that can be used
in a certificate, F
Subject of certificake

The user or computer that is receiving the certificate

Subject narme: k
Tvoe: D=jsc0
+P CN=nms.fnd.iok
COmmon nane j add =
Yalue:
< Remave

Alternative name:

Twpe:
3 nms, Frd.iak
IP address (w4) j
10,435,435, 229
Yalue:
add =
< Remave
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Certificate Export Wizard r

Export Private Key
You can choose ko export the private key with the certificate.

Private kews are password protected. IF wou want to expork the private key with the
certificate, wou must bvpe a password on a later page.

Do wou want ko export the private key with the certificate?
% ‘es, export the private key

" Mo, do not export the private key
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¥ Personal Information Exchange - PKCS #12 {.PFX)

W Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

" Microsoft Serialized Certificate Store (55T
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[root@ot-fnd ~]# keytool -list -v -keystore nns.pfx -srcstoretype pkcsl2 | grep Alias
Enter keystore password: keystore
Al'i as nane: |e-fnd-8f0908aa-dc8d-4101-a526- 93b4eaad9481
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root@ot-fnd ~]# keytool -inportkeystore -v -srckeystore nns.pfx -srcstoretype pkcsl2 -
dest keystore cgns_keystore_new -deststoretype jks -srcalias |e-fnd-8f0908aa-dc8d-4101-a526-
93b4eaad9481 -destalias cgns -destkeypass keystore

I mporting keystore nms. pfx to cgns_keystore_new. ..

Enter destination keystore password:




Re-enter new password:
Ent er source keystore password:
[Storing cgns_keystore_new]

VMr ni ng:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool -inportkeystore -srckeystore cgns_keystore_new -

dest keystore cgnms_keystore_new -dest storetype pkcsl2".
EHPH , BRSnms.pERKEBHNER ( #£Windows CAFEH ) |, I Bsrcalias{BAS 82 LA g &5
T (keytool -list) iy % i PTEL

ERE SEERSEZRVTEN

[root@ot-fnd ~]# keytool -inportkeystore -srckeystore cgns_keystore_new -destkeystore
cgns_keystore_new -deststoretype pkcsl2 Enter source keystore password: Entry for alias cgns
successfully inported. Inmport command conpleted: 1 entries successfully inported, O entries
failed or cancelled Warning: Mgrated "cgnms_keystore_new' to Non JKS/JCEKS. The JKS keystore is
backed up as

"cgnms_keystore_new. ol d".
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[root@ot-fnd ~]# keytool -inport -trustcacerts -alias root -keystore cgnms_keystore_
new -file rootca.cer Enter keystore password: Omner: CN=rootca, DC=fnd, DC=iot |ssuer:
CN=rootca, DC=fnd, DC=iot ... Trust this certificate? [no]: yes Certificate was added to
keystore

&% , SUDIREMEIERE , R EANELAPNPIFEIRFARK £ 58 &4,

HMRRPMZE , SUDIREHRUBIWHAE - , ATEATHEUKE
: lopt/cgms/server/cgms/conf/ciscosudi/cisco-sudi-ca.pem

HROVAZE , BEKSUDIREERTITH

[root@ot-fnd ~]# docker cp fnd-container:/opt/cgns/server/cgns/conf/ciscosudi/cisco-sudi-ca. pem

RIS HIT R B S , YER BIE SUDIMELE :

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias sudi -keystore cgns_keystore_new -file
ci sco-sudi - ca. pem

Ent er keystore password:

Omer: CN=ACT2 SUDI CA, O=C sco

I ssuer: CN=Ci sco Root CA 2048, O=Ci sco Systens

Trust this certificate? [no]: yes
Certificate was added to keystore
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[root @ndnns ~]# cp /opt/cgns/server/cgns/ conf/cgns_keystore cgns_keyst ore_backup

HHIROVARE :

[root@ot-fnd ~]# cp /opt/fnd/datal/cgnms_keystore cgnms_keyst ore_backup
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[root @ndnns ~]# cp cgnms_keystore_new /opt/cgns/ server/cgns/ conf/cgns_keystore

HROVARE :

[root@ot-fnd ~]# cp cgns_keystore_new /opt/fnd/ datal/ cgns_keystore

;& , EHcgms.propertiestE R B EMN ZE -
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HHRRPMZE -

[root @ndnns ~]# /opt/cgns/bin/encryption_util.sh encrypt keystore
7j | XPni VpMrat +Tr DAMh1lw==

HRAOVALRHE :

[root@ot-fnd ~]# docker exec -it fnd-container /opt/cgns/bin/encryption_util.sh encrypt
keystore
7j 1 XPni VpMrat +Tr DWjh1w==
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cgms.properties , iR EROVAN L% , 55 F ti/opt/fnd/data/cgms.properties , LAfE S IEFTHI I
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