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AR
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BRIEBRERBLUIT EE

- BEEERKUCS) MRS
* IntersightEE & 3 (IMM)
- Syslog BAWE

BRF T
AERPHEFARRBATERMRA

« Intersight®X 88 Bl B # (SaaS)

. Cisco UCS 653630 #u4E Bt , 51884.3(5.240032)
. MK FPREEC220 M5 , 51E84.3(2.240090)

* Alma Linux 9
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BREMN

R ARREEARKIREEEBN A RS ©Ff
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EXJE

1. BfinZlPolicies > Create new policy,
2. 1#1#Syslog , A% LR — T Start,

Filters

Fil nannel

Platform Type
( Firmware

w
bid
W
)
&
=
Bid
W
)
#
3
e
%
-
7||
%

Create

General

Add a name, description, and tag for the poll

Organization

BlEEEmMEE

7

FHC B A 3 AR b B 5550 8%

Network CIDR




4&%2%¢$ﬂ5%£ﬁ%ﬁ%mﬁﬁ§ﬁoﬁiﬁﬁﬂTﬁWCM%¢%%

Policy Details
Add policy details.

Local Logging

File

Minkmum Sewvarity to Report

BEREEREA M AFCHENRDNBREN

5. B EERERFARTCHENAEREBRELNAERTE, EEREIRMAMRSENIPHIREMSE
. BEEFIEHE ( TCPEUDP ) ,

N e LRAEARERREUDPES 14, BABETUEY  BCEEARARE. %
kb M B B ER ETF A TERR B 514,

= Policy Details
() General
S Add policy details.

Local Lagging
+ File
Remots Logging
Syslog Server 1

name/IP Addrass

Minimum Severity To Report

Syslog Server 2

e fIP Address o Protocol
| [uoe

BB R B S5 e s 8


https://datatracker.ietf.org/doc/html/rfc5424#section-6.2.1

6. % —T MCreate. »
7. B D EAFIENEE

FihEE

1. BfnElDomain Profile ( HEERER ) , #R—TEdit, AERZ—TNext ( T—% ) , BEIZ B4
UCS Domain Configuration.
2. Tj':Management>SysIogT #1ZPrEE Y Syslog Policy.

Edlt UCS Domaln Profile (IMM-6536)

—~ u
) General
S Domain Assignment c.

() VLAN & VSAN Configuration
- # Management

_ Parts Configuration

P ®  LDAP-IMM

y ®  IMM-LDAPS-Cert

EREEEBEEERER LRFRE AR

3. —T "Nexty , "Deploys o R EFTSEXPE

Al AR 25
1. S EIRRFEERER , &—TEdit, AREZINext , EX|LH B4 Management
Configuration,

2. i###Syslog Policy,



& L

Edit UCS Server Profile (UCSC-C220M5-IMM)

Management Configuration

() Server Assignment
) Gompute Configuration

5 Storage Configuration @ ipmi_user

IMM-Syslog

© KVMLIMM

AR R B B SR LR IB R A A A
3. MEEIHRR - UHEITIE,
i)

LB, RIEAFEE M ARLHESyslogiRinfIREE L. EAXAREF , R AFRRFBEE
Linuxfalfkes £ , EA @ ErsyslogE,

<

N RGERNERSNBRETEREAN AR RS EARETE.,

HEENIRm A ARES LRCSR T RMBHERREASHEE

[root@aTma jormarqul# tail /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 15:09:19 192.0.2.3 : 2025 Jan 16 20:11:57 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty
Jan 16 15:09:23 192.0.2.3 : 2025 Jan 16 20:12:01 UTC: %VSHD-5-VSHD_Syslog_CONFIG_I: Configured from vty

R ERARS L CRRHEMARB[REERESR -

[root@alma jormarqul# tail /var/log/remote/msg/192.0.2.5/AUDIT.Tog

Jan 16 20:16:10 192.0.2.5 AUDIT[2257]: KVM Port port change triggered with value "2068" by User:(null)
Jan 16 20:16:18 192.0.2.5 AUDIT[2257]: Communication Services(ipmi over lan:enabled,ipmi privilege leve
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Local User Management (strong password policy :disabled) by User
Jan 16 20:16:23 192.0.2.5 AUDIT[2257]: Password Expiration Parameters (password_history:5,password_expi
Jan 16 20:16:26 192.0.2.5 AUDIT[2257]: Local Syslog Severity changed to "Debug" by User:(null) from Int
Jan 16 20:16:27 192.0.2.5 AUDIT[2257]: Secured Remote Syslog with(serverId =1, secure_enabled =0) by Us



5 HE AR

AUERREEER FHTERQRE  UMRRRARAFEN QRS ERER, SHRENRERE
M E R Rdebug, MARRMBFHREBAIERSHET.

RGTHNE  EEERE LRBERNTHE K RRFES14 ( RIRBFHE ) ETIBR

<ffroot>

FI-6536-A# connect nxos
FI-6536-A(nx-0s)# ethanalyzer

I ocal interface ngnt

capture-filter
port 514

" Timit-captured-frames 0
Capturing on mgmtO

EARAIR | RAEEEBA LR AREBFESIAE A E KR BERE,

1. BB XBEEEB>FE,
2. #E TFE**-%E’\JEHYE% , R ARIK B EEIRIZEE | RRERdisable,

Critical

Connections UCS Domain Profile Topology Metrics

Ports & Port Channels

\ernet Port Channels  FC Port Channels

BIRASCIRAERE ELB L N T SAAE ARSI RS R B
3. RiRFEME BB E M2 5B RESyslogE R :

<tfroot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" 1imit-captured-frames
Capturing on mgmtO



2025-01-16 22:17:40.676560

192.0.2.3 -> 192.0.2.2

Sysl og LOCAL7. NOTI CE
: 2025 Jan 16 22:17:40 UTC: %ETHPORT-5-IF_DOWN_NONE:

Interface Ethernet1/3 is down

(Transceiver Absent)
4. RAERmARIFPEEHEZER

<tfroot>

[root@aTma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.3/_.Tog
Jan 16 17:15:03

192.0.2.3
: 2025 Jan 16 22:17:40 UTC:

YETHPORT-5-1 F_ DOAN_NONE: Interface Ethernetl/3 is down (Transceiver Absent)

A AT AR 2R LE T AHEAYRIE -

N e LEREEAREIMCHEER TS ARBENARE., NEEANRSER  BEE
#SyslogMIRE L ST ER DB | RBHETACHE R KN Hdebugd BT &N SRS,

=

UCsSC-C220M5-IMM

Server Inventory Con

Details Configuration IMC Access Details

Identifiers VHNICS | VHBAS General

Compute Management

O (-
NS Boot Order

IMC Access Policy

IPMI Over LAN P ating Policy Details

Tar orm In-Band Configuration
LAN Connactivit /
UES Sarver (Fi-Attached) : :
Enabled

Mo

Local User

Syslog

Las date Out-0f-Band Configuration
Virtual KV LY

a few seconds ago

Enabled

Yes

BREIMCEA R K ig LM EE

EARHIR |, A TC220 M5B &S [MAREE LHMLEDE MR, EFREEFH.



1. REHERRIEEEBRESAZNRARFIEEFNRE. RREFIPE192.0.2.5, FiL3 B4
IiﬁﬁAﬁ%ﬁéEi%%ﬂE»mE%( TREBHR) R XBEEERTERARSEEERENKE )

<#froot>
FI - 6536- A

(nx-0s)# show ip interface mgmt O

IP Interface Status for VRF "management"(2)

mgmt0, Interface status: protocol-up/link-up/admin-up, iod: 2,

IP address: 192.0.2.3, IP subnet: 192.0.2.0/24 route-preference: 0, tag: 0
IP address:

192.0.2.5

, IP subnet: 192.0.2.0/24

secondary route-preference

: 0, tag: O

2. EEENIRIEEER FRRERIHE

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO

3. BfinElServers > Actions > System , A% EZETurn On Locator:

FI-6536-1 Critical

3l Inventory UCS Server Profile HCL Topology Metrics Connectivity
—— Turn On Locator

Details Properties
.............................

Locator LED £88

pport Bundie

PR AR 32 F WLED R A28
4. RSB BB FVEFEXARTHENRRBRENS

<{froot>

FI-6536-A(nx-o0s)# ethanalyzer local interface mgmt capture-filter "port 514" Timit-captured-frames
Capturing on mgmtO



2025-01-16 22:34:27.552020

192.0.2.5 -> 192.0.2.2

Sysl og AUTH. NOTI CE
: Jan 16 22:38:38 AUDIT[2257]: 192.0.2.5
CI MC Locator LED is nodified to "ON

by User:(null) from Interface
:redfish Remote IP:

5. AR A IRESAUDIT log RSB RMKAFE S

<tfroot>

root@alma jormarqul# tail -n 1 /var/log/remote/msg/192.0.2.5/AUDIT.log
Jan 16 22:38:38

192.0.2.5

AUDIT[2257]:
CIl MC Locator LED is nodified to "ON'

by User:(null) from Interface:

R SyslogE R BHUCSAER , 1BSyslogfil R3S BRHELERS -

1. B EHN T BB E R I HERERIKSyslogfAARES.
2. RFBEHIRIFSyslogARBHEE(SREETRRA : BEE R B FEMPF XBERE).

MHEAEEA

RFC 5424 — RiZE B HE

Intersight IMME SRR %] — R4k HFERKE

Cisco Intersight® B #0n — fit & UCSIZIAL & 1& SR R A%

Cisco Intersight® B A/t — it & {r] AR B8 SR A%

| MR AMRBAERIMCTHR %R L RE T BK , ERACIMCRERNR , WAEBENbondON T

| 5 #9bond0.xsTHE ( EFxRVLAN ) LETER IHHIE,
|

|
|
|
|
I I
| [Thu Jan 16 23:12:10 root@C220-WZP22460WCD:~]$tcpdump -i bond0 port 514 -v I
|
1
|

| tcpdump: Tistening on bond0, Tlink-type EN1OMB (Ethernet), snapshot Tength 262144 bytes

] 23:12:39.817814 IP (tos Ox0, ttl 64, id 24151, offset 0, flags [DF], proto UDP (17), length 173

| 192.168.70.25.49218 > 10.31.123.134.514: Syslog, length: 145

| Facility auth (4), Severity notice (5) I

| Msg: Jan 16 23:12:39 C220-WZP22460WCD AUDIT[2257]: CIMC Locator LED is modified to "OFF" by User:(nu1T


https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424
https://www.youtube.com/watch?v=1f2k4l_1skU
https://www.youtube.com/watch?v=1f2k4l_1skU
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/saas/resources/cisco_intersight_managed_mode_configuration
https://intersight.com/help/appliance/features/servers/configure#server_policies
https://intersight.com/help/appliance/features/servers/configure#server_policies
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