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retrieval of device
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Download from EPNM Backup REST API
file
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Export to Server
EXT SERVER Are the
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EPNM GUI
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7. Schedule the export
jobin EPNM (GUI)

1. RERERDEIRE

EEETFRUENERTA  IMENRERE. SEXERBOERNE  UREEENNE
BRI, RE YA DR T HHEER.

B

55 1 F£Administration > Settings > System Settings T , A # 7 Inventory > Configuration
Archive ™ , ERFEWENTARITA.




I Evolved Proagrammable Network Manager 0, - 403 root - RODT-DOMAIN 9 @

alialn
cI1sco o

M | Adminisration / Semings / System Seuings ecw

Configuration Archive

Basic Advanced

Timeout{ms) 360000 (7]
A o
B c ged @
Hold O Timergmin) | 1
M sions
(7]
"

on 3
e

Alarm Thieshold (Failed Backups) @

Alarm Threshold (Days) @

Update Software image Information befare Configuration Archive? @)

Copy operation to be initiated by the EFN Manager server. ()

2. HEXEREERNBMREAR

ERSRT , ERTEPNMEERE TN EERNE EERNER, REETENEFHERBEURR
TRIFERNAR,

N

SB A

EE "THFENRE. B5I18:

{12 iZ# Administration > Device Management > Configuration Archive , A% 1E

Devices EETREZZAHINERENEE , Bi#Schedule Archive Collection , 35
M RecurrenceE 18 F Y Schedule Settings, BRI —XBIZZEEE (W BESEE—
EERAER ) AABEELERY —BEX (UIEEHEELAFHENEXER , WEPAT

R) o

MRBERBRE FYITRF , S FERIERTURREELEN —KREF/E,




Schedule Configuration Archive

RDM'\Q

(@) Date 08/26/2024, 07:00 AM
(MMAddyyyy htvmm AMPM)
Recurrence() MNone (O Minute (O Houdy (@ Daily (O Weekly (O Monthly (O ‘Yearly
Settings | EndTime
@ No End Date/Time
O Every Times
QO Endat

(MMGdAyyy himm AMPM)

Every | 1 day(s)

BEGEFEWEER

BREEILERE  HEET —RAREFTEWEFEELEBBIIER , BUE
Administration > Dashboards > Job Dashboard T &= HARKE , REE = User Jobs >
Configuration Archive Collection,

MRBFEBHNBEFELRY , IR REFRA —BAERTUAEERRBY 'REFE
WEe . EREITHIERER

bl Eyalved rammable Network Manao hd : h
il Evolved Programmable Network Manager o, ECE o rooroown ) Q)
" /D 1 Job Jeb Agpeonal | Sotings | @ o g
i ﬁ 2 ¥ Merics
User Job Status Poller Job Status System Job Status I Progruss Jobs My Jobs
<« HHEETT EXNEET EETT ENEEEE EEEETS >
Suspended User System Poler Schedubed Faded Suspended
Last Updated: Mondav. Aucust 26. 1 4 au 28:26 PM BST
Jobs N
User Jobs Selected 0/ Total 2 {(1 | e
» Show | Cueck Filter | |T
Nama Job Type Status Last Run Status. Last Start Time ¥ Duration{h.,
Job_Conhguration_Archive_Collection_ROMO3 Configuration Archive Completed [ Success (7) 2024-Aug-26 16:35:11 BRT 00:00:03
o Jobi_Canfiguration_Archive_Colloction_ROMOZ Configuration Archive Completed [ Success () 2024-Aug-26 16:29:14 BAT 00:00:03

Paller Jobs

RERBFEEIHE
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B

S 1 BEEE>EEEE>MEFE
TR2 |(BHFETHEEERNEESHNEHERIAH,
T "TEHRHEE) THXNEES | BERUTEA—ERERTEHERRE -
a. Sanitized -E FEMNERPEHREERBZHG.
b. Unsanitized -£ T &M ERP A LULEREERIBERE,
S$EB3
Unsanitized i ZEEERIBFER A RN HREEHI(RBAC)H R ENFE R EF I EE R, EH
NCS2000fE 1 iERERE A, HACPFTRERANERHNER,
BEBEXEIENTEH , LBEERIETHEZSRIGEETEENERNEREN
ZIpRE =R,
4. R EINEh {6 PR 2F

XENEMESFEFTP, SSH FTP (SFTP)M@EERRMK(INFS). HERAIF , REXSFTPRIARERZ
£ A CentOS Linuxhx 48R ARZREEN . B ARFNEATERNNFREE 2R,

5. EEPNMA Bt & B 1577 & (Cisco 10S)

ETERSG | HNEERESH S| BAEEPNM cars shell P #1TE .

=X

BACisco EPN Manager CLIEESEFEAE BB ARREE. F2REILECisco EPN
SER 1 _ ax

Managerfal [R 258 SSHE o

EEPNMA | EABGEE :

<#root>
SR 2 epnm/admin#

configure ternna

Enter configuration commands, one per line. End with CNTL/Z.
epnm/admin(config)#



https://www.cisco.com/c/en/us/td/docs/net_mgmt/epn_manager/5_1_3/user/guide/bk-cisco-evolved-programmable-network-manager-5-1-3-user-and-administrator-guide1/bk_CiscoEPNManager_4_0_UserAndAdministratorGuide_chapter_010110.html#task_1212518
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https://www.cisco.com/c/en/us/td/docs/net_mgmt/epn_manager/5_1_3/user/guide/bk-cisco-evolved-programmable-network-manager-5-1-3-user-and-administrator-guide1/bk_CiscoEPNManager_4_0_UserAndAdministratorGuide_chapter_010110.html#task_1212518
https://www.cisco.com/c/en/us/td/docs/net_mgmt/epn_manager/5_1_3/user/guide/bk-cisco-evolved-programmable-network-manager-5-1-3-user-and-administrator-guide1/bk_CiscoEPNManager_4_0_UserAndAdministratorGuide_chapter_010110.html#task_1212518
https://www.cisco.com/c/en/us/td/docs/net_mgmt/epn_manager/5_1_3/user/guide/bk-cisco-evolved-programmable-network-manager-5-1-3-user-and-administrator-guide1/bk_CiscoEPNManager_4_0_UserAndAdministratorGuide_chapter_010110.html#task_1212518
https://www.cisco.com/c/en/us/td/docs/net_mgmt/epn_manager/5_1_3/user/guide/bk-cisco-evolved-programmable-network-manager-5-1-3-user-and-administrator-guide1/bk_CiscoEPNManager_4_0_UserAndAdministratorGuide_chapter_010110.html#task_1212518

EEPNMA A Fl & sftpuserZ M RFE :

<#root>
epnm6/admin#
conf t

Enter configuration commands, one per line. End with CNTL/Z.
epnm6/admin(config)#

reposi tory external _config_backup
epnm6/admin(config-Repository-external_config_backup)#

url sftp://

/' hone/ sftpuser

epnm6/admin(config-Repository-external_config_backup)#
user sftpuser password plain xxxx
epnm6/admin(config-Repository-external_config_backup)#
end

epnm6/admin#

wite nenory

Generating configuration...
epnm6/admin#

RRGIAREBINEBMAREE LASFTPREHRKERE.

o ERABIEEA -FREINEBR BR 25 1E F TE & HY B 1 E FixxxXo
o NEFEIARIRIPH U REANER T/ RRSFTPRIAREEN "/ B&. EER
sftpuser B $&/home/sftpuser , R E1E & H % 18 tlhome/sftpuser,

SR 4

& LAE Ashowh TRIR R FERS A E/N SRR LEAA

<{froot>

epnm/admin#




show repository external _config_backup

% Repository is empty

S5

WREPNMAREERAS TN , FHEFEBAKRF[HEERIRS.

6. FEPNM (GUN)HELE B ERTFE
I SEh | FEEPNM GUIH E 0207 IR ESH9 B B

=X
i##2 T&E, > Device Management > Configuration Archive , A% % — T DevicesB &
_E#yBackup to Repository#Z it .
“iERHERERETRED  BEELNEREERNERER S PREN
external_config_backup &£ &2 EE
HER 1
Backup Repository({f 3 @7 E) & O PR T2 2@ G 11 :
- EEHSHANHERE  MRERABVEFHOER , FR—THEER, 58 , EPNM#
BHEFEERPIHNMEESR.
« ERAGNUPGINFEHMNER : Bt LUREFEAGnUPGINZE HAER ( GNU
Privacy Guard2@ — BB HRKNRHRISHRETE  RENZBAEERE ). W
REEEFEAGNUPGINE |, BIXARMMEZR,
®E , B E—TRunZENFEHRELBRE, B8 , EffENERBH , F2RERT,
smo [FEEPNM GUITHZ B P HFE B i T4,
BRERILERKR  HEEVREREHEO-NBEXELSEBBMIIZER , KT




Administration > Dashboards > Job Dashboard T & HARAE | A& ¥ A System Jobs >
Infrastructure N,

7. FEPNM GUIH HEEEH T E

HU DS ERD , HEPNM GUIRERAE B E RE H 2/ SRR ARRAY T4E.

=X
SR | BEEESEHE> FERFE  ARBEERFFSE> EBRR,
#hi#Device Config Backup-External35 2 FI BREN 7 8 , BhiZEdit Schedulei # 3F 15 55 B
LES
FB2
B3 |HE—TSubmitikih,
i@ 3 — T Device Configuration Backup-ExternaliB B R EEE R A R I T Ko
= OB oo @ O
Show | : -
HER 4 —— e L —
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AREEEZERSBEMHER (fln, ZEE, XEEHMRAEE ) ., AEERNMRFpALLE
Axxx.xPEEREUEDERNEREH

B, CEEEHREUEHFMEEEERNMAL. WIRETEHGETEERARI[2])5TH

GET https://

/webacs/api/v4/data/ConfigVersions?.full=true&devicelpAddress=x.x.x.X

AER , (RJSONEEF  WERBEBRAUEAMBEE , b AERETEE. FLHRF, T=
RHH, BROUT_OF_SYNC , EXRTFMREERERNERRALLR , IREASEEMRTE :

-~

"queryResponse": {
"@last": O,
"@first": O,
"@count": 1,
"@type": "ConfigVersions",
"@domain": "ROOT-DOMAIN",
"@requestUrl": "https://

/webacs/api/v4/data/ConfigVersions?.full=true&devicelpAddress=x.x.x.x", "@responseType": "1istEnt

/webacs/api/v4/data", "entity": [ { "@dtoType": "configVersionsDTO", "@type": "ConfigVersions",

/webacs/api/v4/data/ConfigVersions/5029722742", "configVersionsDTO": { "@displayName": "5029722



RE , BUUERE—SHPHERDTHEEER. WRETHETRE , JMERARIR :

GET https://

/webacs/api/v4/op/configArchiveService/extractUnsanitizedFiTle?fileId=5029723743

RIS NAKRANETEE.

"mgmtResponse": {
"@domain": "ROOT-DOMAIN",
"@requestUrl": "https://

/webacs/api/v4/op/configArchiveService/extractUnsanitizedFile?fileId=5029723743", "@responseType"

/webacs/api/v4/op", "extractFileResult": [ { "fileData":"!\n! Last configuration change at 18:12

tcp\nnetconf-yang\nnetconf-yang cisco-ia snmp-community-string testing-mib-yang\nnetconf-yang s



EECME , AKX TRE(DATABASE) |, It 5 £ 2B ENCS20008 B %R,

B 7R E R E TR
0 B
MBEEAS | EApsREBFAENELR, HTHTTPERBMOBRARRES | WIORK
BARE : EEPNVEESR S BRI B 2 01 B L RS,

thl Eyolved Programmable Network Manager G EX-El  «o-roomooman @ @
A | Administration / D 1 Job D 1 Job_Cx ion_Archive_Collection_RDMO2 eocw=n0

TRecurmence’ Rone
Descripbon’ Aschves the curment configurations of Ihe dévics

Log file Dowrioad

Total 1 3 0% L.
Show | Al AL 4
Rusn 10 v S Duration{hih:mim:ss) Start Time Completion Time
v 22659048 € Failure 00:01:03 2024-Aug-26 16:02:13 Brosilia Standord T, 2024-Aug-26 16:0:3:16 Brasilia Standard Time
Configuration Archive Collection Results Totall €3 0% L+
Show | Al v m
Fetch DataBase b4
Device IP Device Name [Feach Running 1 Auchive & Stams
Backup Dasabase from device using hips failed, Socket dmecut during execision of HTTP request: Read tmed out
| T ) RO Unsupported ope @ Mot Anempted & FAL

Configuration Archive ( BLE 18 ) E % A S EREUEE R Device CLI Timeoutff, BE— T{HEE
) TEFE1Z5EER, it , ARFXERESCHEEREN - BR/EXER - EREE
ECLIE, EEEECLIEHEHE VREREE>RETE > AREE  MRFEEEEET , EE
Telnet/SSHIEIE , RAREBEFEWL P AE,

Edit Device

Telnet!S5H Parameters

" Genedsl w Protocol | Tojnet
*Port | 23
SNMP
peumsees | | oot (o] epes)
.
. srememe
&
- Password
o
HTTRHTTPS Confirm Password
Enable Password )
i e

Confirm Enable Password

Civic Lacation . - " " " . N
Mot Not providing Teinet/SSH credentials may result in partial collection of inventory data

Upsdate Upslate & Sync Werify Credontials Cancel

EMSTENCS2000F KB AA TL4
MEEISEENE . TEAhttpsREBROERELR, BERTINEBNtenetEF-RE : EHRIKIE
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A Secure,

stlialn g Pracrammable Netwark Manaosr Q- 2 ol - d A
il Euolve rammable Network Manag 3 AD2 #RGOTDOIL.-IMQ @

A | Adminisrasion / Dashboards [ Job Dashboard /| Job_Confguration_Archive_Collection_4_31_E6_008_PM_8_27_3024 e@own

RESunmence’ Mot
"Descripion’ Anchives i current conligurations o the device

Liog Bie Deownsad
w1 O 8 -
Shaw [ A 1T
P 1D Duraticeibh:mm:ss] Start Times Ceenpiletion Tima
T Br T
figuration i [ 4. B
T
Fetch DataBase x
Dica 1P Dz Ny Fetch Ruses Archien 4 Smna
= Backup Dacabase from dovice Using hires tilec. Faled 10 estabiish 10inet CONRENon 10 davies- Causo | Conmection ntused
T——— ADMOZ SUPDOA s or timed-out. T} Mot Anemplod [

EfRILEE |, SBFEACTCI EZRBINCS2000 , B ZENode view , Provisioning tab , Security , &
#AccessHE , WAEEMS Access FHIAccess State E A Secure,

7 ROMO2 - Ciscs Transpon Controller
File Edit View Toolz Window Help

S8 L0 BPasdE " HO0Ose9 L Show Vievs| MultiChasss View
Mavigstion/Summary Pane X Hon:\epage Nﬂ.mrk.\':rw RDMO2 =

Sumnenary
Metwerk Exploser

- {Rack= 2)
* &' Network Explover(] Nodeis)}

e e U
Alarns | [ Conditions | [History || Circuits | [TE0LRe | irventary | [ Maintenance | [ 0TM

General
et | | 2ser |[ Active Logins | [Policy [ Bata Comm | I [ RADIS Server || TACACS Server | [ Legel Dusclaimer
] { LAN Access Prewdo 105 Access .
Protestion | | | LAN Access: Fronk Craft & EMS = Access State: Non- -
L | cess ront Cra ccess State [Nan-secure
T - )
Restare Timesut: 5 = minuters)
e | Port: 65000 Help

| Disable Pud access for B enabled posts
LComm Channels | o F

_Adarmm Profiles | Shell Access EMS Access

Doty | | | AccessSute Noniscure ] Access Stme

TCC CORBA (IOP) Listehon -secure

L WDMEANS | Telnet P 5 T .
| elnet Port: 3 d ot & ML R
SVLAN o e Stlac =) Default - TEC Fares
Centlicate Stemdard Conatant 53]

[ Enable Shell Password Other Constant:
L1 Axcess SHMP Acoess
Access State: Non-secure = | Access State: [Man-secure =
Other Serial Craft Access
PM Clearing Privilege: | Provisioning = | ) Enable Craft Port

Cunck Links

Circuit Explorer.

[weT [err [rsa-ssi | aenBomRaE - 53 1=
KA EEKEID
HEBEEEHE ¢ TDevice archive(s) was not be found 8 EHIIDATREEN , B WREC R FKH M
BRARRE : IENCS20008E S ZEPNMAER , BIHEEPNMEREFHNEEIDKEER, ER

, Configuration Archive CollectionfE2 35| HEID , Rt kB, MRFEEMBRIL EFHEIHRIE
BN EFREREFE,
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