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HTTHFS 158 NOT reachable [ sCF 1S reachable

Expected: Cisco DNA Center certificate has 10 be installed successfully

and Device should be able to reach DNAC (10. ) via HTTPS
Actlon: Reinstall Cisco DNA Center certificate. DNAC (10

certificate installed automatically on device when device i5 assigned to a
site, please ensure device 5 assignec 1o a sit HTTPS transfer 1o
work, Alternatively DNAC certificate (re) install is ?'.'F:.":';':-IPH when HTTPS

failure detected during image transfer
L EEERERBAHTTPSIH E & L5 ; {ER , Cisco Catalyst Center#&{# Fi SCP1# E#&Cisco I0S®
XERGE@mEMRKEE,
EASCPH —EREER S B MG R K. HTTPSLESCPR,

B e

Cisco Catalystff /0 & E I BER B AR AR

BRIFL > EE >KERERAEE

BEEAMNERRENTEEMNTEEY, RENRBLERMFBNTE.
MRMEEREREN "AEEM, N TUEEM, RE , FABRELEE , ARBUTRESR,
R EERRENDNAC-CAESE

show running-config | sec crypto pki

B AE EIDNAC-CASERFIDNAC-CARE, MREEEFIDNAC-CAGER. HmE , AIFEE
{52 A EE#13E IR TE LUEIADNAC-CAR &

MREFERAEEFEYE  FREUTIERFHLEDNAC-CATHE :

« EWebBIESSH , B Ahttps:/<dnac ipaddress>/ca/peand F &.pem#gE R
1. pemiBRBFEASKERF

FRAXFmEREARIBEM pemiER

TR EEECLI

FRGTREBEMEANDNA-CAFEE show run|in crypto pki trustpoint DNAC-CA

MREEHNDNA-CARE  FFEREEN T A no crypto pki trustpoint DNAC-CA @ MERDNAC-CAE S


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
https://%3Cdnac_ipaddress%3E/ca/pem

o HHREEATETHSUREDNAC-CARE !

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage sd-client

revocation-check none

exit

crypto pki authenticate DNAC-CA

o Bhl pemXF#E

o HBRETRE#Ayes

- REEE

SEEEAR

HABR & B 1E1B #4438 Cisco CatalystH DB

R £ B PETHTTPSIE REHAE

copy https://<DNAC_IP>/core/limg/cisco-bridge.png flash:

MBS & AS PNGAE = Cisco Catalyst Center S B 33 2 # ,

1tk By L BR AR AR REE AL Th

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/corel/img/cisco-bridge.png flash:

Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...
Loading https://10.x.x.x/core/img/cisco-bridge.png
4058 bytes copied in 0.119 secs (34101 bytes/sec)
MXC.TAC.M.03-1001X-01#

MRABIT—E@wL , AEREE AN



MXC.TAC.M.03-1001X-01#$//10.x.x.x/corefimg/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (1/O error)
MXC.TAC.M.03-1001X-01#

BREUATIR4E -

o ERFEPFABEARAIEEA43, 80F122,
- BEPREBDEREEMIIBUIRHTTPSIH ENEHREE.

- ETERERE  BRRXKEITERCSEE.




R WE MY Cisco CatalystE B8t B E M.

SERGRIFEHTTPSERE®% , £ &5 M ERcisco-bridge.pnghE % delete flash:cisco-bridge.png

EREBHWHTTPSE FRENE

RELHBEEETFHRENHEEAEEER,

& LUEST# S show run | in http client source-interface SREGE AL E :

MXC.TAC.M.03-1001X-01#show run | in http client source-interface
ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-01#

MEXBEERNERNBRENERRDBENTE , BIHTTPSEEERAIEB LK,
FEE R

BT % BB B Cisco Catalyst /O A Y IPH 3 210.88.174.43 ¢

EELEEE
Device Name 1P Address Device Family Reachability (1) EaX Status Manageability i
MC TAC. M.O3- 1001 X-01 . etlecuit.mx 10.BB.174.43 Routers @ Reachable & Mot Scanned 9 Managed
HTTPSHE RE & RIF KB

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [ cisco-bridge.png] ?

%Warning:There is afile aready existing with this name

Do you want to over write? [confirm)]

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (I/O error)
MXC.TAC.M.03-1001X-01#

B R R H -



<ffroot>

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface G gabitEthernet0/0/0

ip tftp source-interface GigabitEthernet0
ip ssh source-interface GigabitEthernetO
Togging source-interface GigabitEthernetO vrf Mgmt-intf

MXC.TAC.M.03-1001X-01#show ip int br | ex unassigned
Interface |P-Address OK? Method Status Protocol
GigabitEthernet0/0/0 1.x.x.x Y ES manual up up
GigabitEthernet0 10.88.174.43 YES TFTP up up

MXC.TAC.M.03-1001X-01#

RIFBEZEBIE , Cisco Catalyst Center®% 35 4 & £ F /7 E GigabitEthernetO ( T 7 =2 Gigabi Ethernet0/0/0 )

BREERERNRREN EETIE RS S ERE.

MXC.TAC.M.03-1001X-01#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MXC.TAC.M.03-1001X-0(config)#ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-0(config)#

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface GigabitEthernetO

ip tftp source-interface GigabitEthernetO

ip ssh source-interface GigabitEthernetO

logging source-interface GigabitEthernetO vrf Mgmt-intf
MXC.TAC.M.03-1001X-01#

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.126 secs (32206 bytes/sec)

MXC.TAC.M.03-1001X-01#



AR EACAIBRHTTPSIEREE% |, £/ & MBRcisco-bridge pngiE = delete flash:cisco-bridge.png

HHIES
FRGSRBAKEEREH EFERN B HAREER show clock

BREREHXEPRIDNAC-CARENER. CHIXEREN ; B2 , DNAC-CARERE LY , FER :

Jan 1 10:18:05.147: CRYPTO_PKI: trustpoint DNAC-CA authentication status =0



%CRYPTO_PKI: Cert not yet valid or is expired -
start date: 01:42:22 UTC May 26 2023
end date: 01:42:22 UTC May 25 2025

WMIEFRR  MERN ; AR , BREAVAVEHRERIZBH.

BREERKERM

MXC.TAC.M.03-1001X-01#show clock
10:24:20.125 UTC Sat Jan 1 1994
MXC.TAC.M.03-1001X-01#

AHMBEAER. ERRILEE SN EEEEX TR EnpfRBIEAB Sclock set FRIEERE,

FHRERERM

MXC.TAC.M.03-1001X-01#clock set 16:20:00 25 september 2023

NTPEL & R

MXC.TAC.M.03-1001X-0(config)#ntp server vrf Mgmt-intf 10.81.254.131

AR

B AT RSB REE M RHTTPSRE -

debug ip http all

debug crypto pki transactions
debug crypto pki validation
debug ssl openssl errors



AR TREREEHEHRE  BEEATSELFAR undebug al



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



