E£DNA CenterfISE 3.1 L i ERADIUSH I & 49
B 5

H &%

HiA

BRIE
BE
EZAE

I
=

XAEN B a{r]E FiE 173. 1R B Cisco ISEfa BRE§ £ Cisco DNA Center L fit ERADIUSH\ B & 19 B

o

AR

BRIERECEBUUT EE

- Cisco DNA CenterflICisco ISEERE , ¥ AR A EAEEMREE,
RA T
AN HHEARBRIREAT R AERIRA :

« Cisco DNA Center 2.3.5.xhx 4%,
« Cisco ISE 3.1hR %A,

AXFHNEARBBREERERREANKENREL. XHEAINMERERRCER (R
) BVAAREREAE), MRENEREET , FRACEBEMESAIRERNTE,

R P

—

AxX &

SR 1. & ACisco DNA Center GUI 3 fin ZSystem > Settings > Authentication and Policy
Servers,

BREBCOEERADIUSTHE L KISEMER R BActive(¥ FAISER! B R AR ES).



Authentication and Policy Servers

2 Ad ) Export
IP Address Protocol Type
| RADIUS_TACACS AR
LI ISE
RADIUS A,
RADIUS Adh
RADIUS_TACACS Al

£Z : RADIUS_TACACS# & B! 3138 B A Lt ST HE .

Status

Actions



BE  MRISEARBAERRNEERMRE , AISATRBEZXES,

HER 2 EISEMRF[EMINEE-MIREF>FHRERE , MBBBH/E TR , HACisco DNAF/LIPiE
i, HEAREREFE. NMRR  FRENITIERS,

MRRDIRE , BLEBINEITHERER.

Network Devices

Name IP/Mask Profile Name Location Type Description

oo |

EEEBERT , £4ABCisco DNA CenterlE M —E#EKREE | REIKX—TAJdIRE,



Network Devices

Name - IP/Mask Profile Name Location Type Description

Selected 0 Total 0

PRES |

f£Cisco DNA Centerd Bt EZ 8, #AMIPHut ( ibht ) , MIEHMBREHYRELTERE , XX
EHhAREEELRTE,



fnbavcek Dinvicos i Now Mobwork Bevce

Metwork Devices

* Mamn

me-dnad s
b Cisco DNA Cantai
v IP Address P - . - f 99 oW
* Doesice Profido
2= Cien W iEk
Maodsl Name
T
Soltwans Yarsasn
g
* Natwork Devicod Group
Localicn [ ]
All Locankoms o | Sa1 To Delault
; b 3
IPSEC il )
g IPSEC Device | Sat To Default
Dewice Type [
All Device Types  w | Sat To Default

6] ™ RE) I EIB % — TRADIUS Authentication SettingsBREX /5 #2 3 B¢ i& Shared Secret® R A © .



~  RADIUS Authentication Settings

Frotocal H-":'LD|U5

* Shared Secrat  feeeeee - Shi




BN MHASKSEUARTEE , tFSEREIIHMMLE,

A& , #H— T Submit,

HER 3. HISEMMRER L , EMBKRK>- KB IR>ER , EUREERERER.

R IBE R Authorization > Authorization Profiles T , A% IZZBAJAEIE,

= Cisco ISt FPolicy « Policy Elameants

Dictionaries Conditions Results

Authertication

Standard Authorization Profiles

Allgwed Protocols

For Policy Export go b Administration > System > Backup & Fesiore > Policy
Solocted 0 Total 20 [

Authorizatian y

Authorization Profiles e

T [ MName Prafile . Deseription

: Cisco 172_16_5_0-INFRA_VN
Prafiling
Aut Cise
Posturs
o Dofault profile used 10 Backlist wirsless devices. Ensuro that you configure a BLACKHOLE ACL on the
Client Provisioning & Cisgo CY_C S _MAC
N

EliEName , 8 fNDescription AR BB EERAFEH , WHERAccess Typeik EA
ACCESSES_ACCEPT,

Results

thorization Profiles » Mew Authorization Profile

Authorization Profile

*N
ame DNAC_AUTH_PROFILE

Description External Authentication for Cisco DNA Center

* Access Type
ACCESS_ACCEPT '

Network Device Profile &k Cisco v &2

Service Template O
Track Movement O®
Agentless Posture O :_

Passive Identity Tracking [J :)

B NREIWEE SR EBERE,



£ &£l 5 i Scisco-av-painZ B L HE HIE F,
EA5FE# ARole=SUPER-ADMIN-ROLE,

— B HRRGUTIRE , 58 — T Submit,

v Advanced Attributes Settings

Cisco:cisco-av-pair ~  Role=SUPER-ADMIN-ROLE ~

~ Attributes Details
Access Type = ACCESS ACCEPT

cisco-av-pair = Role=SUPER-ADMIN-ROLE

SR 4 EISEMMRSEL , EMIITHEPLO>TMB>RKKE | BE S DRENRERE,
BERREML IR - TECSTRETEE,

= Cisco ISE Woaork Centers - Profiler Q @ @ &
Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans More
Policy Sets Reszet Policyset Hiteounts
Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View
Q
Wire-dot1x 5] Wired_g02.1X nternal_user & 0 >

MAB Wired_MAB Default Network Access ¥ 0 {:L;\}} >
| (-] Default | Default policy set Default Network Access ¢ 180517 {:0}

£ Default Policy SetREB , & BAuthentication Policy , 3 7EDefaultZB% T E B Options , ¥R E
M T EAVE E PTE



= Cisco ISE Work Centers - Profiler Q0 O @ @ &

Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Palicy Elements Profiling Policies More ~
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
-
(Q searcr )
-] Defauit Dafault policy set Default Network Access <2 ~ -+ 180617

| - Authentication Policy (3) |

@ Status  Rule Name Conditions Use Hits  Actions
K_Q Search )
Internal Endpoints t R
[F wired_mas
[ T oR ) 4556 @.
E wirsiess_mas * Options
All_User_ID_Stores oz R
B wirea_sozx
®  Dpoux oR ) ° @
[E  wireiess_s02.1x » Options
All_Uswi _ID_Siwies S

If Auth fail
—e REJECT & ~
©  Dofaun ane G
If User not found
—- EJECT & v
If Process fai

— pnoe & v




RBR EMEEELEEN THEE AN

EFARRRREE D | BB Authorization Policy , M EAddE R AR 3 #AYAuthorization Condition,



Work Centers - Profiler

= Cisco ISE

Overview Ext ld Sources Network Devices Endpoint Classification

+ Default
Status  Policy Set Name Description Caonditions
Q
-] Defauis Default policy set

» Authentication Policy (3)
» Authorization Policy - Local Exceptions

» Authorization Policy = Global Exceptions

~ Authorization Policy {25) I

Conditions

Status  Rule Name

e
p o

EiERule Name , %% — TAJdE R & Condition,

= Cisco ISE

Overview Ext |d Sources Metwark Devices Endpoint Classification

Paolicy Sets— Default

Description Conditions

Status  Policy Set Name

Q

] Dafaul D#fault palicy set

» Authentication Policy (3)
> Authorization Poliey = Local Exceptions
» Authorization Policy - Global Exceptions

- Authorization Policy {26)

Status  Rule Name Conditions

(-] DNAC-SUPER-ADMIN -ROLE

Q

ERBERHN—82

0 Q@ % o

Manual Scans Policy Elemeants Profiling Policies More -

Node Config Feads
Reset Reset Polieyset Hitcounts | “
Allowed Protocols / Server Sequence  Hits
Default Network Access < 180817
Results
Profiles Sacurity Groups Hits  Actlons
Work Centers - Profiler QO 2 @ @ &
More

Manual Scans Palicy Elements Profiling Palicies

Nade Config Feeds
Rasat Resat Policyset Hitcounts ‘
Allowed Protocols | Server Sequence  Hits
Default Network Access <& 180617
Results
Profiles Security Groups Hits Actions

Select from list

AR H RS R PR IENMRREIE P ut B,



Conditions Studio

Library Editor

Search by Name
Matwork Access-Davice IP Address

FEEFERFERE

oltlolelr] | g

Equals ~ 10.88.244.151

. Catalyst_Switch_Local_Web_Aut
i
hentication NEW | AND OR

| Compliance_Unknown_Devices (1)

| Compliant_Devices ]
| ©Y_Campus 0]
| CY_CAMPUS_MAC @
| CY_Campus_volce 0]
| CY¥_Guest )]
| EAP-MSCHAPv2 o)

Close Use

BESERAMNERNG  XRBEERHDS , EEERAT , & AoNAc

Save condition

) Save as existing Library Condition {replaces current wersion and impact all policies that usa this

condition

Select from list !

® Save as a new Litrary Cordition

DNAC Description {optional)l Condition Description p




K% A BEESBESHERIUNEERER.

= Cisco ISE Work Centers - Profiler 0 ¢ @ @ &

Owverview Ext Id Saurces MNetwork Devices Endpoint Classification MNode Config Feeds Manual Scans Palicy Elements Profiling Policies More -

Policy Sets— Default Reset Reset Policyset Hitcounts |

Allowed Protocols [ Server Sequence  Hits

Status  Policy Set Name Description Conditions
Q
-] Dofault Betault policy set 1208617
> Authentication Pelicy (3)
» Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions
* Authorization Policy [25)
Results
+) Status  Rule Name Conditions Profiles Security Groups Hits  Actions
)
L
] DNAG-SUPER-ADMIN-ROLE [F] onac DNAC_AUTH_PROFILE Select from list {:E:S}
& —TSave,
I H 783 oy
HEBR 5. & AZEICisco DNA Center GUI , A& Ef1Z|System > Users & Roles > External
Authentication,
_ S . = . .
# — T Enable External Useri®1& , I#§AAA Attributei% E % Cisco-AVPair,
= Cisco DNA Center System [ Users & Roles
Jeanhlanagzment External Authentication
Role Based Access Control . . . o
Cisco DNA Center supports external servers for authentication and authorization of External Users.Use the fields in this window to create, update and
on Cisco DNA Center is the name of the AAA attribute chosen on the AAA server. The default attribute expected is Cisco-AVPair, but if the user choa

External Authentication
it needs to be configured here on Cisco DNA Center.

The value of the AAA attribute to be configured for autharization an AAA server would be in the format of *Role=rolel” On ISE server, choose the cis
ributes list. A sample configuration inside Autharization profile would look like “cisca-av-pairs Rale=SUPER-ADMIN-ROLE"

att

An example configuration in the case of manually defining the AAA attribute would be "Cisco-AVPair=Role=3UPER-ADMIN-ROLE"

@ Enable External User @

~ AAA Attribute

AAL Attribute
Cisco-AVFair

[ Reset to Default J




AE  ISEfAREBRERIREACisco-AVPair Bt , Rt E3FZHHNEER K.

B TRBRRAARRREES S, EFRIPEREISEMRSFZNIPHI , Y ESHRIPEELAS
iRo

RER - TRESRRE



v AAA Server(s)

Primary AAA Server Secondary AAA Server
I Address IF Addrezs
L I v o iR e

Shared Secret Shared Secret
lllllllll 3.|.D'|I|'|II|

SHOW

Info

Info

View Advanced Settings

View Advanced Settings

S CIEZEMRADIUSIEIE , ARZE—TmEMRMKRSR LW "Ei#, R,



v AAA Server(s)

Primary AAA Server

IF Aaddress
] ol e

Secondary AAA Server

IF Address
HE " EE R

Shared Secret

lllllllll 5?"["':'1!'

Info

Hide Advanced Settings

© RADIUS | O TACACS

Authentication Port

1812

Shared Secret

Info

Hide Advanced Settings

© RADIUS | O TACACS

Accounting Part

1813

Retries

3

Timeout (seconds)

4

Authentication Port

1812

Accounting Part

1813

Retries

3

Timeout (seconds)

4

Update

BB RBIEBHRANES,



o Success

Updated aaa-server successfully

o Success

Updated aaa-server successfully

RESTUERAEISEEE-EE>-FHEE>-F0>EAETREINEMISERHE A
WMRZEEMEY , FEAISE , EMI LEMNERE , ARENFHRBFEELRE,

= Cisco ISE Administration « ldentity Managemen:

Identities Groups Extéinal [dantity SOuces denlily Sourcl STQuinces Settings

Uners

Network Access Users

lanusl Network Scan R,

g

# A Cisco DNA Center GUI F1{EISEE B LAMEREZE A,

Selectedd Toti2e 3 3

%



atfran)r,
CISCO

Cisco DNA Center

The bridge to possible

. ;-‘,1, v Success!

o

}

)

i, Username

it

N test
Password

DNA Center& A



AR ISEESENEAERAERERATNZA, B LLAISERMRR LA S HiRFTRAE
INE BRI RLE

BEARIIE |, £ & B A R1ECisco DNA Center GUI L



— Cisco DNA Center

Welcome, test

BOEm

EZAE

FERBRT , O LA¥iCisco DNA Center VB EARERIEL L ER | SUPER-ADMIN-ROLE,
NETWORK-ADMIN-ROLEFMIOBSERVER-ROLE,

= Cisco DNA Center LT sers & Roles a O

User Roles

SUPER-ADMIN-ROLE -ROL QBSERVER-ROLE

NETWORK-ADMIN-ROLE

EARXES , RFIEASUPER-ADMIN-ROLEA & RS , BR , WA LFEISE LA ZBMDNAR L E
NEEAehkE—EREEEER K- NERRESRILRENACTEEERDNAR O L
AEERTELE (B2XNE ).



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



