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Map Register
Endpoint 2001:db8:46:1::ac

Edge Node: 10.0.255.1

Edge Node Routing Table
2001:db8:46:1::/64 — Local
2001:db8:46:1::ac/128 — Local

10.0.255.4 4~

r
1 Anycast Gateway

1 "
LN 0 ||| —
2001:db8:46:1:/64
c - -
ey 2001:db8:46:1::ac
Figure 1.

2001:db8:46:1::ac

IPv6 Overlay Architecture in Cisco Software Defined Access

IPV6EEZEE

£ FACisco DNA-CenterE FHIPv6

f£Cisco DNA Centerd BURIPV6iiEY 2 B M IE -
1.2 3 FTHY 3 B IPv4/v6 it — greenfield
2. EREEMNIPvA EEREEIPVE - brownfieldiB

Control-Plane Node Database
2001:db8:46:1::/64 - 10.0.255.1
2001:db8:46:3::/64 - 10.0.255.3

2001:db8:46:1::ac — 10.0.255.1
2001:db8:46:1::ac — 10.0.255.3

Edge Node Routing Table
2001:db8:46:1::/64 - Local
2001:db8:46:3::/64 - Local
2001:db8:46:1::ac/128 - Local

2001:db8:46:3::/64
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Figure 2.
Single IPv4 upgrade to Dual-Stack pool by edit existing IPv4 pool option

BiBREEIPvAIRIBAS B IPvA I FHR B & B th

Pool upgrade: Warning on fabric page

Cisco DNA Center
DESIGN POLICY PROVISION

Dewices v Fabric Sarvices

SD-Access Fabrics and Transits

Choose a Fabric or Transit below to manage, or add a new iem by clicking "Add Fabric or Transit:

Fabrics @

Default LAN Fabric FABRIC-0

Transits @

Figure 3.
Fabric has warning indicator which needs to ‘reconfigure the fabric’

N
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Pool upgrade: Warning on site

PROVISION

Figure 4.
User needs to click on ‘reconfigure Fabric’ to auto-reprovision the fabric nodes for the dual-stack information to
take effect for the migration.
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SLAAC offers IPv6 single stack

RLOC: 17216.81.70
2001 15382020464 SVI: 2001 F28:20%:4:1

1
! o ICMPvE
Router Solicitation

]
ICMPv6 o ;
Router Advertisement

ICMPvEB

o Neighbor Solicitation

(DAD)

IPv6ith ik 73 Bt — SLAAC

R L 7R 4R

1. IPv6E FinfEAIPvoAih SR i i ETRER , B IR S MR EIRFEXICMPVERH
B/AERRS)HE, LASNAZEENSHERNERN BN EEET,

SER RPEMEBBUNEIRSHER , A2 EHIPVeERFEREABREMNICMPVEREH
BELSRAVEEEITERE,

TR EFHMBERAEER , IPve M ERFTEEAEUI-GANHBBIFEERES |, £ERMHE—
WIPveE g B bt | WS HABBIEE B BEE F iniE B0 R §Y R B R 2 A& SV IfY 2N 3 5 B 1t 41t
o REFEAERERBICVMPYEEERAL , LEHITEE 1 E8(DAD) , ABREEEN
IPv6{L it 2 M — Yo
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DHCPv6 offers IPv6 only

e RLOGC: 1721681.70 =y DHCP
@ 2001 820004164 QE SV 20011382000 4::1 L SERVER

—
o DHCPV6
Request

o DHCPv6 Relay-Forward

o DHCPV6 Request
Client Request sent to Server

«——
DHCPv6 Relay-reply o
sent to Border
+ DHCPVE pool selocted wsing link-ddress = 2001-38:2020:4:11

+ DHCPvE Relay-reply sent 10 link-sddress = 2001:f38:2020:4:1
+ Option18 / interface-I0 is remained the same

= DHCPvE Relry-forward unicast to Bonder with Option 18 [ interface~-ID

* Option 18 = "Remate ID° + *Circuit ID* = *172.16.81.70" (Loopback of
Edga) + "4100" (VNULISP Instance ID) + "VLAN 71°

¢ Source DHCPVE nequest link-address = 2001:138:202b:4:11

e
DHCPvE Relay-reply

sent to Edge

+ DHCPvE Ralay-roply sent from Border to Edge
+ RLOC = 172.76.81.70 and VNILISP Instince ID = 4100 o

DHCPvE
Reply
= DHCPvE Reply will be punted to GPU on Border
= RLOC + VNILISP Instance ID s extracted from Option 18 | Interface ID
= Border encapsulates DHCP repdy in VIXLAN with destination RLOC = 172.16.81.70 and

WHILISP Instance ID = 4100

IPv6it it 3 Bit — DHCPv6

RIS IR -

TEB EFiR0O R RE 2 & EEDHCPVEE R,

S ER2 RISE B Z N ZEIDHCPVEREREF , ©A5EFADHCPVeH 8 5 2% H B S AR BB B B R A kE e
BR | MFEADHCPV6IRIE18, EEDHCP#1E8248tL , DHCPV6i®IE 184 MTEERID, M MEIKID,
—RiRE. LISPHIEID/VNI, IPv4REH E I 85(RLOC) ML VLANERE RSP im S

SEB3. RIRAEEE R EVXLANERE W AZDHCPV6E R B E B FIDHCPV6 I BRES -

S EB4, DHCPvefallREFREIFEEERES , FABCESNRHER bt ( DHCPVveHFERE/F Fin
#EE3 ) iRIZIPV6 IPt D ELIPveitEit, AREAEDHCPVeHAEE BN B EXEEFiniEEti, 218
18RIFTE,

HERS ARIAEMEE AW R PO B E SR | B E18IRERLOCHILISPHITE/VNI, R4 [EIR RS
FEEEE R HEEVXLANS | Rt AR IE181ZEM B &,

S ER6. R MAEFEIE RS DHCPVE AR B B E BB 2| & B U E R S B FE 2 15 o

ST XM ZWEIDHCPVOH B B H B | SHEREEZUEENVXLANIREY ASZH B
BIGEFiR,. ABREFIRmAMEE S B A IPv6itiiL,

Cisco SD-AccessH RYIPV6IEEA,

IPvGIBEAE FZ XM ERLISPH R EIFEMERVXLANK E R SEFHEEA S Z. £ Cisco SD-Access
LISPAMIVXLANF W ERIEBRET , FERANASIPVARESIPV6ERTEEZT AN, ERFBELIBIE,



ORIGINAL
PACKET

ETHERNET  IPvé uDP LisP ; PAYLOAD Heilli gl

PACKET IN
VXLAN

A EBA B IPV6E BHE K S\ EBIPv4REE

EEHEFALISPERHERPUSRERNS | iR PEHSRDSEHEARIKNIPEHIP4
P ERLOCHSEMBER. T — B Main e A E @ BILBRE,

Cisco SD-AccessH I E 4R IPV6IE A

BR T BRI Cisco SD-AccessRIEFE T |, MARBAMBR MBS E T A BAMEELANE

g, MIRTFEEEEEFLANIZESIZF(WLC) B EEFIE (CAPWAP)EEMIZHIMMIE, HARME
RAERREFERXARE  BEESEESRMTENNEMEH FTEBAMNBWLCERE, ®IPveH
AERE , WLCHAPEILEEGIPvAttbit | 3 BFFECAPWAPEA S FE IS LEIPv4tst, HEARIE
RHAEFEWLCHAP X EIPV6EFA , 1B Cisco SD-AccessfE FHIPv4AE TR A £ IPv4E Bl A fh & E (T
EFiIPveRERNEA. EFRTREInfra VNT 2 ELHVAP L A & B MY IPHETHM |, IR E 1
HETEMES , BIE5I%8E55, Cisco SDARNNEREAT D AU T EEMEE

- BEARBEM
- BFImAM

EIPve AR BELEH

EAR B

HRIPVEeHIPV4 , WIBRARETE  HAWLCHAPHESIPVAII AR LEESENS R

1.8 3 46 FE 38 #5(FE ) IR B B B AR E|AP,

2. APE#REIFER | WiEIBCDP APEBHAFEREEE ( EAKFFES B ERMVLAN ) -

3. APHEDHCP{AI IR EUPvA b3t | FESEAPIL (5 FI APEEAR & 57 58 s 4 S E (32 4 P (CP) &
2

4. APEIBEF S E ( IIDHCP&E1E43 ) flIAWLC,

5. W.CHREAPRAXEXMIEM  WHERSFHHPEHAP RLOCEN ( flan , FRARLOC/HER
HIERE ),

6. CPE{EHAPHRLOC IPEIZWLC,

7. WLCTECPH S AP EEH R H ( ik ) (MAC).

8. CPEAWLCIRHN B AP EAENFE ( B RFEEIBAPREVXLANRRE ) .

FEEREZEALETFAPHVXLANRRE, Wi , APEREMAREEMNSSID,



BYEE : NRAPEREIERRIAEMESSIDT A EERIRAEMESSID , FieEEARNREEE
X ER R 2 B VXLANRSE

BEEE | APEIWLCHI BB BIBHECAPWAPHT , MATEWLCEIAPH B BAEEF A
VXLAN CAPWAP, EXRTRNERHEERRAPEIWLCH A , A|REE R BHEEEBVXLANEE B
. TEEZICAPWAP, BEEBAPHMIWLCZBERE , FSBUT RHI,



THAE 18150945 172.16.80.2 171.26.33.2
TieD 15150009 172.16.83.2 172.16.33.3

scovery Regeest|
eey Regurst|

7350 100.510088  172.16.80.2 255,255,255, 255 ey Regeest|
ITTT 118898981 172.16.83. 172.16.33.2 e ery Request|
7778 0,082 172.36.80. : 171.16.33.2 camupcontrol 323 CAPP-Control - Discovery Reguest]

7773 210900195 172.16.33.2 171.16.43.1 CPP-Control 199 CAPWAP-Control - Discovery Respomse
il 372.16.83.2 capp - Contrel 149 CAPWAP-Control - Discowery Respomie

Frame 7778: 323 bytes sa wire (2576 Bivs), 323 bytes captured (2578 birs) Ba iaterface \Dévice\NPF_{BSE1C34S. 1BOF 4FDE-ST8C. JTCIETFROISE), Id &
Ether ot 11, Srci Clsco_8fisda s qw:w:nc:uf:u:m, l:st Clsco_cfa7d47 (.:n.su.cf.u.a.,
Inter

ool Wersion 4, Sr 72.16.83.2, Dst: 172.16.33.2 N VxLAN D' Ct
ﬂ-ctxo . SrC Por : s: 9, Dt Port: 5244 : (0] ¥ ire
Control And Prowisiening of Mireless Atcess Points = Control

i Communication via underlay

TR

::esuir Element

T340 181500060 173.16.33.3 CAPWAD -Contral 323 CAPWAP-Contral - Discevery Request[#
7550 181.510088 285,298,298, 258 CAPWAP -Contral 313 CAPWAP-Contral - Discovery Reguest[M
7777 110898981 172.16.33.2 CAPWAP-Contral 322 CaPAP-Control - Discovery Request[M
7778 110.E98982 - o 172.16.33.2 CAPWAR -Control 322 CAPWAP-Control - Discovery Reguest[M
7779 20,9005 172.16.33.2 172.16.83.2 CAPWAP -Control 199 CAPWAP-Control - Discovery Response
TTER 210900440 172.156.33.2 172.16.83.2 CAPWAP -Contral 149 CAPWAP-Contral - Discovery Response

Frame 7778: 19% bytes on wire (1582 bits), 199 bytes coptured (1592 bits) on interface \Device\NPF_{BBELC3S5-1BDF -4FDS-BTEC-I761ETFEH154), 4d B
Ethernet I, Sre: Clgco_ef:73:47 (6c:dd:3d:cf:73:87), Dat: Clico_0F:53:67 (00:7e:95:0F:53:67)
Internet Protocol Wersion 4, Sre: 10.2.2.4, Det: 172.18.81.79

[ e e R SR J WLC to AP communication is encapsulated in
difaradi 38 (bar2Sicd:farad:dg)

Flags: @xB308, GBP Extension, VALAN Metwork ID (VHE} VXLAN ,as itis Coming via Fabric,

Growp Policy ID: &
VHLAN Metwork Tdentifier (VNI): 4007
Reserved: @
PTTRPA et il s i P

This VXLAN tunnel is between FE and CP/BR .
Internet Protocol Wersion 4, Src: 172.16.33.2, Dst: 172.16.83.2 = B
User Datagram Protecel, Sec Port: 5246, Dst Port: 5270 AP to FE is not vEt established.

« Contral And Previslonimg of Wireless Access Polnts - Cemtrel
Pressble

Feader
Control Mesder
Message Elesent

EAPEIWLCHIH A H#EEL ( CAPWAPEIE ) EEWLCEIAPH HEREEL ( e+ A VXLANEE )

% Fim B

EHEB/IPVOEFiHEFMBERIFTE , EEFinfEHASLAAC/DHCPV6EIPv6ih it 75 fi 5 A EER
IPv6ith it ,

1.5 iR A R AE N FEAP E BRI SSID,

2. WLCAIEAP RLOC,

3EFImEMBREMWLCHAACPEME FinL25FME AL EHAP,

4B Fis BB ERN 5 % (SLAAC/DHCPVE) 2 A IPv6#m it

5. FEfSZIPv6eE FiR T MEICPE#IE M E R EHTDB), APZIFEMFER|H 4t B #93h i F IPv4tE &
HIVXLANFILISP IPv6Et £,

EAIPVeNE Firn — & FimiE

%II

HENERBETHES —EIPV6EREFIRNIPVOEREFIFEBRRE. (ERRXEFFHERSH
Eﬁaéjtﬁaﬂm%ﬂﬁﬂﬁ&ﬁ SIPveithit, )

1.5 FinfERAIPv6e B ##$802.1 115 X EIAP,

2. AP ER802.11¥RBE A% IPv4 VXANRSIE A B R 15 1Pvo B B EiX B R 48 fE 2 #& o

3. Fabric Edgef FSE 25 E(MAP)RER RAZZ B Z |, WFEHIPv4 VXLANA I EXE B E
RLOC,

AT BT E | IPv4 VXLANSREEAEMIBR | IPv6E B B EE

/1

HEFiR.



| VXLAN Tunnel Between AP and FE is IPv4 |

VALAN B
(Data)
Dual Stack Client A : Wireless

IPV4 VXLAN Tunnel
(@O = .
o1 I 5D Fabric

| |Pvé or dual Stack IGP ’ Dual Stack Client B : Wired

FE-2

As current LISP
implementation
Uses IPv4,
underlay routing
must support
IPv4 or dual
stack

| IBvE payload | 1Pv6 m.nl

MAP request/eeply for IPv6

address using Pvd Outer header
AP removes the H
802.11 header i

|Mpl1hd| to Imal VALAN I

[remos | 9 funa] wim f e |25
FE-2 removes the outer IPv4 header,

H looks at the VNID maps it to the VLAN.
o T Also looks at the SGT and apply the
' | 1PV payload I ™ I 8023 | VILAN I uop I W"ﬂf“ o gﬁag:fﬁbelme forwarding the packet to

EHBEREFRIEHEBEREFHENIR

EANSMEURABRBLER | IS EREREIPLLEMMACHUFMEN. T5  KREEAM
BEHEREFin , EMBBHERNZEARER  BEHRSTENIPV6FH(SSID).

WLC IPvd address:
172.16.33.2

Wireless Client1:
1Pv6: 2001:f38:202b:4:324b:130c:435c:fadl

- Zd-da-da-fd-di- Fabric Edge
MAC: 74:da:da:f4:d6:35 Loopback lpv4 :172.16.81.70
Ipv6 SVI: 2001:138:202b:4::1

CP/BR
IPva:10.2.2.4

-
—_

| AP IPva:172.16.83.2 | “‘n.ﬁ
@ ( « @ SDA Fabric .

Wireless Client 2:
IPv6: 2001:f38:202b:6:78aa:2215:817c:9211

RISD-Access 3 # AE FEAR B | P it it FIMAC it iF F¥ 4R & A



BYEE : WA SIAE 2 SRV IEIIPVETERA ( BIZIDHCP/DNS ) |, MR E R MIERIRSEE
Btz BRAIPVeEEH

HER1. T FinBe R A By 7 R EEUPVEE 1t



10047 262.058812

12 (onf,

Sn w Mt hr  a PR v

12050 252.855624 2003222 2001:f358:202b:4::1 DHCPVE
12951 282.857614 fe@: :200: cff: fedf: fags FeBd: :705F:2381:9403:b591  DHCPvE

Frame 12850: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface \Dev
Ethernet II, Src: Cisco_cf:73:47 (6c:dd:38:cf:73:47), Dst: Cisco 8f:53:67 (8@:7e:95:0f:53:67
Internet Protocol Version 4, Src: 18.2.2.4, Dst: 172.16.81.78

User Datagram Protocol, Src Port: 8, Dst Port: 4783

virtual eXtensible Local Area Network
1048 BL.B8 " lﬂtonf Flags: 9x0848, VILAN Network ID (WHI), Don"t Learn, Policy Applied
L = Group Poliey ID: @
104 B840 0L:F38:00bude:1 Haal e WBRela VXLAN Metwork Identifier (VNI): 4100 i
" Reserved: @
1050 2065 i LT OHCPy 28 fela Ethernet II, Src: be:25:cd:f4:ad:36 (ba:25:cd:f4:ad:38), Dst: ba:25:cd:fa:ad:38 fbi}i‘i:(d:f‘l
MR Y BRTRIE  FaRle o MaRe pFE o fnlf o FaiiS Falie s T0RF THEDQANLRAOT  NHIDVE 1% Daal * Internet Protecol Versien 6, Src: 2093::2, Dst: 2001:738:202b:4::1
ser Datagram Protocol, Src Port: 547, Dst Port: 547
DHCPVE
P Message type: Relay-reply (13)
e Hopcount: &
rd Link address: 2081:¥38:202b:4::
4 Peer address: fedd::705f:2381:9d03:b991

Capture is from Fabric Edge ,
Note the Source is DHCPv6
server and destination is FE

» Interface=Id
¥ Relay Message
Opticn: Relay Message (%)
Length: 84
~ DHCPwE
Message type: Reply (7)
Transaction ID: @ncddaBed
Server Identifier
» Client Identifier

~ Identity Association for Non-tesporary Address
Option: Identity Association for Nen-tesporary Address (3)
Length: 4@
IAID: @d74dsds
Ti: 345680

G/w

~ Ia Address
Option: IA Address (5)

Length: 24

IPVE address: 2001:f38:202b:4:324b:130c:435¢: Fadl
Preferred lifetime: €91200

Valid lifetime: 1236800

#DHCPvefA MR 2 IR AE R R E M N ER BT

B BIEEFIRMERIPv6E HA$802. 1118 BA B AR,
SE3EAMRBRESHREL S ERNTEEIRRIEIERE, ESFEAERIPVARIVXLANEEZHE
, ABEBREERIPv4iL,

E304T 3e0.0LIwE 1EOU DR AL N 1 B N0 L0 AL I LD 190 DILSPIULEVEY MEPTREYUESL 1O | 04T ] 1EOW L0080 1 EI U0,

13125 340.335487 I0PvE 128 heighbor Solicitation for 2003::785f:2381:9d03:b591
13126 348335485 ICMPvE 128 Neighbor Solicitation for 2003::65f6:398c:5843:3eca
13127 348.337723 1 ICHPvE 128 Neighbor Solicitation for 2003::785f:2381:9403:b591
13128 340350370 fe20::705f:2381:9003:6991 LR 145 Standard query @xedca ANY 1S3LRTKTDFNINKD

» Frame 13125: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \Device\NPF_{BBELC365-1B0F -4FDE-87BC-2761E7FBO1S4}, id @
» Ethernet IT, Src: Cisco_76:5e:f8 (78:69:5a:76:5¢:¥8), Dst: Clsco 9f:fe:fS (09:00:8¢c:9f:fe:fS)
+ Internet Protocol Version 4, Sre: 172.16.83.2, Dst: 172.16.81.78 «
* User Datagras Protocel, Src Port: 49487, Dst Port: 4789
Virtual eXtensible Local Area Network
» Flags: @x8880, 08P Extension, VXLAN Network ID (WNI)
Group Policy ID: @
VELAN Metwork Identifier (VNI): 8104
Reserved: @
» Ethernet II, Sec: D-LinkIn_f4:d6:25 (74:da:da:f8:d6:25), Dst: IPvéacast ff:@3:b9:91 (33:33:1f:03:b9:91)

%

Note VXLAN tunnel between
AP and FE is IPV4 while the

¥ Internet Protocol Version &, Src: ::, Dst: ff@2::1:ff83:b591 . .
QO ... = Version: § — Payload from the client is
. G000 BDOB .... ... ciei sees wues = Traffic Class: @xB@ (DSCP: 50, ECN: Not-!(T}- T —

1 IPve

.o0. D000 0000 0000 0OBD 0000 = Flow Label: 0uDDO0Q
Fayload Length: 24
Next Header: IOMPWE (58)
Hop Limit: 255
Source Address: ::
Destination Address: ff@l::1:ffa3:basl
» Internet Control Message Protocol vé

FEFAPZ BVXLANBREH EX SiHE

HER3. 1. IR IR A O 2= B P EEMIPveE Fiw. EEMAESREIPveE Fimsl &M IPv4cE
7%,



By magE 13, W

day_swsres  UW.l.f8 L1 at1ion
AN18 249.382776  172.16.81.70 LISP 316 Msgr 20, Registration for [
s i gistration 1

1C365=1B0F - 4F - ETBC =271

~face \De
61 (B4:Ba:Bd:af:60:61)

o

e (2528 bits), 316

1 Werslon 4, Src: 172.16.81.78, Dst: 18.2.2.4
rol Protocol, Src Port: 41620, Dt Port; 4342, Seq;

Transport) 9, Reglstrat 4b:130¢ a35c: Fadl/ 128
* Locator/ID Separation Protocal 1 21, Registration for [4109] 2091:38: 4b1130¢ 438521 f541/128
Type: Re stion (1
0 BOGO 00D BRDH 0001 = Flaps: Oxa001
ount: 1
4 oritative

HER3.2. FEASMAPRE R EX 242 &I 7 H AR B RRLOC,

% ENCAPLUINTED rup .
4 Encaprulated Map-Reque

3043

032 181, 4TITEL

.00 DO DO DOOR 0

= Traffic Classi #c

DI

1100 00
BOOB DO DIGD B0 B0 =
oad L4 :




FRAGERTERT BFERLOC , HHHIPv4 VXLANER 7 RIBIPve & H ., RRMIEZ 5 in#kiE

REE—EAP , ELtIPv6 ping &R A IR &E,

71 3.392805 2001:£38:202b:4:324b: 130c:435¢: Fadl  2001:¥38: 202b:6:78an: 2215: 817019211 TOWVE 144 Echo (ping) request 1d-8xBdl, seq=148, hop limit-6€3
72 3.352836 2001:F38:2020:4:324b: 130c:438c i fadl  2001:F35: 202b:6: THan: 225181719211 I0WPvE 144 Echo (ping) request 1d=9xd001, seq=148, hop limiteg4
73 3.396939 2001:F35: 202b: 6: 7800 2275:817¢:9211 2091:F35: 202b:4:324b: 130c:435¢: fadl IOWVE 144 Echo (ping) reply id=ex0eel, seq=148, hop limitecs (
74 3.398941 2001:f38:202b: 6:78aa: 22f5: 81719211 2001: 38 202b:4: 324b: 130c:435c : fadl TOMPVE

144 Echo (ping) reply id=2xd@@l, seqe=l48, hop limit=G3

5 Frame 72: 188 bytes on wire (1152 bits), 144 bytes captured (1152 bits) cn interface \Device\NPF_{BBE1CI6S-1BOF-4FDS-B7BC-2761E7FBO1SA)}, id @
> Ethernet 1T, Src: Cisco_76:5e:¥8 (78:69:52:76:5¢:fB), Dst: Cisco_5F:fe:¥5 (80:08:0¢:9F:fe:f5)
» Internet Protocol Versiom 4, Sre: 172.16.83.2, Dst: 172.16.81.79
5 User Batagram Protocol, Src Port: 45487, Dst Port: 4789
~ virtusl extensible Local Ares Metwork
> Flags: @x8800, GBP Extension, VXLAM Network ID (WNI)

Group Policy ID: @

VELAN Network Identifier (VNI): 8194

Reserved: @
» Ethernet II, Src: D-LinkIn_fa:d6:25 (74:da:da:fe:d6:25), Dst: Cisco 9f:fa:85 (00:00:0c:9f:fa:85)
» Internet Protocol Version 6, Src: 20001:f38:202b:4:324b: 138c:435c:fadl, Det: 200L:f3B:202b:6: 7888 :2215: 817 9211
~ Internet Control Message Protocol vé

Type: Echo (ping) request (128)

Code: @

Checksum: @36F [correct)

[Checkasum Status: Good)

Identifier: 2x0081

Sequence: 148

[

* Data (32 bytes)

OrE—H—Hr0

EREMEIE —APHY M B &R E F i 2 BHE1TIPV6 pinghy & ¥ 2 H%E

LB SRR T Finay A EEE T IPVveEA .

LISP Map Request/response/registration
IPvE Data inside IPv4 LISP packets

CAPWAP - IPvd , o ~.

WLC
ﬂ ~
‘l
v

IPvE traffic in 802.11 frames AP-WLC Underlay y - \‘_\
> WLC-AP - VXLAN / Shared Services

@

z

| DHCPv4/6-
DNS

IPv6 Traffic in IPv4 VXLAN
Tunnel

1Pvd VXLAN
carrying IPvE data

B o SRR P iR Y A AR T IPVEIBER
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C9800 IPv6 Features by Release

Infra IPv6 (CAPWAP over IPvE)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <=-> DNA-C (Infra IPvE) NO TBD NO
C9800 <=-> CMX (Infra IPvG) NO TBD YES
C9800 <=-> ISE (Infra IPv6) NO TBD YES
WLC=->PI(Infra |IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPvE NO YES YES
ETA for IPv6 NO NO YES

Cat9800 WLC IPVEIHAE ( RARA )

B2 IPvERY 122 &

BURIPV6t | EBREY B E RS (MS) T (MR) A RSP E R AR EMIPVeR EMiEE .
AR AT UEZEIPV6 IPH#bi | BAMS/MREHREEMAIPHILNIEE., ESHEEEEN

|PV4§%%EF§ o
EUABANEBECLIAZFHELH I UREMBHRE,

Pod2-Borderish lisp site

LISP Site Registration Information

* = Some locators are down or unreachable

¢ = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID
site uci never no - 4097 172.16.83.0/24

2wld yesd 172.16.81.70:41629 4097 172.16.83.2/32







Humber of registered EID prefixes: 5

Maximum M5 entries allowed: 81920

MAC

Number of configured EID prefixes:

Number of registered EID prefixes:

Maximum M5 entries allowed: 81920

BETBBRERETEEIRIPVeRFMAER,

Cisco SD-AccessHHIIPv6 QoSE it

E BRI Cisco DNA Centerhx & ( =i&2.3.x ) TX#EIPv6 QoSEA R B &L, ER , FAETNU
FEHEILIPV6ERMBERENR , WAEQoSHEMRME AR IIE IR IZETR . HRDNA CenterEERRTE
FrIEYENELBEB#ITIPv4 QoSKEE , Rt T LUBIBEIRTE "class-defaulty 2Bl FEiEA— 1@
B (TR IPV6RS B2 BB E (ACL)),

AT REEDNA CenterE R RKME BB SN EHEXEIPV6 QoSHIENR R :

!
interface GigabitEthernetx/y/z

service-policy input DNA-APIC_QOS_IN

class-map match-any DNA-APIC_QOS_IN#SCAVENGER <<< Provisioned by DNAC

match access-group name DNA-APIC_QOS_IN#SCAVENGER__acl

match access-group name IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

!

ipv6 access-1ist IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

sequence 10 permit icmp any any

!

Policy-map DNA-APIC_QOS_IN

class IPV6_QOS_IN#SCAVENGER__acl <<< manually add

set dscp csl

For wireless QoS policy, Cisco DNA Center with current release (up to 2.3.x) will provision IPv4 QoS on
and apply IPv4 QoS into the WLC (Wireless LAN Controller). It doesn’t automate IPv6 QoS.
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Below is the sample wireless IPv6 QoS template. Please make sure to apply the QoS policy into the wirel
interface from the wireless VLAN:

ipv6 access-1ist extended IPV6_QOS_IN#TRANS_DATA__acl

remark ### a placeholder ###

!

ipv6 access-1list extended IPV6_QOS_IN#REALTIME

remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6-QOS_IN#TUNNELED__acl

remark ### a placeholder ###
!



ipv6 access-1ist extended IPV6_QOS_IN#VOICE

remark ### a placeholder ###

|

ipv6 access-Tist extended IPV6_QOS_IN#SCAVENGER__acl
permit icmp any any

!

ipv6 access-Tist extended IPV6_QOS_IN#SIGNALING__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BROADCAST__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BULK_DATA__acl
permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq 21000

permit udp any any eq 20

!

ipv6 access-list extended IPV6_QOS_IN#MM_CONF__acl
remark ms-Tync

permit tcp any any eq 3478

permit udp any any eq 3478

permit tcp range 5350 5509

permit udp range 5350 5509

!

ipv6 access-Tist extended IPV6_QOS_IN#MM_STREAM__acl
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#0AM__acl
remark ### a placeholder ###

class-map match-any IPV6_QOS_IN#TRANS_DATA

match access-group name IPV6_QOS_IN#TRANS_DATA__acl
!

class-map match-any IPV6_QOS_IN#REALTIME

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#TUNNELED

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#VOICE

match access-group name IPV6_QOS_IN#VOICE

!

class-map match-any IPV6_QOS_IN#SCAVENGER

match access-group name IPV6_QOS_IN#SCAVENGER__acl
!

class-map match-any IPV6_QOS_IN#SIGNALING

match access-group name IPV6_QOS_IN#SIGNALING__acl
class-map match-any IPV6_QOS_IN#BROADCAST

match access-group name IPV6_QOS_IN#BROADCAST__acl
!

class-map match-any IPV6_QOS_IN#BULK_DATA

match access-group name IPV6_QOS_IN#BULK_DATA__ac]
!

class-map match-any IPV6_QOS_IN#MM_CONF
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match access-group name IPV6_QOS_IN#MM_CONF__ac]

!

class-map match-any IPV6_QOS_IN#MM_STREAM

match access-group name IPV6_QOS_IN#MM_STREAM__ac]



class-map match-any IPV6_QOS_IN#0AM
match access-group name IPV6_QOS_IN#0AM__acl

policy-map IPV6_QOS_IN
class IPV6_QOS_IN#VOICE

set dscp ef

class IPV6_QOS_IN#BROADCAST
set dscp cs5

class IPV6_QOS_IN#REALTIME
set dscp cs4

class IPV6_QOS_IN#MM_CONF
set dscp af4l

class IPV6_QOS_IN#MM_STREAM
set dscp af3l

class IPV6_QOS_IN#SIGNALING
set dscp cs3

class IPV6_QOS_IN#0AM

set dscp cs2

class IPV6_QOS_IN#TRANS_DATA
set dscp af2l

class IPV6_QOS_IN#BULK_DATA
set dscp afll

class IPV6_QOS_IN#SCAVENGER
set dscp csl

class IPV6_QOS_IN#TUNNELED
class class-default

set dscp default

interface Vlanlxxx < = = (wireless VLAN)
service-policy input IPV6_QOS_IN
end

Cisco SD-AccessH i IPve i FEHERR

BEBRSD-Access IPV6IIfEERIPV4IEE ALl , BB A MERFEFTDBRRFZENEET S RER
HENBE, WEBET—EERANRYESD-AccessHEITHEHBRMN G T,

Pod2-Edge-2#sh device-tracking database

Binding Table has 24 entries, 12 dynamic (Timit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Packet, API - API created

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlv]l age state Time left
DH4 172.16.83.2 7069.5a76.5ef8 Gil/0/1 2045 0025 5s REACHABLE 235 s(653998 s)

L 172.16.83.1 0000.0c9f.fef5 V12045 2045 0100 22564mn REACHABLE

ARP 172.16.79.10 74da.daf4.d625 AcO 71 0005 49s REACHABLE 201 s try O

L 172.16.79.1 0000.0c9f.f886 V179 79 0100 22562mn REACHABLE

L 172.16.78.1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

DH4 172.16.72.101 000c.29c3.16f0 Gil/0/3 72 0025 9803mn STALE 101187 s



L 172.16.72.1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

L 172.16.71.1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

ND FE80::7269:5AFF:FE76:5EF8 7069.5a76.5ef8 Gil1/0/1 2045 0005 12s REACHABLE 230 s

ND FE80::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 107s REACHABLE 145 s try O

L FE80::200:CFF:FE9F:FA85 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

L FE80::200:CFF:FE9F:FA09 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

L FE80::200:CFF:FE9F:F886 0000.0c9f.f886 V179 79 0100 87217mn DOWN

L FE80::200:CFF:FE9F:F1AE 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

ND 2003::B900:53C0:9656:4363 74da.daf4.d625 AcO 71 0005 26mn STALE 451 s

ND 2003::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 49 s try 0

ND 2003::5925:F521:C6A7:927B 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 47 s try 0

L 2001:F38:202B:6::1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

ND 2001:F38:202B:4:B8AE:8711:5852:BE6A 74da.daf4.d625 AcO 71 0005 83s REACHABLE 164 s try O

ND 2001:F38:202B:4:705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 112s REACHABLE 133 s try O

DH6 2001:F38:202B:4:324B:130C:435C:FA41 74da.daf4.d625 AcO 71 0024 107s REACHABLE 135 s try 0(985881 s)
L 2001:F38:202B:4::1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

DH6 2001:F38:202B:3:E6F4:68B3:D2A6:59E6 000c.29c3.16f0 Gil/0/3 72 0024 9804mn STALE 367005 s

L 2001:F38:202B:3::1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

Pod2-Edge-2#sh 1isp eid-table Campus_VN ipv6 database

LISP ETR IPv6 Mapping Database for EID-table vrf Campus_VN (IID 4100), LSBs: Ox1

Entries total 5, no-route 0, inactive 1

© 2021 Cisco and/or its affiliates. All rights reserved. Page 23 of 24
2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, dynamic-eid InfraVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:324B:130C:435C:FA41/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:705F:2381:9D03:B991/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:ACAF:7DDD:7CC2:F1B6/128, Inactive, expires: 10:14:48
2001:F38:202B:4:B8AE:8711:5852:BE6A/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

Pod2-Edge-2#show 1isp eid-table Campus_VN 1ipv6 map-cache

LISP IPv6 Mapping Cache for EID-table vrf Campus_VN (IID 4100), 6 entries

::/0, uptime: 1lw3d, expires: never, via static-send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, uptime: 00:00:04, expires: 23:59:55, via map-reply, self, comp
Locator Uptime State Pri/Wgt Encap-IID

172.16.81.70 00:00:04 up, self 10/10 -

2001:F38:202B:4::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:6::/64, uptime: 6d15h, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2002::/15, uptime: 00:05:04, expires: 00:09:56, via map-reply, forward-native
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Encapsulating to proxy ETR

#i8 RE R EEBDHCPV6fABRESping:



Pod2-Border#ping vrf Campus_VN 2003::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2003::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Cisco SD-Access IPVv6ERETIRIRE R MR E

B BNEEERRREAXEREEENEREIKNIPVG?
ARBAERE , BRINBRAQIXEXEERER,

@ : Cisco SDNRE X ERRMERE Finf A #IPv6?
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B WEBRISDEARMAEE PR E A A ERRNIPVER A E =5 2
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BENERE. EXEL2 IPv4AY)#F/=L3 Dual-Stack i,
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