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Cisco DNA Centerz #E# iR 2K

OVA &
ThickClient ESXi 5.5/6.0% %
WebClient ESXi 6.0% 4
WebClient vCenter&
OracleVirtual Box 5.2.30% %
Microsoft Hyper-V#& £

B Cisco DNA Center A RiFE HE BCXENRE

ERRIEECXE 5
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s
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FAEENRENNEFRRBCXERE, ERCXNERBER—BSETRENTS , IEFAR
KEWSENER  ATFRHUVNETITHRSR. CXEREXEREHETREENERAT
CXEFETNEBNERMERENATERAN/EBREZE (ML),

AIEEBEENRCXERBV2.2RESRA.

Customer Network

Catalyst Center
(DNAC)

552 FiCisco CXERIE B m LA RS LA T #Y RS

CX Cloud Architecture

CX Cloud Backend

N

Al/ML Engine

Cisco
Intellectual

N~

DatalLake

~

?
(D

gy
Microservices

CX Cloud

4 N

[elemetry

- Capital v O O O
1T CxAgent APl Gateway
cla _T : ]
«~=l-
C’i") Data Store § Cisco TAC CiscoDB FN PSIRTs
Devices / \ Telemetry § Ticketing Contracts [l HW/SW EOX /
CXELEE

N AEERNES (REAE ) EHtsE, EERATEEFHRR.

DBERAF

CX Cloud Agent SAE##25 (VM) WX B11T |

(VHD) T &,
HMEBEX :

Case Management/RMA
Inventory Coverage
Security Advisories

Lifecycle/Learning

Insights

I B ARANEREE (OVA) UERER


https://www.cisco.com/c/zh_tw/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/zh_tw/support/cloud-systems-management/cx-collector/series.html

U R UEREREERER
- VMware ESXikR4<5.55% & & kiR A<
- Oracle Virtual Box 5.2.305 & & iR 4~
- Windows & ## # 28 BE 2 2 U Mk 4<2012%2022
Eﬁ%%ﬁ%ﬁ?’“&‘t‘luﬁmiﬁu"rg:kﬂ’]Eﬁ%%ﬁ .
- 8 &1 CPU
- 16 GB F21EE/RAM
- 200 GB WHRZ=[™
HREABEXEENT MERAREFECXEERNIEENESNEF , CXERBLHEHE
REEBRNAREE , £ATEREEE(FQDN) , WETCPIE443 L EAHTTPS:
- FQDN: agent.us.csco.cloud
- FQDN: ng.acs.agent.us.csco.cloud
- FQDN:cloudsso.cisco.com
- FQDN:api-cx.cisco.com
HRAEAEEBNERP OMEATEEREERFAECXEERNEF | CXEREBLARNE
REN R R WE R ARES , BEAFQDN , S TCPIE443 L FEAHTTPS:
- FQDN: agent.us.csco.cloud
- FQDN: agent.emea.csco.cloud
- FQDN: ng.acs.agent.emea.csco.cloud
- FQDN:cloudsso.cisco.com
- FQDN:api-cx.cisco.com
ﬁ#ﬂ—:?‘é?ﬂﬂﬁﬂii{i&In__uﬁilelqﬂ/b\)ﬁfﬁﬁﬁcx*ﬁﬂﬂﬁfgﬁﬂliﬁﬂﬁgﬁ CXEREXERE
#EAR T WEPT R R E A ARET , £FFAFQDN , SW1ETCP#E443 EFEMAHTTPS:
- FQDN: agent.us.csco.cloud
- FQDN: agent.apjc.csco.cloud
- FQDN: ng.acs.agent.apjc.csco.cloud
- FQDN:cloudsso.cisco.com
- FQDN:api-cx.cisco.com
ﬁ#ﬁ)ﬂ#‘é?ﬁﬂ’] BN D AEERPUMEAHTIEERESNEF , EEYBRESEM
CXEFMCXEREBREEELHREIFQDN:agent.us.csco.cloud, KIIEICXEFMCXERER
, TEHEEZILER,
HRCXEREN A M ERE | B22UAAFHME,
TREETHXEFRMAMBACXERES B EEETRIENWE

Required for both Cisco DNA Center an d Other
Assets collected by Of Cloud Agent support.
Mandatory TER/7 Echo-(ICMP) port must be
combined with one of the other two ports (for
device discovery process)

Man f r
cx cloud Agent Tl’afﬁc %Zn::as:u;o:udw assets collected by O Cloud
| Destination |
Sowree 1P Address Hastname Protocal Port Purpose Type
Data Collection and Transfer

For All regions,

FODN: doudsso.cisco. com

FODN: api-ox cisco.com

DynamiciPs | QDN: agent.us.csco.cloud ‘Outbound connection to
ChicoDNA - | DNAC Servers Data collection via DNAC servers, Data transferto | DNAC servers + Outbound|
RASEElL Center Server TS| B ©X Cloud, including w'radehr:hulw to Cisco AWS regional
[ Additionally, data centers

For Americas region, FODN: ng.acs. agent.us. csco. cloud

For EMEA region, FODN: agent emea.csco.cloud, and FODN: ng-acs.agent. emea. escocloud

For APIC region, FODN: agent. apje.csco.doud, and FODN: ng.acs. agent. apje. cseo. choud
Agent 1P Customer Device SNMP  |uDP/161 e M:':d Sl Outbound to LAN
Devices Agant P SYSLOG | UDR/514 |suum g_ﬂfmm.ulrmmwgum Inbiound from LAN
Agent IP Customar Dovice F TCR/22 Collect CLI commands Outbound to LAN
Agent IP Custometr Device Echo (TCR/T Check the device reachalbility Outbound to LAN
Agent IP Custometr Device Telnet TCP/23 Colect CL| commands Outbound to LAN

Agent Adminkstration Access

Support VM Agent P 55H TCP/22 Agent Maintenance Inbound from LAN




HAupE: -

- MRAEVMREFBATEBRZHEEHEDOHCP) , RIBE®RATIP ; FR , X ERETH
IPvatthst, F4BHTE. TERMBESIP1 AL RIS FRIS(DNS) A ARSSIPH# 4

- EXEIPV4

. (R BB T (HA)EB Cisco DNAFROARAB2.1.2.x52.2.3.x, 2.3.3.x,
2.3.5.xMCisco CatalystH /Ly EHE B F Cisco DNAF L EREE

- MRPEEESSLIRE , I AFBTECXERENIPH st

- BRMBEEEEE , FE15RISSHEF I #

- EERARENEIHE  TEERFRIPHI

BA82 i EF HL

HE/ME CX Cloud Big , FHEZTEEMTIBE, ECRARENIHRS | TEAFEIPHELL,
BERCXENREMFHYE

FEHE Hfhig
cisco.com mixpanel.com
csco.cloud cloudfront.net

eum-appdynamics.com

appdynamics.com

split.io
tigcdn.com
jquery.com
CXEREOVAREM I
EM BN, A ERAIEM DAME, BARFPE
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com

api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com




agent.us.csco.cloud

agent.us.csco.cloud

agent.us.csco.cloud

ng.acs.agent.us.csco.cloud

agent.emea.csco.cloud

agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud

ng.acs.agent.apjc.csco.cloud

N EE . MEEE43 L BIETFODNBAEEEMNER T A% H LT,

Cisco DNA Center 2/ iR A

S ENEE M MHAL B Cisco DNAFRLRA A2.1.2.x%2.2.3.x, 2.3.3.x, 2.3.5.xFCisco
Catalystd OB ## 2% i E 1 Cisco DNARLEREE

DNA Center Cluster

DNA Appliance
Node 1

IP Addrt

IP Addr2

DNA Appliance
Node 3

DNA Appliance Virtual IP
Node 2 Address

%2 HA #%5 Cisco DNA /by

X ENRIER

EXEBCisco.comEHNHERER K BEFERAUTAERNZEHIERRA :

* Google Chrome
* Microsoft Edge
* Mozilla Firefox

XENERSE

ERBCXEREXENERF

B R E R IRIR

BEERERRR
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https://www.cisco.com/c/zh_tw/support/docs/cx/cx-cloud/cx217693-supported-product-list.html

1. — Tcx.cisco.com®Z A BICXE,

2 My Portigha: Selest =

Today Assets & Coverage Adoption Lifecycla Advisories Cases
PO% covered 41% adopred 3 nctive 1107 coen
—
a
Lant oot of Suppest Telemetry Mot Connected View Al Datads ] ]
-
23 S69T Assets with Telematry Not Connectod f‘
v §
Aot Mams - Prisisct 1D Proguct Type - Location
Contracty Expsning Crtcal Fagity
O102P4T248 CH-DESKPRO-ES Collaboration Endpoints. FREMONT,CALIZA
3 G 01 02 PATI4ES C5-DESKPAO-KS Caoliaboration Encipoints FREMONT.CALIZA
[I— Lont T e
0307TIE21 585 CO407R Swilches FREMONT.CAUSA
Cravhad husety High Crash Risk dsvety
03I0TIGZB6S CH4OTR Switches FREMONT,CALUSA
i 03073621735 CH407R Switches FREMONT,CALISA
03073621805 CHOTR Switches FREMONT.CALSA
Criweal Secusiy Asieets, Nl Coered
Adali OIOTIEZBTE Co40TR Switchas FREMONT,CALEA
D 5 Bd O307IRZT94S C9407R Switches FREMOMTCALISA

alisilie % Plane
cisee  ox Cloud

£ Back

Data Sources Dsta Stvage RegloncUnted States

b_ Asset Groups

54 Q
Sy Mdentity & Access
5 0a%h Bhuribi
UZR Partner Access Hama Type Diata Last Updatad Snatus
@ Daw Sources Comtracy Covered Assets B2 days bgo & Last collection succesded
:,(: Insights Cloud Hetwerk Intarsight - # First colecsion pending i
Dt Cantad Computs Initaesagiht & [First colpction pending i
araid Maraki 33 days ago # Collection completed
Collaboration Webex 2 days ago ® Lasi collection succeeded

3. ¥ —TAdd Data Source, Add Data SourceiREH K. BrRMNZEAEREFEIIME,


https://cx.cisco.com/

Add Data Source

Search data sources Q
Cisco DNA Center )
o _ ) . . . {  Add Data Source )
Uses CX Cloud Agent to support the Success Tracks for Campus Network and WAN (supponted assat types)
[ Contracts y - -
0= Add Data Source )

Suppaorts all Success Tracks and offers

Intersight
. Add Data Source )

Suppaorts the Data Center Compute and Clowd MNetwork Success Tracks

— Other Asset
= Uses CX Cloud Agent to support Success Tracks

i Add Data Source |
Agent s

n Smart Accounts
LQ | Add Data Source )

Supparts licensing

Webex _
w {  Add Data Source )
Track for Collaboration

Suppants the Success

Cisco Catalyst SD-WAN Manager

ITIT] Supports the Success Track for WAN

1 1

| Add Data Source |

FEERRR

4. ¥ —TAdd Data Source SURIZE AN ER KR, MRZARFRECXERE , MERMERE
CXERERE K VEEBTRHRE. MERETK , EFGRE. FSRAUTESHZ —N#
&

BECXERE

#118Cisco DNA CenterfE 5& Bl KR
B HMEEEAERRIE

N oE  REEMNAREEEEEERERT , Other AssetsiZE F A A,

RECXERE
MRZBARTHERERRR , AEERERRFFRTRECXERE,

ERECXERE :



Set Up CX Cloud Agent

SET UP CX CLOUD AGENT

oL

Review Deployment Requirements
Accept Strong Encryption Sgeesmant
Dxrwmiload Imaga Fils

Dephoy and Pair with Victual Maching

BRBEER

Add Cloud Agent to your CX Cloud pit crew

CX Cloud Agent gathers telemetry data from the desices on your network,

sdvantage of ol the hypor-relewant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Pripare your network for CX Cloud Agent
X Cloud Agent runs. as a virtual machine (WM), 3o you'll need a hypervisor to b

Bifane you Sowniosd 300 NSEM th Imdge e, make saie CX Clowd Agem i at

FOQDM and the I a

T3
For AWS US daia centers

- an". agent.us cscocioud

= FODN: rg.acs.agentus.caco.cioud
= FODN: choudsso.clsco.cam

- FOON: apl-cx citca.com

Py

\E.

Rorvlw the CX Cloud Agent Ovendow for compledo Pandware and S0

your data.

O 541 up this configuration on port 443

allowing you o lake
oSt 9.
i 15 EORFEEL 10 BN dasigastid Serviris) via HTTPS on pam 443 uting Both the

ravare proveguisies.

CX Cloud takes security serously. Review the Security sectlon of the CX Clowd Agent Owerview o learn how CX Cloud Agent handlies and stores

1. RRMIRZPBER | W3 set up this configuration on port 4438REL S 1.
2.3 —T TContinues (#4& ). LLEEHRM "SRECXERE — EZEBNEHE) RE.

@ Halp



Set Up CX Cloud Agent

Accept the strong encryption agreement
SET LP X CLOUD AGENT hen you can download the mage file for the CX Cloud Agent virtual mact

— 25%

Pt tions
@ Redew Do ployment Requirements

To apply for eligibility 1o downlosd strong encryption soltware imasges:
Accept Strong Ercryption Agreemant
1, Erriurg Bhe addrost Btted in your Citco.com Usor Prodle it comect aad campleto
Dovrload mage Fila
2. Read each of the conditiors: below carafully prior 1o selecting your asmwer.
Daploy and Pakr with Virtual Machine

-
O p——
i N aedit
g a Mltary ontity of Dofente Conlractcr

w, Gerrnany, Gresce. Hungery, inland,
u'\:n-u.' Pl Jln tugal, Slovakia, Slovenis, Spain,

mEEK

3. B ¥ First Name. Last Name. E-mailfICisco User Id##{z P& EEFZRHEF.
4. BIFEMHENEKIBFIMIIEE,

5. i2H MConfirmation, ( #&:2) &mﬁiﬂ LR E R &Y,

6. —T "Continue, (#E). "SHRECXERE — THBGER, HEHE.



Set Up CX Cloud Agent X

Download image file
SET UP CX CLOUD AGENT

@ Roview Dopoyment Recuinements

THE&

7. ZEEBENEREXTHLZEMENREER,
8. 1| acceptBEM A RUBRERRKRIHERAEFF A HE,
9. #— "Download and Continues » "ERECXENRE — BV HEERKSEY , EOMAK

o

10. FSREREE BN T — B AFENEERE.

# CX Cloud Agent iE# = CX Cloud

EHMERANE  FERCXEREERICXE , MEAUEHUIRHNERUBRENEENRR#
o AERRFHRSTIE A ST A AR M B PR HE BRI R o

ERCXERBERIICXE , FHTUTRE

1. B AERHEHEE H R R EIBAgentE R K E EE BT M Command Line Interface(CLI) 124
[ -

N orE  EHEBTHROOVARRAKIFEYRE.



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET U £ CLOUD AGEMT

Chapioy To Covwrigusied Me o s vimual maching, A Gupioymmand. vou | FEDES § DETe) OO0, PHEa0E St B Code baskov
Prairineg Lo

B B [ g Pt BT

@ oot g lreryphon Agrreee-t

@ Couwrnicud mags s

Doy ot Pt vl Wil Wlaoberd

?

BLEE S

2. B — T ContinueEFMCXERE, £ HEEMFAJd Data SourcesEH Z Al , Set Up CX
Cloud Agent - Registration successfult? & & % & B X

Set Up CX Cloud Agent *

Registration successfull
SET IUP G CLOUD AGERT

—_— %

[ WT— T —
B Aroipt Svong Frornan Ay e o
W Cownosd brag | 8 ko ®
iy e Pt s Wt it L b [
= Fe| Nesft wp: add your data sounces

1.

AR RCZh

#1#8 Cisco DNA CenterfE 5 & ¥ KR



REE R EMR R E P iEFECisco DNA Center(F7F2 5 TERERRIR,L o MERER R
B, B TRE !

£ Back To Data Sources

Connect to CX Cloud

Connect a Cisco DNA Center
P Address or FODN City

Username Password

Run the frst colliecion now (this may take up to 75 minutes)

ERBICXE

E$#8 Cisco DNA CenterfEBE R KR :

1. 3 A Cisco DNA Center P11 5§ EE 8 IP# it SkFQDN, City ( Cisco DNA CenterfI & ) .
Username#lPassword,

N8 BreREERESRP,

2. BB ABRNKEAREACXERNEEHERE L TRREHANEFEANER  #NE
HFEERSE,

N B g NEERETEEESE,

3.3 —F TConnect) . R#FiGEEREECisco DNA Center IPH#s it FIFEERE o



4. ¥ —T TAdd Another Cisco DNA Center; . "Done. = "Back to Data Sources; , LEE
Bl "Data Sources. RE.

MEHMEEERERER
B

ERWECDEREIHCisco DNARLEEWEE , FEFEAMRENTENRBN S TEEE
EWEE YR EH, #HEEECX Cloud Agent#® , 5 & A LLRIZEECX Cloud Agent LAUE#R
FICX CloudBs 5 iy EL 7 50 HE P AU 201B E . Cisco DNAF D, A E BT LUCXERBEEERD
HRBGHEMBEREE K KRS TLUER10,0008 EELE,

EAENUBBEARFREEE B ESHIAICXEFHNRE , NBBEEIPEE (CXERE
FEB EEITIRE ) REBBIESHEICXETWRE. WES ARG BRI EE T ESNMP)ET
BB (SNMP) , W MFEL £ INR(SSH)ETER, L AIEMEEELSIH , FTRKIKEENER,

~ MIEE -
ALAERABEFRERERIPEE, YRR ERE LT dURIE,

~ BEE -
VBEFRRIUSRAS —EETESR , MURIPEE LREAFNIPEER,

RENRFERGCETZREMEER , BEBUTHRE :



Connect to C¥ Cloud

Mo ol youa bloe B2 connact thewe asseds?

Uplosd a daed B |recommended)

Prowic an [P Address rangs

ttttt

ENEHMEEFRERNRR , FIITUTRE

- EAETERERLBETER
- RAtPH T E

KRREAME

ERETFERNEEZEZERHTNERIPEEN R R HKESNMPEAZRBRBE. FETRMAR
SNMP , {ECX Cloud Agentx 3BSNMPV2cHISNMP V3 , B 1] SRR B F — AR A< =k [ B B B M B AR A
o FRAEVARMTHEREFRNERERAT ETHNEE L MASNMPE IR EESNMPRREE
a2 B ELR

SNMPV2cHISNMPV3ZEZ &M MR HEERE S EAFTTRE. SNMPV3fERA X ESHAINZ K 184
AMZRZERARBIFEELBAREER, BBREMEN L HFEEFERInternet Y #B5E £ H
SNMPv3 |, LippEiZ e BEBMEE., ECXEL | HIFEESNMPV3mM A RESNMPv2c , BERARE
HSNMPV3Z BN EME BRI, MEMBEREHWSNMPEHRZEHFERAEEEN , ERBERT , CXE
REFEEHFEASNMPVIESZEE BB , WRBALLKINGE , AlIRE ASNMPv2c,

EARE A E

FERERZEEERFEN —H0 , FAELAEEREERBENFMES : SSH ( H&telnet ) o
FEEASSHV2 , BRVEEBRNEZENE[MEEERN, FEE , SSHVIBEZEERFE, EK
FSSHvIl , IRRBFNNZ LM  BRENNEEEETRERELRAMZEEE.
Telnetth R &%, BiftenetRXWBRENA (HEAEBBNERR ) TENE  AURREZZIRE
, WHRBENNZEH,

EREFERMEEE



ERETER

BFERRERIBECVER , HPS—1TRAR—ERKENLH. AETERT , SEETE
REEKHBE—EE—WERE  CXEREERRZEEREERN, SREEANETERTHES
BEREFRENAMBERNETES , FREXBFFAETN -2, EFERTIRMEREEERK
BARZERE  EREEVERERELNE, MRELHHNEFERRERUNNEFESR
, Al ER EEE B B RECXEH,

CX Cloud Agenti$ EREMRIIKE , BB EZRESERE , MEEEEZREPIDRFIIHHNE
RTE "ER) EPETR. BETERTUSREARERNEMTHRSREHE, EFERPHEETUD
AR, TERUEFEFERKRIERE (BREH ) EEMER.

TIEFER (2FEEE ) WEXTERUEALSRNER , E—MIEFEE, B—TRHEMNELU
BAPDFREANEFHESR, WPDFEHSE  AARBIFEU csvRAREFNETER.

BT ERTRETAREY csvB BT RENE T =,
N B nPOFEMSE TARBIEEN covBRBENETREE.

TRIMTAHRAELENEFERIIURL AT EESEITNER.

BETERY S IZ A/ B BT8R FIEy A&
A IP3h 1t % E#EH REEENEN. H—WIPHutsiF#E,

SNMPHE2CX Cloud AgentFi Ay | AR
EEMERPHNEERE, ERTLEsnmpv2cs
snmpv3 , EHRZEFHENERE , BEEH

snmpv3,

B SNMP3& A 17 E M A

MBEEBEEBIZZETSNMPV2HESRE A
MBI EHEBESNMPE A HsnmpRO ( RE
) BIg. B8, REUTAZ,

snmpRo : MR col#=3#E4A
Fsnmpv2cy , Bl AM%E

¢l

snmpv3UserName : IR |4y o018 - s MPyISAS A B FEH | B

D col#=312% "snmpv3. , Al | .o -
g HARMEENEAERESR,

SNMPV31#HE /o FF@EIBMD5 s SHAE & & # 1T
snmpv3AuthAlgorithm : BT | S 7 58H. MREZBXETLZERFE , AIXEAE
LLEMD53SHA RESENRFEEE L, TE . MDSHRA
FT&eW  BEEZECHAMEEELMFER



/content/dam/en/us/support/docs/cloud-systems-management/cx-cloud-agent/seed-file-template.pdf

BErERY Sl RE /3 B BT 5% Sy i
SHA,
snmpv3AuthPassword : % IRERE LEE 7 MDSSSHAMENRS A
1 i P T EEARBSEEMEBEN S ORBNE
MEEERE TSNMPVIEBIEE : (LEEE
ERARIMZREE )  AEEREERNEEL

5 snmpv3PrivAlgorithm : B [°

MZDES , 3DES SEE  DESEAMS6H SBAE , BERam
wnLeM  BXECHFEEEHEFER
3DES,

H snmpv3PrivPassword : % |[MIREEKE LHE 7TSNMPVIRBIAVEEE |, Bl
3 EELAEEESFRERHEEZBNBILERG,
snmpv3Engineld SNMPv3 EnginelDR X ~EBEEENME—ID,

I cenginelD , RREBEWH— | EWECXERENSNMPER KR |, iSEIXL
ID, MRFHELELEE |5IZBIDIEASE, IREFFEEE

, FRIEESIZID EnginelD , BIFZER# & BMEnginelD,

CLIAREZHELERE, CXEREKILIFE

cliProtocol : B LR ARBEEEMNCLIKE, HCLIKEERAR

| 'telnet’, 'sshv1', 'sshv2's MICXEFWEEMHMEMREE, EEFEH

RAEz  RAFERREA T SSHv2 ; IR EEHMBER L LIE

sshv2 | , SSHv1#TelnetiB EAR & B IR M E MV E
mREM,

. MEREFEMCLIHE , IEERHAZTENWE
. I'Hi s} )

K cliPort: LI 2 £ 4 %, Bl , 22% RSSH , 23% Rtelnet,
cliUser:CLIfE A& BB (AT A
= 4 AIE T

] E;;%ﬁ?ﬁ%ﬁ’%ﬁj EERMEENRECLIEAEEE, CXER

( col#t=12FIcol#t=13 ) F8E
578, )

HEECLIKSE MR ER B LB B A % Th8E,




BTERS B RR R/ B AT AR 5 F&

cliPassword :CLI{E & 1%

NE=0:: > |5R
(ELX?EL\CUﬁFﬁ%gﬁ/& %EE{%%E%@WCU’Z{EEO CX;'i__;'\"f‘EEET:E

2 =) - - >
i RIS CIT ST T B BE L EET
572, )
& cliEnableUser WRERE LRET "enable, , AIRMERAH

4B MenableUsernamefE.

MREEEBELEET Tenables , AIEERM

© cliEnablePassword % [E M enablePassword{E.
p RREE (REWA)  (RECEREA
Q FREE (BEBA ) [RELERER
R RREE (BEBA ) [RELERER
s RIEE (BEHA ) BESIREF

KEERRERS

UTREERERENERRHRS :

- REREMREVERETPRERATHE , BEECXEEERTAATR, RERAURFISHEL
REWEEEENR,

c YRTFBREERIEHMEENEE  CXEEEETNEIBM TRETERSE X,
- NIREBEFERIIPEHBEESTHEE B ECisco DNA CenterrBEM — 284 , BI¥ R Cisco DNA
Centerif B , BEHRE—XZHEE, TERERREETER/IPHEKRE , LBRESE,

ERFMNEFERMERE

ERAFNEFERTERE

1. ERATHEENEAREAESEENETRE) LEBREICXENERRE PN ER TR
7 7 H R HAR(PDF).

A EE  TEWHBREFERR |, Configure Connection to CX CloudiR & R ERE ST B 1]



Conhigure connaction to CX Cloud

Upload your seed fle

Dvag ared Drop fles or browse fles

Colieetions Frogusscy =]
VET
P e Sl e s taan ferar [thidh ey Lol o 10 75 et
BEEREICXERE

2. ARRExcelBEF &1 ( REMERE LR ) LWARE , WA R,
3. FRWMABNIKEREATERF,
4. TR , BERZTFH.csVER , UEZEREACXENRE,



Configure connection to CX Cloud

LI Geid] e nr deiinid Ji

L
Wil | B ¥
Sehisthaly Invienlery Collaclion
I |
Vo r
N
tHEFERRE

5. 7 "Upload your seed files {REH , IR .csviER , FIE—T "browse. EERIE
MZE.csviER,

6. 5EFX Schedule Inventory Collection&B% , A% E — T Connect, BRI "ERRIFL RE , B
~—IREERDE R

7. EERCXENWBREEZH , CXEREXABRBEEE FERYEME CHRAIEERLER
RATE—IRERRE, WEAUIRERE , LA UBRBRYEERNFTEET. FAETUE
1BIEFRun the first collection nowERER 5 R #1758 — @& RIER . BIEBEEFERPIEENK
BYEMHEMAER , KiBETREEEMEERNERE,



=

]

'
HRIHR

EREBENEFERTEEE
EFEAENETERNE, EUIMBREE  FATUTERE
1. ARt NNETER , ETHENER , ARFEFESR.

N i BRERFRIETRS  BOELEREMAUNRINETRE  KLEF
BAZER, ERLEN , AALEFNETERBERENNETER., ERFLE
METFERANBRINE.

2. RERREEF , BEEERCXERBREANERNKR. SEM—EFAEARE  E+a28

Summary# Software B &,

Crata Slorage Region: Uniled States

P n Connsct Marski Daahbomd e O Claud 16 gt intights nd sassonal Syitems i
Soltacang

L Add s Oue Source Cisco DNA Centars

Seod File
3 Total Data Scurces Lin® st

Namse Type
CX Ol Agienil X Cloud Agent w2210
10012258165 Cina Dk Conter
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13. R&K#& , BRVMAYEIR I RBUZRHIE,
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14. EE E Network Configuration , #EHITUT T,

Oracle Virtual Box 5.2.30 &8
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6. BB FNetwork Configuration , REEHITUT S ER.

Microsoft Hyper-V &g
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1. ¥ Import Virtual Machine,
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Grose gt
Barfore You Begni et Ehes Twgs GF v o0 ped i
Lacate Foider T Hobgebty Bee v sl machene inoplace [urbe B extng ureie I
Saiert Virtual Maching ) Roestone e virtus] machine (use the existing unsgue 10
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EARE

6. BIBLURE VM ERNER K, EEFEHAERERL,
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ST

/P | choose Folders for Virtual Machine Files

Bafore Vo Begn iy A St P o st Folierd to dnor e the vt rachere fled. Orberaade, P miaerd
irrgce B3 B Flern B ot e - folders o hee cormpurter, o o Solder g npeehed n S v tusl

Locate ok maschares cxanfigur s bon.,

Salect Vet Macking ] Stone S vl mackine in 8 different locasen

Chipass It Tippes
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- ProgramData M solt v Hiper )| [ trowme

5 Srunael slone! )
TP D b P e T ket e - || Browse
Tt Pageng Fobder!
C-FrogramData M solt Ttndows Hiper [ trowse

chevs | [ met> | o [Cowed |
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Chovse Folders to Store Virtual Hard Disks

Befure Vi B Whee do yoa wank ko store the imporied virbusl Fard deles for this vriual madhine?

Liscante Foicher

|| Browse... |

el Virtus! e
Chizc Dge t Tyt
Choces Deptraton

chrevied | | Mest> | oo

ARREEERERNERR

10. ERVMBEE, BEFTA®W AL — TFinish,




Completing Import Wizard

Fay e about s perform e folowing operalion.

Cesorpiion;
Wi B MUt | Coedddnend .0 Bkl 144
gt File; s s s \Downioads 2. OWO0Cioulagent 2.0 Boald- 1 a4y
g b Ty oy (perbiats feinw 1Y)
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Snapshcs folder G PragramDu b PMacrose Tl ndomws Hyper &
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14. BE Z Network Configuration , #EH T TS B,
R ERE

1. ¥ — T Set Password &cxcadmin#FT 8 # & , 3% — T Auto Generate Password A& B ET 2%
5.

REER

2. (IR E2#E "Set Passwordy (

k3
Fit
B4
E

FEE A cxcadmin IS | WHERRRXZRS, & —



T TSetPassword, (EXEHWE ) , WaIFES R 3,
Set Password

Inm the Pasoword and Cowl irs Password §ields. ewter and conf irs & new passuord for
cucadmin. When gou are Finizhed. select 5ot Pasoword

(lge the Up frrou amd Dous frrou keygs to navigate betwces Ficlds.
Presz the Tab oy to select Set Faszword )

1B name - crCadmin

=L Patiward

IR EE Auto Generate Password , e ERERNRBL S HFEERLRESKER, H—T
"Save Password) (f@FZEE ) , XRIETER 4,

= Aatogenerated Password

Faszuword : SO MNDIIMIOGT

Hake sure to store thiz pazsuword in a safe place. Thiz passuord iz required to log
into Clzco €X Closd fgent .

Al ter pou have stored the passward in a zafle place. select Save Fassword. Te rmoturm
to Lht previmiz seroon. solect Camcel,

fhave Fassword £ Camce| ¥

HBELER

3. & —T "Save Password) (fRF=WE) , UAEBRBEER,
Fazsword Strength

The strength of the new passuord |s Hediun,

To save the password, select Save Passuord. To cosligure a different password,
gelect Camcel to return o Lhe Sei Pazguword scroon,

Have Fatswordl £  Cancel b3

RERR



4. B AIP Address, Subnet Mask, Gateway#IDNS Server , A% 3% — T Continue,
Hetwork Conf iguration

Please enter an IPvd address and corresponding network conf iguration
for the appliance.

(Uge UpsDoun keys to navigate to next field. Press Tab to jump to
Continue button)

IP Address: —
Subnet Hask:

Gateway :

DHS Servers:

wHaximun 3 IPs with comma separator.

SCont | nued

5. fESRIEHE |, ¥R —T Yes, Continues (2, ##&).

Coml irmat fom
fire these eniries correct?
IP nddreas:
Sabmet Mask:
= eI
1, b
Ctes, Contimie> < Mo, Go Back >

HIERE

6. ERRENIEFHFMEN , 5B —TYes, Set Up Proxy , H#E—TFNo, Continue to
Configuration ASE K ELE , R&ZEE SRS,
Prosxy Set Up Confl irmation

Do you want to add proxy detalls?

Proxy

7. 8 A Proxy fuilt, EHEERE, FAERBNER.



Prooy Conf iguration

Please enter proxy details for the network.

(e UpsDoun keys to mavigate to next field. Press Tab to jump to Setup

Proxy button)

Proxy Address: 7

Fort Nunber: I —

Usernane : e

Password : _=
<Begin Cond igurat ion € Mo, Go Back >

Proxy #H#E

8. #&—T "Begin Configuration, ( BIZAERE )

igurat iom

Uslidate the domains commectivity. Flease press Cowtimue
and walit for a ehile. .. e

R E

9. #%—TF "Continues (##&).



. e
Followieg iz the sumsary of CX Clond Comwmectivity
wmrification results.

Eezure all the commections aro successful for tho
“opted (0™ regiom before proceeding.

e

clowdzzo.cisco.com: cce s
apl-cx.cisco.comuccess

agest .us.cseo.clond 2coe o

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.com:urce
apl-cx.cisco.com: uccess

agewt .us.csco.cloud 2000

agewt apjc.csco.olond oo oo

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudsso.cisco.com: cceas
apl-cx . clsoo. com: S

agewt . us.csco.cloud 2o

agewt  emea . cxco . Cloud socoe oo

B aCs . agewt . emea . cxco .o loud 2o

LTI S < Coit i

RERE

10. ¥ — T Continuef&BHL E AKX IhEiZEE, TREEEEEL D E,

N g mEREERTE , AIEFLAEBERHE KRB ES BT , AR
HAEhE. BRI AALREERER , #— T Check Again.

Cisco CX Cloud fApent Setup
Conl igaration iz in progress...
Thiz step will take B=10 mimiez Lo compleie,

by not power of [ the machime ent il thiz procesz iz completed

- |

1. BREHEXT , WiRE CX Cloud EERE.



Clegca X Cloasd fgent Sslmp

The eeiuork conf iguration kas bees seccesslully conpleied .

ir

sabaet Raik

(L P PETY]

M5 Seruep

The pairing code iz

Flease go to Of Closd and eater thiz pairing code,
The Codie will be walld for S mimites.

Time left in secomds. ..

_-'E_]

BLEEAE

12. MREHRTBEY , FR— TEMBICXEUB XA,

Falring Code Expired

The woiwork conf igaration hax been ssccessfully conpleted.

IF

Sabmet Mazk
(=L R PEET]

S Sereer

To regemeraie the pairing code FREES kmy <Eogister to ©X Cloud>

BB

13.#%—T "OKy (HTE ),

Begiztration Saccezzful

X Cloud Agent setup iz complete. Pleaze go to CX Cloud to start using the
waluable data provided by CX Clowd fgent.

SEM ALY
EACLIE B H BB 7L A

EHEE T LAEFACLLIRIE A& R H RS,
FERACLIEREEREE



1. £ AcxcadminfE A & RIRBIBSSHEAERE,
2. EHmS Eﬁkﬁﬂﬂtﬁ% cxcli agent generatePairingCodes

1§ excll gt gensratePalringleds

B CLI
3. BREHENT , WIRE CX Cloud #ERE.
Bt iECisco DNA Center A R %t HiF E R ICXERE
PERY

* #EHCisco DNA Centerilii4~42.1.2.0%2.2.3.5, 2.3.3.4%)2.3.3.6. 2.3.5.0F81Cisco DNA Center
Virtual Appliance

BB R B FERRE

E7£Cisco DNA Centerd g & Syslog Forwarding to CX Cloud Agent , s3I {TUA T HEE :

1. B Cisco DNA H 1t
2. 811X "Designy ( §%&t ) > "Network Settings) ( #3F&E&E ) > "Networky ( #88& ) -
3. HRNGELEA , %738 CX Cloud Agent IP 4 R4t A 55 MRER.

Rif BEEMAR=R

N omE
RETRE B SEBN T EESEREEARNCXEABEAEAAS THE, WRHA



N s, EECEEBING  FERAREBICXEAEN R AEE,
EY ARG ARAREREN B SN EE SN DR ATRRERET.

EHMEEUSRFEARERICXERE
HEARKERERCACXERBEEERMAER , FREACXENKREEEINEE,

N g AEEERDBRREMREET FEREELAEENERRMESE.

ERBRIENERRRARARKS

#iTsyslogfRBFBHENEERA , LACXEREIPHUFHIB AT BE,

N e ERRGARE  BRRRERERE RN NRIPEL,

RBERINENERA R A A REEZIRE R B ARS

HEEREREAKRMAFERELICXERE P, FRBERESR
|OS-XEFL E 15

AireOS # #R % | 25 it B 15

X P B AR Bl R 5t B FSRRE

EFERKAFEABRBIATR , FHTUATESR

fﬂiﬂ
®

ZE LT X,

1. BE ETools>Telemetry,


/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Fis "
! .._.-[_ll_ =l

Discovery

Inventory

Topology

Image Repository

Command Runner
License Manager
Template Editor
Telemelry

Data and Reports




THEE

2. BEYRAMERE  RERLBERGEEDERNR,

Cisco Dt

----------

B R

3.BEFTEWMY |, WiEPDevice name(EEZ BB A RNATELE,

4. fEActions T~ 1% B FiEE Optimal Visibility o

flangaicrs

Addiain Typs Farraly Wil FPorghie

B

R MRECXE E R

BEREARRYEETRERBNERECXERBEERMBNARENER, LIREAIHBCXEE SR
SRREFHBERBOBERRE.

(=il
ERABCXEE B -

1. B—THEVM , A% iE1ESnapshot > Take Snapshot, #§BAR(Take Virtual
Machine SnapshottR &,



i CAUIOUGAGENT_Z.Z_BUNIG-35_1U.140./ /.49 || EnVIINImEnt, you can use virual macnines as uesKwop or
CXCloudA, 2_Build-35_12 hents, as testing environments, or to
Power 4 9
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CXCloudAgent_2.2_Build-4_Bot|  Snapshot » [ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console 2
I CXCloudAgent_2.2_Build-7_Chz E = RERSEED CHIEI Snogstiof
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CXCloudAgent_2.2_Build-7_Niti B R e
I CXCloudAgent_2.2_Build-8_Bok Report Performance... . i
) CXCloudAgent_2.2_Build-8_Chs virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename irtual hi
1d-8 niti rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ ) .
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11
EE VM

[~ Snapshot the virtual machine's memory
[ Quiesce guest file system (Needs VMware Tools installed)

| OK I Cancel

ERERMERER

2. M ABBNRA,

) T BB REATCER TSnapshot the virtual machine's memory ( E BRI SCIEEAIRER ) |
BEUS o



3E-—THE, EYER#IRBREE "RIENERK, BEPER/ETK.

File Edit View Inventory Administraticn Plug-ins Help
ﬁ g Home b g Inventory b (3 Enventory
By OBGDLEeRS R

[ CXCloudAgert_2.2_Buid-21_Bob_10.126.77.130_fresh Bl CicCloudAgent_2.2_Build 126.77.227_Chaitra

G CxCloudagent_2.2_Buld-22_10.126.77.227_Chaitra

) CXCloudagent_2.2_Buld-24_Bob_10.126.77.131 i arted tesource Allocation  Perfermance  Events ' Co Permissians

) CxCloudAgent_2.2_Build-26_10.126.77.227_Chaitra close talb [X

el
(3 CXCloudtgent_2.2_Buld-27_10.126.77.227_Chaitra What is a Virtual Machine?

G cxCloudagent_2.2_Buld-27_10.126.77.227_D

& CxXCloudAgent_2.2_Buid-27_beb_10.126.77.130 A virtual machine is a software computer that, like a Virfual Machines

f cxcloudagent_2.2_Build-28_10.126.77.227_Chaitra physical computer. runs an operating system and

3 cxcloudagent_2.2_8ald-26_beb_10.126.77.131_esxiHs applications. An operating system installed on a virtual

(H CXCloudAgent_2.2_Buid-29_Bob_10.126.77.131 maching is called a guest operating system

(B CxXCloudAgent_2.2_Buid-3_bob_101.126.77.130

(B CxCloudhgent_2.2_Buid-31_10.126.77.227_Chaitra Because every virlual maching is an isolated computing

G CxCloudAgent_2.2_Buld-31_Aditya_10.126.77.122 environment, you can use virtual machines as deskiop or My

{3 CxCloudAgent_2.2_Buid-33_bob_10.126.77.131 workstation environments, as testing environments, or to == Hos
(B CxCloudAgent_2.2_Buid-35 consolidate server applications.

CxXClouddgent_2.2_Buid-35_10.126.77.124_Chandan
L h
Virfual machines run on hosts. The same host can run
many virtual machines.

CxCloudagent_2.2_Buld-35_10.126.77.229
CXCloudAgent_2.2_Buid-35_122_Aditya_test
CxCloudAgent_2.2_Buld-35_Aditys_10.126.77.122
(s cxcloudagent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks
) CxCloudAgent_2,2_Bulld4_Bob10.126.77,130 ) _
{3 CXCloudAgent_2.2_Build-4_Chaitra_10.126.77.227_Chaitra = @ Power Off the virtual machine
@ CxCloudAgent_2.2_Build-7_Chaitra_10.126.77.227 : _
) cxXCloudagent_2.2_Build-7_Chaitra_10.126.77.228 Il Suspend the virtual machine
CxCloudAgent_2.2_Bulld-7_Mitin_10,1256.77.118 I
g CXCloudAgent_2.2_Buld-7_Mitin_10,126.77.11% (3 Edit virtual machine settings
(B CxCloudagent_2.2_Bulld-8_Bob_10.126.77.131
[ CXCloudagent_2.2_Build-8_Chaitra_10.126.77.227
[ CxCloudAgent_2.2_Buid-8_Mitin_10.126.77.11% -

Recent Tasks Name, Target or Status containg: = I Clear ?
Name: | Tanget [ Status [ Detaik |Inibisted by | Requested Start Tine

&Y Downloed VM configuaton © complesd vonuse 11/3/2022 10:5%:31 AM

#Y Revertsnapshot G oiloudagent 2.2 Build-35_122_Adkya best © Complesd ok 11/3/2022 10:5%:20 AM

# Download YM canfigurtion @ Compleed vpRse 11/3f2022 10:58:491 AM
# Createviriual machine snapshot G Cicloudhgent_2.2_Build-35_122_adiya fest © Complated roct 1132022 10:58:31 AM

pa=l=nsacs

wiphere Client

BIEWES

EMECXEEFMES
1. B—TABVM , A% i#ESnapshot > Snapshot Manager. #3TBVMHYIRBIRE

Bl “p mem ! Do : ONMents, as lesting environments
Buidd- — r applications

_Build- st k R -
—:ﬁ"!_ _ Snapshet P [ Take Snapshot... .
Ruild- 2 OpenConsole f] Revertto Current Snapshot
_Buld-] G Edit Settings.. {2 snapshot Manager... |

Add Permission... Ctr«P

Build-} Consolidate
i

Fename

i

id

Hj Report Peformance... the virtual machine
i4-4

44 he virtual machine

- Buidd Open in New Window..,  Cirl=Ak=N

_Build Rermove fram Inventory | machine settings
-E"H"i Lhelete Brorm Ltk
e 4

BEVMRE




2.2_Build-35_122_Aditya_test

£ | m E
Goto Delete | Deetear | gat |
Close
Snapshotsifi &

2. % —TGo to, ConfirmiZ &R,

N
TR agrimes |

Hos1

Curment state of the Virbual Machine will be lost unless it has been saved

in & snapshet. Revert to snapshet
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