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audit.log
audit-log-commitFlaudit-log-commit-defaults
devel.log
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ncs-python-vm.log
upgrade.log
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ncserr.log
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progress.trace
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localhost:xxxx.access
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netconf.log
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json-rpc.log
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audit-network.log
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, BRLE AR TRELSEANRIELEWREATNE. AETSEENSORFINEH B
BLiE,

ANEFREHANGSREEARRE HRELETRMEZENSO, EENTRRD  FEERNULET
AT A,

o FAFER T AJESNCS_CONFIG_DIRA # Fncs.conf /etc/ncs/nes.conf
« FERRIER T ESNCS_LOG_DIRH # %l H 56/var/log/ncs/

- FEREBERT , NSOR %K ESNCSDIRH /opt/ncs/

- FERIERT , NSOHEST B % ASNCS_RUN_DIR , /var/opt/ncs/
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) BAEREREE) . MREHEEREFT , FEAREEAEMESTRERNIZE,
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ASESTE
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To generate atech report for NSO, run the script at /opt/ncs/cur rent/bin/ncs-collect-tech-report.
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--install-dir

EELZENCSHERRNE & , MZREXH — install-dinEIE,

~ull ER K WIncslg s , FEBRIXEAETUEERR #ERE5HER,

—-num-debug-dumps :TRER 1 , £ RFRBRRK. HRRYEFRRAER ( MLRB/ERBRTRIR
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HERIEIE -



/opt/ncs/current/bin/ncs-collect-tech-report --num-debug-dumps 3
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HEETETRNER B &P EREMERE.

e : BRI EWENSO B E AR, EERTNEMBE 28] , FRFL EHETE
BRI LART Ay BT 2R 5 AR 1D
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/opt/ncg/current/bin/ncs-backup

o —REPEKRY Ivar/opt/nce/backups/.
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Aed:

/opt/ncg/current/bin/ncs_cmd -c reopen_logs.

MIEE : flan |, £ FAncs.confd E’lec -accessiX TE PR FIETIPCEEMV GBI |, BREAGLENE
B E & Acron=anacronfy — , LMESBABFRE R I EEERRRMRBF.

H 55818

- NSOREBR
- ncs.log:ncs HFFEEE TNSOM X EiBE. TREANEBEME. B, SEARRBINA
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- audit.log: ¥ B 50 EBEMAPIENSO LT EMBRBENFIEERAE., CIRICH
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- audit-log-commit-default : B L 58 E 4% 1858 audit.log. EFAEEVIBESWAFR. ERE
RRXMRELSRIAREH B HENSO COBH AT EERRE X,
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- ncs-java-vm.log:Java H 555 8% P E EdJava-VMAE BV IR1E, REAEER RFTEMEE TEER
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- upgrade.log: A #% B FFC SR EENSOF R A EINSOR SR AT Eck , S/ EN AR
BHABRINSOMR A FHRFINSOE B B H #K .o
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H&o
- progress.trace: EERMANRBMAKPIHEENRIERENEESHK, &
Iprogress/trace P B & ER S HIE #,
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« 4t97 : fEJE@mTRFENSO
- audit.log: ¥ H 5652 #%7ENSO CLI L ITH WS,
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HTTPZE, tiERBEApache EEMERA BFHEN
- traffic.trace:lt A FWEIIEE S FHMMNHTTPRE, A EFFERestconfHMjson-rpc APl
- netconf.log:Netconf APIfY B 5
- netconf-trace.log: /& 5 Enetconf APIH) H &
- json-rpc.log:json-rpc.log APIEY B &
« FA1T : REERTENSOZIMPERHIBR
- HENEDRK . SAEXEBELERB RN, KERME B Aned-<ned-id>-
<devicename>.traceZnetconf-<devicename>.trace
- audit-network.log: iR NSO E BRI L ENRET T
- Rifcsk
- Linux B : BEMR/var/log/ it BIEEERRAEAFERF. ERBURATH,
- ncs_crash.dump:NSOR e B B8 B E#& L RFAE UFINSO R E R,
- BOER  ENSORRIETEEERK LR | Linux® 4R — 8% Bcore & DB,
<PID>
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ncs.confERPENBAELEH EEETHRE , AFEMLENRATE BFHESR , U
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ncs.log

FEERERTRALBRE. ERAL B , B R/etc/ncs/ncs.confif E B<ncs-log>H AR

true

${NCS_LOG_DIR}/ncs.log

true

fm¥Encs.conf& , #M1Tncs —reload,
audit.log

ERER TRALL B, ERAL A , FBBR/etc/ncs/nes.confit & i <audit-log>H AR,

true



${NCS_LOG_DIR}/audit.log

true

fm¥Encs.conf& , #1Tncs —reload,

audit-log-commit#laudit-log-commit-defaults

ERERTABALBFE. ERAL B , BBR/etc/ncs/incs.conf , RETE <audit-log>2 & #7318 K
B

true

${NCS_LOG_DIR}/audit.log



true

true

true

fm¥Encs.conf& , #1Tncs —reload,

devel.log

EERERLT , WAFEINFOFMEERA. EEMANENRL AFHNFHEEE |, FTH
letc/ncs/ncs.confit & i <developer-log>HI R A o

true

${NCS_LOG_DIR}/devel.log

true
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fm¥Encs.conf& , #1Tncs —reload,

ncs-java-vm.log

BREBERT , WHAREINFOFMEERMMA. TARAjava-vmEEN S ETRREFMREE,

FEEEMENSO CLIZE , NSO CLITE®SSHZncs_cli -C -noaaa#h &
Ei8Ncom.tailf FFrBjavat RN FFHEREE , BHITUTIRE -

o

Ax AE
java-vm java-logging logger com.tailf level-trace

ERMSENEDETHFMARE , FRTUATRE

ARTE

java-vm java-logging logger com.tailf.packages.ned.<NED-name> level-trace
EEhJava NEDBHEASSHIE FiRVFEE , BT TRE

= oo

ax B

java-vm java-logging logger net.schmizz.sshj level-error
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MizE . BRIESRS BN SSHIE FinskE Alevel-error, FARIER TEA,

EREFEJavat B BECE , FTUTRE
ARIE

no java-vm java-logging logger com.tailf
ERBERNjava-vm B R &HERE , mHITUTHRE

show running-config java-vm java-logging
ncs-python-vm.log

FEERT , WHFEINFOFMBEERA. NSO CLIEHFFMHFEE , NSO CLIT[#@iBSSHE
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AFTAPython VMY B 55 EFMEE,

ARIE

python-vm logging level level-debug
R ER

EMRE , FHITUTRAE

ARTE

no python-vm logging level-debug
RRXEM

ERRE T MWpython-vm BEERCEERE , FHTUTRE -
show running-config python-vm logging

upgrade.log

FERBERTRAK B, ERALBE , 8BRUetc/ncs/ncs.confit & i<upgrade-log>f WA .

true

${NCS_LOG_DIR}/upgrade.log

true



fmEEncs.confi& , #M1Tncs —reload,

raft.log

FEERERT , WAFREINFOFMEERA. EMAMBREL BFNFMAE | B
letc/ncs/ncs.confi & i <raft-log>HI WA

true

${NCS_LOG_DIR}/raft.log

true

trace

fm¥Bncs.confi& , #1Tncs —reload,
xpath.trace

ERER T ARBMAKBAFE. EERAL AR , 5B Eetc/ncs/ncs.confit & i <xpath-trace-log>#I A
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true

${NCS_LOG_DIR}/xpath.trace

fmEEncs.conf®& , #1Tncs —reload,

ncserr.log
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true

${NCS_LOG_DIR}/ncserr.log
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fm¥Encs.conf& , #1Tncs —reload,

transerr.log

FERERTABMANAS  BEE—XZEEEncs.confP i A. ERMAASR , FHE
Jetc/ncs/ncs.confif 8 i <transaction-error-log>#y W& .

true

${NCS_LOG_DIR}/transerr.log
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progress.trace

BREATARBALBFE , BEEE —IXLZEKEncs.confhBA. ERALL B , B
letc/ncs/ncs.confit & é<progress-trace>M WA

true



${NCS_LOG_DIR}

fm¥Encs.conf& , #1Tncs —reload,

ncs-smart-licensing.log

FERERTABAL B, B5EMENSO CLIEA , & @iBSSHEncs_cli -C -noaaafhfll. B/
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true
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${NCS_LOG_DIR}

fm¥Encs.conf& , #1Tncs —reload,
traffic.trace

FERE R T ARBAL B, traffic.trace B 367 B 8&(%0/var/log/ncs/trace_20240628_010010/) A 4 B
. BERALLBEE , 3R RUetc/ncs/ncs.confif E i<webui-access-log>HI R &

true

${NCS_LOG_DIR}

true

fm¥Encs.conf®& , #4Tncs —reload.
netconf.log

FERYER TROALL BEE. ERAL AF , BBR/etc/ncs/ncs.conf , A& fE<netconf-log>ERFTIEAR
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true

${NCS_LOG_DIR}/netconf.log

true

fm¥Encs.conf& , H{Tncs —reload

Hh®EE : £2

true

#&iEA , FENSOEE#&rpc-replyikB€ Toky = "error o
netconf-trace.log

FERBRTABALBFE. EERMA B , 58 BUetc/ncs/necs.conf , A% E l<netconf-trace-
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true

${NCS_LOG_DIR}/netconf-trace.log

fm¥Encs.conf& , #1Tncs —reload,
json-rpc.log

BB T RBALBFE. EERMAL A , BBUetc/ncs/ncs.conf , A& TE<jsonrpc-log>2 E#T
BRE

true

${NCS_LOG_DIR}/json-rpc.log

true
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ARBEA T ARRBAL BFE. BFEHENSO CLIEA , #& AT@iBSSHEncs_cli -C -noaaadhfE.
BERARERMARK , FIATUTHRE

o

Ax AE
devices device <devicename> trace raw
devices device <devicename> ned-setting <ned-id> logger level debug

EMRERAREENFTE BERE , FEAshow devices device <devicename> active-settings.
E&MRdevice-trace BRI E , F51E A devices device <devicename> clear-trace.
EXREKERR , FETUTRE:

RE

no devices device <devicename> i it

audit-network.log

ERRER T ARBAL AR, ERMALLB , BB RBUetc/ncs/nes.conf , A% TE <audit-network-log>#
MERE,

true

${NCS_LOG_DIR}/audit-network.log
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