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B : EfECiscolf 188 LiE1TCisco CP , BHITUTERES B :

Router(config)# ip http server

Router(config)# ip http secure-server

Router(config)# ip http authentication |oca

Rout er (confi g)# username <usernane> privilege 15 password 0 <password>
Router(config)# line vty 0 4

Router(config-line)# privilege |evel 15

Router(config-line)# login | oca

Router(config-line)# transport input tel net

Router(config-line)# transport input telnet ssh

Router(config-line)# exit
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1. BI{EConfigure > Security > Firewall and ACL. A% , i#{#Advanced FirewallE &% ift, & —
~Launch the selected task,

¥ Cisen Co nfipuration Professional

Application Help

L@ Haorme | @mﬂmﬂ | EMnnltﬂr J | ra-ﬂg" 1 Ej ’Cisi:ﬂ Eﬂ"figl-
L
© Salact Cormmunity Mambar:
| 10.77.241.114 | » |

15 Firewall
= |;| [rtsstics Managsrmsnt

o E-l.l'igur- = Gwewriby O Firvwall and ACL

b (B4 # cuter Create Firewall | Eo Firewall Folicy |

¥ L= Sacunty Cisen CP can guide you lhrowgh Firewall configuration. Salact
_| fmcunny Audit A task, than click Launch the selected task
|_]Firasall and &cl ™ Basic Firawall

b ACL Ediker Use Basic Firewall wizard to apply pre-defined nulas ta

& 5 VPN protedt vyour pavate network from the most commaon
athack s, Basic Firewall will not allow yow be configure 0MZ

B 3 VPN Compensnts igrvicai (for axampla, WA, FTR),

B ] Ass
[IT Mapvanced Firewall |

= ] Advancad Security
Uze Adusnecad Fireusll wizard 8o spply either pre-defined
| rul@d ar your awn cudtormizad ruled o pretact pou private
reabeork frorm thae most common sttacks. Advanced
Firewall «if allow vou to configure DMZ serviozs (for
gxarnple, WYEs, FTP],

B L] Wkilibies

[ Launn:mlrtuaran:!edlasi-:l ]

2. T EEFETRARBABBENEN, BT F—SRHBREEH N,



Firewall Wizard

Achvanced Firessall Configuration Wizard

Advanced Firawall allows you lo secuns your private network in the foflowing
ways ILalpas private netvark users 1 access tha Intemet it paotects your
rauler and privala nebsark frarm e oulside siiacks, B sllowes you o configung
managed services in DME tha are accessible from tha intemet

Advanced Firewall:

* Applies defaull policies o insidedrusied), outsidequnirusted) and DMEZ Zanes,

*Ingpect TCR UDP and dther profecols Trom ingside 20ne 10 owlside 2one, as wall a4
rouler-ganarated [ChP trafic,

* Block hltp port-rmisuse farim,p2p aswell a5 block all msn, yahoo, aol serers and
et the gwanl 1 106,

* Dgrey Araffic frorm oudside 2ones 1o inside 2ones,

To continue, click Max

%)

JEEEMARBNRHASZNTE , ARE—TF—F,

4.

Fireseall Wizard

Firewall Wizard

Advanced Firewsall interface Configeration

Seleclinsidedresied) and aulsidedemiusbad) inlermaces You can selecl ang or
more insidelustad) and putsidaduninisied) inferfaces.

rate Do nol select tha interface brouah which you accessed Cisco CF as the
autside (urdrestad) intarface. [ you do, you will not be able o launch Cisco GF
frorn that interface atter vou complete the Firevwall Yizand.

Selecl @ OME inlerface ifrvow have servars (hal yau wank 1o make accessible from
the Intamet. These are fypically OMS, HTTR, FTF and SETP sarvars.

mtarface autsideiundrustad) | insideftustadd) | D2
FasiEtharmellm v I [
FasiEthemetir [ = ffE

:Eau;| ext = | Finizl | Dannal| Halgp j

EARReMNAREBUARSTEETRE T —ERER. E—TClosei&,




Preview Cisco CP Application Security Policy

salected Cisco CF dafault pollcy High Security

The folloeang configuration commands will be applied.

el

Bl

parameler-map Wpe protocokinfo msn-serers |
sener name messenger hotmail.eom

server name galeway messenger holmail. com)|
SERer name webmessengermsn com

parameler-map hpe protocokinfo aokseners
sener name login ostar aol.com

sener name e oscar aol_com

server name oam-di9a blue solcom

paramelzr-map hpe protocokinfo yahoo-5ervers

sERer name scs megyshon com

SEMET NAME SCEamsg vahoo cam

sener name stsbmsg yahoo.com

SEner name scsc.msgyahoo com w

Cilose |

5. B ADNSTRRZBRHFHER , RARE-TF—F,

Firewall Wizard

Aadvanced Firewsall Domaan Name Server Configeration

Applicalion Securily ragquires thal domain name lookup is enabled and al least

one DMS sarvar IP addrass is configured onyvour rouler for ke policy to oparale
succassully.

Enabie domain lookup and enter a1 least one DME ever IF address,

Efabile DINS baged hosihame 1o address ranslation

Prirriary DS Sarvar. [ 110.77.230.45 | ]

Becandary DMNE Server (Dpilonal) |

<Bac] | Met= | oen | Gancet|  Hep |
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Firewall Wizard

Fir awall Configuralion Sumiman

Inzideilrusied) Rtamacas:
FastEthermeth!l (10.77.241. 114}

Cutskdedunirusied) intemaces:
FastElherne il (209,165,201 .2

Serica Palicy Configuration:

In-zoma -= Qut-z2one.
Ingpect TCP UDR H323,8P, 8CCP and ather protocols
Drery packats wilh invalid ip addrass as sournce
Application lnspection for HTTF;
Block HTTP port-mizuse for IP F2P
Block HTTP gratacal walalion
Block HTTP raquest methods athar than post,Head,pet
Block hip request response condaining non-ascil -:har"ar;ter*s
epplication Inspectan far Instant Messaging:
Block all serdces of rmsnyahooacl will log aclion

4

repfe Do ol select the intertace brough sdhich vou accessed Cisoo CGP as e o

«Back | 1=0-| | Finish || cancel| Help |
—— ik

PRHETHENEERE, ERRIKRCisco CPHER RN AREE.

7. i Save the running config to routera s startup configfi®4Z. % — T Deliveri% it Bi & &%

FBE AR,

Deliver Confieuration o Reaber

Dliver defs commands ka {be router's ronning config-

Poassiery Comereand s that will e delbverad 1o The rouder's running conficurstion.

edsabigt 100 remark SCP_ACL Catapory=126
aas-bst 100 peenl ip host 255295255 255 any
acn -t 100 ponk ip 127 000 0255 295,255 any
access-lst 100 peemit ip 209 185,200 0 0003 amy
resme-serwer 1077 23045

e EeTeba s map bype probocol-ind e meEn: e e s
SECYET NEME MEsEanier hbTsil com

SHPVET NENIG GRLOANY MeESenaes holmal.com
SETVET NG Wrteme- T SENgpT N, com

et

¢ ey Bl peelaesl ol Sl Gl e

The differences between the running configuration and the startup configuration are lost whenever
tha rouber s turned aff.

|| s g conii o routers s otk
Tt operation can ek Seernl minues,

s | _mn] |
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Commands Delivery Status EI

Command Delivery Status:

Preparing commands for delivery...
Submitting 264 commands, please wait. .

8. I — T OK# &,
Commands Delivery Status @

Command Delivery Status:

Preparing commands for delivery...

Submitting 264 commands, please wait. .

Configuration delivered to router.

Copying the Running config to Startup config of sour router. Please wait ...
Funning config copied successfully to Startup Config of your router,

]
(o )
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Information

@ You have successtully configured firesyall on wour router.

M, WHRAM KRR ER TAIRA,

B ronior | | o (2, Cisco Configuration Professional '’ LS
— - o CISCo
Configurs > Security > Fimewall and ACL =
a |

:!E Firevall

Creale Firewall | Fdt Firewall Policy |

A%~ @i @odets | & o § ot § o Racor B Paste- |[CIRIAONDAgER]
Traffic Classiication
H cep-parmit-icmpraply. [ salf o out-zone)
1 & any @ any itmg foF Inspect
€3]
udp
g2 Unmatched Traffic ER alow
|12 ccp-inspect [ n-zone b0 put-zone)
1 g @ mny @ Drop & Leg

(ol 255, 755,255,255 > oy -1
L@ L27.0.0,000,255.255 255 - > any |
- A9, 165200 .0/0.0,0.31 - &y

i & any & any hitp Inspiad:
HTTP Appkcation 1.,
3 @ any @ any akp Inspect
TP Apolication L.
i A [ e [ irrum E® irncanct 'f:
LA S — il : x|

e e T P ———
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E manstar | | 'f;"‘ Rt Ej Cisco Configuration Professional ' Hial,
CISCO
& Canfigurs > Securly > Advanced Sedudty > Zones il
- |
Zone s | E.| Do
MHarma Assnciated Inaraces Asenciated Zone Pajrs
FastEthameatin ceg-2p-self-out, cep-2p-ireout, cep-Tp-auts5elr
in-Zone FaslElharmeatdn cog-2p-in-oul
1. EEIJConﬁiure > Securii > Advanced Securii > Zone Pairs AR 45 [E 15 ¥ FI FE AR E Ao
i
Monitor ofe € Cisco Configuration Professional il
- CisccC
Configure > Securty > Advanced Securty > Zone Pairs {:

ﬁ; Additional Tasks
Zone Prirs .ﬂ.dd...l Edht... | Ddd-:|

Zona Palr Source Destination Folicy
cep-Fp-sal-outl aut-zone ttp-parmil-icmpraply
GG D-T0- feout Ir=20me aLit-ore cep-lnzpact
CLp-Tpeout- self out-zoreE sl cLo-permit
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Edit a fone

Zane Mame :

iZhoose the interfaces to associate with the zone.

in-zane

Interface

W FastEthernetdi1

i

Cancel Help

" Cisoa Cosfiguration Fi olssisaal Ok
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12. EEBRELP2PEARANEARX S EREIIFE , 558 ZConfiguration > Security >

Firewall and ACL, A% , #Z— TEdit Firewall Policy , 3 1£ KBS ¥R R IZAEEMN R, &
—TF TEdity -



ainhigure > Secunty = Firewall and ALL

& Firewall

‘reate Firewall | Edit Firewall Policy |
@ A~ (@ Eat.) @ Oslete A Movelp § MoveDown % Cut B Copy B Paste - I Rule Fow Disgram

Traffic Classification .
= - Action RL
D | Source | Drestination I Service
=1 pnp-inspectl[ in-2one to out-zone)
1 D1 @ any @ Drop 8w
..... - # 255.255.255.255 -> any
L@ 127.0.0.0/0.255.255.255 -> any
4 209.165.201.0/0.0.0.31 -= amy
..... 2 @ any @ any http Inspect
HTTP apphcation 1.
..... 3 @ any @ any smip Inspect
SMTP Applcation 1...
4 @ any @ any imnap Inspect
MAP Application T...
..... 5 @ any @ any pop3 E™ Inspect

6, POPS Application 1...

5 Al - .. [ LA EIE e W ™ |-

£

EERAREERELENENP2PEARER,



Edit a Rule FZI

Source and Destination 'Anlr' |

4

Traffic Mame: | | Mote Lip Moe Doan

Source Mebaork Destination Metwork L,

Semnice

Semvice Name: | cop-cls-protocol-|

5 e

200 Defined Service
User Defined Service

F

|

grutella
kazaal

fastrack
bittorrent

TR

H--HTTP Bod =

(53] ~
o
[+ Erlail
6 General

Metwork Services
~Tunnging |

Actiom: [.Dmp *-'j Advanced
v Log

Ok | Cancel | Help |

13. BT LAER THTI8 . A THIER. REREIE/MRESENERARER, HWEBEEERNMEHE
winmx & F 2 = LABE 1E B3R 16




Edit a Eule

Source and Destinatian |_.n_ﬂ._n_5.-' _v'
Traffic Name l | fove Lip Move
Source MNetwork Destination Metwork Add,
Edi
Dedata
Service
Betvice Name: [ ccp-cls-pratocoly r
- HTTF i
H--TH KazZa al
E-p2p bittarrent

TH EFTal

- Genera

- Metwork Services
- Tunngling

[ Maminn Serviras

Action: Drop W
v Log

| be-directconmact _'[ Aid == ] fastrack

<< Remave

Advanced

Ok

Cancel Help




Edit a Eule

Source and Destination |.ﬂ.n5.-'

Source Metaork Deslination Mebwork A
Edic
Sernice
Semice Mame; .
- HTTP ~
H--TH kazan?
E-P2P hittorrent
i directconmeck i dd =5 fastirack
#EMEl e (gnumﬂa)
[H-Genera =< Remave WIFITI
- Metwark Services
- Tunnsling
[£--Maming Servcas
[#- Tinwa Brotornls |
Action: | Drop Advanced
v Lo
QK| | Cancel | Help |

14. A LB FInspect ( BRE ) REREATRNBEETREERNIRE K MIREEEER

=




Edit a Rule X

N P |
Source and Destination  Any w |
I
Source Mebwork Destination Mefwark
Semice
Semvice Mame: focr
T ~ adonkey |
-IM kazaa 2 [
=-FZP hittorrent
- directoonnect Sdd Tasirack
& EMal grulella
Mebwork Services
& Tunneling
-3 -Man‘ung Services
4 Tirre Probrrnl s ¥
Action: [ Inspect *-*] O Advanced
[ Lo Application Inspectian,.
Gios..
Dptons..
Ok | Cancel | Help |

P2PRAIAERRERMFEIBNETERE, EEREZFWIURHAFRIERBRENER
MREEEE  URHEEHEFNI S TBHRTEMENE7TERS , ®MAFEEERZEHMIE
BHMERTE, EHEARENSANGS  SUUEP2PEAERRERTRE LM EBERR
AR, TEEER T gnutellafy — &8R4,
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Application Inspection

Application conformance can be configured to specify
actions for the traffic based on application specific header
and pavload parameters.

ik, iancel Help

16. BgnutellatBp ERIZ AR REER TRANFT KRB, R—TAdd , A%1EENew Class
Map.



Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Description:

cep-pmap-gnutella |

Match Class Name | Action

5] 4 1 izancel I Help

|

Log

Tool

17. ZEHPISEFH B | RARE—TAdLETE LR R4,

Class Map: [_c_cp-class-gnutell-llé ]
Class Map Type: |ghutella W
Cescription:

Match Criteria

Match .Illll.alue [ _. ........ lﬂ' dd ......... ]

.................................

] Cancel Help

Peer-to-Peer Class Map E

18. £ FAfile-transferfE B LB &4 , FAMNFHRE exe. EXRTATEEE exeFHMgnutellatE =R

BaERBERERETE, B#—T "OK, (®E).



Add P2P Rule

hMatch Criteria: file-transfer v|

Enter vValue; e |

2k I Cancel| Help |

19. BIRIE — FTOKU EREHMREE
Peer-to-Peer Class Map E|

Class Map: cop-class-gnutella

Class Map Type:  gnuiells

Cescription: |

Match Criteria

]
file-transfer ;
I Edit..
Delete
[ UK IJ Cancel Help

20. i#ZEResetHAllowiE£1H , BURA B LN TN EZ 2 RIE, 37— TOKLAfE F KB ¥ BRMEFRIRE,



Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Description:

:Iﬁcp-rﬂr.’naﬁ-.gnutella

Match Class Mame Action Log

=hnne=

Add...

Edit...

Delete

2 Cancel Help

B , BBREETENERRRINIEATEMGRY , &0 A8 H b R Eg B R A H LP2P 1
EERRERATNGE. FE: AR "ERE, TANEMESEANNETD , URBZEEXM
FHERBETANP2PERAFSIRENREIE , P2PERA L MR, ZFWAS A tth Bh A HE iR
AR ER AR EAZBB(NBARWRERBITHEERES , RIEP2PEAES, XX

: P2PEERARAIAEAB AR ENER FERBERFEREAMNING | edonkeyfasttrack&
Li4xfkazaa2X®E : B a1 , ZFWRERZE Mbittorrenty EAREMNIRE, BitTorrent® Fif
BERBETERLIFEER FMHTTPRIRHES (HE B #MAMKST ) BA. EEBERTCP
6969 , B REZE EMETorrenti S ER IRMEETIE, WREFLERFFBitTorrent , BANEEINE
WEREFZERGHTTPEREEALEBE 2 — , ¥ EHLL Tip port-mapis S A TCP 69695718 Z|
HTTP:ip port-map http port tcp 6969, & E#httpFbitTorrentE 2 4 F& A A H ¥ BRAY ITHL
R

21. ¥ — T OK35E R Advanced InspectionBt &



Edit a Eule

Source and Destination |.ﬂ.n5.-' v

Source Metsork

Dastination Metwork A

Semice

Semice Mame;

0 L0

-

Action:
[~ Lag

UET=] gT= |
Mebwork Services
Tunneireg

~Maming Services
- Tinee Protocols

Frouting

53

ghutella
kKazaal
fastirack
pittorrent

<< Remave

Mitwork. Management
SAuthertcation/Autharization

-miscellaneous
- Appications

Inspect

[ (0] 4 :| Cancel Help

X]

MEN TR EEIGIEER,
22.#—T "OK, , B—AwsERIKAR.




Commands Delivery Status @

Command Delivery Status:

Preparing commands for delivery. .

Submitting 52 commands, please wait ...

Configuration delivered to router.

Copying the Running config to Startup config of sour router. Please wait...
Funning config copied successfully to Startup Config of your ru:nuter.|

e
L — 1)

23. #& "] LAt Configure > Security > Firewall and ACL T ®Edit Firewall Policy B & A 87 5237 1% 8

AT R
e Firewall | Edit Firewall Policy
Add ~ [ Fdit . {3 Delete | 4 § Move D B Ba o [ Paste - |5 Rule Flow Disgram
Traffic Classfication ,
Action Rule O
1D | Sowrce | Destination I Sarvice
= ':3 Ay F* ANy htl'FI I'rSFIECt
HTTP Application 1.,
3 @ any @ any smitp Irspect
SMTP Application 1...
4 @ any @ any imap €5 Inspect
g @ any @ any pop3 Trspect
oy POP3 Application ...
& a any I:'j anvy i-'_”ﬂ.l-ll.ltl-?:;r-; _E-IFEDEE.“ _jl
7 @ any @@ any wrnsgr Insoect
=y 1M Application Insp...
B = Ay e ] Ay { ﬁ cep-cls-pratocol-p2p Inspect %2m QoS )
9 @ any @ any yInsgr i@ Drop ) Log
M s gr
anl

10 & any @@ any B8 cep-cls-insp-traffic BB Inspect

- e -

ZFWEg S8 ai o SI B IR
Cisco CPE—HiHHEEEBZFWIEHS LR U TEE -
ZBFEE a8

ZBF- Rout er #show run
Bui | di ng configuration...

Current configuration : 9782 bytes




version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!
host nane ZBF- Rout er
!
boot - st art - mar ker

boot - end- nmar ker

!

| oggi ng buffered 51200 war ni ngs
!
no aaa new node
ip cef

!

i p name-server 10.77.230.45
|
mul tilink bundl e-name aut henti cat ed
paraneter-nap type protocol -i nfo nmsn-servers
server nanme nessenger. hotmail.com

server nanme gateway.nmessenger. hotnail.com
server name webnmessenger. nmsn. com

paraneter-nap type protocol -info aol -servers
server name | ogin.oscar.aol.com

server nane toc.oscar.aol.com

server name oam d09a. bl ue. aol . com

paranmet er-nap type protocol -i nfo yahoo-servers
server name scs. nsg. yahoo. com

server nanme scsa. nsg. yahoo.com

server nane scsb. nmsg. yahoo. com

server name scsc. nsg. yahoo. com

server nanme scsd. nsg. yahoo. com

server nane c¢s16. nsg. dcn. yahoo. com

server nane c¢s19. nsg. dcn. yahoo. com

server nane cs42.nsg. dcn. yahoo. com

server nane c¢s53. nsg. dcn. yahoo. com

server nane cs54. nsg. dcn. yahoo. com

server nane adsl.vip.scd. yahoo. com

server nane radi ol. | aunch. vip. dal .yahoo. com
server nane inl.nsg.vip.re2.yahoo.com
server nane datal.ny.vip.sch.yahoo.com
server nane addressl. pi mvip. nmud. yahoo. com
server nane edit.nessenger.yahoo.com
server name nessenger.yahoo. com

server nane http. pager.yahoo. com

server nane privacy.yahoo.com

server name csa.yahoo.com

server name csb.yahoo.com

server name csc.yahoo.com

par aneter-nmap type regex ccp-regex-nonasci
pattern [\ x00-\x80]

!

!

!

crypto pki trustpoint TP-self-signed-1742995674
enrol | nent sel fsigned




subj ect - nane cn=| OS- Sel f- Si gned- Certificate-1742995674
revocati on-check none
rsakeypair TP-sel f-signed-1742995674
|
1
crypto pki certificate chain TP-self-signed-1742995674
certificate self-signed 02
30820242 308201AB A0030201 02020102 300D0609 2A864886
F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967
6E65642D 43657274
69666963 6174652D 31373432 39393536 3734301E 170D3130
31313236 31303332
32315A17 0D323030 31303130 30303030 305A3031 312F302D
06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361
74652D31 37343239
39353637 3430819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281
8100A84A 980D15F0 6A6B5F1B 5A3359DE 5D552EFE FAA8079B
DA927DA2 4AF210F0
408131CE BB5B0189 FD82E22D 6A6284E3 5FADB2A7 7517772B
1BC5624E A1A6382E
6A07EE71 E93A98C9 BB8494A55 0CDD6B4AC 442065AA DBCODICC
14D10B65 2FEFECC3
AA9B3064 59105FBF B9B30219 2FD53ECA 06720CA1 A6D30DAS
564FCED4 C53FC7FD
835B0203 010001A3 6A306830 0F060355 1D130101 FF040530
030101FF 30150603
551D1104 OE300C82 0A5A4246 2D526F75 74657230 1F060355
1D230418 30168014
0BDBE585 15377DCA 5F00A1A2 6644EC22 366DE590 301D0603
551D0EO4 1604140B
DBE58515 377DCASF 00A1A266 44EC2236 6DE59030 ODO6092A
864886F7 0D010104
05000381 810037F4 8EEC7AF5 85429563 F78F2F41 AO60EEE8
F23D8F3B E0913811
A143FCA4 8CCE71C3 ASE9D979 C2A8CD38 C272A375 4FCD459B
E02A9427 56E2F1A0
DA190B50 FA091669 CDB8CO66E CD1A095B 4E015326 77B3E567
DFD55A71 53220F86
FOO6D31E 02CB739E 19D633D6 61E49866 C31AD865 DC7F4380
FFEDDBAB 89E3B3E9
6139E472 DC62
qui t
!
!
usernane cisco privilege 15 password 0O ciscol23
archi ve
log config
hi dekeys
|
1
class-map type inspect match-all sdmcls-im
mat ch protocol ymsgr
class-map type inspect inmap match-any ccp-app-inmap
match invalid-comand
class-map type inspect match-any ccp-cls-protocol -p2p
mat ch protocol signature
mat ch protocol gnutella signature
mat ch protocol kazaa2 signature
mat ch protocol fasttrack signature
mat ch protocol bitTorrent signature
class-map type inspect sntp match-any ccp-app-sntp




match data-1ength gt 5000000
class-map type inspect http match-any ccp-app-nonasci

match req-resp header regex ccp-regex-nonasci
cl ass-map type inspect natch-any CCP-Voi ce-permt

mat ch protocol h323

mat ch protocol skinny

mat ch protocol sip
class-map type inspect gnutella match-any ccp-class-
gnutella

match file-transfer .exe
class-map type inspect match-any ccp-cls-insp-traffic

mat ch protocol dns

mat ch protocol https

mat ch protocol icnp

mat ch protocol imap

mat ch protocol pop3

mat ch protocol tcp

mat ch protocol udp
class-map type inspect match-all ccp-insp-traffic

mat ch cl ass-map ccp-cls-insp-traffic
class-map type inspect nmatch-any ccp-cls-icnp-access

mat ch protocol icnp

mat ch protocol tcp

mat ch protocol udp

| I-—- Output suppressed ! class-map type inspect match-
all sdmcls-p2p match protocol gnutella class-map type
i nspect match-all ccp-protocol -pop3 match protocol pop3
class-map type inspect kazaa2 match-any ccp-cls-p2p
match file-transfer class-map type inspect pop3 match-
any ccp-app-pop3 match invalid-comand cl ass-nap type
i nspect match-all ccp-protocol-p2p nmatch cl ass-map ccp-
cl s-protocol -p2p class-nap type inspect match-all ccp-
protocol -immatch cl ass-nmap ccp-cl s-protocol -i mcl ass-
map type inspect match-all ccp-invalid-src match access-
group 100 cl ass-nap type inspect match-all ccp-icnp-
access match cl ass-nmap ccp-cl s-icnp-access cl ass-nmap
type inspect http match-any ccp-app-httpnethods match
request method bcopy natch request nethod bdel ete match
request method bnove match request nethod bpropfind
mat ch request net hod bproppatch match request nethod
connect match request nmethod copy nmatch request nethod
del ete match request nmethod edit match request nethod
getattribute match request nethod getattributenanes
mat ch request nethod getproperties match request nethod
i ndex match request nethod | ock match request nethod
nkcol match request nethod nkdir match request method
move match request method notify match request nethod
options match request nmethod poll match request nethod
post match request nethod propfind match request nethod
proppatch nmatch request nethod put nmatch request nethod
revadd match request nethod revl abel match request
met hod revl og match request nethod revnum natch request
met hod save match request nmethod search match request
met hod setattribute match request nmethod startrev match
request nethod stoprev match request nethod subscribe
mat ch request nethod trace match request method unedit
mat ch request nethod unl ock match request nethod
unsubscribe class-map type inspect http match-any ccp-
ht t p- bl ockparam mat ch request port-nisuse immatch
request port-msuse p2p nmatch request port-m suse
tunneling match req-resp protocol -violation class-map
type inspect match-all ccp-protocol-imap nmatch protoco
imap class-map type inspect natch-all ccp-protocol-snp
mat ch protocol smp class-map type inspect match-all




ccp-protocol -http match protocol http ! ! policy-map
type inspect ccp-permt-icnpreply class type inspect
ccp-icnp-access inspect class class-default pass ! /---
Output suppressed ! policy-map type inspect http ccp-
action-app-http class type inspect http ccp-http-

bl ockparam |l og reset class type inspect http ccp-app-
htt pmet hods |1 og reset class type inspect http ccp-app-
nonascii |log reset class class-default policy-map type
i nspect sntp ccp-action-sntp class type inspect sntp
ccp-app-sntp reset class class-default policy-map type
i nspect imap ccp-action-imap class type inspect inmap
ccp-app-imap log reset class class-default policy-mp
type i nspect pop3 ccp-action-pop3 class type inspect
pop3 ccp-app-pop3 | og reset class class-default policy-
map type inspect ccp-inspect class type inspect ccp-
invalid-src drop log class type inspect ccp-protocol -
http inspect service-policy http ccp-action-app-http

cl ass type inspect ccp-protocol-sntp inspect service-
policy sntp ccp-action-sntp class type inspect ccp-
protocol -i map i nspect service-policy inmp ccp-action-

i map class type inspect ccp-protocol-pop3 inspect

servi ce-policy pop3 ccp-action-pop3 class type inspect
sdm cl s-p2p inspect ! !--- Output suppressed ! cl ass
type inspect ccp-protocol-imdrop |og class type inspect
ccp-insp-traffic inspect class type inspect CCP-Voice-
pernmit inspect class class-default pass policy-map type
i nspect ccp-pernit class class-default policy-map type
i nspect p2p ccp-pnap-gnutella class type inspect
gnutella ccp-class-gnutella ! zone security out-zone
zone security in-zone zone-pair security ccp-zp-self-out
source self destination out-zone service-policy type

i nspect ccp-pernmit-icnpreply zone-pair security ccp-zp-
i n-out source in-zone destination out-zone service-
policy type inspect ccp-inspect zone-pair security ccp-
zp-out-sel f source out-zone destination self service-
policy type inspect ccp-permt ! ! | interface

Fast Et hernet 0/ 0 descri pti on $FW OUTSIDE$ i p address
209. 165. 201. 2 255. 255. 255. 224 zone-nmenber security out-
zone duplex auto speed auto ! interface FastEthernetO/1
description $FWINSIDE$ i p address 10.77.241.114

255. 255. 255. 192 zone-nenber security in-zone duplex auto

speed auto ! ! !--- Output suppressed ! ! ip http server
ip http authentication local ip http secure-server ! !
!--- Output suppressed ! ! | control-plane ! ! line con

O line aux O line vty O 4 privilege level 15 login |oca
transport input ssh ! scheduler allocate 20000 1000
webvpn cef end ZBF- Rout er#

B

ERAAHRE , BRELNEERE EEER,
WHEZFIES(EHEEREFER)OIT)XERE Eshowin . E£AOITHEshowds T &l H#Y 25 #

/-

. ZBF-Router#show policy-map type inspect zone-pair sessions — BE/RFTE B A [EiE ¥ HETT
RRER B R H R EA,

HEAREA


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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