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. Bl 1 : BIEA3 IPv4ELE:10.127.212.43 [Catalyst Centert> 4 EIP#it]

ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii 5A1D;B2;K4;I110.127.212.43;180;
default-router 10.127.212.49

o #if] 2 : BIFA3FH B EE : catcl.cisco.com [Catalyst Center FQDN]

ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii 5A1D;B1;K4;Icatcl.cisco.com;J]80;
default-router 10.127.212.49

- Eifl 3:1321843 IPv6EL&E:2001:60:60:60::133 [Catalyst Centerd %/ E IPv6ith it ]

ipv6 dhcp pool pnp_pool
address prefix 2001:70:70:70::/64
Tink-address 2001:70:70:70::7/64
vendor-specific 9
suboption 16 ascii "ciscopnp”
suboption 17 ascii "5A1D;B3;K4;I2001:60:60:60::133;3180"
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Certificate Subject Alternative Name
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echo | openssl s_client -showcerts -servername
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M-6PG] netbox-docker % echo | openssl s_client —showce vername 10.127.212.47 anect 10.127.212.43:443 2x/dev/null | open ®5089 -in
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S B21.BEVLAN 189SV,

config t
interface Vlanl
ip address 10.127.212.49 255.255.255.0

S R2 FEHEEA3BEDHCP (X . A Li§#E435| B BiCatalyst Centerfd IPv4 it ik 55,
FQDNE &R ) »

config t
ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii 5A1D;B2;K4;110.127.212.43;]80;

(17

config t
ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii5AlD;B1;K4;Icatcl.cisco.com;J]80;
default-router 10.127.212.49
dns-server 10.127.212.1

SERS. AR EEEPENE.

config t

interface GigabitEthernetl/0/5
description PnP_Trunk
switchport mode trunk

S B4 R R8T 2 B B RTECatalyst Centerfd MProvision > Plug and Play, BEE L,
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config t
interface Vl1an302
description PnP_Vlan
ip address 10.127.212.49 255.255.255.0



S ER2 FAREA3EEDHCP (XX : AL E1E435| 2 BdCatalyst CenterfyIPv4ith ik 55,
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config t
ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii 5A1D;B2;K4;I10.127.212.43;180;

G

config t
ip dhcp pool pnp_pool
network 10.127.212.0 255.255.255.0
option 43 ascii 5A1D;B1;K4;Icatcl.cisco.com;J80;
default-router 10.127.212.49
dns-server 10.127.212.1

S35 B E&HVLANELE APnP VLAN,

config t
pnp startup-vlan 302

HERA S ST BB AT ST,

config t

interface GigabitEthernetl/0/5
description PnP_Trunk
switchport mode trunk
switchport trunk allowed vlan 302
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interface Vl1an302
ip address 10.127.212.49 255.255.255.0
ip helper-address 10.127.212.1
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config t

interface GigabitEthernetl/0/5
switchport mode access
switchport access vlan 302
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¥ Cisco Systems Inc - Plug And Play - Import/Export
#2019-07-01

# Commant starts with £
¥ Comment and Blank line will be [gnored.
# Il the device alréady exists no update on the dévice, Otherwise th device will b created.
# Mandatory fields are marked with *.
¥ Desice Name is not mandatory but must be unique for all devices.
# Serial Number is mandatory and must be unigue for all devices.
# Site is optional but strongly recommened. 1t needs to be include the entire hierarchy. For example: Global'<area name>/<building name> or Global/<area name>/<building namez/<floor name> or Global/<building name >/« flo
# Profile is a mandatory field when adding wireless Access Points or Sensors - but for EWC/EWLE devices - this must be Left blank.
# Profile refers o RF-Profile (Access Points) or Sensor Profile (Sensor devices)
2 § Management IP Subnet Mask and Gatewsy are mandatory fields when adding Mobility Express or Catalyst WLC - butfor Access Point devices - this must be left blank.
#VLAN |Dis optional field when adding Catalyst WLC. Mustbe from 1-1001 or 1008-4084..
# Interface name is mandatory field when adding Catalyst WLC..

s Serial Number* Praduct ID* Device Name Site Prafile* ManagementlP* SubnetMask* Gateway™ VianlD Intertace Name®
# (RF-Profile or Sensor (Leave blank for Acces: [Leave blank for A {Leawve blank for Access Points)
AE264A0YYE CH200L-48T-4G 92-4 Global/india/BGL |
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= ‘e Catalyst Center

Metwork Plug and Play Overview

Device Status m Lp @ e S

Devices (1) : efault Auta-redresh: - 30 5
i
Actians Add Device
] Davice Karms Serinl Numbinr Praduct I0 ant Contact State Onbuardieg Prograss 1P Adirnns MALC Address

il SRSIESSYe FRERELESSHEAS
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MR IR FERTECatalyst Centerfd "ENRENA ., HEE L , A T2BBIMNFARZEEN SR,
1. PnPEARERFH
iE L dp 5 BR R B Catalyst CenterfIPnPE#R

1.1. ICMP R M



#&iBping Catalyst CenterfI (N HEIPSREEIP(VIP)itbit |, BaFEICMPELR ., FR A LUEIBpingsh
B Catalyst Center,

Switchd#tping 18.127.212.43
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.127.212.43, timeout is 2 seconds:

Success rate is 188 percent (5/5), round—trip min/avg/max = 1/1/1 ms
Switcha

1.2. HTTP HELLOB&

IR Catalyst Center " EEHELLORRFEFER , BMEENAPnP)E XM, ERMFER , FREERE
R TIRREIEITI &S : curl -v http:/<Catalyst Center IP>/pnp/HELLO

MR E THELLO, £,

titirkey@SITIRKEY-M-6PG] netbox—-docker % curl -v http://f18.127.212.43/pnp/HE
* Trying 16.127.212.43:88...

#* Connected to 18.127.212.43 (10.127.212.43) port B@

> GET fpnp/HELLOD HTTP/1.1

> Host: 109.127.212.43

» User-Agent: eurl/8.7.1

> Accept: =/ %

>
&

Request completely sent off
< HTTPS1.1 2868 OK
. Date: Sun, B4 Jan 2026 B7:51:20 GMT
< Content-Type: text/plain;charset=iso-B859-1
< Content-Length: 5
< Connection: keep-alive

« Connection #8 to host 18.127.7212.43 left intact

1.3. HTTPSHREME

WM REEBIBHTTPSF E) e K Catalyst CenterfAl fREFHVEE |, BIPNPINEEL M, BERFTE B
, i fEALLT @ : copy https://<catc-ip-address>/ca/pem mypem2

BEERBHRETTHK , REHER,

5

g

92-d4#copy https://10.127.212.43/ca/pem mypem2
Destination filename [mypem2]?
Accessing https://108.127.212.43/ca/pem...

Loading https://10.127.212.43/ca/pem
1472 bytes copied in @2.86@ secs (24533 bytes/sec)
92-4#

1.4. PnPELEE RARRE



R R i R FERTECatalyst CenterfyPnPEE L |, FEEIBHTHSMEPNP HTTPE#Eshow pnp
profile

. BREPNPRA A EMMActive-URL,

- BERHTTPHEFTEAPH "ABETEE, B0, KAOWERTKEEF Catalyst Centerz EHY
AEMEE, WERAT —@EFREHBRENS SR,

Switch#show pnp profile
PaP Profiles: Active:®, Created:@, Deleted:@, Hidden:®@

CBType Node Primary-Path Primary-Trans Backup-Trans

show pnp http tracking —————————

PHNP=-Ti-Niescnuwsru: Artiva-Mamez [PnP-Niernusri-RProc-] |lact-Mamaz[PaP-Nicrnuasri-Prarl
Active-URL=[http://18.127.212.43:88/pnp/HELLO], Last-URL=[http://1@.127.212.43:88/pnp/HELLO]
SID=7, Last=5ID=6, TID=4294967295, last-TID=4294967295, Head-Date=[-], Status-Code=8, Get-Status=8, Get-Watch=7FGECDCBEF@
HTTP-Register Stats: Total=3, OK=3, Failed=@, Ignored=@

HTTP=Unregister Stats: Total=2, O0K=2, Failed=@, Ignored=@
HTTP-Resp-Data—Alloc Stats: Total=@, OK=0, Failed=0, Ignored=@
HTTP-Resp-Data—Free Stats: Total=0, OK=@, Failed=@, Ignored=@8
HTTP-Resp-Data—Proc Stats: Total=6, OK=@, Failed=6, Ignored=@8
HTTP-Get-Watch-Init Stats: TDta'l:B. OK=6, Faile:l:ﬂ, Ignored=@
HTTP-Get-Wait-Complete Stats: Total=6, OK=6, Failed=8, Ignored=@
HTTP-Send-Get Stats: Total=6, OK=8, Failed=6, Ignored=@
HTTP-Send-Head Stats: Total=8, OK=8, Failed=8, Ignored=@

HTTP-Send-Hello Stats: Total=8, OK=8, Failed=@, Ignored=8
SSL-Handshake Stats: Total=8, OK=8, Failed=8, Ignored=8
server-ID-Check Stats: Total=8, OK=8, Failed=@, Ignored=@

PMP-HTTP-Tracker: Active-Name=[-], Last-Name=[-]
Active-URL=[-], Last-URL=[-]
S5ID=@, Last-5ID=0, TID=8, last-TI , Head-Date=[-], Status—Code=@, Get-Status=@, Get-Watch=0
HTTP-Register Stats: Total=@, OK= Failed=0, Ignored=@
HTTP—Unregister Stats: Total=@, O ; Failed=0, Ignored=@
HTTP-Resp-Data—Alloc Stats: Tetal: 0K=8, Failed=@, Ignored=a
HTTP-Resp-Data—Free Stats: t ; Failed=@, Ignored=@
HTTP-Resp-Data—-Proc Stats: £ + lgnored=@
HTTP-Get-Watch-Init Stats: = » Failed=8, Ignored=@
HTTP-Get—Wait-Complete Stats: Total=@, OK=8, Failed=8, Ignored=@
HTTP-5end-Get Stats: Total=@, OK=08, Failed=@, Ignored=@
HTTP-Send-Head Stats: Total=@, OK=8, Failed=@, Ignored=@
HTTP-Send-Hello Stats: Total=8, OK=0, Failed=0, Ignored=@
SSL-Handshake Stats: Total=@, OK=8, Failed=@, Ignored=@
Server-ID-Check Stats: Total=8, OK=0, Failed=0, Ignored=@

LeEEHIERE T — @R A WEM R ERN R



PHP-T1-Discovery: Active-Mame=[PnP-Discovery-Proc], Last-Name=[-]
Active-URL=[http://catcl.cis m:B8/pnp/HELLO], Last-URL=[-]
5ID=5%, Last=5ID=@, TID=1, la ID=8, Head-Date=[Mon, 85 Jan 2826 15:28:17 GMT], Status-Code=20@, Get-Status=8, Get-Watch=4B381114
HTTP-Register Stats: Total=1, OK=1, Falled=8, Ignored=@
HTTP-Unregister Stats: t . Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1, 1 i @, Ignored=@
HTTP-Resp-Data-Free Stats: Total=l, i ; Ignored=@
HTTP-Resp-Data-Proc Stats: Total=1, O0K=1, ile + Ignored=@
HTTP=Get-Watch=-Init Stats: Total=1l, O0K=1, Failed=@2, Ignored=@
HTTP-Get-wWait-Complete Stats: Total=1, OK=1, Failed=@, Ignored=8
HTTP-Send-Get Stats: Total=1, OK=1, Failed=8, Ignored=@
HTTP-Send-Head Stats: Total=8, OK=@, Failed=@, ancred—ﬂ
HTTP-Send-Helle Stats: Total=4, aK-B Fa:mn
55L-Handshake Stats: Total=
Server-ID-Check Stats: Tot

PMP-T1-pnp—zero—touch: Active-Name=[PnP-pnp-zero-touch]), Last-Mame=[-]
Active=URL=[https://catcl.cisco.com:443/pnp/HELLO], Last=URL=[-]
S5ID=8, Last-SID=@, TID=B, last-TID=08, Head-Date=[Mon, @5 Jan 2026 15:28:34 GMT], Status-Code=20@8, Get-Status=B, Get-Watch=4BBE157@
HTTP=Register Stats: Total=l, OK Failed=8, Ignored=8
HTTP-Unregister Stats: Total=9, , Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1l, OK=1, Failed=0, Igno
HTTP-Resp-Data—Free Stats: Total=1, OK=1, Fai g

-Proc Stats: Tetal=1l, OK=1, Failed=8, Ignored=@
; Init Stats: Total=1l, 0K=1, Failed=@, Ignored=@
et-Wait-Complete Stats: Total=1, 0K=1, Failed=@, Ignored=@
HTTP-Send-Get Stats: Total=l, OK=1, Failed=@, Ignored=@
HTTP-Send-Head Sta Total=0, OK=@, Failed=8, Ignored=9
HTTP-Send-Hello Stats: Total=1, OK=1, Failed=8, Ignored=8
85L-Handshake Stats: Total=8, OK=8, Failed=8, Ignored=8
Server=I0-Check Stats: Total=8, OK=8, Failed=8, Ignored=8

2. DHCPER %

ELw T HBRBEDHCPE BEMER.

f" i

2.1.%252DHCP P it % Bt

#1Tén S show ip interface brief BRZPnP VLAN SVI2 & E K I {#DHCP{E iR 25 E U IP b i1t

Switch#show ip int brief
Interface IP-Address ! Method Status Protocol

Viani nnace inanad iR at adminietrativalv dawn dawn

Vian3@2 18.127.212.254 DHCP  up up
GigabitEthernet@/@ unassigned unset up up

2.2 WS A A ARER

#1175 S show dhcp lease LABRFDHCP#E A A ARES E FAo



Switch#show dhcp lease
Temp IP addr: 18.127.212.254 for peer on Interface: Vlan382
Temp sub net mask: 255.255.255.8

DHCP Lease server: 18.127.212.49, state: 5 Bound

DHCP transaction id: 23F1

Lease: B6488 secs, Renewal: 43288 secs, Rebind: 75688 secs
Temp default-gateway addr: 18.127.212.49

Mext timer fires after: 11:52:27

Retry count: @ Client-ID: cisco—4464.3cbl.2bT7-V1382

Client-ID hex dump: 636973636F2D343436342E336362312E

326266372D566C333832
Hostname: Switch

2.3. £ AR B s BR RE 12 1H43

EREIRIEA3 | 7B Adebug dhep detailin S RAADHCPHRR . BUARRE , A EBTERFNo
shutdown AE#H EAEIDHCP#FRE, EAFEF , & E "DHCP:##E# . HIEMISERIEA3:", BRAH
IR+ ARENFFESR | FREEN T NEMFFASCIERSEERA YR  WEBREBEERNTF
& 2 & [E#E$5 [ Catalyst Center,

$39.247: DHCP Offer Message Offered Address: 18.127.212.254
:39.247: DHCP: Lease Seconds: B6488@ Renewal secs: 43288 Rebind secs: 75688
:39.247: DHCP: Server ID Option: 18.127.212.49

:39.247: DHCP: offer received from 18.127.212.49

:39.247: DHCP: SRequest attempt # 1 for entry:

:39,247: Temp IP addr: 18.127.212.254 for peer on Interface: Vlan3@2
:39.247: Temp sub net mask: 255.255.255.8

:39.247: DHCP Lease server: 18.127.212.49, state: 4 Requesting
139,247 DHCP transaction id: AB2

:139.247: Lease: B648@ secs, Renewal: @ secs, Rebind: @ secs
139.247: Next timer fires after: @8:8@8:83

:39.247: Retry count: 1 Client-ID: cisco—-4464.3cbl.2bf7-V1382
:39.247: Client-ID hex dump: 636973636F2D343436342E336362312E
139,247: 326266372D566C333032

$39.248: Hostname: Switch

:39.248: DHCP: SRequest- Server ID option: 10.127.212.49

:39.248: DHCP: SRequest- Requested IP addr option: 18.127.212.254
:39.248: DHCP: SRequest placed lease len option: BG648@

:39,.248: DHCP: SRequest placed class—id option: 636973636FTAEE7@
:39.248: DHCP: SRequest: 323 bytes

:39.248: DHCP: SRequest: 323 bytes

:39.248: B'cast on Vlan382 interface from @.8.8.8
:39.254: DHCP: Received a BOOTREP pkt

:39.254: DHCP: 5can: Message type: DHCP Ack

:39.254: DHCP: Scan: Client ID: cisco-4464.3cbl.2bf7-V1382

+39.254: DHCP: Scan: Server ID Option: 18.127.212.49 = ATFD431
£39.254: DHCP: Scan: Lease Time: BG42@

:39.254: DHCP: Scan: Renewal time: 43208

:39.254; DHCP: Scan: Rebind time: 756080

=30 .7254: DHCP: Scan: Subnet Address Ontion: 255 255,255 @

:39.254: DHCP: Scan: Vendor specific option 43: 3541314E3B42323B4B343B4931382E3132372E3231322E34333B4A383038
49,2547 DHCPY Scan: Houter Uption: 18.1.77.217.489

:39.254: DHCP: rcvd pkt source: 18.127.212.49, destination: 255.255.255.255
:39.254; UDP sport: 43, dport: 44, length: 349

:39.255: DHCP op: 2, htype: 1, hlen: 6, hops: @

:39.255: DHCP server identifier: 10.127.212.49

139,255 xid: A62, secs: @, flags: B@8@

:39.255: client: 8.0.90.8, your: 10.127.212.254

139.255: SFvr: 9.0.0.9, gw: 0.90.0.0

:39,255: options block length: 181

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
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4
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4
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4
4
4
4
4
4

:39.255: DHCP Ack Message

:39.255: DHCP: Lease Seconds: 864880 Renewal secs: 43208 Rebind secs: 75688
:39.255: DHCP: Server ID Option: 18.127.212.49

:48.232: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlian3@2, changed state to up
:42.256: DHCP: Offered Address has no conflicts

142,259: DHCP: Releasing ipl options:

:42.259: DHCP: Applying DHCP options:

:42.259: Setting default_gateway to 10.127.212.49

142,268 Adding default route 10.127.212.49

:43.259: DHCPC: Notifying other components about option 43

£43,259: DHCP: Sending notification of ASSIGNMENT:

:43.259: Address 18.127.212.254 mask 255.255.255.8@

FONE I R R I R
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