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- EiR
HRCWA , X AREEREERER,
EREEREEER  FEMIFMRAREREER  B—THEEEER , RREEFER.

Network Profiles

e Add Profile

) Assurance
Network Profiles (119)
Firewall
] earch Table
Q) Search Table Routing
Switching

Profile Name Type = Sltes Actlon

Wireless

BEZEEREERTR. EATRHF , EEEEERD S ACWA_Cisco_Wireless_Profile, &)
LLEIBZIZEAJD SSIDAE IR ESSIDH IR B BER, T —E8NHESSIDIWEIL,

Add a Network Profile

less Network Profile
der Network Settings > Wireless [F

jer CLI Templates (& (Optional)
under Feature Templates (5 (Optional)

jes in SSIDs, AP Zones Feature Templates, CLI Templates sections require Controller provisioning. Changes in Custom Tags/Groups require Access Point provisioning

CWA_Cisco_Wireless_Profile

Site: Assign

SSIDs AP Zones Feature Templates CLI Templates Advanced Settings

—

Add SSID

EFEAssign VB IEERALERE *E?’*EE’JE%E,%élEEFﬁ LB, BIFULEE | #R— T Save,

Profile Name*
CWA_Cisco_Wireless_Profile

Site: Assign

S5IDs AP Zones Feature Templates CLI Templates Advanced Settings -~

Add SSID

ENSSID

i EDesign > Network Settings > Wireless > SSIDs , #A#% BiiZAdd,



SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network

Profiles.

SSID (79)
rch Table
Metwork Name (SSID) = WLAN Profile Name
1865test 1865test_... (2

° Add

Policy Profile Name SSID Type L2 Security L3 Security Wireless Profiles Portal Name AAA Servers
i wpa3_pers fernarom_wirele R
. (2) Enterprise . open N/A
- erprise onal P ss, J... See all

BR : BCWARMSSIDH |, i#ZEGuest typeZREE, IiBERWLC ERISSIDELR K BE

REERMEDNS —

nacis & — AFFEREERHFMIRFI S LEMRERACOARITER S

PERE. MRLIBUEE  FRAETEFEIERLNER  EMEREEEREIMF,



EIFEAJDE |, BEHTSSIDEEELER. EE—HL , BESSIDER , FE 7 LLEEradio policy
band , X E&HRSSIDARAE , DIEEEMRENBERERE. EXEEEREF , SSIDEBEACWA_Ciscoo

Wireless Network Name (SSID)* WLAN Profile Name* Policy Profile Name
CWA_Cisco CWA_Cisco_profile

Radio Policy

2.4GHz 5GHz 6GHz O

802.11b/g Palicy

802.11bg bl [0 Band Select (3 (0) 6 GHz Client Steering

ED Fast Lane (&)

Quality of Service(QoS) @
Egres Ingress
VolP (Platinum) & v VolP (Platinum) Up @ v O

SSID STATE

WMASSIDERE , KEBERWLANE EEBBANREEERE AR, BEENxtiEE,
HAZE D HBCWA SSIDELE —{EAAA/PSN, MR R EEREFEMittt |, 55#ZFEConfigure AAAIETET
hIiE B iEIZFEPSN IP address.

Authentication, Authorization, and Accounting Configuration

Atleast one AAAJPSN is required for CWA S5IDs. Configure AAA to add one.

“\ Configure AAA

() Deny RCM Clients (D)

Pre-Auth ACL List Mame W

BIFEAAAGRESR , REXEIBLL5|IBILERFEADORE : Self-Registered or Hotspot,

RMUPEMF  ARSBEFIF/FFRAERIE K EFEAERBNER. £t , FRELAR
R UEZ N ERREE(AUP) T BRI | EMRABRENInternet, REBENHEFMFE : BiBE
BARENGHEMAFETHRE , FENEEREAERBNER.



L3 SECURITY
© Web Policy () Open

Most secure

Guest users are redirected to a Web Portal for authentication

Authentication Server

Where will your guests redirect after successful
What kind of portal are you creating today 7 authentication ?

Central Web Authentication Vo Self Registered ~ Original URL hd

Self Registered

Hotspot

EAUREEFRESMRIEZIFEARBKRBEENWERE, E=ETMHEHE : Success Page,
Original URL# Custom URL,

Authentication Server

fhere will your guests redirect after successful
What kind of portal are you creating today authentication ?
Central Web Authentication Vo Self Registered A Original URL ~
\i)

Success Page
Original URL

Custom URL

UTRARMERENTA

"I B SEAEEEMIEREORERDNERE
F$RURL : #&EREEE QT EHRAHRBIRFIFBE 28 H ’}?H’JE&SURLO
BEZURL : B#EAEEERIEENBERURL, EFWRETRAEMRLRES B RURL

ER-—EEL , £2RFE. RENGEEET ié?L‘IUC’“""?EﬁEEﬁ%ACLO LLACL L FF ADHCP,
DNSZPSN IP it AN BABEFIEENER , EEERRRMRF[EPISE , Y EMEHHIE
INEIEFHFE[ACLAF, Cisco Catalyst Center 2. 3 3 xR K E SR AR Atk Th e,

Authentication, Authorization, and Accounting Configuration

9, AAA Configured (1)

() Deny RCM Clients ()

Pre-Auth ACL List Name W

ERERLRMEACL ,
#—"TAdd.

B

B ZDesign > Network Settings > Wireless > Security Settings , %



Pre-Auth ACLs AP Authorization List AP Impersonation Configure DTLS Ciphersuites

Configure Pre-Auth Access Control Lists. You can assign them to SSIDs during SSID creation or modification.

Pre-Auth Access Control Lists (10) © ~ad

£ — {8 & # Bl Catalyst Center P HIACL , ME —EZBHERWLCLEHACLER, F_@AEBA
EWLC LR EMNREEMECACLER. ERS%E | Catalyst Centeri§ & #Cisco
DNA_ACL_WEBAUTH_REDIRECTEREAWLC, FEARBACLANERSGEREER2EZM N,

New Pre-Auth ACL

Pre-Auth ACL List Name* Pre-Auth ACL Name*

Name_on_Catalyst_Center o) DNAC_ACL_WEBAUTH_REDIRECT

RESSIDEM TR , BEET —IRBETESRRE , SRREER, SHER, FRIREHEER
MERRE, REFEFEFESIYH , ARBET —SUER, HRALXEEERENEN , ZRHRER

ZnEnco
AX AX AE o

Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: CWA_Cisco (Guest)

MFP Client Protection Protected Management Frame (802.11w)

© Optional () Required () Disabled O © Disabled

.3 11k - Neighbor List [3 Radius Client Profiling (&) .3 Coverage Hole Detection

WLAN Timeouts

® Session Timeout () 28800

& Client Exclusion 180
& Client User Idle Timeout 300

11v BSS Transition Support

BSS Max Idle Service @ Directed Multicast Service

EENext® , RFBE TR R USE M ERIRESSIDEIBE, MREA , BiBE—TAJRERF
RYRRAR , 307 ST R IE — T Nexto



Associate Feature Templates to SSID

Select a design instance from the table or add new design instance to associate the Feature Templates to SSID

Design Instances £ Refresh L) Impaort

Q)  Search Table

A$SSIDEE LR VKRR EERMABE,. FFE2% K F2REERVERPREBEERED . HUIE
o, BEALEEREBRMA 7TSSIDRIRER, THE , B—THEBEEESR,

SSID Name: CWA_Cisco (Guest)

QO Associate Profile Cancel

Q Search )
Profile Name

100NG SOM RA

adortiz-test-profile WLAN Profile Name Policy Profile Name

CWA _Cisco_profile y CWA_Cisco_profile -
anarami-wireless = e
angel test Fabric

OVYes O No 802.11be Profile Name v

antvegaprofile
Cnicolet_Oeiras

I CWA_Cisco_Wireless_P...

show wireless management trustpoint

BLENEESSIDEM R , B— T T —HUBRMMRFTAFMERIAS , ERE , FE-TEMYFF,

SSID Name: CWA_Cisco (Guest)

No Self Reqgistration Portal
Available

Use the create portal button to create a
new portal

Create Portal

FIFEBERFQDNF A MISE LAV REEERT, THRERE—TSave, FIFRIFAIREME
, DB AT A EL M BR



Portal

‘ CWA_Clsco_Portal Login Page v

+ Page Content

HIGH-TECH
CORPORATION

Access Code

Header Text

-+ Sign In

¢ Welcome to the Guest Portal. Sign on with the
username and password provided to you.
USERMAME:

ilagunes

PASSCODE:

By signing up you agree to the terms and conditions

BET -SUBERCITRPERNAARESI BNHE,



Summary

Review all changes

SSID Name: CWA_Cisco (Guest)

» Basic Settings Edit

> Security Settings Edit

» Advanced Settings Edit

v Associate Feature Templates to SSID Edit
Design Instance MN/A

v Network Profile Settings Edit
CWA_Cisco_Wireless_Profile Fabric (Associated)

RO EFMET , AR BESave UEAER,

RGN B R AR S, BB % | SSIDASEE RTEProvision > Fabric Sites > ( & HI U4 B

) > Wireless SSIDs T,



MEE . BFEAUREEERLANZEGER | UESSIDEREHEIRSSIDT

EIFESSIDM |, =& BB Security Group Tag , R#& & — T Deploy, EEDE Tk , EANTEE
#%&SSID,

@ Enable Wireless Multicast

FEAireOSH Catalyst 98004225 £ , FE#8 8% 5% E WV AE(TSSIDEL B F i & B #T Ee HARLANIZE HI
o



MEE : MRRBEASSIDHEM , MFEFTAPTEERE, RAESE TR T2ER
SSID, —BEZEM , BT EHHEEHIR.

IR EZECisco ISERY AR RE

AR EiR & Catalyst CenterF Bt E/Cisco ISERVELE .
REREER

Catalyst CenterfECisco ISE £ FAEL Y ZB 5 B iE = Authorization Profile., LHELEERBIFEER Fimi 5|
BERIMEEFENER , TERBEERE , SIMVLANS B, ACLBURLEEM,
EEISERFRGREEEER , FEME/Policy > Policy Elements > Results, MIRFFEEBA
CWA_Cisco_Portal , BIEL & # & #ACWA_Cisco_Portal_Profile, FREAMEMEERXA : DNABFE
4+ IREEEREZE — CWA_Cisco_Portal,



Standard Authorization Profiles

For Exp [}
ed 0 Total ]
(] Name Profile Description
O #% Cisco SGT Authentication Profile para DNACH
] s Cisco Default profile used to block wireless devices. Ensure that you configure a NULL RC
| Portal_Prof & Cisco DNA generated Authorization Profile for portal - CWA_Cisco_Portal ‘

ERfBBLREREEREXIBRLANRGHRNEY , FR-TREREEERE  ABHAER
EHE
I RERERERAEREQMACLMEHE@MURL,

WebE E 6 Bt 2 EWE 52

1. ACLE 8 : 58 E ACisco DNA_ACL_WEBAUTH_REDIRECT,
2.8 : _RIEEBFBEEKMAFNER , EAH|IH BCWA Cisco_Portal,

Display Certificates Renewal Messagei2IE £ F A AREFT R in BRI AN ES,

Display Certificates Renewal T 24t 7 5 —{@i#18 Static IP/Host Name/FQDN, Lt IhgE /L FFEER
FHyIP#bit M 2FQDN , EiEHIMEEPTF KL RIDNSF Rz mE LB AR | LIIEEFEFH

o
~ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)  (
v ACL  DNAC_ACL_WEBAUTH_RE... ~ Value CWA_Cisco_Portal v

Display Certificates Renewal Message
Static IP/Host name/FQDN

Suppress Profiler CoA for endpoints in Logical Profile

REEESE

EfEPolicy > Policy Sets > Default > Authorization Policy , LA%#8 A% BCWA_Cisco_Portal# g
FEUHMEREE, ELRBEDIE

+ CWA_Cisco_Portal_GuestAccessPolicy
+ CWA_Cisco_Portal_RedirectPolicy

PermitAccess i

CWA_Cisco_Portal_Pr Select from list

lled-Station-ID ENDS_WITH :CWA_Clsco

EEFRmEBBATEMINEBRRFMIFTEWeb S DB BER , SEA
CWA_Cisco_Portal_GuestAccessPolicy,



LR BT S = BIRM

« Wireless_MAB : #£Cisco ISEWR TR B #E4R LANIE HISSHIMAC B 17 B 81T (MAB) S D R B 55
REFEER

« Guest_Flow: 2 1E R HEGuestEndpoints & A R EKIHHIMACHIERYISE, IR ILE PR B
IHMACHEHE | B FE A SR BE

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-ID2ISEFAYRADIUSE
%, LASCIHE R REERBIZABMACH U INIEERSEASSID , A9 HR() PR, EAR
~flF , CWA_CiscoRRSSIDE .

FEHIEBERT JUEEI B BPermitAccess , ERTHMEBENAERERERER , R THBRMN
LA | B A LLESecurity GroupsHI T2 ESGT , E A+ AGuests,

fEAPermitAccessBilEER ., ERRENREREER  BLFBENHEEERARTFTHREEN TS
BT, E A LATESecurity GroupsFl T 2 ELSGT;EiEEE R T , SGTEXE AGuests,
T—REEEER KB RCWA_Cisco_Portal_RedirectPolicy.

LR RS AT W B A4

« Wireless_MAB : #£Cisco ISEW IR B EARLANIZHIZTHIMAB S B BT FE REFEA.

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-ID ZISEAHIRADIUS B
%, BLASCIE R FEERBIZABMACH UM INIEERSBASSID , A9 () PR, EAR
~PIF |, :CWA Cisco&R/RSSIDE .

EERBENIEFEEEE, MECWA_Cisco_Portal_RedirectPolicy & £ HHIRFEBEH |, BT RCE
MAB & 13 52 B FSSIDE# , £ FARADIUSE f£Called-Station-ID ENDS_WITH :CWA_Training, £
LEEF , BIEKRIKEEBMAFETEMNRE , CNSERHEERELTER, At , XETEE
BPermitAccessBl BB ER FRLFBHTE  YEEFHNAERFESOREBENEEQZMFH
EEERT,

BHEMFEE

B 7 B T 4+ 0\(Work Centers)>Eh & 35 (Guest Access)>Fd F st 4 (Portals & Components) A&
RAF,

I ER 22 3T WY 55 % F9 F £ Fl B2 Catalyst Center CWA_Cisco_Portal BN B, R EMRE T
MENR  FEEMAFEE,



Guest Portals

Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access
ate
( Por Deadpool_Site Hotspot Guest Portal (default)
Wireless Setup Self-Registration Guest Portal Wireless Setup Self-Registration Guest Portal
@ Used in 1 rules in the Autharization policy @ Used in 1 rules in the Authorization policy

M AEZEWLCHIERE
A HiKE Catalyst Centerfn 2 R FEARLANIE HIZS AV AE BE,

SSIDELE

EWLC GUIH |, BEZEConfiguration > Tags & Profiles > WLANsEA# 4R SSID#H&E,

Selected WLANS : 0

O  sows v Mame T D Y ssb Y  2.4/5 GHz Security
O @ Ciwa_Cisco_profile » 2 CWwa_Cisco [open] MAC Filtering
1 10w

SSID CWA_CiscofEWLC LK% #8 ACWA_Cisco_profile , IDA&21 , B AMACIBIEHIOpenZ £ &
A, M TSSIDUIREEE.

General Security Advanced Add To Palicy Tags

Profile Marme® CWA_Cisco_profile Radio Policy ®

ool0* CWA_Cisco Shonw =lot canfiguration
6 GHz

WLAN ID* 21 Status |l Dis2BLED |

Status EMABLED . B &EHz
Status EMABLED .
Broadcast 5310 enseLleD [

2.4 5Hz

Status EMABLED .

B0Z.11kfg 802.110h/g
Palicy

SSIDAUP , 7£5 GHz#12.4 GHZzBE £ E#E , I B iEH SRS E B ZRCWA_Clsco_Profile, #&—
T Security BB AR E



LayerZ Layer3 AL

O WPA + WPA2 O WPAZ + WPA3 O WPA3 O Statlc WEP @ None

MALC Filtering Authorization List* c0-00440514 » |

default -
OWE Transition Mode D

Lobhby Admin Access O

00440514

Fast Transition

Status Disabled
Cwer the DS D -
Reassociation Timeout * 20

SRRTEBEFE2BZ L X (MACIEBIR ) MAAAREEE (Cisco DNA-cts-CWA_Cisco-
0044d514), EMREHEE , 55E M = Configuration > Security > AAA > AAA Method List >
Authorization,

AsA Method List AAA Advanced
Authentication
Authorization
Name T Type T Group Type T Groupl T Group2 T Group3 T Groupd
Accaunting
[m] defaulr axee ool N Nia MjA Nis
0O defauit network local (1Y NiA A HiA
O oo o e
[0 momom™os mon
F B E B Group1 5 FAIRADIUSHE Cisco DNA-rGrp-CWA_Cisco-0044d514, EmiRHEEE
, #88fin 2| Configuration > Security > AAA > Server/Groups > Server Groups.
Servers Server Groups
MName Y Server 1 Server 2 Server 3
|D dnac-rGrp-CWi_Cisco-0044d514 dnac-radius_10.88.244.180 [T A
1 10 »
{7 B 884 Cisco DNA-rGrp-CWA_Cisco-0044d514 & [ Server 1514 #Cisco DNA-
radius_10.88.244.180, EServersEBHRRHEEE,
Servers Server Groups
Name YT Address Y AuthPert Y AcctPort T
|U dnac-radius_10.88.244.180 10.88.244.180 1812 1813 I
1 10

fAIBR 88 Cisco DNA-radius_10.88.244.180/9 P31t 510.88.244.180 , I —THEZBHRBEHEE



Marne* dnac-radius_10.88.244. Support for Co& (D) EMABLED .

Server Address* 10.B8.244.180 CoA Server Key Type Hidden -
Set New Key a CoAServerKey (© | s

Auth Port 1812 Automate Tester O

Acct Port 1813

Server Timeout (seconds) 4

Retry Count 3

BREEESIREEE(CoA) , TRE—FE#G , ARNETAFNMEBMAF LY SMRE. REMKIR
(AAAERETEMREREUHEHBM, MRLZHILINEE , AKRKEEEKEMF LHNER, e
B web-auth pendingiR &,

BERRBEEEREE

ERMEERREY , TURRFIRSERE , SIMVLAN, ACL, QoS. BEIFHRMMETIER. ERE
EHEEEENEE  FENIRE-FEBRNEERER>HK,

Admin Y Associated @ Y

Status Policy Tags Policy Profile Name Y Description
| D S L CWia_Cisco_profile CWaA_Cisco_profile
O v} default-policy-profile default policy profile

£ — T policy nameARFEEBE E .

General Access Falicies Q035 and AVC hability Advanced

Narne* CWA_Cisco_profile WLAN Switching Policy

Description CW4_Cisco_profile Central Switching |. DISAELED |
Status Central Authentication
Passive Client |. DISABLED | Central DHGP |l osseLeD |
IP MAC Binding Flex NAT/PAT |- DISABLED |
Encrypted Traffic Analytics |. DISABLED |

CTS Policy

Inline Tagging (]

O

SEACL Enforcement

Default 3GT

RERELMA , BEARBRIEFESSID—%K , PORBHMHPODHCPHER, E—TEKER , R



BREMBIAAAR IR 2 AR B A EFEEA.

AAA Policy

Allow AAA Dverride

NAC State

Policy Mame default-aza-policy % +
Accounting List 4
Interim Accounting EMAELED -|

AR AAAAR E MR FEUEHI(NAC), AAAB B A FFIEHIESEZ RADIUSH RS EE M EM ( Bl
ACLEURL ) , T ELBHEREIFERAER. NACEFRAEREAOD LFMERMARESZSE
(CoA)s

A EBWLC EHCLIM AR tAE RE,

ERTEMEEHEE , SSIDEEFLUETHD

<tfroot>

W.C#show fabric W an sunmary

Number of Fabric wlan : 1

WLAN Profile Name SSID Status

CWA Cisco_profile

CWA_Cisco UP

EMREREE EEECWA_Cisco_profileNBLE , HETHD :

<#root>

W.C#show runni ng-config | section policy CWA_Ci sco_profile

wireless profile policy CWA_Cisco_profile

aaa-override



no central dhcp

no central switching

description CWA_Cisco_profile
dhcp-tlv-caching
exclusionlist timeout 180
fabric CWA_Cisco_profile
http-tlv-caching

nac

service-policy input platinum-up
service-policy output platinum
no shutdown

RAIRERARE

REEBSHWLANERBEEERERZN AR , EME|Configuration > Tags & Profiles >
WLANSs , #—TFWLAN name , A% E M FIAdd to Policy Tags A& Bl 2 B 45 SSIDHY SR BEIZ B

General Security Advanced Add To Policy Tags

O |rolicy Tag T | Policy Profile T

[:] PT_ilagu_TOYOT _Foorg_abh548 | CWa Cisco_profile

1 10 »

#HASSID CWA_Cisco_profile , SREGZEPT ilagu_TOYOT_Foor6_a5548 AR WE B , B Z|
Configuration > Tags & Profiles > Tags > Policy.,

Policy Tag Name Y Description
O  defaul-policy-tag default policy-tag
|D PT_ilagu_TOYOT_Foord_ab548 PolicyTaghame PT_ilagu_TOYOT_Foorf_abs |

BE—Tname I RBHFMERA . REEZHEPT ilagu_TOYOT_Foor6 a5548ﬂ—:§53WLCJ:EI’J%ﬁ
CWA_Cisco_profile BBt #IWLAN CWA_CiscoiE # | SR & Bt & £ =RCWA_Cisco_profile ( 582 #
WLANSEEAERSE ),



v WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile
[:] CWia_ Cisco_profile CWia_ Cisco_profile
1 10 =

WLANZ #CWA_Cisco_profile5| FWLAN CWA_Ciscoo

O sows v|Name Y D

O O CWA_Cisco_profile B 21

E#E @ ACL {858

HECWAH | ENELFEIZHEEERSHLREEME G WLCHHE
BEERBENEM

HEZEUSSIDIERFERBKWLCE , EBSHIEIAFIWLC, HERE , FEES

Security > ACL,Catalyst Center A A E#E BRACLHIACLE # A Cisco
DNA_ACL_WEBAUTH_REDIRECT,

ACL Mame H ACL Type H ACE Count

\

>

Y |ssD

CVid_ Cisco

—SRE , R BBLER

Configuration >

Downloaded ACL &

| [0 DNAC ACL_WEBAUTH_REDIRECT IPv4 Extencied ]

1 10 ¥

B—TnameT BB HEE, ELEE K’ Catalyst Center 34 BRI 58 E WU EE 3R E FP R4 Hi SR Y

o

Sequence T Source Y Destination Y Destination T Source T

Action Y SourcelP T Wildcard IP Wildcard Protocol Y  Port

O ety 8.8.8.8 any udp eq bootps

(B dery any 2.8.8.8 udp eq bootpc

O s dery 1.1.1.1 any udp eq bootps

O 4 deny any 1.1.1.1 udp eq boomwe

O s derny 9.9.9.9 any udp eq bootps

D 6 deny any 9.9.9.9 udp eq bootpc

D 7 deny 10.88.244.180 any in Mone

D g deny any 10.88.244.180 in Mone

O s permit any any top 0 - 55535

1 m -

Destination T
Port

eq hootpo
eq hootps
eq hootpc
eq hootps
eq bootpc
eq bootps
None

Nane

B0 WY

DSCP Y Log °

Mone

Mone

MNone

Mone

Mone

Mone

Mone

Mone

Mone

Disable

Disable

Disable

Dizable

Disable

Disable

Disable

Dizable

Disable

-



MEE : IBLL{E R £ Catalyst Center it B /Y U BiRVARE SR E B EAY , MDHCP/DNS{E
FRAWLANFE BRI, ISE PSN IP# it ESSID T/ERERHNAAAEEH S| A,

BHEMBAWLC CLILMEFME[ACL , FRTUT®HS ¢

<#froot>

WLC#show i p access-lists G sco DNA ACL_WEBAUTH_REDI RECT

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
deny udp host 8.8.8.8 eq bootps any eq bootpc

deny udp any eq bootpc host 8.8.8.8 eq bootps

deny udp host 1.1.1.1 eq bootps any eq bootpc

deny udp any eq bootpc host 1.1.1.1 eq bootps

deny udp host 9.9.9.9 eq bootps any eq bootpc

deny udp any eq bootpc host 9.9.9.9 eq bootps

deny ip host 10.88.244.180 any

deny ip any host 10.88.244.180

permit tcp any range 0 65535 any eq www

O ooNOOUVIDEA WN R



EMBEACLITAERZEIFlexs R , AEMEEEEFER, ETe S AR EE

<{froot>

WLC#show runni ng-config | section flex

wireless profile flex default-flex-profile

acl -policy G sco DNA_ACL_WEBAUTH_ REDI RECT
central -webaut h

urlfilter list G sco DNA ACL_ WEBAUTH REDI RECT

EFNRE EEFHFE@ACL

EEARL  AFEMNELEEA : permtRRERRE , denyRT"EER, EEAPLBREEEM
ACLHELE , HETUTHS :

<tfroot>

AP#sh ip access-lists

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
permit udp 8.8.8.8 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 8.8.8.8 0.0.0.0 eq 67
permit udp 1.1.1.1 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 1.1.1.1 0.0.0.0 eq 67
permit udp 9.9.9.9 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 9.9.9.9 0.0.0.0 eq 67
permit ip 10.88.244.180 0.0.0.0 any

permit ip any 10.88.244.180 0.0.0.0

deny tcp any range 0 65535 any eq 80
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