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ES . mcp-common-app/src/mcp_common/oidc_auth.py

"""0IDC Authentication Module - Enterprise-grade token validation with Vault integration

import requests
from typing import Dict, Any, Optional
from fastapi import HTTPException

def get_oidc_config_from_vault() -> Dict[str, Any]:
"""Retrieve 0IDC configuration from Vault with caching.
vault_client = get_vault_client_with_retry(Q)
config = vault_client.get_secret("oidc/config")

if not config:
raise ValueError("0IDC configuration not found in Vault")

# Validate required fields
required_fields = ["issuer", "client_id", "user_info_endpoint"]
missing_fields = [field for field in required_fields if field not in config]

if missing_fields:
raise ValueError(f"Missing required OIDC config fields: {missing_fields}")

return config
def verify_token_with_oidc(token: str) -> Dict[str, Any]:

Verify OIDC token and extract user information."™"
config = get_oidc_config_from_vault()

response = requests.get(
config["user_info_endpoint"],
headers={"Authorization": f"Bearer {token}"},
timeout=10

)

if response.status_code == 200:
user_info = response.json()
if "sub" not in user_info:
raise HTTPException(status_code=401, detail="Invalid token: missing subject")
return user_info
else:



raise HTTPException(status_code=401, detail="Token validation failed")
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BER . common-services/opa/config/policy.rego

# Authorization Policy for MCP Server Platform - RBAC Implementation
package authz

default allow = false

# Administrative access - full permissions

allow {
group := input.groups([_]
group == "admin"
}
# Network engineers - Catalyst Center access
allow {
group := input.groups([_]
group == "network-engineers"
input.resource == "catalyst-center"
allowed_actions := ["read", "write", "execute"]
allowed_actions[_] == input.action
}
# Service desk - ServiceNow and read-only network access
allow {
group := input.groups[_]
group == "service-desk"
input.resource in ["servicenow", "catalyst-center"]
input.resource == "servicenow" or input.action == "read"
}
# Developers - GitHub and REST API proxy access
allow {
group := input.groups[_]
group == "developers"
input.resource in ["github", "rest-api-proxy"]
}

Python OPAR 4

<File:mcp-common-app/src/mcp_common/opa.py



"""OPA Integration - Centralized authorization with audit logging

import os

import json

import requests

from typing import List, Dict, Any
from dataclasses import dataclass

@dataclass
class AuthorizationRequest:
"""Structure for authorization requests to OPA.
user_groups: List[str]
resource: str
action: str
context: Dict[str, Any] = None

class OPAClient:

"""Client for interacting with Open Policy Agent (OPA) for authorization decisions.

def __init__(self, opa_addr: str = None):

self.opa_addr = opa_addr or os.getenv("OPA_ADDR", "http://opa:8181")

self.opa_url = f"{self.opa_addr}/vl/data/authz/allow"

def check_permission(self, auth_request: AuthorizationRequest) -> bool:
"""Check if a user has permission to perform an action on a resource.

try:
opa_input = {
"input": {
"groups": auth_request.user_groups,
"resource": auth_request.resource,
"action": auth_request.action

}

if auth_request.context:
opa_input["input"]["context"] = auth_request.context

response = requests.post(self.opa_url, json=opa_input, timeout=5)

if response.status_code == 200:
result = response.json()
allowed = result.get("result", False)
self._audit_log(auth_request, allowed)
return allowed

else:

print(f"OPA authorization check failed: {response.status_code}')

return False # Fail secure

except requests.RequestException as e:
print(f"OPA connection error: {e}")
return False # Fail secure

def _audit_log(self, auth_request: AuthorizationRequest, allowed: bool):

"""Log authorization decisions for audit purposes.
Tog_entry = {
"user_groups": auth_request.user_groups,
"resource": auth_request.resource,
"action": auth_request.action,
"allowed": allowed

}
print(f"Authorization Decision: {json.dumps(log_entry)}")



# Usage decorator for MCP server methods
def require_permission(resource: str, action: str):
"""Decorator for MCP server methods that require authorization.
def decorator(func):
async def wrapper(self, *args, **kwargs):
user_groups = getattr(self, 'user_groups', [])
if not user_groups:
raise Exception("User groups not found in request context")

opa_client = OPAClient()
auth_request = AuthorizationRequest(
user_groups=user_groups, resource=resource, action=action

)

if not opa_client.check_permission(auth_request):
raise Exception(f"Access denied for {action} on {resource}")

return await func(self, *args, **kwargs)
return wrapper
return decorator
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ES . mcp-common-app/src/mcp_common/vault.py

HashiCorp Vault Integration - Secure secret management with audit Tlogging"""

import os

import json

import requests

from typing import Dict, Any, Optional, List
from datetime import datetime

class VaultClient:
"""Enterprise HashiCorp Vault client for secure secret management."""
def __init__(self, vault_addr: str = None, vault_token: str = None,
mount_point: str = "secret"):
self.vault_addr = vault_addr or os.getenv("VAULT_ADDR", "http://vault:8200")
self.vault_token = vault_token or os.getenv("VAULT_TOKEN")



self.mount_point = mount_point
self.headers = {"X-Vault-Token": self.vault_token}

if not self.vault_token:
raise ValueError("Vault token must be provided or set in VAULT_TOKEN")

def set_secret(self, path: str, secret_data: Dict[str, Any]) -> bool:
"""Store a secret in Vault KV store."""
try:
response = requests.post(
f"{self.vault_addr}/vl/{self.mount_point}/data/{path}",
headers=self.headers,
json={"data": secret_data},
timeout=10

success = response.status_code in [200, 204]
self._audit_log("set_secret", path, success)
return success

except requests.RequestException as e:
self._audit_log("set_secret", path, False, error=str(e))
return False

def get_secret(self, path: str) -> Optional[Dict[str, Any]]:
"""Retrieve a secret from Vault KV store.
try:
response = requests.get(
f"{self.vault_addr}/vl/{self.mount_point}/data/{path}",
headers=self.headers,
timeout=10

success = response.status_code == 200
self._audit_log("get_secret", path, success)

if success:
return response.json()["data"]["data"]
return None

except requests.RequestException as e:
self._audit_log("get_secret", path, False, error=str(e))
return None

def _audit_log(self, operation: str, path: str, success: bool, error: str = None):
"""Log secret operations for audit purposes.
Tog_entry = {
"timestamp": datetime.utcnow().isoformat(),
"operation": operation,
"path": f"{self.mount_point}/{path}",
"success": success

}
if error:
Tog_entry["error"] = error

print(f"Vault Audit: {json.dumps(log_entry)}")
# Usage mixin for MCP servers

class MCPSecretMixin:
"""Mixin class for MCP servers to easily access Vault secrets.

def _init__(self, *args, **kwargs):



super().__init__(*args, **kwargs)
self._vault_client = None

@property
def vault_client(self) -> VaultClient:
if self._vault_client is None:
self._vault_client = VaultClient()
return self._vault_client

def get_api_credentials(self, service_name: str) -> Optional[Dict[str, Any]]:
"""Get API credentials for a specific service."""
return self.vault_client.get_secret(f"api/{service_name}")

BOMCPRIBRER #5158
BEMCPARFBISHERLZLES —BWER :

ﬁg%ﬁ . mcp-catalyst-center/src/main.py

"""Cisco Catalyst Center MCP Server - Enterprise implementation

from mcp_common import VaultClient, OPAClient, get_logger, require_permission
from fastmcp import FastMCP
import os

app = FastMCP("Cisco Catalyst Center MCP Server")
Togger = get_logger(__name__)

# Initialize enterprise services
vault_cTlient = VaultClient()
opa_client = OPACTient()

@app.tool1()
@require_permission('catalyst-center", "read")
async def get_all_templates(request) -> str:

"""Fetch all configuration templates from Catalyst Center."""
# Get credentials from Vault
credentials = vault_client.get_secret("api/catalyst-center")
if not credentials:

raise Exception("Catalyst Center credentials not found™)

try:
# API call implementation
templates = await fetch_templates_from_api(credentials)
Togger.info(f"Retrieved {len(templates)} templates")

return {
"templates": templates,
"status": "success",

"count": len(templates)

}

except Exception as e:
Togger.error(f"Failed to fetch templates: {e}")
raise Exception(f"Template fetch failed: {str(e)}™)



@app.tool1()

@require_permission("catalyst-center"”, "write')

async def deploy_template(template_id: str, device_id: str) -> str:
Deploy configuration template to network device."""
credentials = vault_client.get_secret("api/catalyst-center")

# Implementation details...
logger.info(f"Deployed template {template_id} to device {device_id}")
return {"status": "deployed", "template_id": template_id, "device_id": device_id}

"

ARERESHREST APILIE
F A& aiE—EREST AP LU EIEMCPE S ik

N

i

= . mcp-rest-api-proxy/main.py

"""REST API Proxy - Bridge between REST clients and MCP servers"""

from fastapi import FastAPI, HTTPException, Request
from langchain_mcp_adapters.client import MultiServerMCPClient

app = FastAPI()

# MCP server configurations

MCP_SERVERS = {
"servicenow": "http://mcp-servicenow:8080/mcp/",
"catalyst-center": "http://mcp-catalyst-center:8002/mcp/",
"github": "http://mcp-github:8000/mcp/"

}

client = MultiServerMCPClient({
server_name: {"url": url, "transport": "streamable_http"}
for server_name, url in MCP_SERVERS.items()

D)

@app.post("/api/vl/mcp/{server_name}/tools/{too1_name}")
async def execute_tool(server_name: str, tool_name: str, request: Request):
"""Execute MCP tool via REST API for legacy clients.™""
try:
body = await request.json()

result = await client.call_tool(
server_name=server_name,
tool_name=tool_name,
arguments=body.get("arguments", {})

)

return {
"status": "success",
"result": result,
"server'": server_name,
"tool": tool_name

}

except Exception as e:
raise HTTPException(status_code=500, detail=f"Tool execution failed: {str(e)}")



@app.get("/api/vl/mcp/{server_name}/tools")

async def Tist_tools(server_name: str):
"""List available tools for a specific MCP server.
tools = await client.list_tools(server_name)
return {"server": server_name, "tools": tools}

EmEMaEEy
ELKHEES

2T A ERELKEBE G EN B350 -

S . mcp-common-app/src/mcp_common/Togger.py

"""Structured Logging for ELK Stack Integration

import logging

import json

from datetime import datetime

from pythonjsonlogger import jsonlogger

class StructuredLogger:
def _init__(self, name: str, level: str = "INFO"):
self.logger = logging.getLogger(name)
self.logger.setlLevel (getattr(logging, Tevel.upper()))

# JSON formatter for ELK ingestion
formatter = jsonlogger.JsonFormatter(
fmt="%(asctime)s %(name)s %(levelname)s %(message)s'

)

handler = logging.StreamHandler()
handler.setFormatter(formatter)
self.logger.addHandler Chandler)

def log_mcp_call(self, tool_name: str, user: str, duration: float, status:

Log MCP tool invocation with structured data.
self.logger.info("MCP tool executed", extra={
"tool_name": tool_name,

"user": user,

"duration_ms": duration,

"status'": status,

"service_type": "mcp_server"

i)

def get_logger(name: str) -> StructuredlLogger:
"""Get configured Togger instance."""
return StructuredLogger(name)
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ES . temporal-service/src/workflows/template_deployment.py

"""Template Deployment Workflow - Orchestrated automation with error handling

from temporalio import workflow, activity
from datetime import timedelta

@workflow.defn
class TemplateDeploymentWorkflow:
@workflow. run
async def run(self, deployment_request: dict) -> dict:
"""Orchestrate template deployment with proper error handling."""
# Step 1: Validate template and device
validation_result = await workflow.execute_activity(
validate_deployment, deployment_request,
start_to_close_timeout=timedelta(minutes=5)

)

if not validation_result["valid"]:
return {"status": "failed", "reason": "Validation failed"}

# Step 2: Create ServiceNow ticket

ticket_result = await workflow.execute_activity(
create_servicenow_ticket, validation_result,
start_to_close_timeout=timedelta(minutes=2)

)

# Step 3: Deploy template
deployment_result = await workflow.execute_activity(
deploy_template, {
**deployment_request,
"ticket_id": ticket_result["ticket_id"]
1,

start_to_close_timeout=timedelta(minutes=30)

)

# Step 4: Close ticket
await workflow.execute_activity(
close_servicenow_ticket, {
"ticket_id": ticket_result["ticket_id"],
"deployment_result": deployment_result

},

start_to_close_timeout=timedelta(minutes=2)



return {
"status": "completed",
"ticket_id": ticket_result["ticket_id"],
"deployment_id": deployment_result["deployment_id"]
}

@activity.defn

async def validate_deployment(request: dict) -> dict:
"""Validate deployment request against business rules.
# Validation logic implementation
return {"valid": True, "validated_request": request}

@activity.defn

async def deploy_template(request: dict) -> dict:
"""Execute template deployment via Catalyst Center.
# Template deployment Togic
return {"deployment_id": "deploy_123", "status": "success"}
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FE = : docker-compose.ym1 (%)

version: '3.8'
services:
mcp-catalyst-center:
build: ./mcp-catalyst-center
environment:
- VAULT_ADDR=http://vault:8200
- OPA_ADDR=http://opa:8181
- ELASTICSEARCH_URL=http://elasticsearch:9200
depends_on: [vault, opa, elasticsearch]
networks: [mcp-network]

vault:
image: hashicorp/vault:latest
environment:
VAULT_DEV_ROOT_TOKEN_ID: myroot
VAULT_DEV_LISTEN_ADDRESS: 0.0.0.0:8200
cap_add: [IPC_LOCK]
networks: [mcp-network]

opa:
image: openpolicyagent/opa:latest-envoy
command: ["run", "--server", "--config-file=/config/config.yaml", "/policies"]

volumes: ["./common-services/opa/config:/policies"]
networks: [mcp-network]
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