BR A SDAZELR E W B)RESGT/L2VNID 4 B

R AEN B R 4B FEAY E4E802.1x SSID L EIAESGTHIL2VNID £ BB 1R,

B R

ER

BRIEBRECEBLUT EE

- RinERFE B AEHER®E(RADIUS)

- BIRLANIZFIZZ(WLC)

- B O#R5IRH5IZE (ISE)

- RLHEBEH(SGCT)

« L2VNID ( 552J& & 5 48 2 38 Bl 77 4% )

- XESDHRERHEERELR (SDAL )

» Locator/ID Separation Protocol (LISP)

- ERTELEESMRE(VXLAN)

o SEHEERSIFE(CP)AIBIZETBE(EN)

- Catalyst Center ( CatC , Z 8% ACisco DNA Center )

BRA T
WLC 9800 Cisco I0S® XERR#17.6.4

Cisco I0OS® XE



ISERRAR2.7
CatChr42.3.5.6

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) AAREREE . MREHEEFT , FREARECERAEAESTRERNTE,

BREMN

SD-AccessH B H H <2 — = iEiBScalable Groups BRI VN B 2 R

SCTHURERZ EXRBIEMHIWLANSSSIDRESE (HATCHTE , ECNEETEFELR
ENWXEEE , ARMTERFEAMESEERNMEBAERAUEE ). B2 , EFZERHE
d BERERIR-WLANHEAEEE—HTENRBERBERE. A, EXEEEIRT , &
ERAR—RBPEMWLANANBEE FmoBETRNIPHL , MEAHEAERIPHEERKERM

EATFMIPHRULESR, L2VNID ( 28 EHRMAERE R ) RFEWEREBARKBERERERE
ETRFRSEANSI 2, FEEASVXLANERE P HL2VNIDEIA B R BE B ZET R (EN) , A&

FR 32 R 2 e A B B AS HLERAB FEAV L2 VLANRE B

ATHEB—WLANRERIILNE | FHEBESGTM/HL2VNIDD B, WLCIER RN B HENR |, #&
HEXZISEHTEMRE  ISEFFATCREEZEEARLET SR IEHEEKRE K LESHOBRIBKIIE
IREISGTHI/HL2VNIDE A

hi

ATEBLBENTHERE  BREAXERAZEET —ERH



172.16.201.66

+
ol

FEEEE S

172.16.201.206

LoO: 172.16.201.4

LoO: 172.16.69.68

10.10.10.% 10.10.30.x
SGT=0 =  SGT=18

488b.0a%7.0120 O8be.acl8.c4d9

HEAREIFR , WAANERUA TR SRERE !

« L2VNID = 8198 / IP}th & #&= Pegasus_Read_Only —> VLAN 1030 (10.10.10.x)
- #SGT

BNV EREREREBRIE TS5/ 8

« L2VNID = 8199/ IPth & #= 10_10_30_0-READONLY_VN —> VLAN 1031 (10.10.30.x)
+ SGT =18

#ERE



B, RMEEREMEENWLANEREERBE SN, APIPEHAGIR "TC2E-druedahe-802.1x.
SSID, EANEEITHXE , SDAEEBCatCEXE , ALEMLXAREEGEE 7 ERE.
£ Provision/SD-Access/Fabric Sites/<specific Fabric site>/Host Onboarding/Wireless SSIDs T :

» Pegasus-3
Pegasus-3
Fabric Infrastructure Host Onboarding Mare Actions »
Authentication WVirtual Networks Wireless S51Ds Port Assignment
E fess hu
=Q, tc2d
i
5510 Name Type Security 1::"“: Address Pool Scalable Group
Yool
WPA2 WVoice + ,
TC2E-druedahe-PSK Enterprise ) _i“'Le Pegasus_Read_Only ~
Persanal Data
Paol
. . WPAZ Voice + SGT
TC2E-druedahe-8021X Enterprise : Pagasus_Read_Only ™ -
Enterprise Data

SSID¥IBR T & %A "Pegasus_Read_Only, P , 3 B EBESBESGT , EEKESGT=0, E
BERE , WRERE FimRINERN S 0 8E M ABBISEEXA T B REETERESE , AliE
EEREFIRERE,.

BHREEEWBSNEFRERWLCEE 2 8l, EJLERBECatCH ERMANR P AZIPHIBIMNE "Wireless
Pool R5ERK :

VLAN Name = IP Address Pool VLAN ID Layer 2 VNID Traffic Type Security Group Wireless Pool

10_10..LY_VN _ 1031 8199 Data . Enabled

EWLC GUIR #IConfiguration/Wireless/Fabric T , LLERERMUATHR :



lyst 9800-CL Wireless Controller Nelcome dnacadmin

Configuration™ » Wireless ™ > Fabric

Fabric Status ENABLED .|

Fabric VNID Mapping

» Jhi
Name Y LZVNID Y L3VND
[J Pegasus_APs B196 4097
[0 Pegasus_Read_Only 5198 )
[ 10_10_30_0-READONLY_VN 5199
1 10 v

~

MPegasus_Read_Only Wi ER8198 L2VNID , M HFERMNEF I MN8199 L2VNID L | iE
EREISEEEBHWLCALLZFiHMEA "0 10 30 0-READONLY_VN, th, 555218 , WLCERE
RENEVIANKNEAERE, ©REAEL2VNID, A%  SEAEMEISDARHAEEENH N E
VLAN,

PRG3R SGT/L2VNIDEEE D B R BB EAR 5 -

1. EERI B EWLANKERE Fin L REESCGKM., (ERESCTHEME ).
2. BIRE PR REBDHCPERUPHIE , E KRB EWLANN TS FHEHERERIPEI, (B
REL2VNIDZ ELFERE ) »

BEHRT EEEBRTSEMEHENRE,
ISEERTH

B RISE, EFISE GUI#IOperation/RADIUS/Live Logs/ T 3t fif i &R & F isMACH it #E 5



Endpoint IDHR{Z P HYBIEEE , A% B EDetailsE R :

sl Identity Services Engine

Home » Context Visibiity = Operations » Policy
*RADIUS | Threat-Centric NAC Live Logs » TACACS

Livia Loge Live Sessions
—

Misconfigured Metwork Devices @

0

Misconfigured Supplicants @

0

& Rafrash © Reset Repeat Counts B Export To~
Time Status Details Repeat Count Identity
i i /
Nowv 28, 2023 07:19:52.040 FM ] 7 0 druedahe
Now 28, 2023 07:19:52.009 PM a druedahe

RETERRE —EasRBHAEIANER. RMAZTERIMED

» Administration

» Work Cenlers

» Troubleshoot  » Adaplive Network Control  Reports

Click here to do visibility

Repeat Cou|

0

Client Stopped Responding @

0

RADIUS Drops @

1

Refresh Every 10 seconds ~ | Show | Latest 100 re|

Endpoint 1D Endpoint P Authenticat Autharization Profiles
OBBEAC18:C4DI x

0E.BEAC18:C4D9 TC2E-Wirele TC2E-8021X
08:BEAC/18:C4D9 Micresoft-W TC2E-Wirele... TC2E-8021X

BERMGER

Overview
Event
Username
Endpoint Id

Endpoint Profile

Authentication Policy

Authonzation Policy

Authorization Result

5200 Authentication succeeded
druedahe

08-BE:AC:18:C4-D9 &
Microsoft-Workstation

TC2E-Wireless == Authentication Rule 1
TC2E-Wireless == Authorization Rule 1

TCZ2E-8021X

OverviewB R L BIRE Fin SN RBEANRAPRBERHNERK. WRTE , AREEFR

HRISERMEE , BEBEHTAXENEEE,

ERERISEAWLCRENRE. BERDEIES

CWHEER, AWM

GTAHIL2VNID , Bt ELER N B EEIERE

1. L2ZVNIDE 1A "Tunnel-Private-Group-ID B &%, ISEXZEIREEFE(10_10_30_0-

READONLY_VN)m 421D (8199).




2. SGT#EA Tcisco-av-pairy X, fEcts : security-group-tagB i |, FEEESGTEU + AN E
(12)%&7~ , M3kascii (18) , B EMME., TC2E_LearersZ2ISERZPHISCTHE R,

WLCER %

FEWLCH |, 7T LAE B show wireless fabric client summaryin SR EZF Fimik R , I 6 Ashow
wireless fabric summaryiR @ T FEFR A AE fE L B M F B RE 0 ELRYL2VNID

<#root>
eWLC#
show wi rel ess fabric client summary

Number of Fabric Clients : 1

MAC Address AP Name WLAN State Protocol Method L2 VNID
Obe.acls.cado DNALZ-AP-OL 19 R l1ac Dotk
8199

172.16.69.68
<#root>
eWLC4#

show wi rel ess fabric sunmary

Fabric Status : EnabTled

Control-plane:
Name IP-address Key Status

default-control-plane 172.16.201.4 f9afal Up

Fabric VNID Mapping:

Name L2-VNID L3-VNID IP Address Subnet Control plane n
Pegasus_APs 8196 4097 10.10.99.0 255.255.255.0 default-cont
Pegasus_Extended 8207 0 0.0.0.0 default-con
Pegasus_Read_Only 8198 0 0.0.0.0 default-co

10_10_30_0- READONLY_VN

8199

0 0.0.0.0 default-control-plane

MRMENERARRRER , B ATAEWLCH A EIRE FisMACH I FIRAIREE | LAERHERIR



REISEERKWER.. BRMMERFES FIRHIRA Tracest iKY EF |

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-

quide/b wl 17 6 ca/m debug ra ewlc.html?bookSearch=true

EEFIRRA Trace®i i , ISEE M B FERADIUS Access-Accept® ¥Ha & -

<#root>

{wncd_x_R0-0}{1}: [radius] [21860]:
Access- Accept

, len 425

{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
{wncd_x_R0-0}{1}: [radius] [21860]:
Tunnel - Pri vat e- G oup- | d[ 81] 25

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

fwncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

fwncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[1] 32

[radius] [21860]:
[radius] [21860]:

[1] 28

[radius] [21860]:
[radius] [21860]:
[radius] [21860]:

[epm-misc] [21860]: (info):
[epm-misc] [21860]: (info):

[auth-mgr] [21860]: (info):
[client-auth] [21860]:

(info): RADIUS:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
01:

RADIUS:
01:

RADIUS:
RADIUS:
RADIUS:
01:

RADIUS:

(info): RADIUS:
(info): RADIUS:
(info): RADIUS:

(info): RADIUS:
(info): RADIUS:

(info): RADIUS:
(info): RADIUS:
(info): RADIUS:

A% , WLCHESGTHL2VNIDEAFEIXE :

BRI TR

Received from id 1812/14 172.16.201.206:0,

authenticator c6 ac 95 5c 95 22 ea b6 - 21 7d 8a f

User-Name [1]
Class [25]
Tunnel-Type [64]
Tunnel-Medium-Type [65]
EAP-Message [79]

Message-Authenticator[80]

"10_10_30_0- READONLY_VN'

"cts:security-group-tag=0012-01"

"cts:sgt-name=TC2E_Lear ners"”

EAP-Key-Name [102]
Vendor, Cisco [26]
Vendor, Cisco [26]
Vendor, Cisco [26]
Cisco AVpair [1]
Vendor, Microsoft [26]

1. EIBCAPWAP ( iR FENF MV IZHIMFRE ) AYFHIRE(AP),
2. EBBLISPHY R HFEFECP,

R HECPAERIEBLISPASSGTE EiX B EAFAPH I AEFHEEN,

10
53

67
38

34

26
20
58

"druedahe"

VLAN

ALL_802

"cts:vn=READONLY_V

[08be.ac18.c4d9:capwap_9000000a] Username druedahe receiv
[08be.acl8.c4d9:capwap_9000000a] VN READONLY_VN received

[08be.acl8.c4d9:capwap_9000000a] User Profile applied suc
(note): MAC: 08be.acl8.c4d9 ADD MOBILE sent. Client state fla


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true

RIGFEFEENER

T—SRREXMEMENRERRBEERNER. show vianir SHEFZEEL2VNID 8199BFH#AY
VLAN :

<#root>

EDGE-01#

show vlian | i 819

1028 Pegasus_APs active Tu0:8196, Gil/0/4, Gil/0/5, Gil/0/6, Gil/0/10, Gil/0/18
1030 Pegasus_Read_Only active Tu0:8198, Gil/0/15

1031 10_10_30_0- READONLY_VWN
active

TuO: 8199

, Gil/0/1, Gi1/0/2, Gil1/0/9

M A LAFEIL2VNID 8199%BRE|VLAN 1031,

WH , MREREFIRMRATENVLANL , Bl€ 8 Rshow device-tracking database mac <mac
address> :

<#root>
EDGE-01#
show devi ce-tracki ng dat abase nmac 08be. ac18. c4d9

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%

Time source is NTP, 15:16:09.219 UTC Thu Nov 23 2023

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state

macDB has 0 entries for mac 08be.acl8.c4d9,vlan 1028, 0 dynamic
macDB has 2 entries for mac 08be.acl8.c4d9,vlan 1030, 0 dynamic
DH4

10. 10. 30. 12 08be. ac18. c4d9
Acl
1031

0025 96s REACHABLE 147 s try 0(691033 s)



B , show cts role-based sgt-map vrf <vrf name> all S H R P A FFIRHNSCTE, EAHIF
, VLAN 10312 "READONLY_VN, VRFHI—Z4 :

<#froot>
EDGE-01#

show cts rol e-based sgt-map vrf READONLY_VN al |

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 10:54:01.496 UTC Fri Dec 1 2023

Active IPv4-SGT Bindings Information

IP Address SGT Source

10.10.30. 12

18

LOCAL
10.10.30.14 4 LOCAL



AR EEAREREFIHRSDAR AR (flanERAREREFiE ) B, Cisco TrustSec
(CTS)RREEHEHENKETT , M A RAPHWLC,

B , ENTTLUB A RIEESCTHR B R KB,

MRELEHHBEZRER , RPTLAFERENFRdebug lisp control-plane allin SR EHE 2B W EI R
BWLCHILISPEA :

<#root>
378879: Nov 28 18:49:51.376: [MS] LISP: Session VRF default, Local 172.16.69.68, Peer 172.16.201.4:434
w ¢ mappi ng-notification

for IID 8199 EID 08be.acl8.c4d9/48 (state: Up, RX 0, TX 0).
378880: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199 MAC: Map Server 172.16.201.4,

W.C Map-Notify for EID 08be.acl8.c4d9

has 0 Host IP records, TTL=1440.



378881: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199: WLC entry prefix 08be.acl8.c4d9/48 client, Created.
378888: Nov 28 18:49:51.377: [XTR] LISP-0 IID 8199 MAC:

S| SF event

scheduled Add of client MAC 08be.acl18.c4d9.
378889: Nov 28 18:49:51.377: [XTR] LISP: MAC,

SISF L2 table event CREATED for 08be.ac18.c4d9 in VIlan 1031

, IfNum 92, old IfNum O, tunnel ifNum 89.

AR, LISPEAIE SHCPEI , RERACPEHEERIGEN, SISFHKEREKRE RERIIL
LISPEARZLY , ERXBEN—EEEMND, S IRELTEA

<ffroot>
EDGE-01#

show i sp instance-id 8199 ethernet database wc clients detai

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 21:23:31.737 UTC Wed Nov 29 2023

WLC cTlients/access-points information for router Tisp 0 IID

8199

Hardware Address: 08be.acl8.c4d9

Type: client
Sources: 1

Tunnel Update: Signalled
Source MS: 172.16.201.4
RLOC: 172.16.69.68
Up time: 00:01:09

Metadata Tength: 34
Metadata Chex): 00 01 00 22 00 01 00 OC OA OA 63 0B 00 00 10 01
00 02 00 06 00

12

00 03 00 OC 00 OO 00 00 65 67
AB 7B



AE ARERNSPHPREBRNVE1RERMAZVITESENSGT 181+ SERRA, &
FETERBEREMTHMN.

HoR#E

ERRERERIR , RIETURAENZRBTHHRAXTHSHBEPC) TR , BRLES KLY
ERaUmEBAPER ., BENAZEBEPCEEBERERNENR , F2H .

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-
3/configuration gquide/nmamt/b 173 nmgmt 9300 cg/configuring packet capture.html

EALLFH  WREERNpingREERERE RS S RS !

| Time | Arrival Time | Source | Destination | VXLAN I| Protocol | Identification | Length | Info
8 0.082365 2023-12-81 18:47:34.384734 16.18.30.12 16.18.30.1 8199 ICMP @x8lel (481),0x. 124 Echo (ping) request
18 0.000028 2023-12-81 18:47:39.277504 16.1@8.308.12 16.18.30.1 8199 ICMP @xele3 (483),0x. 124 Echo (ping) request

iR ERCTEHEREREAPHVXLANIRSE  FAAPRIENEEMZEBARBEMERE Pl


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html

2B VXLANBZE :

> Frame 8: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
> Ethernet II, Src: Cisco_Oc:2e:c@d (70:70:96:@0c:2e:c@), Dst: Cisco_9f:ff:5f (00:00:0c:9f:ff:5f)
> Internet Protocol Version 4, Src: 10.10.99.11, Dst: 172.16.69.68

> User Datagram Protocol, Src Port: 49269, Dst Port: 4789

P Virtual eXtensible Local Area Network

> Ethernet II, Src: EdimaxTe_18:c4:d9 (@8:be:ac:18:c4:d9), Dst: Cisco_9f:fb:fd (@0:00:0c:9f:fb:fd)
> Internet Protocel Version 4, Src: 10.10.30.12, Dst: 10.10.30.1

& Internet Control Message Protocol

P& YR AP IPi#b1k(10.10.99.11) , B#ZREN Loopback0 IPbit(172.16.69.68), 1EVXLANAZSE
B, BTN RIERNERERAEZRES  EHRFPRICMPHE,

B#& , BEVXLANERHE :

Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
lees sees ssss ssss = GBP Extension: Defined
Uema cooa acon VXLAN Network ID (VNI): True
.ass ssss 0.2 =sxs = DoOn't Learn: False

SRS, | [ Policy Applied: False
.000 .000 0.00 .000 = Reserved(R): 0x0000
Group Policy ID: 18
VXLAN Network Identifier (VNI): 8199
Reserved: 0O

1S SGTEC A RIEID —EAHP Kasciitk = | IAFL2VNIDIERE A VXLANKE 3 B £ 5% (VNI)o



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



