fif FCLIE 5 HEBRACI A B RE A T IR L LR
B 8%

show module

BTRE

show diagnostic result module all
BEGERGOE

BRRA

show module

HERIRE

show diagnostic result module all
APICE #3845

show faults leaf

show faults history leaf
1B AR S 2B MOQUERY

AXENBEENACIREMEBHEI LR @RS ER, KRB ERENMAPIClk B,

s

EAEFNGTFIMAREZBIRANATG TR , EAUERBERKSBACIRREEE



o EMBNERERRERK , REZSEHNRERE

APIC LBy R B SR

- ERFOMERE — BREREEX, RAE.

EBEFRRAMIERE

- BRNRE — BERE. ER. BEETRE.

- PE — BEEESE, RINXBRERERBNRLEZE.
- APICERHE — W Bn 2 LB EH AR B MIE MBS E £ 5C #%.
- BRERDRENRE — EERBER BRI ERFE2E. FIBNERBEH T

REEEABERURENG T

Z B, ERH

1T

RFED TR
B BS ESHNER T—%I4%
HESRACIHE R A S ACIEREp R &, FTEHARRA [N RZMBSAKRERACIHES | 55
TS e . B2 EERE S 1E 30 15 IF BI SRR 45
" MEFEMESHEMEAFE "EE,
[T ath
RERAET | ow module BiAm ERLBR lyomaw masansEm
AR ZEA TEB, g o
BEREE. & BITPSUA TIEE MEM—WEERER "EEF.
anm i [RNRE ERARER TER,  RENTHPSU , BEARZ
PRI BEAR TER, BIBRBERETEE,
. . = . — MREMAER "Fo . TAL
HIE @/\ ro N 23 e
B R show diagnostic result :EUEEﬁHT = AR & U1, BISEAS AE FIAKEE
module all SEBEREE +AE
. . MERBWEKRRN , BEHRRTE
BMEZBEMNR _ o REARRE, #IE, AR _ = iy .
s 55 I A NI B VLANFIZ B T s EREBBE s EEERER
show faults leaf <node-
. . HEARRE., BEMANZ |(FHAPICRGETEIEMRED
EAPIC LEEBE |id>Zshow faults history %8 KON s 1 0 2 o 55 0 [ 49 B R

leaf <node-id>

g

% E

?




EMBETRHRECZH , FRBEECHE. FMILETACHEXEE, ¥R BMEEBFERE
BHE | 556 HAbuilt-show discoveryissuesincommentin & W B FEAPICAS X BT B R & B RIE .

REXBHEETENRACHKER

<tfroot>

Teaf-A#

show ver si on

Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(31)]
system: version 16.1(3f) [build 16.1(3f)]
PE: version 6.1(3f)
kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin <--- ACI mode indicator
system image file 1is: /bootflash/auto-s

Hardware
cisco N9K-C93108TC-FX ("supervisor")
Device name: leaf-A

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload

HEKNEF ; Kickstart M RFEITIETE |, kickstartBREREL Taci-n9000, BHEE , EEFRE AT UBEE,

AT BT — @8 BACI kickstart= R 51T B ILNXOSIR G 18 =,
BREXBMmSE

A EABENEREBRBERER. BHERNETBNACIERE , RRTEIEHEEHNRE
ERAR RE M B AR AR R

FERAR AN
BT T A RERRBRE, REEX, EFRETRENLXEERRE,

<tfroot>

Teaf-A#

show ver si on



Software
BIOS: version 05.53
kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]

PE: version 6.1(3f)
kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f.bin
system image file is: /bootflash/auto-s

Hardware

cisco N9K-C93108TC-FX ("supervisor™)
Device name: leaf-A

Kernel uptime is 29 day(s), 19 hour(s), 52 minute(s), 45 second(s)

Last reset at 241000 usecs after Wed Mar 11 17:28:38 2026 JST
Reason: reset-requested-by-cli-command-reload
Service: PolicyElem Ch reload

show module

BTl , AEERBRBIRER FREMBHIEE R

<tfroot>

Teaf-A#

show nodul e

Mod Ports Module-Type Mode Status

1 54 48x10G+6x40/100G Switch N9K-C93108TC-FX ok

1 pass <--- basic diagnostic baseline

HFENET  EBEER Sk , I BB ETARRE Bpass.

BT | BERET RokZ BT ARET Rpass.

BRIRE

BT a5 UBRFEPSU. RS M BEAMREE,

<ffroot>

Teaf-A#



show envi r onnent

Power Supply:
Supply

Model

1 NXA-PAC-500wW-PE

2 NXA-PAC-500wW-PE

Fan:

Fanl(sys_fanl)
Fan2(sys_fan2)
Fan3(sys_fan3)
Fan4 (sys_fan4)

Temperature:
1 InTet(l)
outTet(2)

1
1 x86 processor(3) 71
1

Homewood (4)

HENET  BEBHPSUEEI, BBELERE , BAELER.

NXA-FAN-30CFM-F
NXA-FAN-30CFM-F
NXA-FAN-30CFM-F
NXA-FAN-30CFM-F

37 normal
38 normal
normal
56 normal

Output
ow
219 W

Status:
Status:
Status:
Status:

Capacity

Status
500 W shut
500 W ok

ok
ok
ok
ok

<--- redundant PSU not in use

HOET : THPSULREE, AFRETEXREEARBBABTER,

show diagnostic result module all

ETHHSURZBERNBZ BRI | M EERshow module I EM (L,

<ffroot>

Teaf-A#

show di agnostic result nodul e al

Current bootup diagnostic level: bypass
Module 1: 48x10G

Test results:
U=

Untested, A = Abort, E =

(Active)

(. =

Pass, F =

Fail, I =
Error disabled)

1) bios-mem--------——--——————————- >
2) mgmtp-lb--------——-mm - >
22) cpu-cache---------------------- >
23) mem-health------——————————————- >
24) ssd-acC-------------—---———m - >
33) fpga-reg-chk-----------------—- >
43) tahoe-mem-------------------———- >

Incomplete,

HENEKT  ELERESETR ...



BT BERREBENEMAF, IHABR,

HRRIREE

BT m UABRE B, MR, ERVIANTEZGRTHEYE. ERURERBEEERAMN

B-—RBERTZ—o

<{froot>

leaf-A#

show di scoveryi ssues

Check 3 HW Modules Check
Test0l1l Fans status check PASSED
Test02 Power Supply status check FAILED
[Warn] Operational state of sys/ch/psuslot-1/psu is: shut
[Info] Ignore this if it is a redundant power supply

Check 5 System State
Test0l Check System State PASSED
[Info] TopSystem State 1is : in-service

Check 8 Infra VLAN Check
Test01l Check if infra VLAN is received PASSED
[Info] Infra VLAN received is : 4093

Check 10 IS-IS Adj Info
Test01l check IS-IS adjacencies PASSED
[Info] IS-IS adjacencies found on interfaces:
[Info] ethl/54.30
[Info] ethl/51.31
[Info] ethl/53.32

Check 11 Reachability to APIC
Test01 Ping check to APIC FAILED
[Error] Ping to APIC IP 198.51.100.1 from 198.51.100.64 with MTU 1450 failed.

ROIEEER , RRATERTEENESRR — iMER BB BEERXREMEMERRFZ  BR
E R —ETERPSURF | EFISR T EMNARY . BHXARES LT XRBERESERE  MAEES
BERETHRESEEFRE.

R ERDS

Ao ERARBLCEBRRRE, BENEBREEERETRE , RAKLED BIFARF. KiRERE
Bia. EEs| BRI,



ERN TR

<tfroot>

spine-A#
show ver si on

Software
BIOS: version 05.53

kickstart: version 16.1(3f) [build 16.1(3f)]
system: version 16.1(3f) [build 16.1(3f)]

kickstart image file is: /bootflash/aci-n9000-dk9.16.1.3f-cs_64.bin <--- modular spine image

PE: version 6.1(3f)
system image file is: /bootflash/auto-s
Hardware

cisco N9K-SUP-A+ ("supervisor™)
Device name: spine-A

Last reset at 983000 usecs after Wed Mar 11 17:31:09 2026 JST

Reason: reset-requested-by-cli-command-reload

show module

BT S A RERE RS EER T E,

<tfroot>

spine-A#

show nodul e

Mod Ports Module-Type

1 32 32p 40/100G Ethernet Module
2 32 32p 40/100G Ethernet Module
3 36 36p 40/100G Ethernet Module
22 0 Fabric Module
23 Fabric Module

0
24 0 Fabric Module

26 0 Fabric Module

27 0 Supervisor Module
28 O Supervisor Module
29 0 System Controller
30 0 System Controller

Mod Online Diag Status
pass
pass
pass

w N =

N9K-X9732C-EX
N9K-X9732C-EX
N9K-X9736C-FX
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-C9504-FM-E
N9K-SUP-A+
N9K-SUP-A+
N9K-SC-A
N9K-SC-A

ok
active
standby
standby
active



22 pass

23 pass
24 pass
26 pass
27 pass
28 pass
29 pass
30 pass

HFENET  RIEF, EEEE, SESIZENAKZFREERE , DEHBEBER,

BMRT  RBEFERERKFERE. Supervisori[BE® RES ML MMIEEDHE.

BRIRE

<{froot>

spine-A#
show envi r onnent

Power Supply:

Supply Mode' Output Capacity Status
1 N9K-PAC-3000W-B 1031 W 3000 W ok

2 N9K-PAC-3000W-B ow 3000 W shut

3 N9K-PAC-3000W-B 992 W 3000 W ok

4 e N/A W ow Absent

Power Usage Summary:

Power Supply redundancy mode (operational) Non-Redundant(combined)
Total Power Output (actual draw) 1523 W

Total Power Available for additional modules 1793 W

Fan:

Fanl(sys_fanl) N9K-C9504-FAN Status: ok
Fan2(sys_fan2) N9K-C9504-FAN Status: ok
Fan3(sys_fan3) N9K-C9504-FAN Status: ok
Fan4(sys_fan4) N9K-C9504-FAN Status: ok
Fan5(sys_fan5) N9K-C9504-FAN Status: ok
Fan6(sys_fan6) N9K-C9504-FAN Status: ok

Temperature:

1 ATOM processor(1l) 32 normal
3 Homewood 1instance 2(3) 78 normal
22 LAC instance 1(2) 70 normal
27 x86 processor(4) 36 normal

i RRBEERETHRE G , BME—EPSUER , M% —EFAERERAbsentiRiE, EERITT
BREEE T /T ERBNET,



show diagnostic result module all

<tfroot>

spine-A#
show di agnostic result nodul e al

Current bootup diagnostic Tevel: bypass
Module 1: 32p 40/100G Ethernet Module

1) bios-mem--------——--——————————- >
9) mvl4p-eobc-snake-----------—---—- >
39) Tcfc-conn------—--————-————-———- >
43) tahoe-mem---------—--—————————- >

Module 22: Fabric Module

10) mv110p-snake------------------- >
42) fclc-conn-----=----—--——--cc- >
43) tahoe-mem-----------------—-——- >

Module 27: Supervisor Module (Active)

24) ssd-acc----------—--—--—-—————- >
32) nvram-cksum--------—---———————- >
35) eobc-mon-------—--———--———————- >

Module 30: System Controller
11) bcm28p-snake------------——-———- >
41) pcie-bus------------------——- >

EEELEEL KA SHEIEEREE. BURERRF, XINEFEANEESIZHEE—R
B EIBE

APICE# FE8 5

REXBMCLIERR  FEIIAPICAEH M EEDHEH RN E L HEH RAEB ., ERHEX
MUEER R, KA. REBEERCERNRREE,

B RAR AN

<#froot>

apic-A#
show versi on

RoTe Pod Node Name Version



controller 1 1 apic-A 6.1(3f)
controller 1 2 apic-B 6.1(3f)
controller 1 3 apic-C 6.1(3f)
Jeaf 1 101 Teaf-A n9000-16.1(3f)
spine 1 201 spine-A n9000-16.1(3f)

ERRRBAE/FZE , FEAU T TRIJESSRNRIRER < BIRE -k,

show faults leaf <node-id>

<#froot>

apic-A#

show faults | eaf 101

Code : FO532

Severity : critical

Lifecycle : raised

DN : topology/pod-1/node-101/sys/phys-[ethl/11]/phys/fault-F0532
Description : Port is down, reason being Link Not Connected(Connected),

used by EPG on node 101 with hostname leaf-A

Code : F1451

Severity : minor

Lifecycle : raised

DN : topology/pod-1/node-101/sys/ch/psuslot-1/psu/fault-F1451

Description : Power supply shutdown.

Code : F1699

Severity : warning

Lifecycle : raised

DN : topology/pod-1/node-101/sys/time/prov-198.51.100.10/status/fault-F1699
Description : NTP configuration on Leaf leaf-A is not synced to NTP server

twhFEEEA , RAT TS R=1E8 — HEPGHERANZEAER, PSURENBEESL,

show faults history leaf <node-id>

<#froot>

apic-A#

show faults history |leaf 101

ID : 8589940065
Description : Port is down, reason:Link Not Connected(Connected), used by:Fabric
Severity : minor

Code : F1394



Action : modification

Life Cycle : raised

ID : 8589940026

Description : TCA: dingress drop packets rate value 233 raised above threshold 200
Severity : warning

Code : F112128

Action : creation

ID : 8589939383

Description : BGP peer is not established, current state Idle
Severity : cleared

Code : F0299

Action : deletion

EAESLECHEMRE |, REDEERECIRENBRESHEDFH R,

B AR E BB MOQUERY

<tfroot>

apic-A#

noquery -c topSystem -f 'top. System name=="spi ne- A"’

# top.System

dn : topology/pod-1/node-201/sys
name : spine-A

role : spine

state : in-service

oobMgmtAddr : 198.51.100.201

version : n9000-16.1(3F)

2 F L Z5 5 AT R RD B R Y APIC AR 1R BR A48 IE 72 B P R BR A9 32 HA 4 R B T

TERBESEER

1.
2.
3.
4.
5.
6.

FER B L Tshow version ABRBACIHER ., WA, EEETHEMERER,

iE{Tshow module ABS B EHARRE, MREMFEEZE.

iE4Tshow environment A B EPSU. EEFMBREAREE,

iE{Tshow diagnostic result module all A5 & B BR AV B0 B

ERERRKE - | E{Tshow discoveryissues A BR 75 122 ) 23 1) 5 R 14 R 32 #5248 fE B2 B 4 o
EAPIC L |, ;E{Tshow faults leaf <node-id>Zishow faults spine <node-id> , LA{E %% & B Ed
SEEV PR E R AH B

REEBRERCE , ETEBERERNBENTS , Hlfshow lidp neighbors, show ip

route vrf all, show ip ospf neighbor vrf all, show interface ethx/y trunk=Zshow vpc brief,



ERAR

=6 THREREERBOTERHBERE

51 %&:show environment=show discoveryissuesii & PSU K A BB AR RE,

BERE  ZHEERED | BPSUARREEE B EMBRETRENEITLE,
BARE : ZFFZEREMIFETERIFES , —EPSUBBERER.

FERA R SEHRAEREE , BRIPEDPSURRS TERE X ERFTEE T T,
=0 REEERS , BENHEZBEBAPICAEMERE

&% :show discoveryissuesi§ Ei BB~ AR RIS , {EAPIC pingf & X B,

RERE  BEETENERRETEMSG , SBAERERANEEAPICHEE,
BRIERE | BFRETRMMNIS-ISEEE, RARVLANERE M BAPICIHHE,

BARE : BIHATUEARHNESTHREREREAMA |, BRDARZRG [ EE R T
L 1o & LT

fERF R . ERAAPICHERBENBEEER EXRFHYEREERTHE, BEMBERKKAN

o

Trik iR
SR BT —E RS R L5

« EBEETER  NEE A2 ERE X,

- EEFANPSU, BBIERSAERBFNIRZRERE,

- show discoveryissues7t 5 FER B B RIS BAPIC A 55 B M T SR BE T SHKFE,

- APICHER Lo BmREHRNRIIERE, FB2E. BFDXBGPHE , B FHBHNINIR
A,



N o EAERERENEEERSTREGAIRERE  NEFRA. BFRBEURER
EMHEBRRE.

MHEAE

1 —

o ACIXHusE a3 IR W PE PERR — ) 48 RIAAE FEES &

o ACIRH B3 IR IS HERR — BT

- BRIAPICHE, EHNMRFEHE EEIERE

o HERR#BHFACIFBE R REF0467#FE : invalid-vlan , invalid-path . encap-already-in-use

. BEBRANS
N 4=
* oh W 2



https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218031-troubleshoot-aci-fabric-discovery-init.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218031-troubleshoot-aci-fabric-discovery-init.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218036-troubleshoot-aci-fabric-discovery-devi.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218036-troubleshoot-aci-fabric-discovery-devi.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_01.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/zh_tw/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/l4-l7-configuration/cisco-apic-layer-4-to-layer-7-services-deployment-guide-61x/configuring-l4-l7-route-peering-61x.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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