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BERRA : EPG ( A AREFEERSPAN )

B REPG:EX B Rk im i F/AP/EPG

B AV IP: B R RAYIP

RIP . ETJAREMIP, MREAFTE , REHNEZRIDARRERN, a0, prefix:node-
101 E#9192.168.254.0/24 => src IP 192.168.254.101

RIDFARRERT, TAREERSPANEERKERER B H I !

Frame 1295 114 bytes on wire (912 bits}, 114 bytes captured (912 bits) on interface \Device\NPF_{487CCA2E-2D84-: A
Ethernet » Src: Cisco f8:19:ff (@@:22:bd:f8:19:Ff), Dst: VMware b7:809:69 (88:58:56:b7:09:69)
Internet Protocol Version 4, Src: 192.168.254.181, Dst: 192.168.254.1
% G@eneric Routing Encapsulation (ERSPAN)
Flags and Versicn: @x1@88
Protocol Type: ERSPAN (8x88be)
Sequence Number: 387
% Encapsulated Remote Switch Packet ANalysis Type II

BBEL ..vh vaae e = Version: Type II (1)
. B@81 1888 1818 = Vlan: 394
< = C05: 5
B = Encap: Originally 882.1Q encapsulated (2)
@ = Truncated: Mot truncated (B-j
...... 2@ @apa 888l = SpanID: 1
BBE0 BEEE BEBE .... .... ...s sees wees = Reserved: @

............ @BEE 9EEE BEEE 8188 8118 = Index: 78
“ TEEE 882.3 Ethernet
£
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System Tenants Fabr sorking Admin Operations  Integrations
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SPAN Source Groups

[B5: 2 3 3F B ERSPANRAH HY B 18

EHELTENR :

sl APIC (Fab-2)

System Tenants a - Virtual Networking Admin Ooperations ADDS
.i reate SPAN Source Group
Name: | SRC_GRP1

Description

.
Admin State: [ Disabled

Filbar Group:

Dastination Growg: DST_EPG

Create Sources

| skes Both

[B16:3% & FHNERSPAN IR B4

= MamE Derscription Destination Labal

Wame Direction Source EPG

SHUNCES

Intearations

- QOO0

0 & %
Admin Stale Session Mode

ac

el

BOL

pe

[
Source Paths
Pod-1/Node-101/ethi



Hep:

Admin State: Enabled

B : BELEMWEFEDST_EPG)

« ER—EF , EH— TSR (+) AR ED —ESPANIR,
o BRiE AT 5] AR 3 sPaN source(SRC1):

ic Create SPAN Source (]

A SPANM Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Mame; SRCY

Description:
: ' T
Diraction: Bath Incoming Dutgaing J

Filter Group:

Span Drop Packets: |—|

Add Source Access Paths

Source Access Path

Cancel Submit

[B7:5% € FHERSPANIRR
He
Direction: J AFELA T BIEHEITIEE . BA, BHHE @
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Create SPAN Source

A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned

Associate Source to Path

Path Type: Direct Port Channel Virtual Port Channel VEC Component PC

Mede: SITEZ-L101 (Node-101)

Fath: |athl/

Cancel Subrnit
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Create SPAN Destination Group =
Mame: QST _GHRE

Dascription

Destination Type: [ EPG Access Inerface
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il APIC (Fab-2) a

System Tenants ' Virtual Metworking Admin Operations ADos Intearations
f-.;...c..’ SPAN Source Group [~} I

Name: | SRC_GRP

Description
Adimin State: \ Disabied m oL
vpe
Filter Group:
Destination Group: DST_EPG i}

Create Sources
—_—t
Marme Direction Source EPG Source Paths
] SRET Baoth Pod-1/Node-101/ethif

Cancel

[B13: 28 31 AN B TF RS PAN SRR B 4

Hep .

Admin State: Enabled

BEE  BELATEIHNBZHDST_EPG)

o ERE—EH , BT INSRRE(+)AFHEED —ESPANIR,
o BRiE AT 5] A 3 sPaN source(SRC1):



sc Create SPAN Source (%]

A S5PAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
to it, it will receive a filter group from its source group (if it exists).

Namea: | SRC

Description:

-~
Direction ncoming | Outgoing /I

Fitter Group

Span Drop Packets: []

-
T','pe.m EPG | Routed Outside _,J'

Add Source Access Paths

Source Access Path

Cancel Submit
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« Create SPAN Source >
A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path D

Path Type: Direct Part Channel Virtual Port Channe VPC Component PC

MNode:  SITEZ-L107 {Node-101)

Path: ethif

D ©

Cancel Submit
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51 Create SPAN Source Group [}

Mame: SRC_GRP
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Admin State; [ Disabled
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Destination Group: DST_GRP [ﬂ
Create Sources

Mama Direction Source EPG
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Admin State: Enabled
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51 Create SPAN Source Group (]
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i Create SPAN Destination Group [}

Description:

Destination EPG: | SPAN @ SPAM SEAN

I'.'-
SPAM Version: [ Version 1 m

Enforce SPAM Versian: []
Dostination I | 192.168.254.1
Source IP/Prefix: [192.168 254 0524
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TL: &4
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i Create SPAN Source Group (%]

Marme: | SCR_GRP

Description;

-
Admin State; [ Disabled
.,

Desiination Group: | DST_GRP i}
Create Sources
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Mame Direction Source Paths Source Modes
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Hep .
Admin State: Enabled
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Description;
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B

Add Source Fabric Paths
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Ty,
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I
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SR SPAN Source Group - SRE_GRP
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B35 EGUIR BB S

« #ZCLI APICH :

BUNERIRAE P E BV PR B SPAN/ERE

show monitor summary

BERARBRERE , BUTUATERE

show monitor access session all
show monitor tenant session all

show monitor fabric session all

o HECLIZRIER BT -

show monitor session all

gl

SITE2-L101# show monitor session all
session 11

name : SRC_GRP1

description : Span session 11
type : erspan

scale-mode : filter

version : 2

oper version : 2

state : up (active)

erspan-id : 1

granularity :

Sassion 1D

Acministrateng State

Oparationad State

=D



vrf-name : SPAN:SPAN

acl-name :

ip-ttl : 64

ip-dscp : ip-dscp not specified
destination-ip : 192.168.254.1/32
origin-ip : 192.168.254.101/24. >>>> node ID 101
mode : access

Filter Group : None

source intf :

rx : [Ethl/1]

tx : [Ethl/1]

both : [Ethl/1]

source VLANs :

rx :

tx :

both :

filter VLANs : filter not specified
filter L30uts : filter not specified

LEHEBRERESEBAEERE , UERIERE, BHZEBEMNKFENE ( RFExHtxH
, directionEBREEME )
EEFRRUEERSIER , BRREPERspan2FEID , ARETUTHT :

g4 -

SITE2-L101# show system internal span-mgr session 11

SSN id 11 name "infra_SRC_GRP1_DST_GRP_DST_GRP" ptr 0x562a21a24b70 Admin UP nSrcsUP 1 Dst ERSPAN UP
Scale mode FILTER
vrfName SPAN:SPAN vnid 2752515 SrcIP 192.168.254.101/24 DstIP 192.168.254.1/32 flowId 1 ttl 64
vrf_id 5 table_id Ox5 vrf_vnid 2752515 (0x2a0003) slot 0 urib_nh_reg 1 epm_registered 1
Spine Proxy NH: RESOLVED nh_is_fabric 1 nh_dtep_ip 0xa00e042 nh_flag 1 nh_if_idx 0x1a031009 nh
Local NH: NOT Resolved ep_valid 0 ep_mac 00:00:00:00:00:00 ep_vlian 0 ep_if_idx 0x0
ep_flags 0 ep_tun_if_idx Ox0 ep_nh_mac 00:00:00:00:00:00 ep_nh_dtep_ip 0x0 ep_nh_ifid
COOP NH: NOT Resolved coop_valid O coop_tep_ip 0x0
Span Offset 255
Filter Group ID: O
(src-name, flt-grp-id) associations:
Src name: "SRC" Filter Group ID: O
SRC: id 17 ptr 0x562a21a22170 ssn_id 11 mode Access type Port dir ING-EGR vlan 0 if_idx
vlan_type INVALID hw_vlan O hw_vlan_up DOWN if_up UP is_fex 0 is_pc 0 slot -1 pc_mb
Per SSN Summary: SSN 11 n_srcs_per_ssn 1 srcs UP 1

Summary: nSSNs: 1 nSSNs UP: 1 nSrcs 1 nSrcs UP 1

WA FEENERSPANE £



ERSPANRZS ( BBl )

ERSPANHEERNER T , HEBXEERE Wi, GREARILHE, GREZE LERSPANKE
# it E 2 Bl S 0x88be.

fInternet Engineering Task Force(IETF)X#EH , ERSPANR A4 1R Htype i F Zversion,
BE=ERFIMERSPAN, —, —f=, WRFCERPIEE TERSPANEE, k4t , LkGRE

REC1701t8 B B A R R S BERSPANZEL B,
LTREERFINEREKR -

ERSPAN Type | ( EBroadcom Trident 2 )

Ethernet IP GRE Ethernet P

Payload
header header header header header y
4-;'-,-:.=.~<-=:':z"-‘.-=r=,--r'-'.c--:'."%-'.u-.-.-'.-'-.:'
s ek T T e e e s et L T e e e e e aat T O L
lajolaic 000000000 |00000] Protocol Type (0xBBbe=ERSPAN) |

GRE HEADER : O0x0000 &8be

[E36:ERSPANR AN IFY GREAR R

ERM—@RH , wiresharkBRUTIHERR -

Frame 1: 186 bytes on wire [B48 bits), 186 bytes captured (842 bits) om interface \Device\WPF_{4870C42E~ 20844078
Ethernet II, Sre: Cisco fS:19:0F (00:22:bd:f8:19:01), Dst: Vieare B7:09:60 (00:50:56:07:89:69)
Internet Protocel Version 4, Sre: 192, 165,294,100, Dst: 192, 168.254.1

[' Generlic Routing Encapsulation [ERSPAN] ]

Flags amd Versios: Socbbea
Protocol Type: ERSPAN (@xSBbe)
Encapiulated Remcte Switch Packet AMalyiis Type I
Ethernet II, Srci Cisco_foid8red (ZBiaciSerfcidoced), Dst: PVST+ (@1rB@i8cicciccicd)
BOZ.1¢ virtual LAM, PRI: 5, DEI: @, ID: 362
Legical:=Link Contral
Spanning Tree Protocol

B37:wireshark 7 #Y i < Bk 5%


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

AT EAGRERE LN FIHAL. EEEZEFEAERSPANARE ( (1R 2ERSPANEBIFIN |, &
ERSPANZBE X EZHGREAZH ) . Broadcom Trident 2{& X% B ttERSPANE BI1,

ERSPANE BRI
header header header header header header ayen

[E38:ERSPANR A IH) GREAR 58

Wireshark =4l % :

Frame 129: 114 bytes on wire (912 bits), 114 bytes captured (312 bits) om interface \Device\WPF_{487CC42E-2084-4
Ethernet II; Srci Cisco_fBil%:ff (@d:i2ibd:fB:19:FF), Dst: Veare_b7:09:69 (80:50:56:b7:89:49)
Internet Pretocol Version 4, Sre: 102.168,354.101, Dst: 192.168.154.1

* Generic Routing Encapsulation (ERSFAN)

Pretocol Type: ERSPAN (0:xBEbe)

[v Encopsulated Remote Switch Packet AMalysis Type II ]
BOL . vn sess saas = Werslonr Type II (1)

vo OO 1RNMY 1910 = Wlan: 594

o T T T = 005 %

cael B sans saas = Encap: Originally 892.10 encapsulsted (2)
ven s@en rmere reae = Trancated: Mot truncated (0)

-sss -.B@ PODD B231 = SpaniD: 1

D000 000 B ... a.as sus waan ® Aegerved: @

............ DOBE D00 00D 0100 2118 = Imdex: T8
~ IEEE B82.3 Ethernet

B39:wireshark 7 B9 ik 2= B 2%

WMRFSIRALRASKA , R4 ERERSPANE NI, ERSPANSREE LAY MRA MR 28
BIERSPANE R, F£ACIH , B2026F4A30B&E , A E& AN,

ERSPANZ! B F1ACI SPANE! 5



EEIRRENEREHE L, S{EACI SPAN ( X#fijEM, A, HF ) ESEHX LN TE&HH

E1T,

- ZHISPANMIFEFSPANR R E F #Broadcom& F (T2:Trident2) LR #EHY
. RIIEFESPANTELeaf EBINS(NorthStar) & B 5 Spine L EIALP(Alpine) & & L& 1T

Rt , M Broadcom& v IR

- 7FEXSPANFIE S SPAN{E FHERSPANE! 5|
S—FMH , NSFMALP® X EIE, P

o RHFEFESPANSEFAERSPANEAIIN

EE-RBESMARETR L , FTAACI SPANTERREFAERSPAN Type I,

MR EFEHIEF SPANKISPANSRRAEZE 1A ME2R B R LI HRIR , ERSPANB Yt EUREI 3R
BERHHWERSPANE BRI E, B2 , Wireshark— X REEMRIBH H —EERSPANRE B, FER
BT , AEHERSPANEGIIETHFIE. WMRBAERSPAN Type IKVFETS , Wireshark T & f#15%
ERSPAN Type ll, {2 R&EBBINAIEWireshark L FEISERSPAN Type INE 5 -

EERRUEBE , B IESPAN B /Y i #H4E £ 3 EERSPANE ;I



SPAN Destination Group - DST_GRP

Properties
Mame; DST_GRP

Description:

Destination EPG: uniftn-SPANfap-3PANfepg-SPAN
|'/.

SPAN Version: |
N,

[ Enforce SPAM Version: ||

Destination IP: |1

Source IPfPrefix: 19216
Flow ID: |1 #
TTL: |64
MTL: 1518

DSCP: | Unspecified

BE40: A EHESPANRR AN #Y 12 18

. SPANKRA ( BRANIERARAZ ) : hEREIEERSPANE B

 BAFIEASPANIRA ( BEFHARESF )  EREMNRRREBIER T X ERENERSPANE
Bl , SPANTERFEER R BB A KM,

FERIBERT , SPANMRABIRA2 , B #ITSPANMRA R AR, ERRMRRFEHEREZE
ERSPANEBIINE —RBEHRAE , cRFEEEEEFIINERSPAN, MEREHHEFAZE
ERSPANZ BN EE14X ( SHRIEFESPANERSY ) |, BIE2EEREB , RARAE "REIEIT
SPANRRZAS; . EItt , ERSPANE #Y 3t U R;E & B B ERSPAN,

TRAPEINMEFSPANNBEESE.

SPANRR [REHI#1T
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A2 KRB fE R ERNE

A2 |EmE R ERNE
fRA1 | RiEAH E R A B ER A B
A1 |EmE £ A5 E A5

ZNe] R B VXLANAR B

iIVXLANAZSE (& A B By i E 431848879, E It , IR B EWireshark EASUDP B By th B ARIBER E 5
VxLAN , BT LA $iVXLANAE48879 LA B VXLANE TR TS,

1. FERREBBIVXLANEEE B E,
2. BI{¥ o Edit > Preferences > Protocols > VXLAN
3. 1EIEHRA887IM 5 BT I E AR IR B #8255 -

4. REApplyo



Ml Wireshark - Preferences - O X
[ SER A
USBLL

UserLog VLA UDP portis) |4789,8472,48879
vCDu
VICP
Vines FRP
VITA 49
VLAMN
VMC

VPR3

VPe
VERP
VSIP

V55 Monitori =
VELAN !
VLA (GPE) |
WASSP
WERXML
WCCP [} ;
WebSocket .
WHOQ J
WHOIS

Wi-Fi DPP
Wibdax (wrnx
WikdAX ASM
WikAAXY MAL »
< >

Virtual eXtensible Local Area Network
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