U3
- 3

\
/

EACIH B B R4k B HEITHED R

&

RERNMENAEINMUAEARR ST ONERRBAC)HRE, RERMCHE (RKBF ) UKk
WHETRHEHE, THETBENEETFER. CRERARARKERRERFZRAPIC)EEHR
(MO)ERWRARATERTE , LIRS BAPICERHBRNREN T BT IMBNEBCBIEIR TER.

B #

ACIRIEBRF T HERIREES), B2 I Cisco NX-OS®EE TG , ACIAE ogging server B F B 321
RECLITS. FIERZAFEEHN R EBAPICEKEESERA , APICE B BRI H X B FERRIE
PEET S,

BR824t
ACIFHsyslogFRHBUTEEHRER -

- Syslog Destination Group(sysiogcroup) — Fi B Rk Bt B EMERBER. TEHIEERERN
( ACIEINX-OSK ) MEEEEE, cUlEEs —ElZERKBE. NibERBEENEH
EBE,
« Syslog Profile(sysogrrof) — 1R HI#A R E IR AR REFN E &t E (UDP, TCP=SSL ) WEFEMNF
o
« Syslog Remote Destination(sysiogRemoteDest) — =/~ — = ifisyslogfal IRESHY B =Z=AE M F4k. =
FAREERRSNARSFIPRERE, B, REMIBES. RRBFRENEERIRAE
(EPG),
« Syslog Local File(sysogrile) — 2 F B R K A EEEASERBREETH LN A HERNEE
,%E/varll og/external/mesmgesﬁ"] f :"ﬁ& o
* SyslogiR(sysogsic) — M MNEIEEIRERE . I HIEE ML HSRE (( FET. B4, HE, 5
) MREBREY , LURIEBEIFIE M B 248 M sysogrsDestGroupiE i o

i B S IRIE AR B

ACHEA M EBE Rt siE |, RHIMLHRMBRERRKARHESR -

« 18 A BE 42 3R & monCommonpol (uni/fabric/moncommon,) — BB R EMHEE, EARIBEWREMSHH
EXREEERR TN RMEMPNAEHE ( REMNIBINE ) NrEEH =



(APIC), WEFTEXRHIEME, SHEFMBESBIREE. LR Fabric > Fabric Policies > Policies >
Monitoring > Common Policy,

* 3455@5@Bﬁ%?@%mﬁmonlnfraPoI(uni/infra/moninfr&default,) — RPEEEHE, AXRERRERERR
MBF  MEMEE, F, #BETHNMEBER. LR Fabric > Fabric Policies > Policies >
Monitoring > Default.

o A8 BS 45 3R BE (monFabricPol , )uniffabricimonfab-default — A ( EFEZEHE ) EIE., AEQEANTHE
BEMBFE  BEAR, JREERERSR[FEX)RENER#R(VM)ZHIBRSEH, LR Fabric >
Access Policies > Policies > Monitoring Policies > default,

° *ﬂﬁ Eﬁ?’gﬁmﬁmonEPGPol(uni/tn-common/monepg-default,) — *H.F%ﬁo %*ﬂﬁgﬁgqgﬂiﬁi%ﬁ H E':\E\

IR (EPG), FEAEBEERMAERIE. E[Tenant] > Monitoring Policies > default#) & {EFH
FT#3,

N i EAEEEREAROSEENRERY RATENEEAZBEMCREEOEE
E YEBHHBINAAHN, RNEENPHEERRBAIUEES "AHRK, 2ANEAR
G, AEERMBIEFREHRERGEE , B UERAHER , KRR BFREEEFAE
O

R BAFEHEBK

BEERIETE Baci (TR ) B , ACIRH AN EEBERFC 316415

TIMESTAMP SOURCE %FACILITY-SEVERITY-MNEMONIC: Message-text

SIRER

Apr 10 08:25:33 apicl %LOG_LOCALO-3-SYSTEM_MSG [F0022][soaking][inoperable][major][topology/pod-
1/node-1/.../fault-F0022] LDAP Provider unreachable

HEENBRIZEHRNACIHERT, LhBHMMREDBIN , soxing, reaning, cdered), BREMF
Ao $#EFDN) |, £HE 8N A RER,

RE=EHRENRE

- aci ( 5% ) — RFC 3164HEAKRN . BRARKZEIE.
 nxos - NX-OSER#EX. MRRAKAFTFEAZTENX-OSKERWEE , FEALTBS.
- EA AFEAPIC 5.2(8)REBMA) — AFERFC 5424091&x , EE SEF R NEREEE

o



BREMEH R

REARBREMEMUR —ER (ZBE ) F7 ( ZBRE ) NEEARF, TRETSTREAREEN
WBIEEACI/BIFREFMB(TU)BREMMTE 2 BV HR

R BEBRE M| ACIITURR B! B
0— 83 — RBEA A H
— EW BE FEEVHRETE
2 — A& FE [ ST R A
3 —#RR B SRR IR
—BS BG BoiRAF
5 — @A THE/EBERIEEBEENER
6 — & — EEAMER
7 — A& — EREEH
= LopE

ACIXE=RRiR KK A HEHHE

- UDP ( 7E5% ) — EFIBAPICIRAHATAH. BENRERE,

« TCP — f#APIC 5.2(3)iR R ERTIR AR MK, BB M ERN SR v N B,

» SSL — #EAPIC 5.2(4) xR BRI A2 fit. EATLSRA MBS, SEACIEIR ( APICTHX
i ) TETLSE Pin , WEEIRFKAFRRSENLEER, HEKARSBIEFS LED
APIC , Hbiit AAdmin > AAA > Security > Public Key Management > Certificate Authorities,

N fiE BRI EERE T SSLER L BAPICKREAT S ESSLIIRA | M e B ik
EARUDP, FERRH B 5EAMREth A IEZUDPEE B EIR.

Labs
4R RE

UTZRRnEIRE EACIRE AR, TRAELER , SMERAPICEHIRE AR REM E 8RR
RR#EHFER,

SR 1 BEURKAREFE
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System  Tenants Fabric Virtual Networking LGOI Operations  Integrations

AAK dulers | Firmware | External DataCollectors | Config Rollbacks | Import/Export

e 1 @O Syslog Monitoring Destination Group - syslog_dst_grp O

Palicy Operational Faults History

O 2 K-
Property

Mame: syslog_dst_grp

Description: optional

Lacal File Destination

Admin State: enabled

Severity: information

Console Destination
Admin State: enabled

Severity: alerts

BEREEERRAFEENEEMENSEN, FABRUME  RAERBIRIEENRKBFR
SRAELI ML,

7 2Admin > External Data Collectors > Monitoring Destinations > Syslog, #&— TG #
Syslog , A% i##ECreate Syslog Monitoring Destination Group,

HEBENE R (HEREER ) LEEUTAR :

s B — WM AM |, Wsysdog-Dest-Groupo

- Format -(if85% , RFC 31644 %)nxosEo

- EEHRAE — enabledo

) $t&ﬁ$ﬁ%%£ﬂﬂﬁﬁgmabled_ ( ;E% ) o Egﬂ%fﬁ,ggKEUﬁlvar/Iog/externaI/mwg&dT&?ﬁ‘g%ﬁ
PEETRS L, I B ENEIRIGRARSREETME , WHEEHR AR EHSREEREE,

* Zlﬁimfé?;% =] %ﬁzﬁ — informationo

- BHEREEER Bl — ( BEBAREERE )

# "Nexts (T—% ). BEE=-HEL , #&—TCreate Remote Destinations[E1F * #+ A FT 1= H R
%t B3R RER.

SR 23R R B AR



System  Tenants Fabric Virtual Networking LGOI Operations  Integrations

ulers | Firmware | External Data Collectors | Config Rollbacks |  Impory/Export

Policy Faults Histary

f£Create Syslog Remote Destination¥17& /5 i FP it B 1= ik Rt A 5 R AR ST -

- ¥ — XK BFRARENIPHU, FRIPHUTMIEEMHE, NREAETHE  KLARRER
FINOOB)EENE I LA REE B RFE(DNS) AR, EMREFEHIBEERRFEAFEER
, REEEIB % REAREH B BV DNS Al B 25 1 sE £ AR AT

o BEIEAREE — enabledo

« B E M —information ( #E ) ° E%ﬁﬁﬂﬁtﬁiﬁﬁﬁﬁﬂﬁ%ﬁﬁgE‘i{&ﬁi’&o

 Port-514 ( 7EE% ) -

o EXHE - loca7 (FEHEX ) o BHBREAHELMAKBFMARFEEAZZI BB BEMTE,

« Transport -(udpTEER). FA Mol 58 &8 (FF EAPIC 5.2(3) 20 F /& M AN) 2 n 2 & & (F EAPIC
5.2(4) S ESMAUR LEFIAPICHE S <),

- BEEPGC — BEETNFRARAEEFARINVEEEPG, HHROOBER : uni/tn-mgmt/mgmtp-default/oob-
defailt HAFAER , FEEEENTREPG, KRN TREAZE,

B—T TOKy , A% TFinish, .

N o A EEREEFLIE B0 EE. SEEETNETENBESEE. RIER
BwineE,

SRR IERPEMMELRE T ELRKEBFIR



System  Tenants Fabric Virtual Networking Admin Operations Integrations

nventory | Fabric Policies | A

Policies

Callhome/Smart Callhome/SNMP/Syslog/TACACS Q
Monitofi -
ﬁl‘g;::lg AL s Sl-]rl;::: I{\ Callhome Smart Callhome SNMP / O
+
- Name Include Min Severity Destination Group
Audit logs
syslog Events warnings syslog_dest_grp

Faults

LSRG B RIRE B R D BB R B — RERE, £, #ETHNESER. E£RS
ERBERNEZEFEEAERERE (LR ) ETHR.

EfnF|Fabric > Fabric Policies > Policies > Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/TACACS.

EABHEP , #Source TypesE ASyslog, E—T+LEIRFKHFR :

s B — WMIRMAM , Wsysog-Source-Fabrico

o H/PEREME—information ( BERARTEEE ) o

* Include — B Eaudit, eventsFfaults, ( AIE ) AE AT EESHHi¥session.
BEE —BEESRIHEBUNBEHE,

E_-F rSmeitJ )

TRABEBAERRR (RREENRKAT )



System Tenants Fabric Virtual Networking Admin Operations Integrations

Inventory | Fabric Policies

Policies

Callhome/Smart Callhome/SNMP/Syslog/TACACS 0
Callhome Smart Callhome SHNMP Syslog TACACS Faults History
¢ 2 W
~ Name Include Min Severity Destination Group
Audit logs
syslog Events warnings syslog_dest_grp

Faults

BREEAREEARMEENREAFESEE , AR EEHEE 8D IREE T VAT
RERNEHER, WPRERBERRBAFRERE BRA,

B B|Fabric > Fabric Policies > Policies > Monitoring > Common Policy. ESyslogZ4 T , &%
HsyslogRERZ TR 1P EVHN B EE,

NHE ﬂl%%ﬁsyslog)‘ﬁﬁﬁﬁ DNsys ogRs‘a\/stemDeﬂGroupJ: BY uni/fabri c¢/moncommon/systemslsrc/rssystemDestGroupMO o

SR SHEDBERRE T EIURE B R



System Tenants Fabric Virtual Networking Admin Operations Integrations

Access Policies

Callhome/Smart Callhome/SNMP/Syslog 0
Maonitoring It Source ¢ X . MkiD
Object: " / Type: \_Callhome Smart Callhome SNMP O
~ Mame Include Min Sewerity Destination Group
Audit logs
syslog Evenls Warnings syslog_dest_grp
Faults

= Fault Lifec:
= F

S REEFEHRDBEEBNRF AT — HRHE, XPEEBERRF(FEX)RENERMEER(VM)EZ
HEREH. EEABERBERNEHHERER KK (SB) ETHR.

E i FFabric > Access Policies > Policies > Monitoring Policies > default >
Callhome/SNMP/Syslog.

#&Source TypesX EASyslog. &—T T+, , AREBERIRIMERMERTE :

« &% — 53N sysog-Source-Accesso

o &/DEBREM — informationo

* Include — B ZEaudit, eventsFfaults,
BERE — EEHEN B FEE,

#®—T "Submity »

56 (MR )  AESNACLAFRENRKBFEHE R



System  Tenants Fabric Virtual Networking Admin Operations Integrations

Policies

System Messages Policy - default 0
(C» Quick Star

Properties

aces

Facility Severi ty

MRBEESHACL permitzideny packet I0gS(ACLLOG_PKTLOG_PERMIT / ACLLOG_PKTLOG_DENY )#8 /R 1E

EiRRFEEFARRP , ARKEFERTEBRRLAREREAMLRE,

EfnFlFabric > Fabric Policies > Policies > Monitoring > Common Policy > Syslog Message
Policies > default, EFXEBREFFEF |, EEsyslogikhte , WAEHMin Severityi% i Binformation, i5
=DN H’}] syslogFacilityFi IterMOfH_’,uni/fabrlclmoncommon/wsmsgp/ff-wsl ogt\t °

0 Mt . EEMFANACLAHNERE AFIERHERKEAFARESE , L EREEEBERE . (HR
%F HEERminSev4 EREM,(2)EH B EREMH SV EAREN,(3) R B H R KBEsyslogsk
BEEEMINSevA BAAEN,(4) ML EESHBREFHRE LR ALogiET. BRMEME =BRM4E
,ACLAGHERERERLM (TERBEAPIC) , AAECMHEAHRERERBRE LN
/var/log/external/messages®H . SHACLER T HFEEZ CoPPHIFRE : deny logsTERR A
500 packets per second(pps),permit logs7a &% £300 pps per leaf,

Some AR EEEESOTHEERMERALogET , EXERSEERAMELRY, EEN
At ERANEFERTEEMN,

g

X IE

f

EHREMREFECIRELE. RORFAFEENEERBEARRAREEHR , MT2MEH
GOy (i



EEEEENEERESR

TEAPICmoquery -c syslogGroup LIBIT AR B BEFEELREEL B M -

<tfroot>

apicl#
moquery -c sysl ogG oup

Total Objects shown: 1

# syslog.Group

name : Syslog-Dest-Group

dn : uni/fabric/sTgroup-Syslog-Dest-Group

format 1 aci <--- aci or nxos

includeMilliSeconds : yes

includeTimeZone : yes

remoteDestCount 1 <--- must be >1; 0 means no remote dest added

REER LXT%%E@%EEE%%(@%&BUFéiiﬂﬁ%moquery -c syslogProf):

<ffroot>

apicl#
nmoquery -c¢ sysl ogProf

Total Objects shown: 1

# syslog.Prof

dn : uni/fabric/sTgroup-Syslog-Dest-Group/prof

adminState : enabled <--- must be enabled; disabled stops ALL forwarding for this group
transport : udp

port : 514

FREHHEEEREEANEMNERE ,

W
o
|

<ttroot>

apicl#

noquery -c¢ syslogProf -x 'query-target-filter=eq(sysl ogProf.adni nState,"disabl ed")

ENERR REREREREERENT , BRERTIEEREMARKEBFRE,



BRIEwE i

Eﬂ'moquery -C wslogRemoteDesth{gﬁ%§1. Rin Al RS ECE

<tfroot>

apicl#
noquery -c¢ sysl ogRenot eDest

Total Objects shown: 1

# syslog.RemoteDest

host : 10.1.1.100

dn : uni/fabric/s1group—Sys1og—Dest—Group/rdst—lO.1.1.100

adminState : enabled <--- must be enabled

epgDn : uni/tn-mgmt/mgmtp-default/oob-default <--- must not be empty
forwardingFacility : local7?

operState : unknown <--- normal; ACI does not probe syslog servers
port : 514

protocol : udp

severity : information <--- lower values = less restrictive

FEHIEEUAT=EBM :

« adminState: — & Renabledfy , F1R 2L ,,\Uﬁtﬁm‘**”‘ﬂﬁﬁﬁﬁﬂ'ﬁ”& BEMAAR.

« epgDN: FEERZE, ERTepnRIPIEERHMERBENEAEEXRKAFRE , AHEIEHEE
BB AT AE fE,

. operState: RH . ZERATEHE , Y FTRTFEBE. ACIFTEEXBRARFKAFRREFN T
E,

B R B SR

1B Tmoguery -c sydogS cATERRIR FER EFEH EE IR RBE T -

<tfroot>

apicl#
noquery -c¢ syslogSrc

Total Objects shown: 2

# syslog.Src

dn : uni/infra/moninfra-default/slsrc-Syslog-Source-Fabric <--- fabric monitoring policy (fa
minSev : information <--- must match or be Tower than remote dest severity

incl : audit,events,faults



# syslog.Src

dn : uni/fabric/monfab-default/slsrc-Syslog-Source-Access <--- access monitoring policy (ac
minSev : information
incl : audit,events,faults

HEEAEBNERRE TFER

* —FEE"Juni/fabric/moncommon)ﬁ — EFHEEE?%H% , FEHQE§¥1ﬁ@ﬁﬁi%ﬁﬁﬁﬁﬁ%*ﬂﬁﬁﬁ%ﬁgﬂg
REERE

° —FEI‘J/JF?\ — uni/infra/moninfra-defaultﬁ_zﬁiﬁllﬁéﬁﬁ}?:%mﬁ ) Fﬁﬁéﬁﬂ%ﬁgﬁﬁ‘&ﬁ'& ( ﬁﬁ%ﬁﬁﬁiﬁ\ "5\ ﬁg
) o

A source under uni/fabric/monfab-default- the Access Monitoring Policy for access-level
objects(access ports , FEX , VM controllers),

WA, BERSEELGEAERERRMsysloghk :

<tfroot>

apicl#
noquery -d uni/fabric/noncomon/ systensl src/rssystenDest G oup

Total Objects shown: 1
# syslog.RsSystemDestGroup

dn : uni/fabric/moncommon/systemslsrc/rssystemDestGroup
tDn : uni/fabric/sTgroup-Syslog-Dest-Group <--- must point to your dest group

MRFEMEACLRCS , FEAN TR TERERMR B FEE KK T EIBIREREEmouery

uni/fabric/moncommon/sysmsgp/ff-wslogﬁ .

<#root>

apicl#
noquery -d uni/fabric/nmncomon/sysnsgp/ ff-syslog

Total Objects shown: 1

# syslog.FacilityFilter

facility : syslog

dn : uni/fabric/moncommon/sysmsgp/ff-syslog

minSev : information <--- must be information for ACL logs; default is warnings



ERRE Ay B E SR

B9 7R b 48 FRvar/loglexternalimessages T2 TE s 32t B ftoR E IETE R B FAE RN REE SN
, BNfE LA R IR RS th R Mk, FEAPICRIRERRM ERET .

<tfroot>

apicl#
cat /var/log/external /messages | tail -20

Apr 10 08:25:33 apicl %LOG_LOCALO-3-SYSTEM_MSG [F0022][soaking][inoperable][major][topology/pod-1/node-
Apr 10 08:30:02 apicl %LOG_LOCALO-6-SYSTEM_MSG [F0022][retaining][inoperable][cleared] [topology/pod-1/n

<#froot>

Teafl#
cat /var/log/external /messages | tail -20

Apr 10 09:47:14 Teafl %LOG_LOCALO-6-SYSTEM_MSG [E4208077] [oper-state-change][info][sys/ipv4/inst/dom-Pr
Apr 10 09:51:15 Teafl %LOG_LOCALO-6-SYSTEM_MSG [login,session][info][subj-[uni/userext/remoteuser-admin

MRHERAZIREHHLER , AIFTSERERHES. MRERTERE , BEEFERKBFM
RERAEUCEE , AIBEERER ( BRA. MEBEIHARE)  MARERERK,

B B R B RS R ARES AV ANE M

APIC ping syslogfil iRES , EREBEEEMIE EMIPTIEM

<tfroot>

apicl#
ping -c¢c 3 10.1.1.100

PING 10.1.1.100 (10.1.1.100) 56(84) bytes of data.

64 bytes from 10.1.1.100: icmp_seq=1 tt1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=2 ttl1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=3 ttl1=251 time=0.8 ms

ERERETBRIBHELE | FEEE - VEFEWNiping?RIEEVRF, #mnanagement AR AT A mgmt: inb AR



TR, EREUAREBEEEEPGY Bl igsyslog B :

<{froot>

Teafl#
i ping -V nmanagenent 10.1.1.100

PING 10.1.1.100 (10.1.1.100): 56 data bytes
64 bytes from 10.1.1.100: icmp_seq=0 tt1=59 time=1.324 ms
64 bytes from 10.1.1.100: icmp_seq=1 tt1=59 time=0.622 ms

--- 10.1.1.100 ping statistics ---
2 packets transmitted, 2 packets received, 0.00% packet Toss
round-trip min/avg/max = 0.622/0.973/1.324 ms

<#root>

Teafl#
iping -V ngnt:inb 10.1.1.100

PING 10.1.1.100 (10.1.1.100): 56 data bytes
64 bytes from 10.1.1.100: icmp_seq=0 tt1=58 time=0.833 ms
64 bytes from 10.1.1.100: icmp_seq=1 tt1=58 time=0.608 ms

--- 10.1.1.100 ping statistics ---
2 packets transmitted, 2 packets received, 0.00% packet loss
round-trip min/avg/max = 0.608/0.72/0.833 ms

B ping R AE AT HERRIPALEM | (B R TR D LFFUDPETCPIES14, MR MAERIZHIFA S BA W
E(ICMP)HM %% B ER TR BABE,

=% B P iR
SPEITER

EXRMARHERIER R AMRSEE , BEMAATDES

No messages at remote syslog server

|

- Step 1: Check /var/log/external/messages on APIC and a leaf

| I File is EMPTY or not updating

| | - No messages are being generated at the source. Proceed to configuration checks:
| | - Is a syslogSrc configured and Tinked to the destination group?



- Is minSev set to information?
- Does incl include audit, events, and faults?

|

|

|

| L. File HAS CONTENT (messages are generating locally)

| -~ Problem is in forwarding to the remote server. Continue to Step 2.
|

Step 2: Check syslogProf adminState
L- adminState = disabled - Enable it. This stops ALL forwarding from this group.

Step 3: Check syslogRemoteDest adminState
L adminState = disabled - Enable it. This stops messages to this specific server.

L- epgDn is empty — Set the correct Management EPG (00B or in-band).

-
|
|
-
|
|
- Step 4: Check syslogRemoteDest epgDn
|
|
I~ Step 5: Verify network reachability
| Run on the APIC: ping -c 3 10.1.1.100
|  ping FAILS - routing/firewall issue; verify 00B routing table and firewall rules
| L ping SUCCEEDS - IP reachable; check firewall for UDP/TCP port 514 specifically
Messages from some nodes or object hierarchies are missing
L- Check Common Policy — is it linked to the destination group?
L Verify: moquery -d uni/fabric/moncommon/systemslsrc/rssystemDestGroup
L— Not Tinked - Configure Common Policy (Step 4) for fabric-wide coverage
L- Also check Fabric and Access policy sources for hierarchy-specific coverage

Messages arrive but important events are missing

L- Check syslogSrc minSev AND syslogRemoteDest severity
L- Both must be information for full coverage; the more restrictive of the two applies

RO 1 RIRARFARKRERFERFTHER

BEECRERKAFEERENERBE  BREHEIERERFAMRT. APICHIZ L
/var/Iog/externaI/m&ssag%J: E"J zFi&ﬁ ?E@'%EEE %ﬁ'ﬁ% Ho

BEERE :

<ttroot>

apicl#
nmoquery -c sysl ogRenot eDest

# syslog.RemoteDest

host : 10.1.1.100

adminState : disabled <--- PROBLEM: remote destination is disabled
epgDn : uni/tn-mgmt/mgmtp-default/oob-default



BERR : Bin B REERERdwvled, MREFEEVEESPERERAMNE , & B REMHED
BREABRARENBA A AUREREEER .

fER T R . EfnEIAdmin > External Data Collectors > Monitoring Destinations > Syslog > [group

S L =1 —

name] > Remote Destinations > [server], #m&EiEi B B AEAdmIin Statei%E Aenabled.

%6l 2:SyslogE FHEEREREREERA

BREEERMA 7T ER B REERE , 8 N SREMNHHERETMHEE,

BRERE

<ttroot>

apicl#
noquery -c¢ syslogProf -x 'query-target-filter=eq(sysl ogProf.adn nState,"disabl ed")

Total Objects shown: 1

# syslog.Prof

dn : uni/fabric/sTgroup-Syslog-Dest-Group/prof
adminState : disabled <--- PROBLEM: group profile is disabled
transport : udp

BARRE : EEysogproRAREZHIRE B R, ZAR , ERSEERERE SRENM , BAISREM
BT R E RS

fER T R : B EIAdmin > External Data Collectors > Monitoring Destinations > Syslog > [group
namel. #mEEHEDEEEIAEAdImIn StateFRE Henabled.

RO 3MRDEBH — REFBLOHER R

FERAREHHAHARBANRKAFEEE LI ER GFAMRSR , BMEE "XHER, 5 T3
%*E%%J -FEEIET%\IEH%; No

BERE

<tfroot>

apicl#



noquery -d uni/fabric/mncomon/ systensl src/rssystenDest G oup

Total Objects shown: 0

B EE1R R B RiftsyslogR AR E AL FI B 248,

E$Eﬁ2ﬁm%E%%wwmmmwmwﬁﬁﬁﬁgm%%mﬁmﬁﬁﬁﬁ%ﬁH%E%ﬁﬁ

, WEHEMEBIMAMEMERR. MRRET , VESR RS ERBHMHERRBE RGBT
BB, 3_.51:5"&5@FEEE?E%W%(WMnfra/moninfra—default)i@%.ﬁ??ﬁ%ﬁFEZ‘&%J'% ; ;UJ-Fﬂﬁ%?gﬁmﬁ(uni/fabric/monfab-
default) B EHRB R , EMEITREBARBRERAENIREEEETE,

3R 75 R . ERZEIFabric > Fabric Policies > Policies > Monitoring > Common Policy, 7E£SyslogZB
aF ) ﬂ%%\: Lsyslogiﬁi@%ﬂ E%?’F\Ho %%%moquery-d uni/fabric/moncommon/wstemslsrc/rssystemD&stGroup|7:|<

B Ewon&/Y B 548,

=P 4 BEMBREE — ROFEHEE

BEALESIERKAFARSE  ERVEANSEH, EFFAFKREVEFZEASH. ERARK
EMEAHE,

BERSE :

<{froot>

apicl#
nmoquery -c¢ syslogSrc

# syslog.Src

dn : uni/fabric/monfab-default/slsrc-Syslog-Source-Fabric

minSev : warnings <--- PROBLEM: only warnings and above are sent; info events filtered out
incl : faults <--- PROBLEM: audit and events are not included

<#root>

apicl#

moquery -c sysl ogRenot eDest

# syslog.RemoteDest
host : 10.1.1.100
severity : warnings <--- PROBLEM: remote dest severity also too restrictive



BRARR : RABFBRBELEERME TR (minsey) TR B 1 (seveity) . EHE 3818 W BB R 2T A B4
o yu%y\tﬂf—iglﬁéﬁi , informationﬁ%ﬂﬁ)ﬁ%ﬁ%%%io

R R . fREEsyslogiRIAEMIn Severityik EREM , REEIncludeBLHiEHaudit, events,
faults, #mEER% B ZXHESeverityi  EAE Ao

=0 5:REIEE RO BEEEEPG

BE ERRARFARIEARERFEE. BERECHA , BREFCRA  XEXBAFERE
LRSS

BERE

<tfroot>

apicl#
noquery -c¢ sysl ogRenot eDest

# syslog.RemoteDest

host : 10.1.1.100
adminState : enabled
epgDn : <--- PROBLEM: Management EPG 1is empty

BARRE : MRRAFEEEPG , APICHIR B AEEABEYENTEREEZRKAFTHEE. HE
BARK , BEEER,

AP R  mERKEE , EEEENEEEPG, HAOOBER , 551212 uni/tn-mgmymgmtp-default/oob-
dfaulte BIRTFRERE , FEEEENHFAEPG,

&0 6:EEEPGHR ( FRETIN)

B REEFRHE AU NERFELEHIEE, RiKBFARFIAEEROOBEEMME , BiERH
BE5|REREPG,

BERE

<tfroot>

apicl#



noquery -c¢ sysl ogRenot eDest

# syslog.RemoteDest
host : 10.1.1.100
epgDn : uni/tn-mgmt/mgmtp-default/inb-In-Band <--- in-band EPG selected

MR A BEBBOOBMER A BISyslogAAR=R , AIFAEPCEEHE SR B AT EMRF[NFTANE

o

R AR : fimEEiEim B Z M A& Management EPGEE 2 A uni/tn-mgmmgmtp-defauloob-defaulte FEAPIC
bashping -¢ 310.1.1.10088 78 LAFERZOOB 1] i 14

RO T ABELERKBFRE

BRE: A A EREAPICHRESR N LHBERE , BEIERH , ¥syslogfafRAZH1TICMP ping R
, ABRBHE RER RS

BERET . RAPICH syslogfil IRESIE1Tping ABRFE IP AT IZ 4 -

<tfroot>

apicl#
ping -c 3 10.1.1.100

PING 10.1.1.100 (10.1.1.100) 56(84) bytes of data.

64 bytes from 10.1.1.100: icmp_seq=1 tt1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=2 ttl1=251 time=0.8 ms
64 bytes from 10.1.1.100: icmp_seq=3 ttl1=251 time=0.8 ms

PingB3h , BERFKEBFFEHERENE, ICMP(ping)i@i , MUDPIE5144% R 1k,

BRARR : EEEEMsyslogfrl IR2s 2 BHIBF X AEHACLIEEFE IEUDPE514 ( I RELE 7 TCP{EH
, BIATCP 514 ) , ICMPHMIUDPREBE K — ICMPESE TR L EFUDP 514, b4\ | SEREM
FREERBCSHOOB IPHhiEIERFKE AR, EAFFAPIC OOB IPHPFABEEERE RIAMETR
Hsyslog&E R,

fRRTTR  REH AR E RFFUDP/TCPIES14R BT A R IRAEMEEI RAVOOB Pt $5E |, BIEPT
EAPIC FIERERBMEANE THIRM, Rk A RMARS LNERIHERETUDP 514882
BEE,



RB 8: EHIACLAFFAERE BEAREE

I RE: & #permitsdenyE £HE B FEACLLOG_PKTLOG_PERMIT(/ACLLOG_PKTLOG_DENY ) ZliE R 4% B 55 @ AR
25

BERE :

1. ﬁ%%\ﬁﬁ H %:'7:/ \ﬁzﬁ%imorma{tionﬁ .
<#root>

apicl#
moquery -c¢ sysl ogSrc

# syslog.Src
minSev : information <--- must be information; any higher value drops ACL logs

2. B In B ERE M Rinformation? :
<#root>
apicl#
moquery -c sysl ogRenot eDest

# syslog.RemoteDest
severity : information <--- must be information

3. B ¥ Syslog Message Policy T Bi8 & 25 B E 14 Rinformation?
<#root>
apicl#
noquery -d uni/fabric/nmncomon/sysnsgp/ ff-syslog
# syslog.FacilityFilter

facility : syslog
minSev : information <--- must be information; default is warnings which drops ACL logs

4. RBECESHNERNRS LR AHlogist. EfnZElTenants > [tenant] > Contracts > [contract] >
Subjects > [subject] > Filters , A% #EE2Directions %! %8 7~ +H BB B 2% H BVlog.

5 BREESFERERMRE 4 RACLAS (ACLASEEKE | MFEAPIC)
<#root>

leafl#

show | oggi ng i p access-list internal packet-l|og deny

<ffroot>

leafl#



cat /var/log/external/messages | grep ACLLOG | tail -20

MRAKREAcLLoGREARE |, AlloglE T A E@BRAE LN AFER. ETRRTIENETE
B HHER . ‘ﬁﬁ@ﬁﬂumgL)&A% HCoPPERRHELHKENT A EREN T,

BRARR : EHACLAFGBRERE Hinformaiona ( RFEAFFRBI6 ) » MRRFKBFEPNEMER
B2 (RminsevseveritylB JE 2R, 1RU% B ZIBRES R G B 550 B K BE T BiBIE 23 (sysogracilityFilter at
uni/fabric/moncommon/sysmsgp/ff-syslog))EQET:EJ:E , IACLERS EE SRR S IR EE

informationo

ﬁg}\kjﬂ_?ﬁ . Esyslogiﬁt?ﬁiﬁmmev information , T:I_:Eflﬁ"ﬁa*JI%t%ﬁiﬁﬁksswerityinformationsyslog minSev , =
Common Policy > Syslog Message Policies > default T #% 5% 118 B 858 5% X Ainformation , TR EES
%’JLI@%%J:E&FH Log? , WERFR P KBRS AR R B RERMOOB P (T T EE FAPIC
|P)E’J¥‘w tHERE | @%ACLH%E R EEN,

=6 9:Effran & B BEE & SyslogfF LE

BEEXRMAFZERANEREE , RRAFERFLIZERMARR. ESCEIRETTERUL
BE. ZANERRAZEETISRESRHEE.

BAERER : ER—RECHNWEERIE, F20BRERRID CSCwj23752, EFH S B ZESHIER
IR B E R, S 1EAPIC 6.0(6) REFHRAFIEE,

R B : FHAREIAPIC 6.0(6C)IRBEFRAE, ERAZHEMANERTE , FREREHBENE
BHETEAFMENESBENELYT , AREMBABRKBFR.

=61 1018 % RKBFEHRAPIC GUIEE

BRE:APIC GUIEME , 3 HAPIC CPURIARE, MREEFREHEMAESHNACLAG R , £K
REBEAMsyslogH B A HBERBAPICEREFRNHR , B AIEEHEEEE ReventRecordo

BRAFEE : ECommon Policy Syslog Message Policy severityz% & Ainformationts , B{EEA RS H
FHE ( @%%‘@EACLE ) R TEAPICeventRecord A, IE AT REEEAPICERIETEEG N E
BGUIRERE,

BRRITR

- EEEREHEZASHACLAGRR . EENEHRIHEFERAT.
- MRACLHRHFLHBRIZEAMEE |, 3818 SyslogiH B K B E M 5 E BaetsFabric > Fabric


https://tools.cisco.com/bugsearch/bug/CSCwj23752

Policies > Policies > Monitoring > Common Policy > Syslog Message Policies > default, &

EILXFEJJ:H%EE?L&%\% A HEERASEH  RRMATFSHERIERRRBFEARER.
BHRELERANMASHRT. TUHEARBRITHERERE , UBhLETCEREHTE , M
TERERMBFTEE,

B AR

LT EHMSBREZEACIRT BFEIEE

- BREEERID CSCwj23752 — EFmBRMAFEEEASELRFEBFEE, EEAPIC
6.0(6c) R E S MAHRIEE,

Tk R e

EUTERT , WERMZEILHi#&Cisco TAC:

° /var/log/external/mwg%%\ﬁ'viﬁH%)ﬁ,ﬁﬁzkiﬁﬁ_z?ﬁ%ﬁﬁiﬁk;%ﬁt%ﬁ\ E*ﬁfﬁﬂﬁfﬁﬁﬁ‘ﬁﬁgﬁiiﬂﬁ%%ﬁ%
enabled , BIEEPGIERE , M ALEMBEIER (pingM X EREEB ) , BHENAREER
1 1R U 7] AR B o
- RMBFHERE —EXMEEDR , MARRMIRERTR , eMcBNEERBEER
, ERARBHES— o
- BEREEERERRSEREECEFNRA , BHETEEREERNE D ERNRE.
- APICH## , RIEBFEEFLIE , RAFRFERBRE,

FRTACESIZBIZRENER

« REZFENAPICH—EZHEREHHNEFIRME,

° AP|Cmoquery -c syslogGroup, moquery -c sysl ogProf*ﬂ mogquery -c sys ogRemoteDestE]’g mogquery -c sysl ogSrcﬁI |'I|Z'| o

o B9 % K moguery -d uni/fabric/moncommon/systemsisic/rssystemDestGroup , F A # B Common Policy $#5% .

* 3R B var/loglexternal/messagesAPIC I Z R EM B SR,

- RERKAFRRBHERTHE  FBEUDP/TCP 5148 8BRS R X IIEEOOB 11 F3E

o

2EZEH

. EAP|CE$EEI=?E F96.1(X)hR —

« B HACIHFE EHNRGEEEREERE



https://tools.cisco.com/bugsearch/bug/CSCwj23752
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-61x/management-61x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-61x/management-61x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-61x/management-61x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-61x/management-61x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/basic-configuration/cisco-apic-basic-configuration-guide-61x/management-61x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/syslog/guide/b_ACI_System_Messages_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/syslog/guide/b_ACI_System_Messages_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/syslog/guide/b_ACI_System_Messages_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/faults/guide/b_APIC_Faults_Errors/b_IFC_Faults_Errors_chapter_011.html

- BERACIENEEARE
- HERRIEEIEMAPIC GUIHKEE



https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217879-troubleshoot-a-slow-apic-gui.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217879-troubleshoot-a-slow-apic-gui.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217879-troubleshoot-a-slow-apic-gui.html
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