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RHEBAMREER.
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s RPEEMABVRL2MNBESRAE L,
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System Tenants Fabric Virtual Networking | Admin IOperations Apps Integrations

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export

External Data Collectors A (=0
OO Callhome
CP Quick Start
~ [@m Monitoring Destinations
~ Name Admin State

= callhome
> [l Smart Callhome
> [ SNMP
> [ Syslog
> [ TACACS
> [ Callhome Query Groups

- E—THAEECallHomeX# 3k , R&EEE U CallHome B ZE#H,

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

AAA | Schedulers | Firmware | External Data Collectors | Ceonfig Rollbacks | Import/Export

External Data Collectors T (=N ()
WIC€I®] callhome
C» Quick Start
[l Monitoring Destinations
~ Name Admin State

B Callc -
Create Callhome Destination Group

> [l Smert Cannvine
> @l SNMP

> [ Syslog

> [ TACACS

> [l Callhome Query Groups

3L  WMAFENFHAER.
THRETERNFEEA

« Name - CallHome B & 1&

« Admin — B LLi®IE

- B SMTPBIAFTAKESR(25),

« SMTP{AiRES- SMTP{AIBREAIDNSE TR IP b it

o BUAETBH — KPEMEAS R P EEEANE FE (it
- BEEEPG - oobZinb EPG , AIEHRBI K FIHISMTP{A ARES

- BHEAETFBH — BERBHNE FEFibit



|Create Callhome Destination Group|

STEP 1> Profile

Name:

Description:

Admin State:
Port Number:
SMTP Server:

Management EPG:

Call_Home_Destination_Group

optional

enabled
25
smtp.cisco.com

default (Out-of-Band) [

Secure SMTP: []

From Email:
Reply To Email:
Customer Contact Email:

Phone Contact:

Contact Information:
Street Address:
Contract Id:
Customer Id:

Site Id:

frommail@cisco.com
replaytoemail@cisco.com

customercontactmail@cisco.com

g., +1-011-408-555-1212

1. Profile 2. Destination:

« ET—HL , BETLE AN EE ( BCalHomesE BEIKAEA ) o

« B—T+RFERIIE

TR

- Bl — BERE

- BEEME — NRER  AEESTEEREMER
- Level — #EIXE B EREENBREMMRE . REBBIRE

PRk BI RS E TERER.

 ETEH—

EfcEBNEE,

- Maximum Size(Bytes) — BE{EE FE 4R KK,
xml , BISEEAT8E3EE K , E1t100-200KBH B &
DREMBRNARD. HRENEER , X ERUBEHEHEEAR10KB,

° ﬁéRFC - %ﬂﬁz- Eﬂlﬁﬁ lttyJ Beo

HAEEBNERE 7B ut
- B —NRBATHEBEDIONAWER , AIBERERAEXAR., RMAATUERERSE

RERFERS

WMRAE "X REAamIT
BEEEN, RATUALEFETE



Create Callhome Destination Group

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft

Qutlook on OSX.
Name Admin State Level Email Format Maximum RFC

Size (Bytes) Compliant

Create Callhome Destination Group

STEP 2 > Destinations lyRreiile

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft
Outlook on OSX.

m +
Name Admin State  Level Email Format Maximum RFC
Size (Bytes) Compliant
Il Destination1 enabled alerts ~||actualmail@cisco.com xml ~[1000000 & | I

Cancel

s BATUBBEERYIEZZMEEE , EVUEBRKR—TA#CalHome B =Z#AIRIE "B
CallHomeB#&, REMLFEZHE,



Severity levels

LEVEL KEYWORD LEVEL DESCRIPTION
emergencies 0 System unstable

alerts 1 Immediate action needed
critical 2 Critical conditions

errors 3 Error conditions

warning 4 Warning conditions
notifications 5 Normal but significant condition
informational 6 Informational messages only
debugging 7 Debugging messages

45 . B3I CallhomeZEiH4H

- BRZBIAPIC >EE>S\EERIKEES> CallHomeE MR

Fabric

System Tenants Virtual Networking Operations Integrations

Apps

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks

Import/Export

P
External Data Collectors fD G © Callhome Query Group - Callhome_Query

C» Quick Start

> [ Monitoring Destinations

~ [l Callhome Query Groups

« B—THECalHomeEHEERI K , AR BEZFR I CallHomeEHE,



Create Callhome Query Group ()

Mame: | Callhome_Query

Add Queries

Name Query Type DN or Class Name Query Target Response Subtree Response Subtree
Include

- EREHENER , ARIR—T+signIB U EHER,
- BB —EHEB

- Type — SERBERNHRAEBNERESR. BEBRETRT 'I0HE8. NEH,

- DNSEE — ZERBRNER. ER—RRENEAME | EUBMAUP KT EMEAE S
WEHREBIMLEFBANTAABHERA, FAPICZEIRA4H  FEZ BT, &
F4REE | ERAMEIMN, WMRiEEddnforType , BIFR P T LUGEE M A "Whole
universes ( B{EFE ) = TAll fabric objectss ( FIEREBEHR ) TEEL,

. BE — BESHEONERESHVESESFHEN. RCBETHE.

- T — BEXAREHREN FEER, RERBIFEE.

- Include — EFFRENHERER, RLEBF T,



Create Query [

Name: Callhome_Query

DN or Class Name: | uni

Target: ( children self
Response Subtree: children full

Response Subtree Include:

add-mo-list
audit-logs
config-only

count
custom-path-hop
deployment
deployment-records
ep-records
event-logs
fault-count
fault-records

faults
full-deployment
health
health-records
local-prefix
no-scoped
pending-deployment
port-deployment
record-subtree
relations
relations-with-parent
required

state

stats

tags

tasks

55 - RHEFEEE R R S A 1 CallHome)R
HEGE T CallHome B ZFMEH , R T LUEEREEIRKE,



- EfRF|APIC > Fabric > Fabric Policies > Policies > Monitoring
- HE{RTE "Monitoring Objecty ( EE¥IR ) THIBEHIEE "ALL, (FFE)fE, dig ™
Source Types (REE ) REH "CallHome. o

IEIEN  calhome/Smart Callhome/ SHMP/Syslog

Monitoring s Sourcal —
Otjexct T

Lavel Destination Group

- B—TABRZAENON +sign
- %% — CallHomeJR % #(Callhome_Source)
- BE - BEERRNBEME
- R — EERRENEHREN (BEMRBINESRBIE )
- Destination Group — LB , #IEZ BIE I A CallHome B 1Z48
- BEE — EHEEZEZEILNCallHomeZE

. Bm-TRR



MIEE : ERERER , RPTUATENERERE T EFEH CallHome R £ FH Z &
CallHome B 2 MEH , tMERELERKRE

64 : BB XM CallHomelR
TGP, RIS E R AR FE A K8 LU 3 CallHome R
ERRZIAPIC > Fabric > Access Policies > Policies > Monitoring

« FEMonitoringE Rk , KPR BITARERRER, BFIRMTARRE , Bi#CallHome/Smart

CallHome/SNMP/Syslog/TACACSE % 3,
- BRE "ERYR, TAHEESIRE "3, , W4 TRER|, F2EACallHome,



Admin Operations Apps ntagrations

Callhome/Smart Callhome/SNMP/Syslog

Monitoring o, e S
Object Type:
Inlusie Lovel Destination Group Query Group
- MEBAERRAANBEARB+EA

- BB — & ACallHomeJRE #(Access_cal | Hone)
- B — EEEREAINE S
- Level — BB BRENSEHBEY (BERISIESHE )
- Destination Group — fE L R i E 2 s L K CallHome B 1242
- Query Group — M E B MRZFZ BIE I CallHome&E



Create Callhome Source S

Name: Access_Callhome

Include:

Audit logs
Events

Faults
Session logs

Level: alerts

Destination Group: Call_Home

@ @

Query Group: | Callhome_Query

SER7: BTELERR , RALARIFHRCKEFHFIDNEFHAER.

il 37

1. SMTP 1A AR 25 E 4R 5 38

ERBAPICH A E X B T LUEBTCPE25HEISMTPREARES , F#1TpingMtelnetllE .
1.1 Pingi8I&

FERAUTHSREIISMTPEME B AR @HEEN

EAPICE :



<ffroot>

API C # ping X.X.X.X

ERERREE

<#root>

Leaf # i ping x.X.X.X

1.2 TelnetfIE ( #]25)
ETU TR ABRBESMTPIE25 2 B BRI T] LAGHR -

FEAPICL :

APIC # curl -v telnet://smtp_server_ip:port

Example :
APIC# curl -v telnet://X.x.x.x:25

ERERREE

Leaf# icurl -v telnet://smtp_server_ip:port

Example:
Leaf#icurl -v telnet://x.x.Xx.Xx:25

2. CallHomeft & 5 7

EREAPICHI R E M F A CallHome Bl ER B EFE,
2.1 CallHomefE E 18 R F
BAREEREE T ERAVENSIE

FEAPICL :

<{froot>

Api c# nmoquery -c cal | homePr of



ERERSME

<{froot>

Leaf # noquery -c cal | homePr of

2.2 CallHome B 2B 3%
BRERDIEHERET BESMTPRIREFFE :

FEAPICL :

<tfroot>

Api c# nmoquery -c cal | honeDest

ERERBEL

<{froot>

Leaf # noquery -c cal | homeDest

3.BFECallHomeE + B34+ EHi

EHBPACIRIEIERER | CallHomeBHEMR =B EFHPMAPIC2E 2, MMRAPIC2ATH , EL
HETRERBRER M, EfEFICalHome BN KRSt | SFEMEBEN Etﬁﬂ?tcpdumpo

3.1RAPIC ( EERM )
MREEEFANERE |, 588bondo. 3308 A AR B AEIEANVLAN:

Apic# tcpdump -i bond0.330 port 25

4,

TR
E A kpm_inb T EIES IR EHSMTPRE :

Leaf# tcpdump -i kpm_inb port 25



ABERELEERT , BIEKIIEBEIEHE T CallHome, SMTPERMEIZREE , RMMABRLBAE
FEMFHEIR T H R EE o

ER LA T S BT FEHRRR
ERAHRFEERERRENE.
4 17£Cisco ACI GUIH BB Z L EMN T H.

A2 —THENHILERE "EHRFEFHUERTHML (F2RAUATEREENERREES )

NN
asco  APIC
System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
Inventery | Fabric Policies | Access Policies
Lt Layer 1 Physical Interface Configuration - 101/eth1/1
Operational
o
leaf1 (Node=101) 107/ethl/1
| Interfaces
eth1/1
® =" Enable
- g ethi/z
) % eth/3 Disable
14 Turn On Locator LED
Ik Turn Off Locator LED Layer 1 Physical In..
[ ethis Reset 101/eth1/1
I;_ etm/f7 Deploy Static EPG 100
Save as .,
Post ...
Shara
Open In Object Store Browser
= B BEs >, z: Xz —_— Wi
AZEHRFAFRERSR S |, R EHREE REABAYHE— 4 51E (DN).
afret]n :
clsco  Object Store
Class or DM or URL Property Operation Value

1 object found  Show

11 Physlf

URL and response of last query @

Select an Option

dn

¢ topology/pod-1/node-101/sys/phys-[eth1/1] > T wl A -

4.4 BIDN% | SHRBAPIC CLIMGETU T oS AEHE RWEFMER



-

apic# moquery -d "topology/pod-1/node-101/sys/phys-[ethl/1]"

A5 F—EHSHEET |, HEmonrolDn L,
BHIRER -

monPo1Dn : uni/infra/moninfra-default

LEAR AL I8 I A AT E B RV BE4R KBS ] 25 245 78(DN),
4.6FEARBIH |, BEFRREEA  uni/infra/moninfra-default
EMRInfrall P T AR EZERM E AR H.
4 TER{RCallHomeE R EE T EHEER , FFITUATRE
##32CalHomeEt B Infrafl F T 2 B F .
FEAR ES 12 SR BE (N5 A Broni nfra- def aul t ) BB B IEFEEE A CallHome Bl B =R,

CallhomesSmart Callhome/SNMP/Syslog

Moniteding Source SN
Ot AL - povl  Cainome

~ Hame InGlude Level Destination Group Quary Group
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