HEBRACI OSPF#BiE# &

&I

RIEM B R & O B ERHE(ACH) 5 U 2 3R 8 8 55 (OSPF) M2 B8 R 1T B HEER

hE



Router ID 192.168.0.1

SVI 192.0.2.1 # [Eth1/50

OSPF Peering >

SVI192.0.2.50 ¥ |Eth1/2
NX-O§  RouterID 172.16.0.1

-f
——

——

hix

OSPFHFHELIEE R

OSPF = LA#£ Cisco ACIH S\ &REE 25 < BRUA M B E 2 —o Cisco ACIXEFARE AEHE , fiu
OSPFIEH ( 2EXH ) . FEKREEER, BESOREUARAMELLER,

L3OutBIEHR B EIRE, KVUBTEHE (HRREER ) INEAFERE (NHEHEEER) .

OSPFHEEAGIBEEN EMENEHITEE K ESERHE K, F— AR EEKHMER

(VRF) £ HEE , flAnAEL30utE & LB BN EFIDMEFHER, @582/ mKkEI5I2
, BlINOSPF helloffR= /M EE BI(EHE. ¥ B(P2P)),

BT REACHE RREMINIER MR 2 B2 M OSPFABZRRAVER -

1. OSPF[E13IDA & Bll 24 & PR

2. OSPFE& 2R IDAZE 21— Y

. RAEHESMTU)XA AR (FERER T , RIQAERAEHEEZEA000 , KZHCisco
IOS®/NXOSH# H & E £1500)

4. OSPFE MR SMMB B X ALE (WRER )

5. OSPF Hellof& & M Dead & b 24 78 It fit

6. OSPF 8RB Bl A B T

HEEPEFMRA T REARXERBHENACI L3Outl ERETBES MR E,


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

MRIEFABLIOURRENHMBELRER , F2EOKE.

OSPF# M EHERR-— iR EBE

EMOSPRZBARUNRE AR REA A REFLBREBERER,

SR 1 EhERK RN EHTpingRE. EAMRERERTERIERNIPAEEN
OSPFRABIEEER,

iping -V <vrf> <remote_end_IP>
example:
BL-301# 1iping -V abcl:vrf-1 192.0.2.50

TR2BRVEAREESIH

1. OSPF 235D & Bl 24 28 PU g
2. OSPFEg IR IDA A 2 ME—HY

R

3. MTULEIEE ( FERBERT , RIRPEMEIGHEREA9000 , 3 B AXZ B Cisco IOS/NXOSHE H R

E 51500 )
.OSPFE 5% S MBI X AICH (R )
. OSPF Hellof& @ #Dead & Fe 44 78 P F
6. OSPF#33& & Bll 2478 T ifig

BTRHERERIRENREB .

[S 203

<ttroot>

BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/link-up/admin-up --> 13out SVI

109 192.168.0.1/32 protocol-up/1link-up/admin-up --> Router ID SVI
BL-301#

show i p ospf interface vlian 1

Vlanl 1is up, line protocol is up
IP address

192.0.2.1/ 24

, Process ID default VRF

abcl:vrf-1

ar ea backbone

Enabled by interface configuration



State P2P,
Net work type P2P

, cost 4

Index 84, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1
Timer intervals:

Hell o 10, Dead 40

, Wait 40, Retransmit 5
Hello timer due in 00:00:03

No aut hentication

Number of opaque 1link LSAs: 0, checksum sum O
BL-301#
show int vlan

1| egrep "MIU

MTU
9000
bytes, BW 10000000 Kbit, DLY 1 usec

BL-301#

show i p ospf vrf abcl:vrf-1 | grep Routing

Routing Process default with ID

192.168.0.1

VRF abcl:vrf-1 -->

Router 1D

i FATEREBETRHFMAER , WERBHENRRRGSIBES.

OSPF #BZ % FE HEBR- iR FE

<tfroot>

[+]From the border Leaf we can identify the state of the neighbor state
BL-301# show ip ospf neighbors vrf

abcl:vrf-

1



<<EMPTY>>

[+] You can check the associated faults to the VRF.
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1
"Y' | egrep "code|rule|dn|descr|lastTransition"

<<EMPTY>>

RUBESDFAEFEETDHE , EHE L AEEE — R EE #F 1385(protocol-ospf-adjacency-
down) , EiEMZHMERER LIETHWRERERERTEMREE,

A {8 FH moquery -c faultRecord -f fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abcL:vrf-1")' | grep dnéd & SEg4ss:
LLREE,

&2 FAmoquery -c faultRecord -f ‘fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abcl:vrf-1")' -x ‘query-target-
filter=wcard(faultRecord.created,"2024-01-01")' | egrep "dn" |wc - S S M EF M4 E B N HETEHE.

R A8 TE OSPFA T TH BA B A< ith R Sw Bt B AV | Po

A

<tfroot>

[+] Identify the IP applied on the external device from the ARP associated to the interface
BL-301# moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"

vl anl

")' | grep "ip
ip :
192.0.2.50

EHM CHERHYERE

HHSE R RENTRF RSN B R ERTE(SVI) , AERAtcpdumpBE AR ETRE.



Ak ERAERRAACPUS ARSI T EMRKREN T EHkpm_inb.

<#froot>

[+] Capture asingle OSPF hello packet using TCPDUMP coming for local BL OSPF IP 192.0.2.1

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb

tcpdump: listening on kpm_inb, link-type EN10MB (Ethernet), capture size 262144 bytes
192.0.2.1 > ospf-all.mcast.net:

OSPFv2

, Hello, length 44
Router-ID 192.168.0.1,



Backbone Area

Aut henti cati on Type: none (0)

Options [

Ext er nal

]

Hel lo Timer 10s, Dead Tiner 40s,

Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP 192.0.2.50
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb
tcpdump: Tistening on kpm_inb, Tlink-type EN10OMB (Ethernet), capture size 262144 bytes

192.0.2.50 > ospf-all.mcast.net:

OSPFv2

, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area, Authentication Type: none (0)

Options [

Ext er nal

]

Hell o Tinmer 10s, Dead Ti ner 40s,

Mask 255.255.255.0, Priority 1

Wireshar k B 58

BRI AR OSPFHI4S ERHOSTHYRE |, MAETEWireshark L HEIT 5470

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF.pcap | tcpdump -r - host any
BL-301# tcpdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)'-w /data/techsupport/Node-X XX_OSPF_HOST .pcap

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF_HOST .pcap | tepdump -r - host X.X.X.X



A pcaptEE |, BATLUEIRE 234 A Analyze > Apply as a Column R { F WiresharkiB &85 .
ospf.area_id =FARERETID

ospf.auth.type =S\ EE BN S A HBE I 2T ILE

ospf.hello.hello_interval =bABEFRRKHMTU

ospf.hello.router_dead_interval =bA% 27 [&] #9 dead il FR Bl B

ospf.srerouter = RouterlD

bad 323 3|

BEBROSPF#BIZHBE : [EigI DR ITHE

REFIDE0.0.0.4200APICE B & , EfiEFabric > Tenants> Networking > L 30uts > <<L 3outName>> > Policy > Main.

.22 L3 Outside - Site2-L30ut-OSPF-Leaf301

» (C» Quick Start
- B8 aber
B Application Profiles
v [ Networking
. [ Bridge Domains
> [ VRFs
> [ L20uts
- [ L30uts

- &N Site Dut-OSPF-Leaf301

Enable BGP/EIGRP/OSPF: [] gap [ OsPF

OSPF Area ID:|| 0.0.0.42

OSPF Area Control:
] Send redistributed LSAs into NSSA area
Originate summary LSA

> E Dot1Q Tunnels a Suppress forwarding address in translated LSA

& Contracts OSPF Area Type: Regular area

= Policies OSPF Area Cost: |0 i
> [ Services

= Security

> [ SR-MPLS VRF L30uts

fil B FYOSPF[E 131 D§5520.0.0.42

B ARRE

<ffroot>

[+] Check OSPF interface details to confirm current area

BL-301# show ip ospf interface vlan 1 | grep area
|P address 192.0.2.1/24, Process | D default VRF abcl:vrf-1, area

0.0.0.42

Or



BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | grep area
area :

0.0.0.42

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1,

Area
0.0.0.42

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

REAIEE

<#froot>

NX-OS# show logging log | tail -n 100 | grep ospf-bootcamp
2023 Dec 28 15:17:09 NX-OS %0SPF-4-AREA_ERR: ospf-bootcamp [22263] (301-13-abcl) Packet from 192.0.2.1 on Ethernet1/2 received for wrong are

0.0.0.42

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

R R . #SOSPFIEHEEBL £#90.0.0.0sk E# /A EBEE £#Y0.0.0.42EEL,

BEBROSPFR#BIR IR : RIFHEBIF LR

EACIGUIHF , FREFER] ( NSSASRET ) #TEE , BfiZlFabric > Tenants> Networking > L30uts > " L 3outName" > Policy >

Main,



eleel L3 Outside - Site2-L30ut-OSPF-Leaf301

(C» Quick Start
-~ [ aber
-
= Application Profiles
~ [l Networking
> [m Bridge Domains
> [ VRFs

Enable BGP/EIGRP/OSPF: £ | OSPF
. [ L20uts [ BGP M oser

OSPF Area ID: | 0.0.0.42

-~ [ L30uts

S 30ut-OSPF-Leaf301

OSPF Area Control:
,7| Send redistributed LSAs into NSSA area
i Originate summary LSA
; E Dot1Q Tunnels | Suppress forwarding address in translated LSA

> @@ SR-MPLS VRF L30uts

> [ Contracts OSPF Area Type: Regqular area Stub area

- [ Policies OSPF Area Cost: |( &
» [ Services
= Security

NSSAZ R Hi (R AL &

el AARE

<#root>

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

nssa

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

NSSA

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1



or

BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

stub

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

none

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

Ext er na

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

REAEE

<#froot>

[+] Check OSPF interfaces con vrf



NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/1link-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/1ink-up/admin-up

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

SRR EL3Out L EHCELOSPFIR A B |, A BEEFR K ITE.

OSPFHEJIZTIFEHERR - BRHESIDESE

EENRHEFIDEMEIEOSPFBZREAENFE R, FACIKHREM S | BEOSPFIEMERIDE , BMEMFAKBEFID IPHIEVIRE, AR
Wit ARERE At ETCRENER  THEELEFRANTEIPEE,
ERRHIF , BRI URERBEEENEBSIDE B3R

fACI GUIES E Fabric > Tenants > Networking > L30uts > "L.3outName" > "Node-X" > Configured Nodes > topol ogy/pod-Y /node-X o

abc1 Node Association

> (C» Quick Start
. Eg abc1
= Application Profiles
~ [ Networking
> [ Bridge Domains Node 1D: topology/pod-1/node-301
y = VRFs Router ID:| 172.16.0.1

> [ L20uts Use Router ID as Loopback Address: [v] -
~ [ L30uts Loopback Addresses:
~ &N Site2-L30ut-OSPF-Leaf301 . P
~ [l Logical Node Profiles

v E node=-301

~ @l Configured Nodes
E topology/pod-1/node-301
> [l Logical Interface Profile
> [ External EPGs

= Route map for import and export route control

REMELEENEAZRIDE EHR,

B AARE



<#root>

[+] Check OSPF interfaces associated with the VRF
BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up
109

172.16.0. 1

/32 protocol-up/Tlink-up/admin-up

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP

BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-1D



172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

RINBERE

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 13:55:36 NX-0S %0SPF-4-DUPRID: ospf-bootcamp [22263] (301-13-abcl) Router 192.0.2.1 on 1int

BRFR : EMERELERATEEHRID,

abc1 Node Association

> (C» Quick Start
ﬁ abc1
= Application Profiles
- [ Networking
> [l Bridge Domains - Node |1D: topology/pod-1/node-301
, [ VRFs Router ID:|| 192.168.0.1 ||

) = L20uts Use Router ID as Loopback Address: E S

[ L30uts i Loopback Addresses:
~ &N Site2-1 30ut-OSPF-Leaf301 - IP

[ Logical Node Profiles

E node-301

~ [ Configured Nodes
E topology/pod-1/node-301
> [ Lodgical Interface Profiles

> [ External EPGs

> [ Route map for import and export route control

HEMELRE LR E /Y E2RID

OSPFH#MEHFESERR : MTUTRTE

£ W B OSPFAE #B 2% FH 25 12 37 % [0) 18 AR 3¢ 52 A 46 TE B% B 2% (DR)/BDRIZF ( HEBE MR T ) & | AR S EIRIExstartiRE, FULIRE
T, HSRHBELETH ARG , XRERRDBDE KD RE A MN 114 E R E R (DBD)F 5.

— B ififgactive/standby B R (BB & = ¥ 1 25| DAY R A 85 2 Ractive) , MM AR BIRAMAME, EURET , BRARKMDBDE



e, ELENaiiREREREENE, BROARESEXEKREFRENT , ELENBEBEFREIF VMR REES

MR HIBRAEOMTURERCE |, BB RS 5 FEExstart/Exchangeift &, ERRAEEBREMTUNRHARSEE —BAR
FEARMER AR ERRENMTUNEE , IR HRE 2R S,

RIRATARBATRBHAPIC GUIELE , Bt = Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface
Profiles > OSPF Interface Profile,

ogical Interface Profile = leaf301_int_prof 0

] 00

Palicy Faults History Routed Sub-Interfaces Routed Interfaces sV Floating S\W1

O 2 M. O

FERERT , ACIRHAEFEHE S5 38 A TEIMTUER E A90001 21500

FERIBERT , ACIIAEEEIBNEMTURR EE000M T 21500, HRACIEAEENMTU , At e S#ERES RENNKHES
KHDBDEREG , ¥ ERRTELEERS,

MRADBEHBEEREIRSHIMTU , EHEZEDBDERBIUKRRBACIHACK , BESHERYWBDBDER S , WRF
Exstart/Exchangefi 5.

RBARE

<{froot>

[+]From the border Leaf we can identify the state of the neighborship relation
BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID  Pri State Up Time Address Interface
172.16.0.1 1
EXCHANGE
/ - 01:10:05 192.0.2.50
VI anl

[+] You can check the associated faults to the Tenant:VRF / OSPF 1interface
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1

\/if-\[

vl anl



\]")'" | egrep "code|rule|dn|descr|TastTransition"

code

F1385

descr

OSPF adj acency is not full, current state Exchange
dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/adj-172.16.0
lastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-adj-ep-failed

title : OSPF Adjacency Down

code

F3592

descr

OSPF interface vlianl ntu is different than nei ghbor ntu

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vlianl]/fault-F3592
JastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-if-mtu-config-mismatch-err

[+] Identify the MTU applied on the OSPF interface
BL-301# show int vlan 1 | egrep "MTU"

MTU

9000

bytes, BW 10000000 Kbit, DLY 1 usec

[+] If the default configuration is on place there will be a missmatch with the 1500 default
BL-301# show ip ospf event-history adjacency | grep "neighbor mtu"
2023-12-28T12:24:31.986149000-05:00 ospf default [20751]: TID 21885:0spfv2_check_ddesc_for_nbr_state:49

nei ghbor ntu [

1500] is smaller than if ntu 9000

[+] Or if the Tocally configured MTU is lower tham external router
[2023-12-28T14:05:48.495659000-05:00:T:ospfv2_check_ddesc_for_nbr_state:478] abcl:vrf-1DBD from 192.0.2

nmu [1500] is large than if nmtu 1200

WRERVERR TR -

- IEMAEELHMTU



EFf-WOMTURERER K AREEYKREER , ELEITAXSKISLE  METURAZERRBE. Flm, BEYE
NHE. KBREMDE, REEFRA. ARE

E B FFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile , #lF
FiRo

Logical Interface Profile = leaf301 int orof 0

sV 00

MTUEL & %1500

o BABOSPFN HEREEFHIMTURBEAS EFEELR,

EOSPFERERREB AR HEMTURKEE, EMTURZLEMNTENE  RESFERREY , EESEAR BB ERDBDAILSAK
FREASEHFANPEFSBENERERL,

PHEREHNARITALER  BEEMRITRESEIZATR.

¥ F Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile
> Associated OSPF Interface Policy , 31 N B R

QOSPF Interface Policy - default 08

D C© €D

MTUZ BB &

BEBROSPFR#BIR IR : B M ERE TR

B LAEOSPFH LA B 108 , MER S RIBEHEHREN. OSPFE A EE AT Znone ( Hnull ) . simpleEiMD5, B3 ERFEH
3% Tnoney J[RROSPFRERSHERF X ERERF %, FABERIN  BESEME LUBAXETR. FAMDSERER , BIET
2EBEREE,

LT ROSPF B =BT R R BN F 0 E8E.



ZHENRF—MBAEF0, EREFENETREATTIZFOHRBEN. EREARE.

HERFE —EBARR , EEAMENHEE,

MD5& B FE-thBAREE2 , EEAMDSMBER.

FTEERERE, B2, MREHTE , - HER LN SEASSEEGHANERNSORES Z,

TEACI GUIH , Efii EFabric > Tenants > Networking > L30uts > "L3outName" > "Node-X" > Logical | nterface Profiles > OSPF Interface
Profile , SNEIFTR.

ahci Interface Profile - OSPF Interface Profile

(C» Quick Start

[ aber
B Application Profiles
B networking

Name:

Description: optional

i Associated OSPF Interface Policy:  default @
OSPFv2 Authentication Key:
Confirm OSPFv2 Authentication Key:

OSPFv2 Authentication Key 1D 1 &

0OSPFvZ Authentication Type: I'\/ MDS authentication No authentication Simple authentication ]

_int_prof

E OSPF Interface Profile

B External EPGs

i Route map for impaort and export route eontrol

B ELEMDSES fi 8 & 19 B 3%

£ CLI £

<#root>

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

si npl e

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:



sinple (

1)
Simple text password: cisco
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

nd5

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

MD5 (2)



Key-ID: 1, Auth-Length: 16, Crypto Sequence Number: 0x026c0a34

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1

192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Live OSPF trace Decode for VRF
BL-301# log_trace_bl_print_tool /var/sysmgr/tmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep abcl:vrf-1
[2024-01-04T16:23:29.650806000-05:00:T:ospfv2_set_authentication:70] abcl:vrf-lout pkt on Vlanl:

auth sinple text: key cisco

or
[2024-01-04T16:24:22.794682000-05:00:T:0ospfv2_set_authentication:96] abcl:vrf-lout pkt on Vlanl:

aut h nd5: key cisco

, key id 1 Seq 40635829 (time 1704403462)



REAIEKE

NX-0S# show Togging log | tail -n 100 | grep ospf-bootcamp

2024 Jan 4 16:55:01 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from
or

2024 Jan 4 16:55:20 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from

BRAR  CESDRRE.

HEBROSPFH#FIZTFE - Hello/DeadstBF 25 A~ L

OSPF Hello B R ‘8 2OSPFEE R HOSPFEEEN ER S , ARKEEELHENER. HdloERaUTRENBEIRE (AW AEN
) Bi%, ZAMERNTERESR10M ( BAPPHIEBMAEES ) . HdloE a8 Edead B AU EIhdloE BB FTERENE
B, deadBIfREAILEE ( AR AEN ) , BEAhdoBERENNMGE. MEFPMEhdicERNEXEMER. R , B+ FTEdeadE
FREE S EMRE .

EMEREBRLRER , AREBERERETRARFER, NRKHFTdadBRARKEIRAMENdloERE , IBEEEX
MECER,

MRIEACIZ AR E E 8 T FBEROSPF HellofMDeadi T 25 |, © P44 8 B 5121 2% Fa 25 Tl .

TEACI GUIH |, Efjfi EFabric > Tenants > Networking > L30uts > "L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface
Profile > Associated OSPF Interface Policy , Z1BIFfRo

nterface Profile - OSPF Interface Profila OSPF Interface Policy - default 00

I €D €D

B 5THello/Dead5t 28

HEB AR



<#root>

[+] Check OSPF interface configuration

BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State P2P, Network type P2P, cost 4

Timer intervals: Hello

20

, Dead

42

, Wait 42, Retransmit 5

Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt

deadl nt vl . 42
hel | ol nt vl . 20
nwT T p2p
Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl



42

heTloIntvl

nwT T p2p

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1

192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]

Hell o Timer 20s

Dead Ti nmer 42s

, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)

Options [External]



Hell o Ti ner 10s

Dead Ti ner 40s

, Mask 255.255.255.0, Priority 1

REAIKE

<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2.1120 | grep hello

ip ospf hello-interva



10

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2.1120 | grep Timer
Timer intervals:

Hell o

10

Dead

40

, Wait 40, Retransmit 5

#RIRA R . ICBLOSPFRTEFES -

BEBROSPFABEEIRE « MM EE BT TR



FEDNMBEACI LB B EESRIEE B EDERE R P2PEF I S EHERR

EE
. EiBERABIZEE T OSPF Z AEN EH AR B
o ERMRABIERMERZEFIEEEINGE
. EREBREREE10¥HeoM40¥ Deadit 58S ( EZP2PHEE )
«  OSPFEEMRKIBEEMFADRBDR,
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o P2PHERREL B B A 108 Hell o408 Deadrt B 25
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TEACI GUIH |, Efjii EFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface
Profile > Associated OSPF Interface Policy , ZEIFfRo

Interface Profile - OSPF Interface Profile QSPF Interface Policy - default [n] ]

B EEEIARIEEREE 5

RBARE

<#root>

[+] Check OSPF neighborship relation

BL-301# show ip ospf neighbors vrf abcl:vrf-1
OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1



Neighbor ID Pri State Up Time Address Interface
172.16.0.1 1

I' NI TI ALI ZI NG DROTHER

00:06:42 192.0.2.50 Vlanl

[+] Check OSPF 1interface configuration

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt
deadIntvl 1 40

helloIntvl : 10

nwT :

bcast

or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt
deadIntvl : 40

helloIntvl : 10

nwT :

unspeci fied

Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPoIName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl 1 40

helloIntvl : 10

nwT :

bcast



APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl : 40

helloIntvl : 10

nwT :

unspeci fied

[+] Whether it 1is bcast or unspecified the interface will show as Broadcast
BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State DR, Network type

BROADCAST

, cost 4
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 48
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Desi gnat ed Rout er

192.0.2.1

Neighbor List:



172.16.0.1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

REAMEE

<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lol001 110.1.0.1 protocol-up/1ink-up/admin-up
Eth1l/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2 | grep network
ip ospf network

poi nt -t o- poi nt

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2 | grep type
State P2P, Network type

P2P

, cost 1



AXERE AT ELS S RIRTEE R HE,

20k G BAY
%lei?ﬁ show ip ospf neighbors vrf <<TNT:VRF>> BEVRF L S EEE
show ip ospf interface brief vif <<TNT:VRF>> ﬁﬁﬁﬁiVRF B3 Hﬁﬁ E’g OSPFfI\

[T

mogquery -c faultinst -x 'query-target-filter=wcard(faultlnst.dn,"<<TNT:VRF>>")'

0] LA & VRF RY A8 BA i [

moquery -c ospflf -x 'query-target-filter=wcard(ospfIf.dn,"<<TNT:VRF>>")' BmEEVRFEBWATE
OSPF/ E A&

mogquery -c ospflf -x 'query-target-filter=wcard(ospflf.id,"<<vlanX>>")' @ #ZOSPF fl\ﬁgﬂ IE

moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"<<vlanX>>")" | el ﬁﬁ BEEHY ARP *ﬁ = F’EE,\

grepip

RRNEREEWIP

log_trace bl_print_tool /var/sysmgr/itmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep
<<TNT:VRF>>

VRFHY BN OSPF 3R Mt i 15

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF.pcap | tcpdump -r - host any

WEEE Wireshark L5 ##9
OSPF#RE

tepdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF_HOST .pcap | tepdump -r - host <<X.X.X.X>>

FHEHOSTHEERELUE
TEWireshark £ 471

tepdump -xxxvi kpm_inb 'proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)'

FHEHOSTHISRCHIDST4




-w /dataltechsupport/Node-X X X_OSPF_HOST .pcap

RE , A{EEWireshark &
r

& i

tepdump src host <<X.X.X.X>>-vv -e-i kpm_inb-c 1 ;‘%*ﬂ ﬁii%ﬁ%ﬁ{ % A
P m
moquery -c ospflfP -x 'query-target-filter=wcard(ospfIfP.dn,"<<TNT>>\/out-
ACI APIC |<<L3outName>>"y BREGREN S DRI
mogquery -c |3ext.RsPathL 30utAtt -x 'query-target-
filter=wecard(I3extRsPathL 30utAtt.dn,"<<TNT>>\V/out-<<L 3outName>>")’ BEL3outiF B H &

mogquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-
filter=wcard(faultRecord.dn,"<<TNT:VRF>>")'

BE W FEF 1385 protocol-
ospf-adjacency-down#y 5
8%

mogquery -c ospfRsIfPal -x 'query-target-filter=wcard(ospfIfP.dn,"<<TNT>>\/out-

<<L 3outName>>")" | grep tnOspflfPolName *@ﬁL:SOUtJ«XEHiﬁE%EﬁHﬁ
) SRR OSPFAE %K
moquery -c ospflfPol -x 'query-target- —_—
= AN
filter=wcard(ospfIfPol.name," Custom_OSPF_|nterface_Policy")' 2;%;;; 2 Eftﬂﬁﬁos PFITH
NXOSZ |[show ipint bri vrf <<VRF>>
EOSPFJTHcon vrf
B iy &
show run ospf all | section EthernetX/Y *ﬁ EOSPFEEE
= =

show ip ospf interface EthernetX/Y

BEOSPFTHBESSI#

A






https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218046-troubleshoot-aci-external-forwarding.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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